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Quattro S Initiative 

Security, Safety, Sovereignty, Social Product 

Eradicate Faults and Backdoors in Information 
Technology and Facilitate Innovation 

 
The Quattro S Initiative proposes to use the emerging approaches of openness and 
formal verification (mathematical proof techniques) to develop a complete value chain 
for the key components of trustworthy IT systems. This will allow eradicating acci-
dental faults as well as backdoors, including those inserted by malicious state actors 
(Fig. 1, 2). We aim for a level of assurance that cannot be attained through traditional 
approaches based on testing, artefact inspection or post-hoc patching. The proposed 
research includes the topic of the control of the supply chain. It is suggested to set up 
internationally cooperating groups to share costs, but also to conduct risk analyses, 
to explore technical alternatives and to develop policy options. 

Applying the paradigm of openness and formal verification to the complete IT value 
chain is important for protecting critical infrastructure, as well as the reputation of 
manufacturers of IT systems, and ready them for emerging regulation, e.g. of the In-
ternet of Things (IoT). This will take time and require (but also stimulate) further inno-
vation. The feasibility of this approach has been demonstrated by the formal verifica-
tion of the seL4 operating system kernel (Klein et al. 2009). On-going research ap-
plies it to other software components, such as file systems (Chen et al. 2015, Amani 
et al. 2016) and processors (Wilding et al. 2010). Applying the approach eliminates 
several risks and will enable a more secure re-use of complex legacy software by 
sandboxing. It will raise the bar for attackers, who will then have to attack more diffi-
cult targets, e.g. by introducing Trojan horses at the hardware level, or by compro-
mising the supply chain or the software tools used in chip design. 
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Figure 1: Computers compromised by NSA. Each dot rep-
resents >500 compromised machines. Snowden revealed 
that, e.g., systems from HP, Dell and Cisco were compro-
mised and Belgacom and Gemalto hacked. Illustration re-
designed based on the Snowden slide “Worldwide SIGINT”. 
Global supply chain risks have increased since. 

 

Figure 2: “The new concept of weap-
ons… computer logic bombs.” Colonels 
Liang and Xiangsui, PLA. Image shows 
hardware Trojan from research by 
Yang et al.  

 

A core challenge is to secure manufacturing by untrusted semiconductor fabrication 
plants (fabs), which is essential for retaining the cost and energy efficiency ad-
vantages of state-of-the-art silicon processes which require investments in the billions 
that can only be amortized by huge production volumes. 

Open design can be regarded as an important step for supporting innovation, reduc-
ing cost and enabling security analysis. It is well established for software, e.g. operat-
ing systems such as Linux and Android for servers and mobiles, and is emerging for 
hardware, with processor designs such as RISC-V, used, among others, by Micro-
semi and Secure-IC. Verification can certainly be improved, e.g. with machine-based 
analysis and evaluations conducted by different groups. 

However, without formal proofs one can never be certain of having eliminated all vul-
nerabilities, so attackers might identify and hoard one for future use. The feasibility of 
verified real-world-capable components was established by the formal verification of 
the seL4 operating system kernel (Fig. 3), which triggered a wave of activities on veri-
fied software components. In hardware, formal verification of parts of designs has 
been in routine use for decades, triggered by the Intel floating-point bug, and there is 
significant activity on verifying complete open-source RISC-V processors. Much of 
the open work has originated in public-sector and university research labs but is now 
attracting private investment. The US Department of Defense is strongly supporting 
the new paradigm:  

“Current commodity computer hardware and software are proprietary. A thorough 
security review cannot be performed on systems with undisclosed components.”  

DARPA, 2019 
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Figure 3: Unmanned Boeing helicopter under control 
of mathematically proved seL4. 

 
Openness and formal verification 
of critical components can in-
crease security and can facilitate 
the secure composition of (sub-) 
systems. Thus, evaluated ready-
to-use components will become 
available and can be included in 
innovative products.  

Open architecture and hardware 
implementations will allow sourc-
ing from different fabs, and also 
remove licensing costs. A 
strengthened security story will 

produce a competitive advantage to those building on this technology and will lower 
the cost of complying with stricter regulations. Beyond the obvious target market of 
defense, where the new paradigm will provide sovereignty regarding the components 
of the entire supply chain, it will also help securing critical infrastructure, cars, medi-
cal devices, the IoT, etc.  

Making this a reality requires funding for the following lines of action and research: 

1. Creation of national and international cooperating planning groups  

- For creating plans on developing more and more open secure IT-components 
and entire value chains, if possible in international cooperation, for reducing 
costs e.g. of proofs. Covering topics such as business cases, local compe-
tences (e.g. fabs), standardization (e.g. modification of Common Criteria to fo-
cus on open design) and legislation. 

- Conducting risk analyses. 

- Disseminating findings and plans. 

2. Work on proofs 

- Development of a complete, proven chain of openly available components of 
an IT system, which has not yet been done, is costly and should therefore like-
ly be performed in some cost sharing.  

- Work on improving formal methods for making their use easier and cheaper, 
e.g. for producing updates by the open-source community, who so far in gen-
eral did not use proofs.  

- Integration of formal methods, e.g. into open Electronic Design Automation 
tools used in hardware production, such that they are without fault and/or pro-
duce verified results, to protect against Trojans and to ease innovation.  

Examples of application: Components for communications systems, a security mod-
ule or an AI-edge TPU (cf. Fig. 4, 5). 
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3. Work on securing chips from remote fabs 
Development of methods for securing key elements of the entire supply chain, from 
mask production to the Printed Circuit Board, such as: 

- Work on technology that prevents untrusted fabs from inserting malicious func-
tionality, e.g., through cryptographically secure obfuscation, probabilistically 
checkable proofs of correctness or split production (cf. Šišejković et al.,  Sei-
fert/Bayer, Sengupta et al.). 

- Tracing chips using physically unclonable functions (PUFs; cf. Bruneau et al. 
2019). 

This needs to be done in an open way and evaluated for security as well as for or-
ganizational and economic feasibility.  

Getting this project started will require initial funding of about €10 million, which can 
be split between investors and public institutions. Taking it to full scale may require 
funding comparable to what DARPA is slated to spend on IT for defense ($1.5 billion 
for its Electronic Resurgence Initiative, aiming at trustworthy, local supply chains, cf. 
Salmon 2017) - consider that China aims at locally controlled production, too. The 
benefit will be the availability of an increasing range of secure products from an in-
creasing number of vendors, with open source elements, built to open standards thus 
ensuring interchangeability, cost competitiveness and economic welfare.  

 
Figure 4: Secure element with open 
LEON SPARC v8 processor (Guilley). 

Figure 5: Proof-of-concept of an open source security module 
based on VexRiscv, with an integrated hardware accelerator 
for the ChaCha stream cipher, designed using open tools 
only, running on an FPGA (Schultz/Reith). 

 

 

Further Information  

White Paper: http://www.QuattroS-Initiative.org/  

Weber, A.; Reith, S.; Kuhlmann, D.; Kasper, M.; Seifert, J.-P.; Krauß, C.: Open Source Value 
Chains for Addressing Security Issues Efficiently. IEEE CRE (CRS-C), Lisbon 2018. 
https://ieeexplore.ieee.org /document/8432033/ 
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