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EXECUTIVE SUMMARY 
 
 

The security of electronic government is a core concern to citizens, governments and 
enterprises. As governments across the globe strive towards providing ICT enabled public 
services to citizens and businesses, safeguarding data and systems is of pivotal importance 

since it can influence governments and users willingness to adopt online services offered. 
The need to enhance security, privacy and trust in order to build up confidence in 

eGovernment services is globally recognized and the European Commission’s eGovernment 
Action Plans require Member State commitment to the enhancement of security of 

eGovernment solutions at a local, regional, national and European level.    
   The STOA project ‘Security of eGovernment Systems’ aims to assist policymakers in 

discerning policy options for meeting future challenges in securing eGovernment systems.    
Supporting the mobility of citizens and businesses e.g. for patients to access their medical 

record in both their home state and where they receive treatment and allowing individuals 
to study, work, reside anywhere in the European Union is a key ambition of European policy 

making and regulation. However, the delivery of cross-border services entails new security 
issues that need to be handled in order to ensure the trust and confidence necessary for 

widespread use of eGovernment services in the EU 27. The STOA project will focus on 
upcoming challenges of eGovernment security in delivering public services across borders. 

Through identifying key security barriers and enablers, the project seeks to point to 
promising avenues of policy development in the face of rapidly changing, disruptive ICTs 
and changing socio-economic concerns in the EU. One of the key challenges facing 

eGovernment systems is aligning national and EU legal frameworks. As cross-border 
eGovernment initiatives operate between national and EU laws and regulation, the roll-out 

of cross-border services may potentially conflict with national legal frameworks. Securing 
cross-border eGovernment services may additionally challenge existing regulations at 

national and EU level. The project will put a specific emphasis on discussing lines of 
intersection and conflict where the imperative to secure ICT systems impedes legal 

protection of civil rights, privacy etc. 
   In this document we provide an elaborated scoping description of the project 'Security of 

eGovernment Systems' identifying seven cross-cutting security challenges for eGovernment 
systems set in the context of three case studies of cross-border eGovernment systems: 

eProcurement, border control and eHealth. The security challenges include network 
security, interoperability, identification, usability, privacy, access control and function 

creep. These cross-cutting security challenges will be examined in the context of our three 
case studies, each exemplifying different aspects of the security issue at hand. These 

security challenges are evaluated by the consortium to be the most relevant issues to study 
for providing the best input to the STOA panel in relation to future recommendations and 
policy options for establishing secure eGovernment systems and services.  
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1. INTRODUCTION 

This report is the first deliverable of the project ‘Security of eGovernment Systems’. The 
paper marks the end of the first phase of the project, the aim of which has been to further 

develop and specify the scope of the project and the scheduled tasks of the project. Work 
in this phase has included desk top research and talks with MEPs and security experts. In 

the course of this work a number of relevant issues have been considered, e.g. experience 
from existing eGovernment services in Europe at national and transnational level, best 

practice in existing eGovernment services, international examples of eGovernment services, 
relevant regulative frameworks, a number of national and international studies and 

guidelines on eGovernment and the most important security threats for eGovernment 
systems. Based on the preparatory study of these and other relevant security issues related 

to eGovernment the scope of the project has been elaborated and specified and the related 
work plan has been adapted.  

 
An important aim of the first phase of the project has been to define the focus of the 
knowledge building in the second phase of the project. Based on the preparatory study with 

special attention to identifying relevant case studies for phase 2 of the project, three case 
studies for examining the security of cross-border eGovernment systems have been 

selected in the domains of procurement, border control and health. 
 

Pre-phase work has also included the composition of a group of experts functioning as 
professional and scientific support to the project. The following scholars and experts have 

agreed to join the project’s expert group: 
 

• Principal Research Scientist Chris Dalton, Hewlett Packard Labs, Bristol  
• Professor Michael Waidner, Fraunhofer SIT Darmstadt 

• Professor Juliet Lodge, University of Leeds 
• Professor Antonio Lioy, Politecnico di Torino 

• Project Leader Barbara Ubaldi, OECD (eGovernment initiative) 
 

In this report we provide an elaborated scoping description of the project 'Security of 
eGovernment Systems' identifying the most challenging security concerns for eGovernment 
systems set in the context of three case studies. The cross-examination of case studies and 

security challenges of eGovernment systems constitute the work of the project’s next 
phase. The seven cross-cutting security challenges are: Network security; interoperability; 

identification; usability; privacy; access control and function creep. These security 
challenges are evaluated by the consortium to be the most relevant issues to study for 

providing the best input to the STOA panel in relation to future recommendations and 
policy options for establishing secure eGovernment systems and services. The report will 

introduce the case studies forming the core of project phase 2 as well as the cross-cutting 
security themes. An overview of relevant existing studies on security and eGovernment 

systems is also provided as well as an updated project plan. A list of interested Members of 



6 

the European Parliament and expert stakeholders is enclosed as appendix 1.1 A 
dissemination list of other relevant actors is enclosed as appendix 2.2 

 

2. SCOPE OF THE PROJECT 

 

Electronic Government or eGovernment is at the forefront of current public sector reform 
policies across Europe and the rest of the world, where the use of computer-based 

information and communication technologies (e.g. telecom networks, computers and 
mobile phones) to deliver public services in the public sector is seen as a major leverage of 

public sector innovation. eGovernment is usually presented as using ICTs to 1) provide 
easy access to government information and services to citizens, businesses and 

government agencies; 2) increase the quality of services, by increased speed and 
efficiency; and 3) provide citizens with the opportunities to participate in different kinds of 

democratic processes (Silcock 2001, Bhatnager 2004, Lambrinoudakis et al. 2003, Layne 
and Lee 2001). However, eGovernment is also a powerful guiding vision for the 
transformation of public governance (Lenk and Traunmüller 2000). It is about enhancing 

democratic processes and using new ideas to make lives easier for citizens, enabling 
economic development and renewing the role of government in society. The 

implementation of eGovernment services involves a transformation in the way the 
government interacts with the governed but also the reinvention of its internal processes 

and organization (Meijer and Zouridis 2004). This transformational role of eGovernment is 
acknowledged and championed by a range of global organizations who offer support to 

governments in moving to a transformational government approach: The OECD heralds a 
‘paradigm shift’ as “Governments are shifting towards this broader view rather than 

focusing on the tools themselves. They are shifting from a government-centric paradigm to 
a citizen-centric paradigm….” (OECD 2009). The World Economic Forum (2011) elaborates 

on future government architectures stressing the importance of open networked 
government highlighting the transformational potential of eGovernment, but also the 

sensitivities of cybersecurity. In the EU, the current eGovernment Action Plan 2011-20153 
acknowledges the need “to move towards a more open model of design, production and 

delivery of online services, taking advantage of the possibility offered by collaboration 
between citizens, entrepreneurs and civil society” and to support “the transition from 
current eGovernment to a new generation of open, flexible and collaborative seamless 

eGovernment services at local, regional, national and European levels that will empower 
citizens and businesses”. 

                                                 
1The experts on the list have been found by recommendations from partners in the project and 
recommendations from experts that we have already established contact with. The list of interested 
MEPs has been gathered by choosing the relevant sub-committees in the European Parliament and 
selecting politicians from this. Furthermore, some of the politicians have been suggested by partners 
in the project since they have already had contact with these. 
2The dissemination list has been compiled with the help of ENISA’s Who-is-Who-Directory (2011) 
which contains information on stakeholders, authorities and organisations pertaining to network and 
information security. The list has been pruned to find organisations relevant to the project, and 
additional contact information has been gathered if none was provided. Furthermore the internet has 
been perused for national associations which cover the subjects of information, security and e-
government. Likewise national and international organisations of science, information and technology 
writers and journalists have been added. 
3Communication from the Commission COM (2010) 743, December 2010, The European 
eGovernment Action Plan 2011-2015: Harnessing ICT to promote smart, sustainable & innovative 
Government. 
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The provision of eGovernment services and products across Member State borders serves 

as a key example of a transformational government ambition. In the ‘Security of 
eGovernment’ project the starting point is the development and roll-out of EU cross-border 

public services in the domains of procurement, border control and health. The intention to 
deliver public services across the 27 Member States is strongly emphasized in the 

eGovernment Action Plan 2011-2015 where the reinforcement of mobility in the single 
digital market supports Action 84 of the Digital Agenda also calling on cross-border 

eGovernment services. However, the delivery of cross-border services entails new security 
issues that need to be handled in order to ensure the trust and confidence necessary for 

widespread use of eGovernment services in the EU 27. Thus, as governments across the 
globe strive toward providing ICT enabled public services to citizens and businesses, the 
need to enhance security, privacy and trust in order to increase confidence in eGovernment 

services is globally recognized, and the European Commission’s eGovernment Action Plan 
necessitates Member state commitment to the enhancement of security of eGovernment 

solutions at a local, regional, national and federal level in support of the Digital Agenda 
pillar three: Trust and Security.4 

 
The project ‘Security of eGovernment Systems’ aims at assisting policymakers in discerning 

policy options for meeting future challenges in securing eGovernment systems. The project 
will focus on upcoming challenges of eGovernment security in delivering public services 

across borders. Through identifying key security barriers and enablers, the project seeks to 
point to promising avenues of policy development in the face of rapidly changing, disruptive 

ICTs and changing socio-economic concerns in the EU. In seeking to understand and 
expose the complexities of security requirements of eGovernment systems and develop 

policy options for meeting them the project consortium will provide an in-depth case study 
of three application areas of cross-border eGovernment: eProcurement, biometric passports 

and eHealth records and transactions. The aim of the case studies will be to analyse 
identified threats and challenges related to security of eGovernment. The project 
consortium will identify relevant security challenges and corresponding policy solutions for 

addressing these challenges (the work of phase 2). 
 

2.1 Identifying key security challenges and selecting the cases 

In order to identify the most pressing security challenges facing European governments and 

enterprises the project consortium has consulted the latest eGovernment benchmarking 
reports including: 

 
• the UN eGovernment Surveys (2012 forthcoming, 2010, 2008, 2005, 2004, 2003)5 

• the coming  EU 2011 – 2015 benchmarking framework6 replacing the current i2010 
benchmarking framework7 

 

                                                 
4 For an overview of EU policies on Network and Information Security, see 
http://ec.europa.eu/information_society/policy/nis/index_en.htm. 
5For full details, see http://www.unpan.org/egovkb/global_reports/08report.htm and for the 
UNinteractive e-Government Development Database (UNeGovDD), see 
http://www2.unpan.org/egovkb/ 
6Http://ec.europa.eu/information_society/eeurope/i2010/docs/benchmarking/benchmarking_digital_e
urope_2011-2015.pdf. 
7 For full details, consult 
http://ec.europa.eu/information_society/eeurope/i2010/benchmarking/index_en.htm. 
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• and the latest EU eGovernment Benchmarking Report (2010)8  
 

The project has also looked at worldwide examples of eGovernment initiatives among 
global eGovernment leaders such as the US, South Korea, Hong Kong, Australia and 

Singapore. Transatlantic and Southeast Asian experiences with safeguarding eGovernment 
systems will, if possible, be included in the Conference of phase 3. 

 
Based on the above mentioned desk research supplied with interviews and informal 

discussions with security experts, industry stakeholders and MEPs interested in the 
development of eGovernment systems the project consortium has identified a set of 

interrelated security challenges facing the roll-out and operation of cross-border 
eGovernment systems. They include network security, interoperability, identification, 
usability, privacy, access control and function creep. These cross-cutting security 

challenges will be examined in the context of our three case studies, each exemplifying 
different aspects of the security issue at hand. Selecting the cases we have tried to strike a 

balance between similarity and diversity. If cases are performed on very similar 
eGovernment applications, it is easier to compare them, while a diversity of cases allows us 

to draw more general conclusions on other eGovernment application. For the goal of this 
project, we opted therefore for case studies which resemble each other in complexity and 

scale of use, while they differ in terms of user groups, societal sectors and technologies 
used. All case studies should deal with eGovernment systems which are applied throughout 

the majority of EU Member States. This allows us to compare different member states and / 
or variations between national and European legislations. Also, the cases should have a 

certain level of complexity, in order to address the seven security issues we defined. The 
diversity among the cases involves variations in the provider-user relationship. One case 

should concern a Business to Government (B2G) relation, a second should involve a 
Government to Citizen (G2C) relation and a third could involve governments, citizens and 

businesses. Also, we need a measure of diversity in technologies in use: data storage (one 
large database, networks of databases or other devices), identification techniques 
(username-passwords, tokens, smartcards, biometrics, etc.). Finally, cases could involve 

applications which differ in the goals for which they are used: identification, payment, 
personal data storage, etc. Taking these factors into account, we opted for the following 

three case studies: eProcurement, biometric passport and eHealth records and 
transactions. 

 
Table 1: Case study selection criteria 

 

 Criteria 1. eProcurement 2.Biometric 

passport 

3. eHealth 

records 

similarity Use EU + Member States EU + Member 

States 

EU + Member 

States 

Scale  Many companies and 
most governments 

All EU citizens 
and governments 

Some 
governments 

and some 
citizens 

Complexity of Many incompatible Differences Many 

                                                 
8Digitizing Public Services in Europe: Putting ambition into action - 9th Benchmark Measurement - 
December 2010.Full information at http://ec.europa.eu/information_society/newsroom/cf/item-detail-
dae.cfm?item_id=6537. 
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security issues systems between EU 
Directive and 

national 
implementations. 

Risk of function 
creep 

incompatible 
systems with a 

strong incentive 
for 

harmonization. 
Many privacy 

issues. 

diversity Relation 

provider-user 

G2B G2C and G2G G2B, G2G, G2C 

Technologies 
used 

eSignatures, databases RFID, biometrics, 
facial recognition, 
databases 

Tokens, smart 
cards, eCards, 
ID numbers, 

databases 

 
 

2.2 Setting the EU eGovernment policy context 

Following the implementation of the first European eGovernment Action Plan 20069 large-
scale pilot projects are developing solutions for rolling out cross-border eGovernment 

services. Building on the experiences of the first action plan, the second eGovernment 
Action Plan 2011-2015 aims to realize the ambitions of the Malmö Declaration10 made at 

the 5th Ministerial eGovernment Conference in 2009. The Action Plan supports and 
complements the Digital Agenda for Europe11- as one of seven flagship initiatives under the 

Europe 2020 Strategy12. One of the key challenges facing eGovernment systems is aligning 
national and EU legal frameworks. As cross-border eGovernment initiatives operate 

between national and EU laws and regulation, the roll-out of cross-border services may 
potentially conflict with national legal frameworks. In eHealth, for instance, policies on 

health, employment, social affairs, regional development, research, innovation, industry 
and internal market intersect. Securing cross-border eGovernment services may 

additionally challenge existing regulations at national and EU level. The project will put a 
specific emphasis on discussing lines of intersection and conflict where the imperative to 

secure ICT systems impedes legal protection of civil rights, privacy etc. In order to expose 
the intricacies of existing and upcoming EU and national regulation, the project consortium 

will include legal experts in our scheduled interviews. In the presentation of the project’s 
case studies we will address the regulative framework in closer detail.  
 

2.3 Key security challenges 

In the following, the key security challenges facing operation of cross-border eGovernment 

systems are described. 

                                                 
9Http://ec.europa.eu/information_society/activities/egovernment/docs/action_plan/comm_pdf_com_2
006_0173_f_en_acte.pdf 
10 This conference was preceeded by bi-annual Ministerial meeetings of Brussels in 2001, Como in 
2003, Manchester in 2005 and Lisbon in 2007. For full information, see 
http://ec.europa.eu/information_society/activities/egovernment/library/index_en.htm. 
11 See http://ec.europa.eu/information_society/digital-agenda/index_en.htm for full background 
12 See http://ec.europa.eu/eu2020/pdf/COMPLET%20EN%20BARROSO%20%20%20007%20-
%20Europe%202020%20-%20EN%20version.pdf. 
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2.3.1 Network security 

With eGovernment the need for security in communication networks is increasing and 

resilience against network attacks (access, modification, denial of service) is of pivotal 
importance. Threats to network security (cyber terrorism, cyber espionage, Advanced 

Persistent Threats, blended threats etc.) are continually changing as vulnerabilities in both 
established and newly introduced systems are discovered, and solutions to counter those 

threats are needed. Measures to ensure network security comprise firewalls and proxy to 
keep unwanted people out, antivirus software and Internet Security Software suites, anti-

malware, encryption, security fencing, as well as improved computer architectures etc. 
(Grawrock 2006, Heiser 2010). 

 

2.3.2 Interoperability 

Effective communication between and among consumers and providers, whether 

governments, citizens or businesses, requires that the products they use are able to share 
and exchange data.  Thus, interoperability – the ability of products, systems, or business 

processes to work together to accomplish a common task - has remained a longstanding EU 
goal. The European Interoperability Framework (EIF) - a priority component of pan-

European eGovernment strategy - identifies three distinct elements of interoperability: (1) 
“technical” interoperability, involving the linking up of computer systems via agreed 

standards for the exchange of data; (2) “semantic” interoperability, focused on ensuring 
that exchanged data shares the same meaning between linked systems as well as 

analyzing different European national digital XML-standards; and (3) “organisational” 
interoperability, involving the organisation of business processes and infrastructures to 

enhance data exchange (i.e. the cross-border process itself)13. The provision of seamless 
cross-border and cross sectorial public services – for which interoperability is a prerequisite 

– is considered to have a potential high impact on businesses and citizens. Just as it is 
essential, interoperability in the eGovernment context is also complex. An eGovernment 

system must address communication needs at many levels, including government’s ability 
to communicate with citizens (individuals), with the private sector, and within the public 
sector itself. There are a range of diverse software and hardware systems and various 

types of data implicated in these transactions as well as different users (citizens and 
businesses); portals (Government, local authorities, the private sector); infrastructure, 

multiple access channels and competing government systems. 
 

2.3.3 Identification 

The issue of identification raises several important questions related to our cases. In 

eProcurement the issue of verifying the identity of a business is important, not only for 
making sure that the business is who the business purports to be when making a deal, but 

also in the long-term. Will businesses be able to be held liable in the future by the digital 
signatures they’ve used when closing deals? Is there a risk that this ID-information might 

be lost, stolen, deleted, or become insecure, and does this also entail a risk that 
agreements will not be upheld because there might be doubts about the correctness of the 

identification of the business? With regard to biometric passports doubts have been aired 
as to if biometric data will be reliable and if it will be protected against criminals who would 
want to forge the data and biometric passports. As such the efficacy of biometric data will 

                                                 
13 Http://ec.europa.eu/isa/strategy/index_en.htm. 
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be a matter that will be addressed. In eHealth the problem of how patients, doctors and 
other health professionals will identify themselves is an issue. Will a pin code be used? Or a 

smart card? Which means of identification is needed to create patients’ data, modify them 
and get access to them and who is responsible for the correctness of a record? 

 

2.3.4 Usability 

Usability focuses on making applications and services easy for people to use. The issue of 
usability is linked to security concerns since attempts to increase data security may 

decrease their usability. In terms of this project, usability also addresses how data is going 
to be used and who is using the data.  As such usability entails a strong focus on issues of 

trust in eGovernment invoked by the interaction among actors that control, deliver, or 
benefit from the service. In eProcurement, usability problems emerge from national 
requirements demanding company dossiers, or from eSignature schemes. In eHealth 

different health systems have different record holding systems, and even within these 
systems there might also be different record holding systems. Even more there is the 

problem of making the record holding systems fully digital and making sure that staff and 
patients know how to use a digital system.  

 

2.3.5 Privacy 

With privacy we refer to the relationship between collection, minimisation, dissemination 
and protection of personal data through the use of technology. Privacy in eGovernment 

refers to the credible government protection of the personal information of citizens. We 
believe that concern among citizens about how their personal data will be stored, processed 

and transmitted in an eGovernment context will be among the top eGovernment barriers in 
the future. Citizens and businesses must be assured that they interact with public 

administrations in an environment of trust and in full compliance with the relevant 
regulations, e.g. on privacy and data protection. This means that public administrations 

must guarantee that the privacy of citizens and the confidentiality of information provided 
by businesses are respected. Within the necessary security constrains, citizens and 
businesses should have the right to verify the information which administrations have 

collected about them and to decide whether this information may be used for purposes 
other than those for which it was originally supplied. In all case studies, the information to 

be handled is often of highly sensitive nature. Gathered data may include information about 
income, tax, bank accounts, but also very personal information about previous diseases or 

medical treatments etc. Security breaches and privacy issues might therefore turn out to 
affect a citizen more than in usual information systems usage - even more so, taking into 

consideration that many eGovernment solutions intend to store data centralised. As 
eGovernment systems are established it thus becomes necessary to address the fact that 

this exposes the privacy of citizens and organisations to new threats. The more data on 
citizens is available in databases, the more risk for this to be exposed by third parties, or 

for the government to use this data in doubtful ways. For organisations it also entails the 
threat of having its data more easily exposed. 

 

2.3.6 Access control 

All electronic systems that contain sensitive information will be of interest to people who 

might want to use this information for nefarious purposes. As a result access control to 
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these systems is needed in order to prevent unwanted use of the information stored. 
Access control in general has a very wide definition, since it can be anything from your car 

lock to the pin code to your credit card. But the basic function is to deny unwanted access. 
In the area of eGovernment these means of access control will mainly be electronic or 

physical (walls, cards, tamper resistant devices), and the systems can be anything from 
databases of citizen information, health records, bank accounts and contracts to control of 

infrastructure such as electricity, roads and airports etc. Access controls can be 
compromised. This means that there is a risk of fraud or of someone hacking an entire 

country by getting access to a government database with information on citizens. Likewise, 
even data that requires biometric information to be accessed can be forged. For businesses 

using eProcurement this could have the implication that their ID is forged and used for 
fraud, and for citizens using eID the risk of someone “hacking a country” or forging 
biometric data is a very real concern. Subsequently the digitalisation of health systems and 

utilization of eHealth and ePrescription are vulnerable to the same threats to access 
control; IDs might be used for fraud, passwords stolen and smart cards lost. As such, all 

electronic systems risk being compromised and having data stolen. And while very safe and 
elaborate systems of access control can be constructed, the more elaborate the access 

control system is, the more you might compromise the usability of the system or service. 
For example, from the viewpoint of usability a single sign-on system may be preferred, 

allowing users to remember just one access code for multiple data files. From a security 
point of view, multiple accounts might be preferred, preventing too much data loss in case 

of ID theft.     
 

2.3.7 Function creep 

Function creep is what occurs when an object or a procedure designed for one purpose 

ends up serving another purpose for which it was not originally intended. This can happen if 
the area of the function has not been sufficiently defined or delineated. For example a law 

can be put into effect which gives the police certain powers, and if these powers have not 
been defined well enough, the police might use them for other purposes than what the law 
was originally intended for. In relation to eGovernment this is a very important issue since 

large amounts of highly sensitive data on citizens will be broadly available to government 
agencies, and perhaps even private organisations. Therefore it needs to be considered 

thoroughly which implications the storage of citizen data might have, how one intends for it 
to be used and which legal and political initiatives need to be taken to protect citizen and 

company data. Still, once the biometrics of all citizens is gathered and stored in a 
searchable way, it can also be used for other purposes such as identification in criminal 

investigation. Also, an eHealth system could face the risk of health information of citizens 
being used by insurance companies unless clear limitations for the use of this information 

are put into place. A different type of function creep might occur if one type of eSignature 
is made mandatory in one field of applications and is subsequently made mandatory in 

another area. In the first field, a cheaper type might be enough, while in the second a more 
secure one could be appropriate, while in reality regulations might impose something 

different. 
 
In order to illustrate the intersection of security challenges and case studies we have 

devised a security matrix model (table 2). Each security theme entails specific actions and 
policy options that the project will address in phases 2, 3 and 4. 
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Table 2: Security matrix model 

 

 1.eProcurement 2.Biometric Passport 3.eHealth Records 

Network Security Lack of availability of 
Internet, denial of 

service attacks, 
malware 

Centralised or 
decentralised 

storage, attacks 
from the network 

Centralised, 
decentralised or 

host-based systems, 
attacks from the 
network, gaps 

between e.g closed 
loop medication 

systems and  web 
based data bases 

Interoperability Systems may not be 
interoperable 

Different phases of 
implementations 

Semantics regarding 
20 languages and 

three alphabets in 
pan-European 

situations, different 
systems of 

classification of 
diseases and drugs 

Identification Parties may not be 
identified properly 

Fault margins on 
biometrics 

Unique identification 
of citizens/patients, 

healthcare 
professionals, 

pharmacies, 
locations and 

devices/hardware 

Usability Systems may be 

complex 

Skills level of civil 

servants 

Skill levels of 

citizens/patients, 
informal carers and 

health care 
professionals 

Privacy Confidentiality of 
information 

Storage of all 
citizens biometrics 

Patient consent, 
confidentiality 

Access control Access of outsiders Security of the chip 
and databases 

Opt-in/opt-out 
modalities in 

databases, re-use of 
individual patient 

health data 

Function creep Use of signatures Biometrics for police 

investigation 

Misuse of 

information by 
insurance companies 

 

The seven security challenges we defined here are related. For example, weak access 
control or elaborate function creep may lead to privacy issues. Or, identification is one of 
the techniques for access control, etc. In Deliverable 2, we will elaborate on the 

interrelation among the seven challenges.     
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3. RESEACH DESIGN AND METHODS OF PHASE 2 

Taking the strategic objectives of this project into consideration, the project consortium has 
decided to employ a multiple case study approach (Yin 2002). The case study approach 

consists of gathering enough information about a particular object of inquiry – in our case 
security challenges in the adoption/implementation of specific eGovernment systems – to 

permit the researcher to understand the system, processes and context involved and the 
dynamics present (Benbasat 1987, Eisenhardt 1989). A case study approach is also 

appropriate because of its ability to encompass multiple research methods. The project will 
draw on the following combination of case-focused methods: 

 
• Semi-structured interviews with key case study stakeholders and technical experts 

relying on open questions guided by an emergent conceptual map of the research 
domain. 

• Document analysis of policy documents, consultancy reports, reports from 
international bodies etc.  

 

In the following we provide a preliminary presentation of case studies, which will constitute 
the next phase of the project (phase 2). 

 

4. PRELIMINARY PRESENTATION OF CASE STUDIES 

4.1 Case I: eProcurement 

According to Graux and Meyvis (2010), the value of public procurement spending in the EU 
is amounting to 17% of the GDP.  Electronic public procurement is taking place in many EU 

member states. For high values beyond a certain threshold, it is mandatory to make part of 
the procurement process Europe-wide by publishing tenders in the EU’s Official Journal. The 

main reasons for the continuing relevance of EU-wide procurement are lower costs because 
of increased competition among bidders, as well as because of anticipated savings by using 

electronic means, from tenders to bids, contracts and invoicing. Therefore, the EU requires 
EU-wide electronic procurement, in particular with Directive 2004/18/EC. Cross-border EU 

electronic procurement may lead to very complex procedures because of the variety of 
digital signature legislations and digital signature technologies (including choice of 

algorithms and protocols for verification, quality of the implementation of single 
components, quality of the signing environments, issues of storage and resigning). The 
choice of such legal and technical approaches leads to different costs, different prospects 

for usability, as well as to different risks for the liability of stakeholders including the 
individual users working with the stakeholders. 

 
In eProcurement, the parties wish to identify themselves and wish to have authentic 

documents usable for later dispute clarification. There is a variety of digital signatures in 
use. While they typically comply with EU Directive 1999/93/EC, they differ in detail. Those 

details may make a difference if transaction records need to be proved at court (cf. 
Cimander 2009). The variety of signatures means that so far trans-border interoperability 

is largely non-existent (see the Commission-funded study by Graux and Meyvis 2010). In 
some countries, such as the UK and Ireland, rather only shared secrets are used for login 

into the procurement system. This would be less secure, Graux and Meyvis write, but no 
incidents have occurred, by 2010 (ibid., p. 31). 
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The variants of digital signatures come with significant costs for certification, smart cards, 
readers, etc. Furthermore, cross-border validation services may be necessary to check 

whether a signature complies with the legislation at the place it was made, and 
communicate the finding to the relying party, which may imply subsequent legal issues. 

Additional costs emerge from the need for resigning services. Independent bodies may 
need to resign records after some years if keys have become too short or if it turns out that 

algorithms have become insecure. Such costs, however, may lead to more assurance with 
regard to long run readability and with regard to reliability in court cases. We intend to 

identify the related experiences from the large scale PEPPOL pilot. 
 

According to Graux and Meyvis (2010), the economic viability of electronic procurement 
using digital signatures is unclear, not only because of the costs, but also because of the 
lack of data. This means that the issue of records which cannot be denied at court is to be 

investigated in our study, and all alternatives should be put on the table. We will also 
explore whether the Internet can be made a safer place with no possibility for malware 

attacking digital signatures. This would reduce the need for secure hardware of any sort. 
Taking into account that no provably secure systems for digital signatures exist, it is 

anticipated that the whole variety of means of authentication is to become a topic of our 
research. It is anticipated that the players will decide on these depending on their risk 

perception and the costs for the respective improvements in security, i.e. risk reduction. 
We will also address migration paths towards more secure end-user devices as well as 

towards securing the Internet. It is anticipated that the above issues will be of relevance 
for some pending changes in EU-legislation, such as a new signature directive (Schwemmer 

2011).  
 

We also intend to address more general risks, such as those from Advanced Persistent 
Threats, addressing the proper working of eProcurement systems as a whole (Chien 2010, 

Dalton 2009). This may affect the confidentiality of data, e.g. prices of bids, confidential 
details of bids as in military procurement, etc., which is also threatened from inside 
procurement systems, e.g. if those systems are subcontracted. 

4.2 Case II: The biometric passport 

All European member states are obliged to implement the biometric passport, equipped 

with an RFID chip that stores the facial scan of the passport holder. This is defined in 
Council Regulation (EC) No 2252/2004 of 13 December 2004 on standards for security 

features and biometrics in passports and travel documents issued by Member States. The 
objective is to combat passport fraud and have one internationally compatible identification 

system. Still, the way in which the biometric data is gathered, stored and used, differs 
among member states. Some member states only gather the facial scans, while others also 

use the fingerprint. Some member states opt for decentralised storage of the data, for 
reasons of privacy and data protection, others store the data centrally. Some states use the 

stored biometric data only for one-on-one verification to prevent fraud, while others want 
to use it to identify crime suspects and combat terrorism. This will lead to a broad variety 

of security issues, which differ among member states. Moreover, we discern a certain 
tension between the European directive and the national laws placed on top of it.  
 

As an identification system, work is underway to reach one international compatible 
system. Still, it is difficult to implement the same level of data security among states 

concerning the scanning devices and protocols. Also, member states diverge in their 
implementation phases: some are already fully functional, while others are still at the 
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beginning. Can the biometric passport be used in all member states in a similar way? Can 
the identification data be exchanged between member states? Moreover, member states 

appear to add functionality to the system. The biometric passport was originally designed 
to combat fraud. For example, the portrait picture is not only stored physically on the 

passport, but also electronically on an RFID chip. This will make it more difficult for 
someone to just replace the picture. Also, once the data is stored centrally, it should make 

it more difficult for one person to request different passports at different municipalities 
under a false name. Still, once the biometrics of all citizens is gathered and stored in a 

searchable way, it can also be used for other purposes such as identification in criminal 
investigation. For example, looking for matches of fingerprints or video images from a 

crime scene and the central database.A fraud detection measure then evolves into a crime 
scene investigation tool, a function creep for which the system was not built for in the first 
place, leading to new security challenges. Which member states elaborated on the 

functionality of the system, and with what kinds of results? 
 

Biometric data is considered to be sensitive, personal data. Some studies demonstrated the 
chip can be hacked and the communication with its reader can be eavesdropped and 

replicated. Data transfer between the RFID chip in the passport and reader is encrypted, 
but the key did not prove long enough, as Hoepman et al (2006) demonstrated. How well is 

this data protected on the chip of the passport? Once the data is also stored, either at the 
municipality, or nationally: how well can this data be protected against security treats such 

as hacking, data loss and data pollution? Also, European nations differ in terms of privacy 
concerns. Germany for example opted against central storage for reasons of data 

protection. Other countries aim at central storage, in order to be able to use the data for 
criminal investigation. The UK and the Netherlands both started with centralised storage, 

but later on decided to reverse or postpone this measure. What are the privacy concerns 
raised by privacy advocates, politicians and citizens?  

 
Aside from the national differences in privacy policy, the European privacy policy 
framework is evolving too. For example the Directives 95/46/EC and 2002/58/EC, 

concerning European privacy guidelines is currently under revision, urging for example the 
owners of large data systems to perform privacy impact assessments. More in general, the 

whole notion of what actually are personal data is under revision too. This will also affect 
the use of biometrics for identification, as the European data protection officer Peter 

Hustinx suggests. (Hustinx 2011) How will the use of biometric data by nation states 
concur with changes European data protection legislation?  

 
In sum, the case study of the biometric passport is of interest for this project because it 

demonstrates how an eGovernment-related European Directive can have different forms of 
national implementation. It also demonstrates the complexity of implementing identification 

techniques and possible privacy issues resulting from that.  
 

4.3 Case III: eHealth records and transactions 

European healthcare establishments are facing substantial challenges over the next 
decades forcing European policy makers to re-think how European healthcare is provided. 

Important challenges include demographic developments such as ageing, which are likely 
to increase the demand for healthcare services, and a rise in patients suffering from chronic 

diseases. Another emerging challenge is the growing competition within the healthcare 
market. This development may increase the mobility of both patients and health 



European Technology Assessment Group (ETAG) 
____________________________________________________________________________________________ 
 

17 
 

professionals. Dominant also are the growing expectations and empowerment of patients, 
trends which will affect the future healthcare sector in the sense that patients will ask for 

more personalised and high-quality services and will take over some traditional healthcare 
tasks themselves. Key applications in eHealth such as eHealth records systems and 

ePrescription services are expected to improve the healthcare system and increase tailoring 
care to individual consumers enabling patient safety and access to cross-border care. 

However, the provision of cross-border eHealth services faces operational, technical and 
legal challenges.14 

 
A core strategic policy document for eHealth is the European eHealth Action Plan which 

contains a series of activities during the period 2005-2010, supported by the Commission 
services. Council Conclusions adopted on 1 December 2009 has called upon the European 
Commission to update the 2004 eHealth Action Plan. This has been followed up by the EC- 

facilitated "eHealth Governance Initiative", the overall objective of which is to collaborate 
on the design of future European eHealth strategy and infrastructure. The second eHealth 

Action Plan plan is envisioned for adoption by the end of 2011.15 The Europe 2020 strategy 
flagships Digital Agenda for Europe and Innovation Union both incorporate an important 

role for eHealth: the Digital Agenda for Europe includes a number of targeted eHealth 
actions such as Key Action 13: “Work with Member States to equip 15% of Europeans with 

secure online access to their medical health data by 2015. By 2020 widespread deployment 
of telemedicine services”; or Key Action 14: “Adopt EU wide standards, interoperability 

testing and certification of eHealth systems by 2015; Agree on a minimum set of patient 
data to be accessed/exchanged across Member States by 2011.” 

 
eHealth in Europe is mainly regulated by national laws of the Member State, e.g. with 

regard to the overall organisation of the healthcare sector (division of roles between the 
private and the public sector), the legal status of the healthcare profession or to the 

definition of patients’ rights. Recently, however, EU law has been adopted which clarifies 
access to healthcare in another EU country, as well as rules on reimbursement.This is the 
EU Directive on the application of patients’ rights in cross-border healthcare - defined as 

healthcare provided or prescribed in a member state other than that of affiliation (Legido-
Quigley et al. 2011).16. Of particular interest is the setting-up and level of ambition of the 

network of national authorities responsible for eHealth made mandatory in the Directive 
(Article 14) which will consider issues related to the transferability of electronic patients’ 

records in cases of cross-border healthcare. Also particularly relevant for the domain of 
eHealth is of course the European regulatory framework for personal data protection17 and 

                                                 
14From an operational point of view it is evident from previous studies on eHealth systems that 
sustainability and added value are only achieved when eHealth systems explicitly address socio-
technological and organisational concerns and the interests of their potential adopters (e.g. patients, 
phycisians, the pharmaceutical industry, hospital administrators and primary care providers) - see for 
example, Vitacca M, Mazzù M, Scalvini S. (2009). Socio-technical and organizational challenges to 
wider e-Health implementation. ChronRespir Dis. 6(2):91-7. In the “Legally eHealth” study 
Doosselaere et al. (2008) focuses on three legal clusters – data protection and privacy; product 
liability andconsumer protection; competition and trade law. 
15 For further details, see 
http://ec.europa.eu/information_society/activities/health/ehealth_ap_consultation/index_en.htm. 
16Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the 
application of patients’ rights in cross-border healthcare, available at: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:EN:PDF 
17Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal data and on the free movement of 
such data: http://ec.europa.eu/justice_home/fsj/privacy/law/index_en.htm. 
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for the protection of privacy in electronic communications.18According to the “Legally 
eHealth” study (Doosselaere et al. 2008), equally important EU-level legislation applies to 

the eHealth sector through product and service liability and consumer protection; and trade 
and competition aspects of eHealth. 

 
The case study will examine existing national and EU eHealth records initiatives enabling 

cross-border patient mobility. On an EU level, the epSOS Large Scale Pilot (Smart Open 
Services for European Patients) involves 23 Member States, other European countries and 

an industry team of more than 30 companies to test secure and interoperable Patient 
Summaries and ePrescription services across borders allowing patients the opportunity to 

use cross-border eHealth services when seeking healthcare in participating epSOS pilot 
countries. The epSOS project develops national and cross-European eHealth infrastructural 
elements such as authentication of patients and health professionals, semantic 

interoperability and security measures which will interconnect regional and national 
solutions to enable cross-border access to patient data. These may contain emergency data 

or prescription information. 
 

Establishing cross-border eHealth services such as Patient Summaries and ePrescription 
services will face the obvious challenges of diversity in languages, local classification 

systems and record holding as well as security and privacy of healthcare data. For instance, 
vital information should be freely available in an emergency, but personal data – whether 

accumulated or current – must be absolutely “locked down” against unauthorized or 
inappropriate access. Also, identification and authentication are crucial elements of 

networked eHealth systems to verify the identity of patients and health professionals. 
Patients have different rights to confidentiality and privacy in the different EU member 

states. Some patients are the owners of their own data – in other countries it is their 
clinicians or general practitioners who have this right. If electronic information is easy to 

share and update, it can also be easy to acquire. What is the burden of responsibility of 
each actor and each link in the European health service chain? What are the security 
requirements of the re-use of individual patient health data - a crucial concern for the 

advancement of public health and clinical research? What are the modes of operation for 
accessing person related health data on a regional, national and multinational level in a 

European context? What are the requirements for citizens and how safe are eHealth 
services such as 'Patient Summaries' in terms of integrity, data protection and privacy?  

 

5. UPDATED PROJECT PLAN 

The following project plan describes the procedure and time plan for the remaining three 

phases of the project. This project plan specifies the work mode and methodology of 
phases 2-4 and presents the necessary changes of the time plan of these phases.  

 

5.1 Changes in the time plan 

The necessity of changing the time plan should be seen in the light of the problems related 
to the approval of Intermediary Report 1 and the delay of signing the contract for phase 2 

of the project. In the original project plan it was foreseen that the work of planning the 

                                                 
18Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector 
(Directive on privacy and electronic communications). 
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conference in phase 3 could begin during phase 2. Since this is no longer possible phase 3 
will be prolonged. The changes in the time plan are as follows: 

 
Phase 2: 

Duration: 6 months from the signing of contract of phase 2 
 

Phase 3: 
Duration: 6 months from the signing of contract of phase 3 

 
Phase 4: 

Duration: 2 months from the signing of contract of phase 4 
 

5.2 Phase 2: Knowledge building 

 
Phase 2 will be aimed at building knowledge on the selected security challenges of e- 

Government systems by analysing the three cases of eProcurement, the biometric passport 
and eHealth records. The focus of the phase 2 studies is further described above in the 

elaborated scoping description. 
 

The three case studies will be performed by desk studies using existing literature and 
studies on the subject as well as interviews with relevant experts and practitioners with 

knowledge of the specific cases. The methodology of phase 2 is further described above in 
section 3. 

 
The results of phase 2 will be: 

 
• Intermediate report 2: A report (70-100 pages) about (1) the outcome of our 

research and interviews and (2) a description of the scope of the conference in phase 
3 

 

5.3 Phase 3: Expert/stakeholder debate on the perspectives of EU eGovernment 

systems 

 

In the third phase of the project a conference about security challenges for eGovernment 
systems and possible policy options is planned and carried out. The conference will debate 

the central security and feasibility issues of EU eGovernment systems and the 
perspectives for establishing EU eGovernment services. The conference will build 

on presentations from experts and stakeholders, and debate with MEPs about policy options 
related to EU eGovernment systems. 

 

Conference scope 

The conference will be structured around 4-5 issues. These issues could be e.g. ‘most 
relevant security threats’, ‘most relevant means to improve security’, ‘EU e-signature’, 

‘future secure eGovernment systems at EU-level’. These are indicative examples, as the 
precise scope and issues of the conference will be decided on the basis of the well-

authenticated conference scope description delivered at the end of phase 2. 
 

The work in this phase will include identifying and inviting relevant speakers, planning the 
conference and carrying out the conference. All speakers will be asked to make a paper 
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(approximate 3-5 pages) as background to their presentation at the conference. These 
papers will be given to the participating MEPs one week before the conference, in order to 

optimise their benefit and the overall quality of the conference debates. 
 

The day after the conference the expert group (if necessary supplemented with a few 
experts/stakeholders from the conference) will discuss the outcome of the conference and 

give suggestions for future policy options in relation to establishing secure EU  
eGovernment services. This will be input for phase 4 of the project. 

 
The results of phase 3 will be: 

 
• A conference with a debate involving experts/stakeholders/MEPs 
• Intermediate report 3: A conference report (30-50 pages) consisting of speakers’ 

papers and the main conclusions from the debate 
• A Policy Brief: Summary of expert workshop (5-10 pages) as input for the policy 

option assessment in phase 4 
 

5.4 Phase 4: Policy options assessment and project conclusions 

 

In the last phase of the project the results of all previous phases will be compiled and 
evaluated and on the basis of that, policy options related to security of future EU 

eGovernment services will be assessed. The policy option assessment will be done by the 
project consortium based on the results of case studies, the conference and the workshop 

and supplemented with Internet-based support from the expert group. The policy option 
assessment will include consideration of the following questions: 

• What are the most relevant security threats hanging over eGovernment and what are 
the possible measures to counter them? 

• What are the security related barriers of a European Interoperability Framework for 
eGovernment services? 

• Can the removal of security-related barriers to cross-border e-procurement services 

enhance the EU Single Market? 
• What are the policy options and the main security issues to be tackled for a mutual 

recognition and interoperability of e-Signature and its alternatives? 
• What EP initiatives could be envisaged for fostering eGovernment capacity building 

through more secure services? 
  

 
The policy option assessment will furthermore include options identified during phase 2 and 

3 of the project. Options are anticipated to provide input to update of directives, e.g. any 
updates of the Procurement and Signature Directives or to relevant privacy guidelines and 

directives. Other options may concern initiatives for, e.g. fighting malware and denial of 
service attacks, such as EP-supported moves towards suitable computer certifications, 

towards auditing requirements used in the procurement of IT-systems, towards network 
improvements or towards ways to address the “commons” nature of measures to improve 
security. 

 
The policy option assessment will be based on Intermediate report 2 and 3 as well as the 

Policy Brief and other relevant input from the conference and the expert workshop 
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connected to the conference. The assessment will result in a number of policy options of 
relevance for the European Parliament. 

 
The results of the last phase will be: 

 
• A final report (70-100 pages) that sums up the results of the project and gives 

conclusions about the security issues related to eGovernment systems, possible 
solutions, and policy options 
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6. REFERENCES INCLUDING OTHER RELEVANT STUDIES ON 
SECURITY AND EGOVERNMENT 

The following section contains references as well as relevant studies on security and 
eGovernment. These studies will be included in the knowledge building phase. The list is 

not exhaustive and supplementing studies will be included. 
 

6.1 General studies – Security of eGovernment 

 

• Belanger, F., and Hiller, J.S., (2006) "A Framework for E-Government: Privacy 
Implications," Business Process Management Journal (12:1), pp. 48–60 

• Benbasat, I., Goldstein, D.K. and Mead, M. (1987). The Case Research Strategy in 
Studies of Information Systems, MIS Quarterly (11:3), 369-386.Bhatnagar, S. 

(2004). E-Government: From Vision to implementation: A practical guide with case 
studies. Sage: New Delhi, Thousand Oaks, London. 

• Doosselaere, C., Herveg, J., Silber, D., and  Wilson, P. (2008). Legally eHealth - 
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Information Society and Media, European Commission, available at: 
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• Eisenhardt, K. M. (1989). Building Theories From Case Study Research, Academy of 

Management. The Academy of Management Review.ENISA (2011). Who is Who-
Directory, available at http://www.enisa.europa.eu/publications/studies/who-is-

who-directory-2011 
• ENISA, Data Breach Notifications: 

http://www.enisa.europa.eu/act/it/dbn/ 
• ENISA, Security and Resilience in Governmental Clouds: 

http://www.enisa.europa.eu/act/rm/emerging-and-future-risk/deliverables/security-
and-resilience-in-governmental-clouds 

• European Commission, Study on user satisfaction and impact in EU27: 
http://www.epractice.eu/files/media/media2599.pdf 

• European Commission (2010).Digitizing Public Services in Europe: Putting ambition 
into action - 9th Benchmark Measurement: 

http://ec.europa.eu/information_society/newsroom/cf/item-detail-
dae.cfm?item_id=6537 

• Grawrock, D.: The Intel Safer Computing Initiative. Intel Press, 2006. 

• Heiser, Gernot et al.: The Road to Trustworthy Systems. Communications of the 
ACM, 53(6), 107–115, June, 2010. 

http://ertos.nicta.com.au/publications/papers/Heiser_AEKKR_10.pdf. 
• House of Lords, Protecting Europe against large-scale cyber-attacks: 

http://www.publications.parliament.uk/pa/ld200910/ldselect/ldeucom/68/68.pdf 
• Lambrinoudakis, C., Gritzalis, S., Dridi, F., and Pernul, G. (2003). Security 

requirements for e-government services: a methodological approach for developing 
a common PKI-based security policy, Computer Communications 26 (16), 1873-83. 

• Layne, K. and Lee, J. (2001). Developing fully functional e-government: A four stage 
model , Government Information Quarterly 18 (2), 122-136 

• Lenk, K. andTraunmüller, R: (2000). A framework for electronic  government, 
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Government web services. Hershey PA: Idea Group Inc.  



European Technology Assessment Group (ETAG) 
____________________________________________________________________________________________ 
 

23 
 

• OASIS (2010). eGov Pitfalls Guidance, available at http://www.oasis-
egov.org/sites/oasis-egov.org/files/eGov_Pitfalls_Guidance%20Doc_v1.pdf. 

• OECD, Denmark: Efficient e-Government for Smarter Public Service Delivery: 
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6.2 Studies specifically for eProcurement 
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