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Preface

The INDICARE Monitor is the online-journal of project INDICARE being
published every last Friday of a month. The present second volume of the
INDICARE Monitor contains the 12 issues which have been published dur-
ing the second year of INDICARE operation (March 2005 — February 2006).
It contains more than 100 articles written either by members of the project
team or external experts.

To add value to this volume we have included again a keyword index and a
name index. While the keyword index helps to find articles by subject matter,
regional focus, and article-type (announcement, case study, conference re-
port, country report, economic analysis, editorial, interview, legal analysis,
news analysis, opinion, policy analysis, review, survey, technical analysis),
the name index references names of persons mentioned in the articles — not
including deliberately names of authors. For this edition all articles have been
checked again in order to diminish typos, to apply the layout rules more con-
sistently, and to attribute keywords more carefully. Thanks to Gabriele
Kaufmann, secretary at ITAS, for the many hours of skilled word processing
and layout it took to produce the present publication.

The main purpose of the INDICARE Monitor is to inform on consumer and
user issues of DRM solutions in Europe and to stimulate public debate. De-
bate means two things here: first, the online-journal itself is scheduled as a
platform for debate where different opinions and views can be expressed, and
secondly articles posted on the INDICARE website can be discussed online
straight away.

Some articles reached an audience of almost 1.000 readers at our website
within a month. Some articles have already been downloaded more than
7.000 times. As articles can also be obtained by RSS feed and by download-
ing the whole monthly issue as pdf-file, the effective readership is always
larger than the counter of article visits indicates.

A more qualitative measure for the success and the quality of articles is the
fact that articles of the INDICARE Monitor are not seldom referenced, com-
mented or syndicated by other web resources, e.g. PaidContent by Rafat Ali,
QuickLink by Richard Swetenham, Urs Gasser’s blog at Berkman Center for
Internet & Society Berkman Center, Stefan Bechtold’s blog at the Center for
Internet and Society (CIS) at Stanford Law School, Charles W. Bailey’s
Scholarly Electronic Publishing Bibliography and Scholarly Electronic Pub-
lishing Weblog, or at BillboardPostPlay. Meanwhile the INDICARE Monitor
has also been included in electronic journal catalogues and is indexed in Li-
brary and Information Science Abstracts (LISA).

The INDICARE Monitor has turned out to be a place of DRM debate,

—  where empirical consumer research is reviewed and presented,

—  where consumer organisations and other relevant NGOs have a voice,
—  where young researchers working on DRM publish original ideas,

—  where interesting interviews with key persons take place,



—  where national and European research projects on DRM are covered,

—  where the implementation of the European Copyright Directive in mem-
ber states is followed closely,

—  where European and US debate meet, and

—  where you can find information about DRM events which are not cov-
ered elsewhere (e.g. workshop and conference reports).

The keyword index gives an impression which topics ranked especially high.
Conforming to the scope and the focus of INDICARE it is most naturally that
the issue of consumer expectations, copyright law, DRMS design, business
models, as well as standards and interoperability have been dealt with most
often. Special focus themes helped to address in some depth important issues
beyond the mainstream discourse such as "DRM and e-payment systems",
Trust, DRM, and TC", "DRM and disabled" or "DRM and scientific publish-
ing". In the Masthead at the end of this publication (cf. p. 408) you will find
more information about the dissemination of the journal, the editorial team,
and the editorial policy.

Knud Bohle
(Editor)
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Editorial of INDICARE Monitor Vol. 2, No 1, 25 March 2005

By: Knud Bohle, ITAS, Karlsruhe, Germany

Abstract: With the second year of INDICARE we start the second Volume of the INDICARE
Monitor this month. Beginning with the present issue, the Editorial will always fulfil two pur-
poses. It will announce INDICARE project news and it will introduce the respective issue. Apart
from payments and DRMs, the current issue continues debate about DRM patents, require-
ments of the European Copyright Directive (EUCD), and adds a further comment of the first
INDICARE State Of the Art Report — this time from the IT-industry side. We also introduce a
newly emerging DRM topic, namely the use of DRM systems for computer games, and we pre-
sent a straight forward economic analysis of DRM by two French researchers involved in the

European IST project MediaNet.
Keywords: editorial, INDICARE

INDICARE news

The second INDICARE workshop last month
on “E-Payment and DRM for Digital Con-
tent”, hosted by INDICARE partner
SEARCH in Budapest, has been a success in
terms of quality of speakers and quality of
participants lively debating. It became clear
that “paid content” and “protected content”
require integration, eventually because con-
sumers want easy-to-use services.

The workshop report documenting the event
has been released this week and is available
online (at http://www.indicare.org/tiki-
page.php?pageName=Events). At the
same page you will also find the speakers’
presentations. A brief summary of the Work-
shop, prepared by Kristof Kerényi, is in-
cluded in this INDICARE Monitor issue.

About this issue

The present issue containing the brief sum-
mary of the second INDICARE Workshop
already mentioned above, also includes an in
depth interview with Riidiger Grimm, one of
the speakers at the workshop. He highlights
the need for integration of DRM systems and
payment system, and the role for payment
service providers as intermediaries. He is
sceptical about the role of PKI for DRM. In
his view PKI and signatures are fine for B2B
rights management but not for B2C e-
Commerce as long as the infrastructure is not
available for other purposes as well. He also
warns that “there is a huge privacy bomb out
there in DRM services”. Both topics are rele-
vant in other articles too, as we will see.

The debate about DRM patents has been
taken up already in the last issue with a re-
view of the Berlecon Whitepaper, and an
Interview with Larry Horn Vice President of
MPEG LA by Thorsten Wichmann. One of
the crucial questions is the patent claim of
ContentGuard with respect to rights expres-
sion languages and the claim of MPEG LA
with respect to essential OMA 1.0 patents.
We are delighted that Susanne Guth and Re-
nato lannella respond to this challenge and
present their open source advocates view.
Both are heavily involved in the development
of ODRL, which is used among others by the
OMA consortium as rights expression lan-

guage.

The EUCD is addressed in two articles:
Dominik Knopf, working at the “Institute of
Information Law” in Karlsruhe proposes a
concept how to implement copyright excep-
tions in DRM systems. To achieve this, he
argues, a paradigm shift: would be required
from object-oriented DRMs to user-specific
DRMs linking the content to the person, who
acquired the rights to use it. By this he con-
tributes to an “emerging scholarship”, as
Stefan Bechtold termed it (cf. INDICARE
Monitor, Vol. 1, No 4, 24 September 2004)
interested in a value-centred design of DRMs
able to preserve important policy and legal
values. As Grimm made clear in the inter-
view, as long as the required infrastructure to
hook up to is not in place, DRMs proposals
like the one by Dominik Knopf — as the au-
thor admits — have to be taken as feasibility
studies, not as something we will see soon.

INDICARE Monitor Vol. 2, No 1, 25 March 2005



Margreet Groenenboom, IViR, reviews a
paper by Urs Gasser and Michael Girsberger
on the transposition of the EUCD with re-
spect to the legal protection of technical pro-
tection measures. One of the striking points
is the spectrum of legitimate interpretations.
While, following a narrow interpretation, the
EUCD only prohibits the circumvention of
those TPMs that prevent or restrain uses that
are relevant under copyright law, the broad
interpretation regards any TPM protected
which aims at preventing or restricting any
act not authorized by the rightholder. This
openness of interpretation consequently leads
to a lower degree of harmonization among
EU member states.

Olivier Bomsel and Anne-Gaélle Geffroy,
Ecole des Mines de Paris, provide a clear cut
economic analysis of DRM systems. They
start from two basic functions of DRM sys-
tems: content protection and versioning.
Next they distinguish between two types of
networks: “two-way communication net-
works” like the Internet, where everyone can
technically broadcast contents, and “one-way
networks” like broadcast networks. The
economists hold that the “broadband Internet
roll-out is largely subsidized by circum-
vented contents available through P2P appli-
cations”. Circumvention would benefit the
whole range of IT-industries, which could
not be forced to accept DRMs on open net-
works. The situation seems to be rather dif-
ferent in one-way-networks where content
owners “control the availability of contents
and the indirect network effects”. Here,
equipment manufacturers have to accept
protection standards demanded by the con-
tent industry. The analysis shows that in or-
der to assess the future of DRMs deploy-
ment, it is most important to distinguish net-
work types as they frame to a certain extent
the chances of stakeholders to push through
their respective interests.

Danny Vogeley, Berlecon Research, ad-
dresses a rather new topic. Only recently the
computer game industry has started to use
DRM-based usage control systems. A case in
point is the most successful Half-Life 2,
which sold more than 1.7 million copies be-
tween November 2004 and January 2005.
What Vogeley observes is not merely an
emerging application field for DRMs. He can
show that right from the beginning this tech-
nology is used to violate consumer rights.
Another interesting observation is, how little
consumers have reacted to this practice. In
fact it has had no negative effect on sales.
This shows how important it is to distinguish
application areas and consumer groups con-
sidering acceptance and acceptability of
DRMs, What might provoke protests and
refusal in one area might be acceptable with-
out grumbling in another.

The last article of this issue is again a com-
ment on the SOAR. Timo Ruikka, Nokia
Corporation, suggests rethinking consumer
expectations in a long-term perspective with
respect to flexibility and transparency re-
quirements. He also says that the INDICARE
paper “has far too great emphasis on privacy
aspects, as if DRM was a bigger threat to
privacy than (for instance) eBay or electronic
banking or credit card statements”. This
statement sounds quite different from what
security expert Riidiger Grimm had termed a
“huge privacy bomb out there in DRM ser-
vices”.

Be this as it may, in any case there is still a
need for discussion of DRM issues, and IN-
DICARE is the dialogue platform for this
purpose. Come and comment the articles on
our website and write for the INDICARE
Monitor.

Happy Easter!
Knud

About the author: Knud Béhle is researcher at the Institute for Technology Assessment and
Systems Analysis (ITAS) at Research Centre Karlsruhe since 1986. Between October 2000 and
April 2002 he was visiting scientist at the European Commission’s Joint Research Centre in
Seville (IPTS). He is specialised in Technology Assessment and Foresight of ICT and has led
various projects. Currently he is the editor of the INDICARE Monitor. Contact: + 49 7247

822989, knud.boehle@itas.fzk.de
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E-Payment and DRM — Integration needed
A brief summary of the second INDICARE workshop in

Budapest, February 3, 2005

By: Kristéf Kerényi, SEARCH laboratory, Budapest, Hungary

Abstract: The second INDICARE workshop on “E-Payment and DRM for Digital Content” took
place in Budapest on February 3, 2005. There was good interest in the event, which indicates
that e-payment and DRM are topics of equally high interest to both the industry and academia.
The workshop provided some revealing insights into the role of e-payment in complex DRM-
enabled systems, and also called for better integration in order to create more acceptable sys-

tems to consumers.

Keywords: conference report, INDICARE — business models, collective rights management,

e-payment, m-payment

Introduction

When we started organising the second IN-
DICARE workshop with e-payment being
the intended focus, we thought we would be
in a difficult situation, since from the techni-
cal point of view e-payment has hardly any-
thing do with DRM. However, we quickly
found out that from the consumers’ point of
view the situation is very different. Consum-
ers do not really bother about technical de-
tails, at least they do not wish to. Instead,
they are looking for easy-to-discover and
easy-to-use services, which provide them
with a new experience of consuming digital
content in fascinating ways.

Thus recruiting the intended number of a
dozen speakers and the optimal number of a
half century of attendees for the workshop
held in the excitingly modern informatics
building of the Budapest University of Tech-
nology and Economics was not a difficult
task at all.

The workshop was organised around four
thematic blocks: “e-payment technology”,
“service providers on DRM”, “content pro-
viders in motion” and “business models for
consumer satisfaction”. Below I attempt to
give a very brief coverage on what in my
view were the interesting conclusions. Inter-
estingly enough, consumer issues came up in
more cases than expected.

E-Payment technology

The first block of presentations was organ-
ised around technical questions of e-
payment. Traditional e-payment solutions

have been in use on the Internet for years, so
there is not much current development in that
area. However, with the expansion of the
mobile market, and with handheld devices
making it into our pockets, a transition to m-
payment is taking place. This will be even
truer as mobile devices open up new oppor-
tunities like near-field communication and
the use of smart-card-based security.

Risto Sipild talked about new touch-based
services based on near-field communication,
the so-called Radio Frequency Ildentification
(RFID) technology. As opposed to remote
payments, near-field communication is based
on locality, where new types of point of sale
(POS) terminals will accept e-cash or tickets
(e.g. cinema tickets) directly from the con-
sumer’s mobile phone without having to
connect to the mobile network. The speaker
underlined two very important aspects when
developing new mobile services: on the one
hand ease of use was very important, from
easy-to-use terminal (phone) user interfaces
through easy service discovery to convenient
payment methods. On the other hand, besides
user friendliness he urged for open technolo-
gies and open standards.

Péter Papolczy talked about SEMOPS (Se-
cure Mobile Payment Service), a research
project funded under the 6th Framework
Programme for Information Society Tech-
nologies of the European Union. SEMOPS is
a new concept for a real-time payment ser-
vice, which can be implemented across a
variety of mobile devices or other handsets,
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over different data carriers and for a large
spectrum of payment amounts. SEMOPS is
differentiated from other e-payment services
by its consumer-centric design. It provides
consumers as Papolczy claimed with un-
precedented flexibility, while also ensuring
privacy. SEMOPS combines consumer ano-
nymity with refundability. This is a quite
new approach to e-payment, since so far in
every widespread solution the consumer has
been traceable.

Service providers on DRM

In the second block of presentations two
speakers brought forward their views on the
provider side of e-payment and DRM. The
first of them, Pal Miletics, who came from a
major mobile service provider, presented
facts and figures about the mobile telephony
market and the mobile market in general. In
his view, customers demand services for
information access, content download, ticket
purchase, parking payment, or ordering. He
underlined that there was a big difference
between traditional e-commerce and m-
commerce, the latter providing anytime-
anywhere type services limited only by the
handsets’ capabilities. He also said that con-
sumers usually do not understand the benefit
of new technologies, so accurate surveying
of market needs would be very important in
order to succeed with DRM services.

In the second presentation by Tamas
Foltanyi, the attendees heard about a selec-
tion of case studies from the technology pro-
vider’s point of view. The speaker pointed
out that the mobile business environment is
significantly different in the United States, in
the EU and in Eastern Europe, so care must
be taken when one wants to talk about busi-
ness opportunities in general. He said that
consumer interest in e-payment services is
present, as is the technical background, so
using e-payment is not a problem. However,
when analysing opportunities, one must look
at the whole “value chain”.

Content providers in motion

The first presentation in the third block was
about general DRM issues, more specifically
the aim of DRM. Tibor Sas first looked at
DRM from the infrastructure point of view
and regarded DRM as infrastructure for the
management of rights. He concluded that

also for the DRM infrastructure a critical
mass of consumers would be necessary to
pay off. Second, he emphasised the impor-
tance of object identification, and proposed
the widely used Digital Object Identifier
(DOI) as a means of solving several DRM-
related problems, especially the collection
and distribution of fees as a main purpose of
the DRM infrastructure. He also brought up
several use cases with inherent problems, e.g.
component reuse, print-on-demand of small-
volume publishing and mixed-financed learn-
ing materials. He came to the conclusion that
object identification and DRM could solve
these, especially by identifying, tracking and
billing uses of the many small-scale compo-
nents by many parties. Finally, the speaker
pointed out that in his view the chief problem
was the lack of e-content materials in the
appropriate quantity and quality. He con-
cluded that a working DRM infrastructure
and intensive content protection would en-
courage providers to supply more valuable
content.

Péter Benjamin Toth, a lawyer at a collecting
society of authors and publishers gave a
presentation on the role of collecting socie-
ties in a world of DRMs. The main issue of
the presentation was whether with the spread
of DRM systems collecting societies will die
out, or whether collective rights management
still has some future. He asked if DRM and
levies can coexist, and if it makes sense to
use DRMs to make royalty distribution more
accurate. The answer, he said, might be given
by the International Confederation of Socie-
ties of Composers and Authors. CISAC’s
aim is to develop documentation and distri-
bution standards for the sake of better ac-
counting between collecting societies.
CISAC works together with ISO, and they
have developed accepted standards for the
identification of works and rights holders,
which actually forms also the basis of every
DRM system.

Business models for consumer
satisfaction

The last block of the day started with an
analysis of DRM business models. The
speaker Vural Unlii categorised content pro-
tection strategies into three groups: technical
protection, contractual and statutory protec-
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tion and the alignment of business models
forming structural protection for content.
The speaker then analysed the optimal level
of technical content protection. His conclu-
sion was that valuation and content degrada-
tion are major determinants of this optimal
level, which also rises with the network ef-
fect. Two further findings were that the profit
of content providers is reduced when protec-
tive measures cause utility decline for con-
sumers, and that the alignment of business
models may lead to additional revenues.

Riidiger Grimm talked about a conflicting
situation between content providers and their
potential customers when it comes to digital
products available on the network. He exam-
ined several alternative business models,
among them systems based on Light Weight
DRM, the PotatoSystem, and Music2Share.
The particular feature of the PotatoSystem is
to allow reselling by customers and thus pro-
viding incentives not only to legally buy
digital products but also to contribute to the
distribution. The speaker talked about digital
payment methods having to be integrated
into the purchase procedure. He pointed out
that payment is not integrated in most of the
existing DRM systems, and that this is a mis-
take. LWDRM and the PotatoSystem, in
contrast, have payment integrated in the pur-
chase procedure, he said. His conclusion was
that a great number of consumers are ready
to pay for fair use, and providers are ready to
deliver content for payment, so a mutually
acceptable level of payment is the key.
Therefore, he said, payment has to be inte-
grated with DRM and free usage has to be
enabled after payment. Finally, he called for
a harmonised solution, technically standard-
ised and widely accepted on the market.

Sources

Main conclusions

Perhaps the main conclusion of the workshop
was that e-payment solutions must be inte-
grated into the content purchase process. And
of course if DRM is also used, e-payment has
to be integrated with DRM, too. Consumers
do not want to bother about technical and
contractual details, they just want to see the
offer as one product and then they can decide
which one to choose. Of course with today’s
technical advancements in mobile computing
and wireless connectivity traditional e-
payment is shifting over to m-payment. Inte-
gration is even more important here, since
consumers have already got used to the “one
finger, two buttons, three clicks” rule. Any
other, more complicated purchase method
will be less successful.

Another key result of the workshop was that
more attention should be given to consumer
needs and consumer wishes. However, it is
difficult to establish what they want, since
they, themselves, do not know exactly what
the possibilities are. Also, fair use should be
considered in depth when creating new mod-
els for consumers: alternative compensation
systems, like the described PotatoSystem,
could have a bright future. Finding the per-
fect offer for consumers is, and will stay a
key challenge for markets depending on
DRM-protected contents.

Bottom line

If you have more interest in the Budapest
workshop, please look at the workshop-site
where you can download the slides of the
speakers’ presentations. You might also want
to read the more extensive workshop report
(Jeges and Kerényi 2005) — it will bring you
all of the interesting points of the presenta-
tions and of the panel discussions in detail.

» Jeges, Erné and Kerényi, Kristéf (ed.) (2005): E-Payment and DRM for Digital Content — Report on the
2"* INDICARE Workshop, Budapest, 3 February 2005; http://www.indicare.org/tiki-

download_file.php?fileld=98

» Workshop-site: http://www.indicare.org/events/
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Where do DRM- and e-payment systems meet?
By: Rudiger Grimm, Technical University lImenau, Germany
INDICARE-Interview by Knud Bdéhle, ITAS, Karlsruhe, Germany with Ridiger Grimm, Technical

University llmenau, Germany.

The interview approaches the relation of DRM systems (DRMs) and payment systems from
different angles, addressing aspects of technical integration, the need for micropayment-
systems, strategic partnerships, the role of payment intermediaries in content markets, and

takes a look at the near future.

Keywords: interview — business models, e-payment, micropayment, privacy

About Rudiger Grimm: Since September
2000 he has been professor for multimedia
applications at the Technical University of
llmenau, Germany. He also heads a re-
search group at Fraunhofer (IDMT — Fraun-
hofer Institute for Media Technology). Re-
search interests include trustworthy and se-
cure e-commerce applications, payment
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digital rights. Among the solutions he has
contributed to are numbered the First Virtual
payment system, and more recently the
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Contact: ruediger.grimm@tu-ilmenau.de

INDICARE: A payment function is often
regarded an important component of a DRM
system. Nevertheless it seems as if there is
not much communication and overlap be-
tween those dealing with e-payments and
those dealing with DRMs. You are expert in
both fields — would you agree that both
communities are strikingly separated?

R. Grimm: There are two communities,
partly but not completely separated. Indeed,
there are a lot of “kernel” DRM systems
which are not closely linked to a business
model, such as Windows Media Rights Man-
agement, Helix, Atrac3 or Fairplay. Also,
payment systems like PayPal or Moneybook-
ers are not directly involved in digital goods
download through a DRM system. In addi-
tion there are also business models for pro-
tected content, like iTunes and Sony Con-
nect, not associated with a strategic e-
payment system. In this respect: yes, there
are two different communities which are only
partly interlinked.

But there are other examples of strong inter-
relation between these communities: The

business model of the e-payment system
Firstgate’s Click&Buy aims at digital goods.
During the payment process the purchased
digital goods are tunnelled through the server
farm of the payment system. This is a DRM
business system. The same is true for Pay-
best. Paybest is closely linked with the Pota-
toSystem. There is no Potato download with-
out stepping through the Paybest process.
The provider of Paybest and the PotatoSys-
tem is the same firm. And iTunes in the US
(not in Europe) offer payment by PayPal, as
a first step to electronic payment integration.

INDICARE: This means that on one side we
see companies who follow an integrated ap-
proach with a business model for virtual
goods in mind, and on the other side we ob-
serve an approach where different compo-
nents are integrated ex post at the level of the
eCommerce system. Why ask for co-op-
eration and a common view if in practice
there is no need for joint action and joint
systems development?

R. Grimm: I see two reasons why the two
strands are not always integrated. Number
one is the reason you mention: DRM is in the
first place a technical mechanism. Only
within a digital goods business system, is
payment required. Nonetheless, iTunes is
indeed a business system, and — in Europe —
it is not interlinked with an electronic pay-
ment system. Number two is that both par-
ties, payment systems and DRM business
systems, have their own customers. It is not
easy for one of the two parties to serve the
customers of the other. Both want to serve
their own customers. However, this situation
is uncomfortable for all users. It limits mar-
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ket growth for both sides. Therefore, it is a
matter of time until successful download or
file sharing systems conclude strategic part-
nerships with specific payment partners. Just
like eBay goes with PayPal, payment sys-
tems will concur to become strategic partners
of successful download or (legal) filesharing
systems.

INDICARE: Neither PayPal (with eBay) nor
credit card payments (with iTunes) are mi-
cropayment systems. Do eContent markets
need micropayment systems at all?

R. Grimm: Yes, they do. Payment must be
(a) strongly interwoven with the purchase
process, (b) immediate and able to conclude
the purchase, (c) cheap enough for low-price
eContent. But there are interesting other
models beyond micropayment, such as pack-
eting several purchases to one payment, or
subscription, which make credit card pay-
ment cheaper.

INDICARE: How big is the demand for
integrated DRM & E-payment systems and
what are the most successful systems today?

R. Grimm: Successful digital goods pur-
chase systems will provoke Internet mi-
cropayment systems. As mentioned above,
FirstGate Click&Buy is a functioning inte-
gration of micropayment and download of
digital goods. Paybest and PotatoSystem is
another example. PayPal and Moneybookers
are prominent candidates for strategic part-
nerships with download shops, because they
do have a broad customer base. iTunes in the
US have already started with PayPal.

INDICARE: Listening to all the names the
question of interoperability as a condition for
a unified consumer experience automatically
pops up. Won’t we see again lots of incom-
patible islands? How will the interoperability
problem be solved if not by a winner takes it
all logics?

R. Grimm: Exactly so. There are so many
different DRM solutions on the market, and
they are all incompatible. Electronic payment
is not much better. Accounts from one sys-
tem cannot be used to pay with another sys-
tem. So, customers get used to having as
many logins, accounts, contracts and rules as
they use download services and payment

systems. To top this problem: They all play
with the personal data of their customers.
There is a huge privacy bomb out there in
DRM services. ..

INDICARE: What exactly do you mean by
“privacy bomb”’?

R. Grimm: Web surfers purchase more and
more virtual goods. Traces of personal data
are created by communication with servers,
and also in encoded form within the prod-
ucts. Mostly people are not aware of this
networked information about their behaviour.
Nor is it utilized so far. However, the infor-
mation is out there, and it is increasing every
day. Users should insist on being informed
on the usage of their data. And providers of
services should know that trust is the most
important basis of business, therefore it is
worthwhile to provide transparency on their
actions.

INDICARE: Back to payments, do you
think it is possible to draw lessons from the
early internet payment systems like First
Virtual, eCash and CyberCash for the design
of DRM systems?

R. Grimm: All three systems worked as
both, payment, and digital goods purchase. In
modern language: they managed digital
rights. But they were not DRM systems in
the narrow sense: there was no copy protec-
tion or usage control involved. But neverthe-
less there are (at least) three lessons to learn:
(1) payment and digital goods purchase must
be simple and cheap: no public key registra-
tion or so! (2) There must be many goods of
accepted value available on the Internet; (3)
there must be no privacy threats.

INDICARE: You mentioned public keys.
PKI is debated today in the context of DRM
too, when it comes to the granting of exemp-
tions from the owner’s exclusive rights. At
the last DRM conference in Berlin (see Or-
wat 2005) Thomas Dreier for example envis-
aged a solution to this problem through DRM
systems based on PKI. What is your opinion
on a PKI based DRM approach to achieve
fair use?

R. Grimm: PKI are heavy weight for han-
dling. PKI and signatures are fine for B2B
rights management. Customers will avoid the
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extra load of care they have to take for their
keys. PKI will be a solid basis for B2C e-
Commerce if it is available and used for
other purposes as well. But this is not yet in
sight.

INDICARE: Well, in other words this
means PKI and TTPs are not appropriate
means to enable users to enjoy their tradi-
tional rights, like making private copies,
granted by copyright? Do you have a better
solution in mind how to reconcile DRMs and
the legal provisions?

R. Grimm: Trusted Third Parties as service
providers to enforce additional rights or other
services (like fair exchange of high-value)
might indeed be an appropriate business
model. But PKI for key management just in
order to sign contracts is an overload on digi-
tal goods, especially in the low value range.

INDICARE: From PKI to payment systems
infrastructure is just a tiny step. Payment
systems and also micropayment systems at
the end of the day need a channel to commu-
nicate with the banking world and the mone-
tary system. This missing link has been a
problem for micropayment systems, is it an
issue for DRM systems? Asked differently,
what is the role for payment intermediaries in
the field of paid protected content?

R. Grimm: The intermediaries must be the
payment systems themselves. It is the pur-
pose of an e-payment system to map the
heavy-weight banking system into light-
weight Internet communication. They organ-
ise intermediate accounting to bundle pay-
ment processes for clearance in the “real
money world” of banks. When they do this,
they offer additional services such as report-
ing, control of download, re-load of lost
goods, concluding a purchase.

INDICARE: Talking about technical infra-
structures, there are (apart from convergence)
still different types of networks: the open
Internet, mobile phone networks and digital
TV. Can we expect to see in the future most
paid content via digital TV und UMTS mo-
bile networks?

R. Grimm: The mobile world is special.
Mobile phones are easier to protect against
tampering. Individuals accept to pay for ac-

cess to mobile networks. Mobile devices
carry individual IDs for tracking and ac-
counting. Bringing these points together,
mobile networks are predestined for DRM-
protected download and payment. Paid
download of ring tones works extremely
well. Therefore, the mobile industry has great
hope, that it will be accepted as a digital
goods purchase world. However, this will
only succeed if the systems are compatible.
OMA - the Open Mobile Alliance - is the
relevant standardization initiative. Without
success of OMA there will be no mobile
DRM business.

The TV world is completely different. I don’t
see a strong overlap between the passive-
consumption world of TV with the active
consumption world of the B2C e-commerce
— at least in the near future. This might
change, but not very fast.

INDICARE: By and by p2p-Networks are
being recognized by eContent industries as
an opportunity (see Rosenblatt 2005). How
will adequate payment systems look like for
P2P networks? Can we envisage p2p net-
works as exponential “recommender-sys-
tems” with a payment function?

R. Grimm: A view into the near future, as I
see it: Payment systems for digital goods
within p2p-networks play the role of inter-
mediaries between p2p value exchange and
the real banking clearance. The payment
system collects different payment activities
and does the intermediate accounting before
clearance. All services, such as provisions
and special offers are managed by the pay-
ment service. Payment customers have ac-
cess to a huge set of digital goods offerings.

INDICARE: By the way, can you imagine
upgrading your PotatoSystem to p2p net-
works?

R. Grimm: Yes, PotatoSystem is prepared
for an upgrade to p2p communication. This
requires a close inter-play with an e-payment
service, just as Paybest today. Already today
Paybest is a broker for many other e-payment
services such as Paysafecard, Micromoney,
Moneybookers, and Click&Buy.

INDICARE: Isn’t it amazing that we have
talked all the time about DRMs without even
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mentioning copy protection? Looks like en-
tering the DRM arena through the payment
door you automatically think of DRMs in
terms of business models...

R. Grimm: Virtual goods are made for pur-
chase and usage, not for being protected
against usage. It is indeed amazing, that con-
tent providers emphasize copy protection and
forget so much about new opportunities to

Sources

make money. Payment brings it all together:
content providers want money and consum-
ers want products. Instead of raising border
walls of usage protection between them, con-
tent providers should open payment doors to
their customers and make their goods acces-
sible — and consumable.

INDICARE: Thank you very much for this
interview.

» Information about the PotatoSystem mentioned several times is available at

http://www.potatosystem.com/info/eng/index.html

» Rosenblatt, Bill (2004): Learning from P2P: Evolution of business models for online content. INDI-
CARE Monitor, Vol.1, No 6/7, 17 December 2004; http://www.indicare.org/tiki-

read_article.php?articleld=61

» Orwat, Carsten (2005): Report on the 3rd DRM Conference, Berlin, 13th and 14th January 2005
INDICARE Monitor, Vol.1, No 9, 25 February 2005; http://www.indicare.org/tiki-

read_article.php?articleld=75
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Critical review of MPEG LA software patent claims

The usage of open source rights expression languages

must be royalty free

By: Dr. Susanne Guth, Vienna, Austria and Dr. Renato lannella, Brisbane, Australia

Abstract: This article shows a current software patent case where the MPEG Licensing Ad-
ministration (MPEG-LA) is claiming license fees for the implementation of the (open) rights ex-
pression language ODRL. ODRL has been developed by the international ODRL Initiative, a
non-profit initiative mainly run by researchers. The article critically discusses the patents for
rights expression languages and introduces early publications, showing that the concept of
“rights expression languages or a rights grammar” is not new. Furthermore, it examines the
patent claims with regard to the Open Mobile Alliance (OMA) DRM. The article is concluded with
a discussion on the potential future impact of software patents in the field of DRM for open

source software, research and consumers.
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Introduction

In January 2005 the MPEG Licensing Ad-
ministration (MPEG-LA) announced the
terms of a joint patent portfolio license to be
offered to implementers of the Open Mobile
Alliance (OMA) DRM 1.0 specification. A
royalty payment of USD 1 is due for every
device that is issued using the OMA DRM
specification and a further 1% of any transac-
tion in which an end user pays for delivery of

a digital asset (cf. MPEG-LA, 2005). From
this patent portfolio, we are reviewing the
patents that are related to rights expression
languages (RELs), e.g. the European Patent
EP 0 715 244 B8 respectively the US Patent
5,715,403 “System for controlling the distri-
bution and use of digital works ... utilizing a
usage rights grammar” granted to the Xerox
Corporation. Today the patent is controlled
by the US Company ContentGuard which is
owned by Microsoft, TimeWarner, and
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Thomson. These patents are obviously im-
portant in the MPEG-LA patent claim case,
as the CEO of ContentGuard recently stated:

“The OMA didn’t choose to use our
technology for implementing its Digital
Rights Language for OMA 1.0, and in-
stead chose to use a system developed by
IPR systems in Australia. We told them
that this wouldn’t mean that they could
escape our patent portfolio and we’ve
been telling them that all along” (cf.
Faultine, 2005b).

The “system developed by IPR systems in
Australia” identifies the Open Digital Rights
Language (ODRL). For many years, the au-
thors of this article developed with many
collaborators the Open Digital Rights Lan-
guage (ODRL). Version 1.1 of ODRL (part
of the OMA 1.0 and OMA 2.0 specifications)
has been implemented; license tools for
ODRL have been created, and devices em-
bedded with ODRL. With the experiences of
this and other work, the ODRL Initiative
members have improved and extended the
ODRL data model and are creating profiles
to integrate ODRL and adjacent metadata
standards. The ODRL Initiative is about to
publish these new research findings in ODRL
Version 2.0. The new version meets all gath-
ered requirements from the last years of ex-
periences, and it will make the usage, im-
plementation and processing of rights ex-
pression languages more efficient and less
ambiguous and takes a step towards more
interoperability between the different exist-
ing RELs. This ODRL research has mostly
been supported by European and Australian
research funding and was intended to be
made freely available (under open licenses)
for other researchers worldwide.

The MPEG LA patent claims state that every
service provider or device seller that imple-
ments the open source rights expression lan-
guage ODRL as per the OMA DRM specifi-
cations shall be obliged to pay a levy to the
MPEG-LA consortium members. As Con-
tentGuard claims to hold patents on any
REL, not just only their own solution XrML
(see also Bohle 2005 and Berlecon Research
2005), it is unclear on the extent of the patent
claims to any version of ODRL (now or in
the future) and other machine-based lan-

guages, such as the open and free Creative
Commons licenses. At present, the MPEG
LA patent claims seem targeted at OMA
DRM implementations only and do not seem
to apply to other (non-standard) DRM im-
plementations on mobile devices and ser-
vices.

The business model of open source is to
freely distribute software and technical speci-
fications and earn money with consulting and
other services. If the implementation of
ODRL or the simple usage of ODRL tools
leads to potential royalty payments, the at-
tractiveness of ODRL will shrink and the
further work of the ODRL Initiative is seri-
ously jeopardised. RELs like ODRL are
gaining importance in University and Euro-
pean research projects for the creation of
platforms to distribute learning material
(script, slides, and examples) (cf. EducaNext
2005).

Rights expression languages are only a small
building block of the Digital Rights Man-
agement Technology but all other compo-
nents of DRM systems are most likely af-
fected by software patents in the same way.
This article will focus on the specific case of
above named patents on rights grammars to
illustrate problems and confusions arising
from software patents.

What is a rights grammar?

As ContentGuard claims to hold a patent on
any rights grammar, at this point one has to
pose the question: What exactly is a rights
grammar? ContentGuard always uses the
term “rights grammar” synonymously with
“rights expression language”. Linguists
would probably not agree here in the first
place, however, a rights expression language
is a language to express usage or access
rights for parties over assets. A simple rights
expression in ODRL granting the user sguth
the right display for the asset proceed-
ings2005 looks as follows:
<rightss>
<agreement>
<party>
<context>
<uid>sguth</uid>
</context>

</party>
<permission>
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<display/>
</permission>
<asset>
<context>
<uid>proceedings2005</uid>
</context>
</asset>
</agreement>
</rights>

But also consider these two examples:

» If the system administrator of a Linux
Server sets the “group” rights of file Z to
“read, write, execute”, he is using some
kind of rights grammar.

» If, in a running computer system, four
software objects of an access control
mechanism, e.g. the party object
drmUser, the asset object musicFile, the
permission object play, and the constraint
object untilTomorrow are related to each
other and therewith constitute a rights
expression, the system uses some kind of
object-oriented rights expression lan-

guage, too.

Do the REL patents now apply to access
control software in general? Numerous copy-
righted works that describe access control
mechanisms and their implementation, such
as discretionary access control (access con-
trol lists, capabilities), role based access con-
trol, etc. were published long before the fil-
ing of the ContentGuard patents. Countless
research papers also include formal models
with respect to computer system security (cf.
Landwehr 1981and Burrows et al. 1991).

Most rights expression languages existing
today are technically defined in XML sche-
mas. Not using an XML-based rights expres-
sion language simply means that you grant or
deny access rights with former programming
means, i.e. access control information that is
captured in software objects or variables, as
shown in the two examples above. The fol-
lowing section will try to clarify the coverage
of so-called software patents, particularly
with respect to the above mentioned patents
on rights grammars.

Investigation of ContentGuard patents
with regard to (European) patentable
inventions

“European patents are granted for any in-
ventions which are susceptible of indus-

trial application, which are new and
which involve an inventive step” (cf.
European Patent Convention, 1973).

Please note that the proposed software patent
directive (cf. European Commission, 2002)
in the EU has not yet passed the EU parlia-
ment. The European patent of ContentGuard
has been filed under the Convention on the
Grant of European Patents of 1973.

In the current European jurisdiction “pro-
grams for computers” are not patentable
unless they are new and provide a technical
contribution or further technical effect to the
prior art. Additionally, to be patentable, an
invention must have fechnical character and
must be non-obvious.

» The invention must have overall techni-
cal character. This means that the inven-
tion must use technical features and solve
a technical problem. For example, soft-
ware running on a computer has technical
character.

» The invention must be a new technical
contribution or further technical effect,
i.e. a solution of a technical problem, e.g.
an improvement of computing efficiency.

» The invention must be non-obvious, i.e.
the invention must be beyond state-of-
the-art and non-trivial for an expert in the
field.

» The invention must be new, i.e. the ap-
plicant of the patent must be the origina-
tor of the invention (i.e. not prior art).

In the following paragraphs, we would like to
address the named requirements with respect
to the above mentioned patents on rights
expression languages.

Technical character

What would a software patent in the EU have
to look like that applies to any rights lan-
guage if the invention must have overall
technical character? Such an invention
would have to include the underlying data
model, the technical specification and im-
plementation of all today’s and tomorrow’s
rights expression languages. The current
rights expression languages already serve
different domains (music industry, publish-
ing industry, education), have different fo-
cuses (licenses, tickets, contracts), thus have
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varying data models resulting in diverse
technical specifications, XML schemas, and
implementations. The above named patents
need to be investigated with regard to this
requirement.

Technical contribution and non-obvious
invention

Some facts: In 1969 the first mark-up lan-
guage (GML) was developed by Goldfarb,
Mosher, and Lorie followed by the Standard
Generalized Markup Language (SGML),
becoming ISO standard in 1986 (cf. ISO
1986). The successor of SGML is XML (eX-
tensible Markup Language) respectively
XML schema. Today, mark-up languages are
widely used and state of the art. The impor-
tant inventions and copyrighted work in the
field of access control were published in the
1960s and 1970s.

Rights expressions have existed since hu-
mankind can talk. The example: “I lend this
book to you until tomorrow” is a human
readable example of a rights expression lan-
guage. Is a machine readable example of this
rights expression language a technical con-
tribution to the state-of-the-art if neither the
means of writing (XML) nor the content
(access control expression) is new? Since
mark-up languages are state-of-the-art, ex-
perts use them to describe all kinds of things:
books, individuals, and also rights. As men-
tioned above, common rights expression
languages, including MPEG REL, XrML and
ODRL, use XML Schema for their serializa-
tion. XML Schema can be regarded as state-
of-the-art technology. General, freely avail-
able XML parsers can be used to interpret
and process MPEG REL, XrML and ODRL
rights expressions.

New (prior art)

For a patent to be accepted, it must pass a
number of key requirements as outlined
above. These include that no “prior art” in
this invention currently exists. The process to
determine these requirements are “self de-
termined”. That is, the patent applicant ar-
gues in the proposal that the invention meets
these requirements. The patent administrator
must make a judgement call based only on
this information as they are not experts in the
area of the invention.

In the case of the ContentGuard patent (‘403)
— filed on November 1994 - a number of
prior art inventions where overlooked. In
particular, the well-known work of Ted Nel-
son’s Xanadu project from the 1980s (cf.
Samuelson & Glushko, 1991) clearly a dec-
ade before the ‘403 patent submission. Nel-
son’s work is “novel in proposing to use a
contract-based scheme for commercial distri-
bution of written texts” and was also novel in
“charging for each and every use of their
documents” rather then each copy. The
Xanadu project used an “intuitive rights-to-
do framework”, that is, a system that enabled
the user rights to be described for content
that limited its use. Strangely, the ‘403 patent
references only a 1994 work of Ted Nelson
but does not discuss it.

The European ESPRIT Project “Copyright in
Transmitted Electronic Documents” (cf. The
CITED Project) from 1990-1993 developed a
model that provided control, policing and
remuneration, in respect of the use of copy-
righted material stored and transmitted in
digital form. The project demonstrated and
implemented software with mechanisms such
as “The Use Right Collector (URC) that col-
lects and manages the use right data base and
links the data with their associated rights”.

Henry H. Perritt (1993) wrote about the con-
cept of “permissions headers” in which rights
information would be attached to every digi-
tal work distributed across networks. He
indicated that “this representation problem
may benefit from the use of some deontic
logic, possibly in the form of a grammar
developed for intellectual property permis-
sions.”

Summary

From this understanding, we conclude that a
patent on any rights expression language is
not possible under current European jurisdic-
tion and would be highly doubtful world-
wide. Such a patent would only be relevant
to the specific implementation that it de-
scribes. The technical implementations of
DRM systems today differ widely from the
ideas over a decade ago. The original ‘403
patent authors at Xerox had a “print indus-
try” view of the world and probably would
not have even contemplated that a REL

INDICARE Monitor Vol. 2, No 1, 25 March 2005

12



would one day be in a small mobile device
managing music delivery. Therefore, open
source rights expression languages must be
untroubled by the software patent levy.

Examining the ContentGuard patent
claims with regard to OMA DRM

MPEG-LA claims that their patent portfolio
applies to the OMA DRM standards and a
license must be obtained. MPEG-LA has not
released the full list of the patents in question
and how/where they apply to an OMA DRM
implementation. One needs to take it “on
faith” that all the patents do apply.

If we look at the details of the ‘403 REL
patent as an example, some interesting facts
are revealed:

Patent ‘403 claims that “Digital works and
their attached usage rights are stored in re-
positories” and “The enforcement elements
of the present invention are embodied in
repositories” and defines repository functions
to include “... store digital works, control
access to digital works, bill for access to
digital works, loan digital works or automati-
cally handle the commercial reuse of digital
works, and maintain the security and integ-
rity of the system”. The model is clearly one
of advanced repositories undertaking the
major functions of the DRM transactions. In
the mobile world, it is unlikely that a DRM
client on a mobile phone would fall into the
category of a “repository” as defined by pat-
ent ‘403. Additionally, the ‘“enforcement
elements” of OMA DRM are provided by
encrypting the content and storing the keys in
separate protected licenses. The OMA DRM
model does not use a “repository” to request
and allow access to content as this is handled
by a client application on the handset.

Patent ‘403 claims that “A key feature of the
present invention is that usage rights are
permanently attached to the digital work”
and that “It is fundamental to the present
invention that the usage rights are treated as
part of the digital work.” This is quite the
opposite in OMA DRM implementations.
The content and license (usage rights) are
separate data files and are never “perma-
nently attached” to the content. Additionally,
with superdistribution in OMA DRM, the

content is sometimes not associated with any
“usage rights” until after purchase.

Patent ‘403 claims that “The usage rights
language is based on the grammar described
below. A grammar is a convenient means for
defining valid sequence of symbols for a
language.” The grammar of the OMA DRM
licenses is based on XML, and more formally
on XML Schema, which has its basis on the
DTD (Document Type Definition) from
SGML developed in the 1980s, and does not
resemble the grammar in the ‘403 patent.

These are just a few examples of aspects of
the ‘403 patent that need careful analysis for
their applicability to current implementations
of DRM systems.

Discussion

Is the MPEG LA patent portfolio removing
uncertainty?

The MPEG LA is pooling (DRM) patent
owners and offers implementers of patent
affected (DRM-)technology a patent portfo-
lio for a certain price (such as USD 1 per
device and 1% of the digital asset’s cost).
The Vice President of MPEG LA states that
“a patent portfolio assists in removing the
uncertainty surrounding the ‘patent over-
hang’ ” (cf. Horn, 2005), i.e. it is a conven-
ient and efficient way to access the (DRM)
technology. On the other hand the patent
pooling makes the patent claim non-
transparent. In the OMA DRM case it is not
clear which patents apply to which parts of
the OMA DRM specifications. What conse-
quences would it have if the ‘403 patent
claims with respect to rights grammars turn
out to be unjustified? To what extent would
that reduce the patent levy? What about all
the other patents in the portfolio? Who pro-
vides an independent analysis of them? From
this point of view the pooling of patents
probably causes rather than removes uncer-
tainty.

In the latest news, the Mobile Entertainment
Forum (MEF) announced that is has issued a
statement regarding the licensing program
proposed by MPEG LA for Mobile Digital
Rights Management (Mobile DRM) saying
that: “The terms being considered by MPEG
LA ... could have a devastating effect on any
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business involved in mobile and wireless
entertainment” and “that MPEG LA’s pro-
posed royalty rates are onerous, impractical
and unclear” (cf. w/o, 2005).

What are the possible consequences for the
customer?

> It was the aim of the Open Mobile Alli-
ance to develop an open standard, to
minimise any impact of patents, and to
eliminate royalty payments (cf. Buhse
2004). Hence, all players in the mobile
industry had a high motivation to support
and implement this standard. Now, de-
vice sellers and service providers have
been faced with a new potential royalty
payment to MPEG-LA - significant addi-
tional costs that have not been calculated
in their business models. This may also
lead some vendors to continue to imple-
ment their proprietary DRM systems as
there is little benefit in moving to the
“open” standard. In this case the custom-
ers would have to bear the consequences
of non-interoperable mobile phones.

» If the claims of MPEG LA can be im-
posed (and software patents continue to
be granted), the additional costs of the
above mentioned patent levy will be
transferred to the customer. The latest
news about the adoption of software pat-
ents in Europe (cf. The Copenhagen Post
2005) shows that software licensing will
be an important future business of large
software companies.

What are the consequences for the ODRL
Initiative and Open Source Developers in
general?

If the claims of MPEG LA are validated, the
work of the ODRL Initiative and other RELs

Sources

such as the Creative Commons Licenses will
be critically endangered. No open source
developer would have a motivation to work
on new concepts and implementations for
RELs if the royalties for their application are
paid to a different organisation. This would
mean that open source developers, research-
ers and universities would have to now con-
stantly monitor and review software patents
in future. They will have to apply for patents
themselves in order to make research freely
available for the public and other researchers.
This is costly (maybe not realizable with the
restricted budgets at universities) and time
consuming (i.e. disables progress). Addition-
ally, the many software patents are an un-
pleasant surprise for researchers (and others)
that started their work in a software patent
free environment and are then faced with the
fact, that maybe a large part of their work is
not sufficiently protected by copyright. This
has happened in Standards groups previously
and has earned the name “submarine patents’
— that could surface at any time in the future.

Bottom line

From the concrete case above we can sum-
marize that more transparency is needed with
respect to the legal basis of software patents
and its application to DRM technologies. The
MPEG-LA patents have the clear potential to
disturb research and development in the field
of RELs and other DRM technologies. Fur-
thermore, the MPEG-LA patent claims have
a negative effect on the growth of European
mobile (entertainment) industry. This article
is also an appeal to politicians and patent
offices to rethink the proposed software pat-
ent directive in the EU.
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Economic analysis of DRMs roll-out over the Internet

By: Olivier Bomsel and Anne-Gaélle Geffroy, Ecole des Mines de Paris, France.

Abstract: After a functional definition of DRM systems (DRMs), this article studies the economic
mechanisms of their roll-out over Internet networks. We underline the difficulty of their adoption
by the vertical media chain (equipment and networks industries) on two-way communication
networks compared to traditional one-way networks. We then analyze the overall competition
between broadcast, physical, free and DRMs-based Internet distribution of digital contents.

Keywords: economic analysis — business models, competition, consumer behaviour, content
protection, copyright law, stakeholders, standards

Introduction

This article stems from a study on the eco-
nomic analysis of DRMs (Bomsel and Gef-
froy 2004) carried out within the FP6 IST
project MediaNet. The objective of this pro-
ject is to remove the obstacles to end-to-end
digital communications and content ex-
change, from content/service providers to
customers and between persons. In the Me-
diaNet open architecture model it is crucial
to examine the conditions under which Digi-
tal Rights Management systems could
emerge and be reliable enough to ensure the
compatibility of circulation of both copy-
righted and non copyrighted material.

Digital Rights Management systems are
means of assigning access to digital contents.
This paper deals with the economic charac-
teristics of DRMs. First, it aims at defining
their economic functions, that is to say con-
tent protection and versioning. We then ana-
lyze the mechanisms of DRMs adoption over
the Internet. Emphasis is put on the impor-
tance of network effects on complementary
goods within dynamic vertical relations. We
underline the difficulty of DRMs roll-out
over two-way communication networks and
draw the comparison with traditional one-
way distribution networks. The final question
is the overall competition between broadcast,
physical, free and DRMs-based Internet dis-
tribution of digital contents.

DRMs: Protecting and versioning
contents in the digital era

DRMs: Protecting contents in the digital era
The first goal of DRMs is to protect the ex-
clusive rights of content owners. On the one
hand — comparably to physical supports or

entrance tickets — they exclude consumers
from the consumption of the cultural good if
they don’t pay the price for it. On the other
hand, they determine the range of uses
granted to the consumers like other copying
control mechanisms.

DRMs and all other private protection tools
supplement copyright laws. Yet they follow
different objectives. While private protection
measures are designed to maximize rights
owners’ benefits, copyright law seeks for
optimal social welfare. It therefore makes a
trade-off between excludability, which pro-
vides incentives to creation, and the social
benefits of diffusion. That is why the exclu-
sive rights granted to the content owners are
limited both in length and in scope by ex-
emptions, like fair use and first sale doc-
trines.

Digitization has changed the terms of copy-
right laws’ trade-off. By dramatically reduc-
ing the costs of copying, storing and trans-
mitting digital files, it has increased diffusion
possibilities together with threats to content
owners’ revenues and incentives to create.
The DMCA (1998) and the EUCD (2001)
made a relatively clear choice towards
strengthening the ownership rules. While the
first sale doctrine or principle of exhaustion
cannot apply to digital files, anti-
circumvention rules enable DRMs to over-
ride the traditional fair use limitations of
copyright laws.

DRMs: Versioning contents in the digital era
The second function of DRMs is the version-
ing of contents. Contents address markets
through a form of price discrimination called
quality pricing or versioning. The idea is to
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offer different qualities of the good at differ-
ent prices to get consumers select themselves
from among these versions, according to
their different willingness to pay. Think, for
instance, of hardback and paperback versions
of'a good.

DRMs enable content owners to make further
versions of a digital file with respect to the
liberalities of uses attached to it. They allow
copyright owners to charge a price that varies
according to the particular uses authorized.
To be more concrete, digital files with em-
bedded DRMs may offer various rights to
modify or excerpt, time of possession, num-
ber of accesses, of copies on different de-
vices or of people one can share with.

DRMs’ enhanced versioning possibilities not
only mean that content owners will better
extract consumers’ willingness to pay and
increase their profits. Although it seems at
first unfair to make people pay different
prices, it may improve consumers’ overall
welfare. By enlarging the range of prices,
versioning can allow more people to access
the good, more consumers to be served. For
instance, if audio digital file versions with
restricted uses are sold at far lower prices
than digital files with more liberal uses or
than physical supports, new consumers may
be able to enjoy songs.

DRMs roll-out and distribution networks
competition

DRMs, network effects and standardization
Contents can’t be taken apart from their dis-
tribution networks and encryption standards
have to be accepted by the entire vertical
media chain.

Networks effects are attached to products for
which users’ benefits increase with the num-
ber of users. Rolfs (1974) showed that there
is a critical mass of subscribers below which
a network cannot be sustainable. Once it is
reached, every new consumer brings addi-
tional utility to all the others and the roll-out
speeds up. A general rule to reach the critical
mass is to subsidize the early adopters.

Distribution networks roll-out may be subsi-
dized by piracy or circumvention of copy-
righted media contents: the utility of the dis-
tribution industry is increased by the avail-

ability of free contents. This situation existed
well before digitization. Yu (2003) and Var-
ian (2004) refer both to the American delay
of the International Copyright Act in the 19"
century, that enabled the expansion of the
domestic publishing industry thanks to pi-
rated English novels until the rise of domes-
tic authors at the end of the century (Haw-
thorne, Poe, Twain, etc.). As for content
owners, they need their content to be pro-
tected against circumvention and benefit
from its compatibility with the largest range
of equipment. They have to make equipment
and delivery networks industries accept a
protection standard. But it is a different bur-
den in two-way communication networks
and in traditional one-way distribution ones.

In the case of one-way networks, like physi-
cal or broadcast distribution, content owners
control the availability of contents and the
indirect network effects. Equipment manu-
facturers have to accept their protection stan-
dard. An illustration of this idea is the recent
broadcast flag agreement for the US over-
the-air digital TV.

Over two-way communication networks like
the Internet, everyone can technically broad-
cast contents. Moreover, circumvented con-
tents are made available by individuals and
not by professional pirates that could be lo-
cated and prosecuted relatively easily. These
contents are widely compatible thanks to free
encoding formats like MP3 or DivX. As of
today, the broadband Internet roll-out is
largely subsidized by circumvented contents
available through P2P applications. Circum-
vention benefits all complementary equip-
ment as PCs, microprocessors, operating
systems, printers, Internet modems, media
players... . While DRMs oppose these Inter-
net network effects, equipment and networks
industries are not enforced to accept any
encryption standard.

Nevertheless, some actors consider that
DRMs roll-out is likely to happen in the fu-
ture and are positioning themselves to have
their proprietary solution accepted as the
standard. That is for instance the game of
Microsoft, Apple and Sony in the digital
music market. This game results in a stan-
dards war bringing incompatibility between

INDICARE Monitor Vol. 2, No 1, 25 March 2005

17



DRMs. It delays DRMs adoption by con-
sumers and extends over time the cross-
subsidy of equipment and networks through
copyright circumvention.

DRMSs and the overall competition between
distribution networks

The standards war on DRMs penalizes legal
digital content distribution over the Internet
and therefore benefits alternative diffusion
systems: circumvention through P2P sharing,
broadcast on dedicated networks and physi-
cal distribution. The overall competition
between these different distribution networks
depends also on price, quality, novelty and
liberalities of uses.

» Physical versions could last for more
than forecasted. They can increase their
utility through quality and information
density, decrease its prices or innovate in
distribution like in the Netflix model
(online DVD rental choice combined
with postal delivery and return). Finally
it can benefit from a valuable equipment
legacy (the large base of DVD players).

» Content owners should push dedicated
distribution networks like television or
mobile phones. From an economic per-
spective, mobile phones are very compa-
rable to broadcast networks because they
distribute communication services ac-
cording to a pay-for-service model.
These distribution networks benefit from
a stronger content protection and are eas-
ier to standardize. They could therefore
benefit durably from a larger range of
contents

» As for free contents on P2P networks,
their total liberty of use contrasts with

Sources

DRMs-files opaque restrictions and the
advantage of DRMs-files is not system-
atic on quality and novelty. The on-going
circumvention dynamics may have irre-
versible effects on broadband pricing and
equipment. Being used to pay for capac-
ity only (storage, processing, bandwidth)
and to get always more value for his
money, the broadband consumer may be
reluctant to pay for services or contents.
This behaviour may orient future invest-
ment in broadband networks.

Bottom line

DRMs are necessary to bring exclusion to
digital IP goods. They are the only means to
enable the exclusiveness of intellectual prop-
erty rights and consequently, the sufficient
incentives to create. While they restrict the
short term consumers’ benefits of cultural
goods free diffusion, they insure their long
term welfare by enabling these cultural goods
to be financed and produced in the future.

The success and the pace of DRMs adoption
will determine the format of the future digital
libraries, whether encrypted or not. Two
kinds of networks are presently competing to
diffuse digital contents. One, the descending
distribution model, in which the content
owner masters the utility of the network, is
DRM friendly. The other, the Internet open
communication network, carries major cir-
cumvention incentives. A crucial stake in this
competition is the roll-out of the home net-
work equipment, i.e. the investment made by
the consumer to equip his home with con-
nected digital devices. This process will be
shaping the access, the uses and the willing-
ness-to-pay of the consumer for contents.
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Violation of consumer rights with DRM-based usage control
systems — The case of Half-Life 2

By: Danny Vogeley, Berlecon Research, Berlin, Germany

Abstract: DRMs for computer games was just about copy protection for a long while and it
wasn't a hot topic. This is about to change with the Internet enabling DRM-based online usage
control systems. The case of Half-Life 2 illustrates the potential of this approach and how it can
be abused to violate consumer rights. Even though most players are heavily complaining about
the usage control system, most of them do not forgo to play Half-Life 2.

Keywords: technical analysis — access control, consumer rights, content protection, DRMS,

games, transparency

Introduction

Discussions about DRM usually focus on
digital music or movies. The game market is
often neglected in these discussions, despite
its rising market size and the increasing rele-
vance of DRM for the game industry.

In the USA 2001, the market volume of the
game industry (9,4 billion Dollars) exceeded
for the first time the turnover of the movie
industry (8,1 billion Dollars) (Wirtz 2003, p.
493). The production and marketing costs of
high quality games such as “Lord Of The
Rings — The Two Towers” by market leader
Electronic Arts was above 25 million Dollars
(Jensen 2003, p. 49). Successful games like
Myst have realized revenues of 125 million
Dollars (Wirtz 2003, p. 493). It is estimated
that the turnover of the PC and video game
market worldwide is about 18,8 billion Euros
(VUD 2005).

Rising importance of DRM in the game
market

Piracy and the emergence of new DRM-
based business models are a big issue in the

game industry as well. National entertain-
ment software associations worldwide like
the British ELSPA (www.elspa.com) or the
German VUD (www.vud.de) are complain-
ing about massive sales losses due to illegal
circulation of game copies. For example, it is
estimated that in Germany about 11 million
blank CDs/DVDs have been illegally used to
burn copies of games between January and
June 2004 (GfK 2004).

Therefore, the most important role of DRM
in the traditional gaming market has been
pure copy protection for CDs and DVDs. But
other roles of DRM are gaining more and
more importance. Similar to the digital music
and movie market, DRM systems are now
more frequently deployed to enable new
online  distribution  (streaming,  full-
download) or revenue models (subscription
services, pay per game/time).

In addition, new roles that are rather unique
to the game market are gaining significance.
Examples are the management of the game
play and persistent online usage control. The
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management of game play relates to the con-
trol of a played game itself. For example, in
multiplayer online role games, the developer
is in charge to supervise a virtual world.
Among other things, a developer prevents
cheating among role players or controls the
trade of virtual assets. Virtual assets, such as
valuable weapons or virtual money, have
often been traded on eBay without the per-
mission of the game developer. Therefore,
DRM can be implemented in virtual assets to
control or restrict such trading.

Online usage control encompasses the man-
agement of access to and further usage of
retail games via the Internet. Retail games
are sold in CD or DVD boxes, which are
usually played in offline modus on PCs. Tra-
ditional access control mechanisms of retail
games are focused on a closed system envi-
ronment: When the copy protection of a
game has been cracked or a license number is
shared, it can be easily disseminated to other
systems beyond the developer’s control.
However, the Internet has enabled new con-
trol mechanisms, which have the potential to
manage the access and further use of a game
persistently. They can be considered as DRM
technology, because they give a content dis-
tributor a sophisticated means to manage
game users’ rights persistently. Persistent
usage control mechanisms have a special
potential on the game market, because for
game players there exist incentives to uphold
an online relationship with the game devel-
oper. Unlike music or movies, games them-
selves are highly adaptable and can be en-
riched with additional features like new game
levels, maps or weapons. There is a high
demand for such features for an enhanced
and continuous game play.

Online usage control systems force the pur-
chaser of a retail game to validate it via the
developer’s online platform. If a developer
assumes an illegal use, he may disable an
account instantly. Game access activation
can be required only once during game in-
stallation or repeatedly over a given period.
The latter gives the game provider an ongo-
ing control system to identify illegal licenses.
Although a user might have successfully
registered an unlicensed copy of a game at
the initial activation process, he cannot be

sure if this illegal license will not be detected
the next time. As a result, to crack a game
only once will not be sufficient any more.
This is especially efficient against the casual
user, who often receives cracked games or
licenses from friends.

Case Study: Half-Life 2

The first game developer to use DRM as an
online usage control system for retail games
is Valve. Valve uses its online platform
“Steam” as a Digital Rights Management
system to verify legitimate access keys and
to keep control of the further usage of its
games. Steam is also deployed to administer
customer billing, to provide updates and to
allow the users to backup games on CD-Rs
or DVD-Rs. Valve introduced Steam as a
DRM system with the release of Half-Life 2
in October 2004. Half-Life 2 is a so-called
first-person shooter game, in which the user
basically takes a first-person perspective in a
three-dimensional space to battle against
enemies. It also provides the option to play it
in a multi-player mode. Half-Life 2 is a long-
awaited sequel to Half-Life in the game
community. Its production time was several
years.

To install Half-Life 2, Valve requires in addi-
tion to an online activation the creation of a
personalized online account via Steam. If
Steam detects any identical licenses, it will
cancel all accounts that have used these li-
censes. Steam even disables the account of
the user that originally obtained the license
legally. Valve claims to have cancelled more
than 50.000 (allegedly) illegal accounts so
far.

Beyond the pure authorization of legally
obtained games, Valve’s Steam also has the
potential to intensively control the user. For
example, Steam has been abused to postpone
the point in time when users were able to
start playing Half-Life 2. After the official
release of Half-Live 2 in November 2004,
purchasers were not able to install and play
their games for almost one week. Valve had
been in a contractual licensing dispute with
its distributor Vivendi, which did not allow
Valve to unlock Half-Life 2 during this legal
issue. In this case, the purchasers of Half-
Life 2 were locked in a licensing battle be-
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tween two
2003).

corporations  (Grimmelmann

The relevance of usage control systems will
gain significance, when they are used to en-
force changes to an End User License
Agreement (EULA). For example, Valve
reserves the right to change fees or billing
methods at any time. Therefore they force
users to agree to review the EULA periodi-
cally for any amendments:

“Valve reserves the right to change (...) fees
or billing methods at any time and Valve will
provide notice of any such change in at least
thirty (30) days advance. All changes will be
posted as amendments to this Agreement or
in the Rules of Use and you are responsible
for reviewing the billing section of Steam to
obtain timely notice of such changes.”

“Your non-cancellation of your Account
thirty (30) days after posting of the changes
on Steam means that you accept such
changes.” (Steam 2005, section 4b)

In other words, Valve basically allows its
customers to use their game only as long as
Valve wants them to have it. Valve claims
the right to demand additional fees at any
time without notifying its customers person-
ally. When a user connects to Steam to re-
ceive additional features or necessary
patches, which are normally provided for
free, he cannot be sure if he will not be
billed. With Steam, any changes in the
EULA will affect the game user instantly.
Regardless of whether Valve has the legal
right or not to disable accounts, Valve can
simply do it. And if one considers going to
court, it is especially difficult for non-US
citizens to sue this US-based company for
any unfair practice. With Steam in combina-
tion with its EULA, Valve can be described
as judge, jury and executioner.

In another section of the EULA, Valve
claims the right to download via Steam addi-
tional software or updates on users’ com-
puters without noticing them:

“Steam and your Subscription(s) require (...)
the automatic download of software, other
content and updates thereto onto your com-
puter. (...) You understand that Steam may
automatically update, pre-load, create new
versions or otherwise enhance the Steam
Software and accordingly, the system re-

quirements to use the Steam Software may
change over time.” (Steam 2005, section 2b)

Users of Half-Life 2 have to agree that Valve
is going to download software beyond the
users’ control, when they connect to Steam.
This can be convenient to keep the game up-
to-date automatically. But the consumers do
not have the choice whether they are going to
allow it or not. This lack of control is espe-
cially critical, because Valve does not guar-
antee that the downloads will be virus-free or
secure (Steam 2005, section 9b).

Even though playing the game does not re-
quire a connection to Steam after the initial
activation process, the default setting of
Half-Life 2 automatically establishes an
online connection to Half-Life 2. Many game
players are not aware of the possibility to
play this game in offline mode and changing
the default settings is rather complicated. The
documentation about this function is limited.

How do the consumers react?

However, Valve’s online usage control sys-
tem and its restrictive EULA did not result in
low sales of the game. Quite the opposite can
be observed: Between November 2004 and
January 2005 Half-Life 2 has been sold more
than 1.7 million times. Currently it is still one
of the best sold games worldwide.

Looking at different game forums on Half-
Life 2, the online activation via Steam and
the continuous binding to this online plat-
form is by far the most discussed topic. But
although there are mostly massive com-
plaints about Valve’s rigid usage control
system, most of the players would not forgo
buying the game. In contrast, there are hardly
any extensive discussions on how DRM sys-
tems might enforce amendments to the End
User License Agreement. Therefore it can be
assumed that most users of Half-Life 2 are
not aware of the content of the EULA. Often
users of games or other software products do
not read EULAs. EULAs are considered too
long and incomprehensible. Above that,
Valve’s EULA is only available in English,
which is a hurdle for many non-English
speakers. It can be assumed that most users
are not aware of how amendments in the
EULA can be enforced by Steam. Game
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players have so far no experience with this
kind of extensive user control.

This case is also about transparency. Re-
cently the Federation of German Consumer
Organisations (VZBV) sent a cease and de-
sist order to Valve and its distributor
Vivendi, complaining about their insufficient
DRM information policy. The term “Internet
connection” as a requirement is merely listed
in the “other” category on retail boxes. The
need for online activation is not clearly indi-
cated. Because the EULA is only available in
English and cannot be read before the pur-
chase it raises the question, whether it is at
all legally valid. However, Steam is still in

Sources

use and controls 1.7 million customer ac-
counts at its will with its DRM.

Bottom line

DRM-based usage control systems can be
abused to violate consumer rights. It is
alarming to see how little consumers have
reacted to this practice and that it has not
negatively affected sales of the game. This
could pose an incentive for other developers
on the game market to use online usage con-
trol system to restrict consumers’ rights.
DRMs developments on the game market,
therefore, have to be closely watched in the
future.
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How to implement copyright exceptions in DRM systems

A proposal substantiated for the copyright exceptions in German
law

By: Dominik Knopf, Institute of Information Law, Karlsruhe, Germany

Abstract: This article is based on a diploma thesis (Knopf 2004) in “information engineering
and management”, which has been submitted to Prof. Thomas Dreier at the University of
Karlsruhe. Copyright exceptions and DRM systems (DRMs) normally do not interact very well.
The approach presented in this article describes a way to achieve a win-win situation for both -
consumers interested in copyright exceptions and content providers wishing to protect their
content -, by implementing the exceptions demanded by law directly in the DRMs. Benefits are
a higher level of trust and an extended global protection of the content, because the content

never leaves the protection of the DRMs.

Keywords: technical analysis — copyright law, DRMS design, fair use, private copy

Introduction

Currently DRMs are yet unable to reconcile
the conflict between rightsholders’ interests
and public access interests. They restrict use
possibilities and thus curtail the freedom
granted to users under exceptions to the ex-
clusive rights of copyright holders. Not sur-
prisingly, consumers have begun to develop
distrust to any new invention regarding con-
tent and rights management.

So how can trust be regained? To begin with,
consumers must be assured that their per-
sonal data are as safe as they would be in a
normal store in the “real” world. Only very
few consumers would supply information on
how often and when they hear a piece of
music. In addition, there is more personal
and private information at stake, e.g. infor-
mation about a handicap someone has. Next
consumers will not accept a new system if
they feel unnecessarily intruded, i.e. if they
are limited to freely use content once they
have bought it. Thirdly the ability of DRMs
to override legal provision, in particular the
exceptions granted, creates further distrust.
Obviously there is no easy solution to im-
plement DRMs fulfilling these consumer
requirements.

The approach outlined here starts from a
paradigm shift: from object-oriented DRMs
to user-specific DRMs. It is proposed to link
the content to the person, who acquired the
rights to use the content, and not to the object
the content is used with. Due to this switch in

perspective, the implementation of copyright
exceptions becomes possible.

The main elements of the approach

Trusted third parties

This approach is based on an infrastructure
which includes a set of trusted third parties
(TTP). These TTPs work as mediators be-
tween the consumers and the companies.
Their tasks are:

»> anonymization of the consumers’ data

» bearing witness to the consumers’ char-
acteristics regarding copyright exceptions
(e.g. “person A is a student”)

To guarantee the TTPs’ impartiality, TTPs
should be state-run or they should be run by
an independent commission. Exactly which
TTP is chosen depends on the particular ex-
ception.

Dongle for identification

The second part of the infrastructure would
be a safe way to identify the consumer sitting
in front of the computer. A system which
could work well would be a combination of a
computer dongle as a physical component
(e.g. an USB device with cryptographic ca-
pabilities) and a personal code to access the
private key on the dongle. Every dongle is
unique and can essentially not be copied.

Technical Protection Measures (TPM) / wa-
termarks

It should be noted that watermarks — as a safe
way for linking content to the consumer — are
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also an essential part of the user specific
DRMs. Watermarks fulfil an important func-
tion in this approach. It is assumed that wa-
termarks can be integrated in every format
the consumer wants to use, even in already
existing standard data formats. Watermarks
are the essential way to maintain the link
between the consumer and the content he
controls.

How it could work for different kinds of
exceptions

The concept outlined above will be demon-
strated by the following three examples. The
first of these examples describes its realiza-
tion with respect to § 45a UrhG. This excep-
tion was introduced into the German Copy-
right Act in order to protect the access to
information for handicapped people. The
second example describes the implementa-
tion of § 52a UrhG which protects the access
to content for scientific use and use in teach-
ing. The third example is about the imple-
mentation of the much discussed private
copy exception contained in § 53 UrhG. Ide-
ally all examples described will become fully
automated.

Implementation of § 45 UrhG (exception for
disabled people)

For this scenario a public office should be
chosen as TTP, which has already access to
information regarding the degree and the
kind of the handicap of the consumer. Con-
sumers, who fall under this exception nor-
mally buy content and contact the TTP af-
terwards and supply a certificate of the con-
tent provider which proves that they bought
the rights to use the content. The TTP veri-
fies this certificate and asks the content
owner for a copy of the content, which can
be used by the consumer. The copy gets per-
sonalized to a new ID and is resent to the
TTP, which also resends it to the consumer.
The consumer can now use the content. In
the case of a copyright infringement, the TTP
has a connection between the new ID and the
personal data of the consumer.

Implementation of § 52a UrhG (exception for
scientific use and the use in teaching)

Other TTPs are universities and comparable
institutions, which have access to informa-
tion regarding students, teachers and lessons

held. Students are required to register for
lectures at the TTP to minimize the efforts
for the participants. The teacher giving the
lecture registers all relevant content at the
TTP. When a student needs access to con-
tent, he contacts the TTP, which then con-
tacts the content owner. The procedure then
follows the steps as set out with regard to the
implementation of § 45 UrhG.

A second way of implementation is to add
the watermark of the student — if he has one —
to the watermarked version of the professor.
This can be done by the DRM-application
itself and there would be no need for a TTP.
So, students presumably would not distribute
their copy with their personal data in the
watermark.

Implementation of § 53 UrhG (exception
regarding the private copy)

This implementation of the private copying
exception is a little bit more sophisticated.
Before even implementing this exception, a
preliminary question has to be asked: Why
should this exception get implemented at all?
Well, users have become accustomed to
making copies of the copyrighted material
they have bought or accessed for purposes of
time and place shifting, for format change
and also for archiving and security reasons.
By implementing the private copy directly in
the DRMs, a private copy continues to be
possible for the consumers and is used more
reasonably.

In general, consumers obtain the data pro-
tected by DRM over the internet or in a store.
In the first case, in the model proposed, data
gets marked with a personalized watermark
at the moment of the sale. In the second case,
data gets personalized when it is used for the
first time. When a consumer would like to
copy his data within the limits of the private
copying exception, depending of the use of
the data, the consumer uses his or her DRMs
to generate a copy, which supports the in-
tended use. For example, if the user wants to
hear a song in a DRM-protected format on
his MP3-player, his DRM-application con-
verts the data, embeds a watermark and cop-
ies it on the MP3-players, tagging it in such a
way that it can’t get copied back. If the MP3-
player already supports a proprietary DRMs,

INDICARE Monitor Vol. 2, No 1, 25 March 2005

24



the application should be able to convert the
data to this format.

A way to use the internet in the last scenario
could again involve a TTP, which requests a
DRM-protected, newly watermarked copy of
the content from the content owner. Conse-
quently there is no need to change water-
marks.

For the consumer, the private copy still ex-
ists, but in the case of copyright infringe-
ment, his name or ID is on the copy. This
will limit the consumer’s interest in distribut-
ing the content. But the consumer is still able
to use his content like he was used to, when
it wasn’t DRM-protected.

Discussion

As with all DRM-approaches, there are some
advantages and some disadvantages. The
most evident problem of the present proposal
is the creation of the infrastructure. The im-
plementation will only be affordable if there
is a standard system which is usable for a
broad variety of services. Most likely the
infrastructure required has to make use of
other infrastructures being build up, e.g. the
infrastructure for the German health system
relying on a health card (Gesundheitskarte)
with cryptographic abilities. However, if a
combined system can be violated, the dam-
age would be much greater. Therefore a
safeguard has to be available.

A second problem is the dongle. The dongle
provides more security for the content owner
and makes content mobile for the consumer,
but it is also a cost factor. Moreover, the
consumers’ comfort is somewhat limited by a
dongle. It may generate technical problems
and consumers would have to attach it to the
computer every time they want to use their
data.

A third and minor problem is the fact that
under the model proposed, the TTP gets in-
formation about consumers’ access to the
services of the content owner. Therefore it
must be ensured that the TTP adheres to data
protection and privacy policies.

Finally, there is a problem that all DRMs
have in common: The system works only as
long as cryptographic security (including

watermarks) can be warranted and if con-
sumers use the system in a responsible way.
But if, e.g. a dongle gets lost, this will be like
losing a credit card. This, users will have to
understand.

However, as already mentioned in the intro-
duction, there are also some positive ele-
ments in this approach, which compensate
for the negative ones.

First of all, because of the effort which the
content owner undertakes with such a sys-
tem, he demonstrates that he does not really
want to limit the rights of the consumer any
further than defined by statutory provisions.
This brings at least some credibility back and
should increase the trust on the part of the
consumers. A certification of such a DRM
system could further increase this effect.
Also, consumers’ personal data regarding
handicaps or relationships between consum-
ers remain safe at the TTPs. Finally the con-
tent owner can be sure that his content never
leaves the protected circle even if private
copying is allowed.

While it is doubtful, that the system will be
implemented very soon due to the high cost
factor, it may be an option in the near future,
when an identification infrastructure exists.
As more and more people, companies and
public offices are relying on the new digital
technologies, the cost of adding TTP-
capabilities in an office or a commission will
be reduced. It is also imaginable that future
laws will require the implementation of
copyright exceptions in DRMs as a prerequi-
site to the granting of legal protection.

While this approach has been discussed with
respect to the German copyright exceptions,
it is possible to use it with minor changes for
other national transpositions of the European
copyright directive too.

Bottom line

Intellectual property entails rights and re-
sponsibilities. At the moment code tends to
substitute law. Therefore, code — in this case
code of DRMs — cannot stay uncontrolled.
There will be a control instance, either by
law or by self-regulation. The approach pre-
sented here can be a way to allow for a well-
balanced technical regulation. The paradigm
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shift proposed should help to represent the
law more correctly, because the law in fact
links rights to persons and not to objects.

like. DRMs are a great opportunity to solve
the problem of intellectual property if it is
used right. But it must work for both sides.

Any technology should enable consumers to
enjoy their rights on whichever device they

Due to today’s (dis)abilities of TPMs, the
natural way of using the content is blocked.
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Comparing the EUCD implementation of various Member
States

Reviewed publication: Urs Gasser and Michael Girsberger, Transposing the copyright direc-
tive: Legal protection of technological measures in EU Member States. Cambridge, MA: Berk-
man Center for Internet & Society Research Publication Series (no 2004-10), November 2004

By: Margreet Groenenboom, ViR, Amsterdam, The Netherlands

Abstract: The paper reviewed analyses how the EU Member States have implemented the
anti-circumvention rules provided for in the European Copyright Directive (EUCD). It focuses on
three main issues: (1) definitions, (2) the relationship between the protection of technological
measures and exceptions to copyright as described in Article 6 of the EUCD, and (3) sanctions
and remedies according to Article 8 of the EUCD. The review compiles the main findings of the
excellent paper giving rise to only minor points of criticism.
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Introduction plemented the EUCD in the last quarter of

In November 2004 two affiliates of the
Berkman Center for Internet & Society, Urs
Gasser and Michael Girsberger, published a
research paper on the transposition of the
Articles on technological protection meas-
ures (TPM) of the European Copyright Di-
rective (EUCD) by various European Union
Member States (Member States). In particu-
lar it gives an overview of the current state of
implementation of Article 6 (circumvention
of TPM) and Article 8 (sanctions and reme-
dies) EUCD. Countries that had already im-

2004 were: Austria, Denmark, Germany,
Greece, Hungary, Ireland, Italy, Luxemburg,
Malta, The Netherlands, Poland, Slovak Re-
public, Slovenia and the United Kingdom.
The aim of the report is neither to describe
every single country nor to come up with a
critical assessment of all approaches taken,
but to present a representative selection of
interesting models and to take a critical look
at the level of harmonization reached in the
Member States.
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The report consists of three parts: Part one,
“how the Genie got in the bottle”, describes
the history of the EUCD and the current state
of implementation of the EUCD. Part two,
“Overview of Article 6 and Article 8
EUCD”, describes the subject matters that
the report investigates. Part three, “Country-
specific analysis”, describes the implementa-
tion of the EUCD per subject matter in sev-
eral Member States.

In this review, the first two parts of the report
are introduced briefly. As part three is the
one where it all comes to a head, most atten-
tion is paid to this part.

Part 1: How the Genie got in the bottle

The report goes back to the adoption of the
WIPO Copyright Treaty (WCT) in 1996 and
to the WIPO Performances and Phonograms
Treaty (WPPT). Very relevantly, the report
observes that already in the Articles 11 WCT
and 18 WPPT, the provisions that deal with
the circumvention of TPMs, do not define the
terms “‘effective” and “technological meas-
ures”. Was this the moment where it already
went wrong? In my opinion the lack of defi-
nitions allowed for rather different ap-
proaches, the major ones being the DMCA
(1998) and the EUCD (2001). This part also
describes the current state of implementation
of the EUCD. Since several countries still
have not implemented the Directive and are
thus still struggling with it, the report con-
cludes saying that “the Genie is stuck in the
bottle”.

Part 2: Overview of the Articles 6 and 8
EUCD

The second part forms the necessary basis for
the country specific analysis in the third part.
It describes the Articles 6 (TPM) and 8
(sanctions) of the EUCD focussing on (a)
definitions, (b) the relationship between
TPMs and exceptions to copyright law, and
(c) sanctions & remedies.

(a) Questioning the definitions of the EUCD
Article 6 EUCD protects TPM against cir-
cumvention and against the trafficking of
circumvention devices and services.

When describing Article 6 (3) (the devices),
attention is paid to the lack of an explicit

distinction between “access control” and
“copy control” devices. Where Article 6 (3)
mentions “through application of an access
control or protection process such as encryp-
tion, scrambling” this leads according to the
report to “the presumption that the EUCD
does analytically distinguish between access
and copy controls but — unlike the DMCA —
grants equal treatment to both types of tech-
nology”. The report mentions later (page 13)
that §1201 of the DMCA makes this distinc-
tion. Indeed, the distinction between “access
control” (measures that effectively control
access to a copyrighted work) and “copy
control” (measures that effectively protect a
right of a copyright owner) is essential in the
United States (see DMCA § 1201; see also
Reese 2003).

Circumvention (§ 1201 (a) (1) (A) DMCA )
as well as trafficking in circumvention de-
vices ( § 1201 (a) (2) DMCA) is not allowed
with regard to access control mechanisms.
In this case, civil remedies and criminal pro-
visions under § 1203 and § 1204 DMCA are
possible. It is not forbidden to circumvent
copy controls. Trafficking in circumvention
devices with regard to copy controls is for-
bidden and is subject to the provisions §
1203 and § 1204 DMCA (§ 1201 (b) (A)
DMCA). Although circumvention of copy
controls is not forbidden, remedies are still
possible for copyright owners. The circum-
vention of copy controls can still lead to li-
ability for copyright infringement under §
501(a) DMCA because an unlawful repro-
duction or distribution might have taken
place, but this depends on what is done by
the circumventor after the circumvention.

(b) Protection of technological measures and
exceptions to copyright

Member States have to take appropriate
measures to make sure that it is possible for
beneficiaries to benefit from the exceptions
that are applicable to the exclusive right of
the copyright owner (see also Helberger et al
2004, p.49). The report identifies two main
categories of exceptions:

- Public policy exceptions (such as excep-
tions in relation to photocopying, copy
and archive purposes of educational fa-
cilities). Although these exceptions are
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mandatory, recital 51 EUCD states that
appropriate measures should only be
taken in absence of voluntary measures
taken by rightholders, including the con-
clusion and implementation of agree-
ments between rightholders and other
parties.

- Private copying exception. In this case
Member States may, but are not obliged
to take measures to make sure that peo-
ple are able to make a copy for private
use.

The public policy exception as well as the
private copying exception do not apply to on-
demand services. On demand services are
defined in article 6 (4) as “works made avail-
able to the public on agreed contractual terms
in such a way that members of the public
may access them from a place and at a time
individually chosen by them”. What “appro-
priate measures” are or can include, is not
specified by the EUCD.

(c) Sanctions and remedies (Article 8§ EUCD)
Important here, is that Member States are
obliged to “provide appropriate sanctions and
remedies”, to “take all the measures neces-
sary to ensure that those sanctions and reme-
dies are applied” and ‘“sanctions have to be
effective, proportionate and dissuasive”.

Part 3: Country specific analysis

The report describes the implementations of
the Articles 6 and 8 EUCD by several Mem-
ber States. The three aspects introduced in
the second part in a general way are used her
e again for the country comparison. The re-
port convincingly shows the difference of
national approaches when implementing the
EUCD in Member States.

Unfortunately it is not clear what criteria
were used to select the countries that are
described per subject matter. Sometimes a
country is mentioned only in relation to one
aspect (Austria, Ireland, Hungary and Italy),
sometimes to two (Greece and the Nether-
lands), and sometimes in relation to all three
aspects (Germany, Denmark and the UK). In
this review, only countries that have been
described for that particular subject matter
are mentioned.

(a) Problems related to the definition of TPM
The report perfectly clarifies why definitions
are very important. As an example, region
coding of a DVD is used. In practice, two
main approaches exist in the area of what
acts the EUCD prohibits:

1. Only TPMs that prevent or restrain uses
that are relevant under the copyright law and
that would result in copyrights infringements
are protected. This is called the narrow in-
terpretation.

2. TPMs aimed at preventing or restricting
any act are protected. This is the broad inter-
pretation. In this scenario there is no connec-
tion with the acts that are relevant under
copyright law. A connection is made with
“the acts that are not authorized by the
rightholder”. Thus, the acts that are not au-
thorized by the rightholder, are protected
against circumvention.

Hungary and Denmark are examples for the
narrow interpretation of the definition of
TPM. The Danish Act is applicable to TPMs
“that are designed to protect works from
copying” and the act excludes mere access
controls from the protection because access
control technologies do not necessarily pre-
vent an act that would constitute an in-
fringement by copyright law. This approach
is quite interesting because if a user circum-
vents a TPM solely to make use of a lawfully
acquired work (for instance: breaking the
region code of a lawfully acquired DVD to
play it on the computer), this circumvention
is allowed.

Other countries, like Germany, the UK, and
the Netherlands, adopted the broad interpre-
tation. Consequently, in these countries con-
trol mechanisms can be protected against
circumvention even if the mechanisms are
not designed to prevent exclusively acts that
are relevant under copyright law.

(b) TPM and exceptions to copyright, Article
6(4) EUCD

With regard to the exceptions to copyright,
there are major differences between Member
States. I will have a look at the private copy-
ing exception, the public policy exception,
what if voluntary measures fail and finally at
the definition of “on demand services”.
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» Private copying exception?

The approach to the private copying excep-
tion is different among Member States. In
Denmark private copying is not mentioned at
all. In the UK the act expressively refers to
“time-shifting” as the only private copying
exception permitted and in Greece only re-
production for private use on paper or any
similar medium is mentioned. In Italy it is
possible to make one copy for personal use
provided that a) the user has obtained legal
access to the work and b) the act neither con-
flicts with the normal exploitation of the
work nor unreasonably prejudices the legiti-
mate interests of the rightholder.

» Public policy exceptions?

In Ireland and Greece, rightholders should
make available means to beneficiaries to
benefit from the exceptions. The Austrian
and the Dutch approach is the wait and see
strategy (using recital 51 EUCD) and there-
fore there are no exceptions to the anti-
circumvention provision. In Austria a re-
cently conducted survey shows that the vol-
untary measures taken by rightholders are in
compliance with the EUCD (Bericht
Bundesministerin fiir Justiz, 2004). Although
there are problematic areas (i.e. access and
copy protection technology on CDs and
DVDs) no legislative measures have been
announced.

» What if voluntary measures fail?

In case rightholders do not take voluntary
measures or when the measures do not allow
the use of an exemption in the eyes of the
beneficiaries, it depends on the country
which steps need to be taken by beneficiar-
ies. Sometimes beneficiaries may apply di-
rectly to the Copyright License Tribunal
(Denmark), High Court (Ireland) or Secretary
of State (UK). In Denmark, when righthold-
ers do not comply with the order within four
weeks, beneficiaries may legally circumvent
the TPM, as long as the consumer has gained
legal access to the work. They don’t need
approval of the Tribunal or anyone else to do
this. In other countries, like Greece, the solu-
tion is sought in mediation (with the possibil-
ity to go to Court of Appeal of Athens).

» On-demand service

What is noteworthy with regard to the exclu-
sion of the “on demand services” from the
applicability of Article 6 (4) par 1 and 2, is
that the countries that implemented excep-
tions (Ireland, UK, Denmark and Greece), all
use the exact sentence used in the EUCD to
describe “on demand services” as “works
made available to the public on agreed con-
tractual terms in such a way that members of
the public may access them from a place and
at a time individually chosen by them”.

(c) Sanctions and remedies, Article 8 EUCD
The implementation of Article 8 is very di-
verse, in some countries huge criminal sanc-
tions are possible (imprisonment or a fine of
2,900 — 15,000 Euro in Greece or 10,000 —
50,000 Euro in Germany), whilst in other
countries there is no imprisonment and only
a small fine (Denmark).

There is a difference in what acts can be sub-
ject to penalties. In the UK, there are no
criminal sanctions for the circumvention of
TPMs as long as it is conducted for private
and non-commercial use. The UK also has a
special Article in which is stated that the
infringement that occurs in the course of
business or “to an extent that prejudicially
affects the rightholder” can be qualified as a
criminal offence.

In Denmark, Greece and Germany, circum-
vention of TPMs as well as the trafficking in
circumvention devices can be punished under
civil and criminal law. Imprisonment for
these acts in Denmark is not possible. In
Greece imprisonment of at least one year is
possible. Germany makes a distinction be-
tween the circumvention of TPMs (impris-
onment up to one year or a fine) and the traf-
ficking in circumvention devices (imprison-
ment up to three years in case of professional
purposes or a fine). Remarkable is the fact
that in Germany (similar to the UK) no
criminal sanctions are applied in case the act
has been exclusively performed for, or in
relation, to private use by the offender or
individuals personally connected with him.

Conclusions of the report

The report ends with two concluding re-
marks. First of all, the report draws the con-
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clusion that the Member States are still
struggling “with some problems already
identified at the level of the EUCD, such as
the definition of TPMs, scope of protection
and the interface to exceptions, and the ques-
tion of effective , but also adequate sanctions
and remedies”. Most countries leave it to the
national courts and the European Court of
Justice to “fine tune the new legislation”.

Secondly, the authors conclude that although
the EUCD has led to a certain level of har-
monization, significant differences remain.
Also, it remains to be seen what the ramifica-
tions of these differences will be, for instance
with regard to the further development of
digital media markets, technological innova-
tion, and the evolution of the “regulatory
ecosystem”.

A bit of discussion

Overall the report gives a good idea of how
different some implementations work out
when they are applied to the examples men-
tioned in the report. The comparison between
the DMCA and the EUCD regarding the
distinction between access and copy control
is interesting and certainly deserves more
research and discussion in Europe.

One point of criticism; the report notes in the
section about the private copy exception, that
Italy “might stand alone in this issue” be-
cause some recent court rulings in France,
Belgium and Germany all decided against a
“right to private copying”. Against this opin-
ion, one could argue that although there may
not exist a right that consumers can enforce
as consumer in court, this does not mean that
the private copying exception ceases to exist.

Sources

Unfortunately (besides the fact that the selec-
tion criteria for the countries chosen are not
explained) the consequence of working with
a selection of countries is that it is not possi-
ble to make an overall schedule of which
countries use a narrow approach, and which
countries use a broad approach, or to make
any profound aggregation at all of the im-
plementations of the articles 6 and 8 EUCD,
because the selected countries for the subject
matters vary. An overall view of the imple-
mentations would be helpful when assessing
the implementations of the articles 6 and 8
EUCD in the Member States.

Lastly, the issue of region coding mentioned
by the report is quite interesting. How can
region coding be qualified and what are the
consequences of the qualification in combi-
nation with the approach of a Member State
with regard to the definitions of TPM in the
EUCD, i.e. does a country use a broad or a
narrow definition. At the moment, the differ-
ence in treatment regarding region coding in
different Member States does not result in
harmonization of “a European approach” at
all.

Bottom line

Overall, the report is very well written and
easy to read for lawyers and non-lawyers.
The report also draws an interesting picture
of the implementation struggle and the diver-
sity of implementation paths with respect to
the focus chosen. Finally, it invites to further
investigate the consequences of a narrow or a
broad interpretation of what TPMs are pro-
tected by the EUCD.
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Research Publication Series (no 2004-10), November 2004, http://cyber.law.harvard.edu/publications

» Bundesministerin fur Justiz, Bericht der Bundesministerin fir Justiz im Einvernehmen mit dem Bun-
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betreffend die Nutzung freier Werknutzungen, July 1, 2004, available at
http://www.justiz.gv.at/_cms_upload/_docs/bericht_freie_werknutzung.pdf

» DMCA (1998): Digital Millennium Copyright Act of 28 October 1998;
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Better take a long tail look...

Three remarks on the INDICARE state-of-the-art-report

By: Timo Ruikka, Nokia Corporation, Espoo, Finland

Abstract: The INDICARE report is regarded overall a good reading and highly useful. However
three issues shall be highlighted where the author of this review disagrees with INDICARE and
does propose a broader and longer term perspective of the changes we witness.

Keywords: review, INDICARE — business models, consumer expectations, innovation, privacy

New business models and flexibility
offered by DRM

I found the issue of new business models and
flexibility offered by DRM to be incom-
pletely articulated in the report. I personally
believe that there can be HUGE value to
users in getting something less (in usage
rights) than what the content industry is
afraid to distribute in wide circulation (that
being the freely copiable personal copy like
the CD disk is today). If it is a good deal,
users can accept something less than perma-
nent and something that is less than freely
transferable. This does assume that prices
also come down from the early trial phase
that we are witnessing now. In fact, I expect
the prices to go down so far that users will
consume content like they consume electric-
ity: without thinking how much a minute
costs but turning it off when finished — like
they turn off lights when they go out.

Also, the flexibility will be in the incredible
selection (see on this the Wired magazine
article by Chris Anderson 2004 “The Long
Tail”) and in the tailoring to changing needs
and tastes: having a constantly updated top
100 songs in your pocket is flexibility even if

you cannot transfer any of those tracks to
another device...

Now, if prices do not come down so far, then
I trust the consumer advocates will make a
big noise... .

Consumer expectations that really matter

Consumers do not really need detailed trans-
parency, they do not want to dread the small
print of what consumption possibilities are
offered when they buy content online. In-
stead, they need simplicity and predictability
of stable, balanced, well defined typical con-
sumption offerings. In my view, the “small
print” and the detailed scope of the typical
offerings should be negotiated by all stake-
holders. The result should be as familiar as a
train ticket: you do not read the fine print
when you buy one. But you have a pretty
clear idea about the main variables: monthly
pass, 2nd class return, 2nd class one way. Or
all-you-can-eat Eurailpass etc! You get the
idea. Now 3,000 service providers are invent-
ing the same packages in s-l-i-g-h-t-1-y dif-
ferent ways and it will drive consumers
crazy.
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Against the myth that DRM is a privacy
issue

Privacy is relevant for DRM-enabled ser-
vices. But this concern is generic to all digi-
tal services, it is not DRM specific. The IN-
DICARE paper has far too great emphasis on
privacy aspects, as if DRM was a bigger
threat to privacy than (for instance) eBay or
electronic banking or credit card statements.
The privacy aspect is whether a service ac-
cumulates personally identifiable information
and how it handles that information. DRM
per se does not generate PII (Personally Iden-
tifiable Information). Nor do DRM systems
typically “track” users and what they do with
the content — instead they just limit the func-
tionality of content received by users. The
main linkage DRM has to privacy is that it
includes support for digital identities: Device

Sources

identity, domain identity (e.g. a home of
several devices) and even personal identity
(if a person’s name is linked to a subscription
ID like an Internet username and PIN). But
similar identities are in use in almost all
Internet services. So let’s not continue the
myth that DRM necessarily is a privacy is-
sue. Some SERVICE models can be BIG
privacy issues (like TiVo which collects
viewing habits and begins to suggest similar
programs; Amazon does this too). But these
are based on non-DRM aspects of those ser-
vices.

Bottom line

Rethinking flexibility, transparency and pri-
vacy in a long term perspective would further
improve the quality of the INDICARE State-
of-the-Art-report.

» Anderson, Chris: The Long Tail. Forget squeezing millions from a few megahits at the top of the
charts. The future of entertainment is in the millions of niche markets at the shallow end of the bit-
stream. Wired Magazine at http://www.wired.com/wired/archive/12.10/tail_pr.html

» Helberger et al. (2004): Helberger Natali (ed.); Dufft Nicole; Gompel, Stef; Kerényi, Kristéf; Krings,
Bettina; Lambers, Rik; Orwat, Carsten; Riehm, Ulrich: Digital rights management and consumer ac-
ceptability. A multi-disciplinary discussion of consumer concerns and expectations. State-of-the-art re-
port, Amsterdam, December 2004; http://www.indicare.org/soareport
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Editorial of INDICARE Monitor Vol. 2, No 2, 29 April 2005

By: Knud Bohle, ITAS, Karlsruhe, Germany

Abstract: In this editorial we announce a new INDICARE deliverable and introduce the articles
of this issue of which most focus on DRM in the field of scientific publishing and libraries. As the
use of DRM systems in this broad application field is complex and raises many questions we will

continue to address it in the INDICARE Monitor.

Keywords: editorial — INDICARE

INDICARE news

INDICARE was invited by the European
Commission to the workshop “Towards
reaching consensus on Digital Rights Man-
agement” held in Brussels on the 6th of
April, 2005. The aim was “to share the result
of the informal public consultation and the
outcome of the High Level Group, and where
possible to further explore ways to reach
consensus on DRM” (European Commission
2005). Carsten Orwat, co-ordinator of pro-
ject INDICARE, gave a presentation titled
“Analysis of consumers’ issues and paths for
concrete approaches” which is available
online like the other presentations (European
Commission 2005; Orwat 2005).

This month INDICARE made available a
compilation of all INDICARE Monitor is-
sues of the first year 2004/2005 in a single
volume. In a corresponding INDICARE arti-
cle we briefly present this publication adding
a bit of hindsight and a bit of foresight.

About this issue

When we posted our call for papers for this
issue on “science, higher education, and li-
braries” to an e-mail list of librarians the
immediate reply was that DRM has no busi-
ness in this field at all because of its charac-
ter as a space of academic freedom. Open
Access would be the appropriate answer (cf.
INETBIB 2005). The four thematic articles
we present in this special issue all recognize
the special status of this field, however the
authors come to a rather different conclusion
about the role of DRM in there. In other
words, sympathy for the rights of creators
and cultural institutions like libraries makes
them advocate prudently for a cautious use of
DRM systems in these areas.

The use of DRM technology in this field
need not necessarily be a fall from grace of
mankind.

» First it seems to be often overlooked that
the expression of rights is not per se the
enforcement of rights, and that well re-
ceived approaches like Creative Com-
mons are in first place this: a transparent
expression of rights. Therefore, talking
about CC is also talking about DRM.

» Second, what DRM technology is and
what it is not depends. For example,
safeguarding integrity and authenticity of
documents is safeguarding rights of crea-
tors and consumers. Technologies guar-
anteeing integrity and authenticity such
as digital signatures or watermarks are in
this sense contingent. A one man’s secu-
rity technology is another man’s DRM
technology.

» Third, in some cases DRM systems may
indeed be a solution to leverage fair use
exemptions. In the library context these
include the right to lend, the right to pre-
serve, the right to supply documents to
third parties, the right to share.

Taking DRM as a béte noir — to use the ex-
pression of Richard Poynder here — is ap-
parently not the best approach to cope with
the complexity of legal, economic and tech-
nical IPR matters. Reducing complexity may
correspond to the logics of social movements
facing intransigent opponents, but a balanced
approach it ain’t.

In this issue Marieke Guy and Brian Kelly,
UKOLN, Bath, discuss the use of CC for
digital libraries presenting the case of a pro-
ject funded by JISC (Joint Information Sys-
tems Committee) in the UK. Their conclu-
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sion is that comprehensible expression of
rights is of great benefit, and that CC li-
cences are about removing the barriers to
sharing information.

Next, Richard Poynder, a freelance journalist
and an expert in digital assets, investigates
the role of digital rights management in Open
Access. He starts where Marieke Guy and
Brian Kelly had ended, stating that inserting
machine-readable rights information into
digital content like CC (in order to control
how it is used) is “digital rights manage-
ment”. He can show that DRM, understood
as a “set of tools to help creators maximise
usage of their work” could support the Open
Access movement especially with respect to
the “green road” of OA, i.e. “self-archiving”
of papers which are published by traditional
commercial journal publishers.

Pasi Tyrvdinen writes about fair use licens-
ing in a library context. He claims that it is
possible to support library exemptions and
still maintain a high level of privacy with
DRM systems. DRM systems are presented
in his model as an enabler of the legal library
exemptions. It is particularly interesting to
see how — given an appropriate design of
DRM systems — new business models may
emerge from a closer interaction of public
institutions and publishers. Libraries as su-
perdistributors is just one of the ideas Pasi
Tyrvédinen puts forward in the three scenarios
outlines.

Karen Coyle, a well known consultant in the
library field, focuses her article on the role of
digital rights management with respect to one
particular library function, namely lending.
She discusses primarily the state of the art in
lending electronic books and audio books.
Her conclusion is that for libraries to manage
and lend published materials in digital for-
mats some controls are required. She also
concludes that digital products lead to new
relationships between publishers and libraries
involving DRM systems. Today however as

Sources

she points out there are important issues not
yet solved with respect to acquisition and
lending of digital materials. To achieve a
win-win situation, both, libraries and pub-
lishers, have still to learn.

Out of focus, but with high relevance for the
role of DRM in the preservation of cultural
heritage, Michael Rader, ITAS, investigates
the reissue of historical recordings. The pres-
ervation of the audio heritage is largely being
undertaken by small enterprises who invest a
lot in audio restoration. Reissues of historical
material have generally not been protected
against copying although such work is pro-
tected as intellectual property and although
piracy for commercial purposes is signifi-
cant. This brings in DRMs as an option to
stop abuse. Studying a particular case, Mi-
chael Rader concludes that watermarks might
be the best solution not to restrict consumer
rights on the one hand and to facilitate the
detection of “pirated” works on the other
hand.

Last not least, we can include again com-
ments on the INDICARE state of the art re-
port. This time Manon Ress, director infor-
mation society projects at CPTech (a non-
profit organisation) hints particularly to the
international dimension of DRM and the
concerns of developing countries in this re-
spect.

Bottom line

In the next issue of the INDCARE Monitor
we will continue the focus theme addressing
further issues like “Science Commons”,
DRM and document supply centres, or DRM
and preservation. If you feel stimulated to get
involved in the debate about DRM in the
field of “science, higher education, and li-
braries” feel free to propose a topic and to
write for the INDICARE Monitor about it.
The CfP with a list of topics we find relevant
is still available (see INDICARE CfP 2005).

» European Commission (2005): DRM Workshop 2005 “Towards reaching consensus on Digital Rights

Management”. Speeches and Presentations:

http://europa.eu.int/information_society/eeurope/2005/all_about/digital_rights_man/events/index_en.ht

m#drm_workshop_2005

» INDICARE CfP (2005): http://www.indicare.org/tiki-page.php?pageName=CallForPapers
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> INETBIB (2005): Re: CfP DRM in the field of science, higher education, libraries: http://www.ub.uni-
dortmund.de/listen/inetbib/msg26916.html

» Orwat, Carsten (2005): Analysis of consumer issues and paths for concrete approaches. Presentation
at the EC DRM Workshop 2005 available for download at
http://europa.eu.int/information_society/eeurope/2005/all_about/digital_rights_man/doc/drm
_workshop_2005/indicare.ppt
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various projects. Currently he is the editor of the INDICARE Monitor. Contact: + 49 7247
822989, knud.boehle@itas.fzk.de
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QA Focus information for digital libraries
A case study of CC implementation

By: Marieke Guy and Brian Kelly, UKOLN, Bath, United Kingdom

Abstract: Creative Commons (CC) licences are a way to clarify the conditions of use of a work
and avoid many of the problems current copyright laws pose. This article describes how a CC
licence has been used to maximise take-up of the deliverables from QA Focus, a JISC (Joint
Information Systems Committee) funded project. It then looks at CC’s potential in the European
academic sector and discusses relevant issues.

Keywords: case study — copyright law, cultural heritage, Creative Commons, higher education,

libraries — United Kingdom

What is Creative Commons?

Creative Commons (CC) was started in 2001
by Lawrence Lessig as a consequence of an
unsuccessful law suit. Lessig had put in a
complaint at the US Supreme Court to pre-
vent fifty-year copyright (following the death
of the creator) being extended to seventy-
years. As this failed, CC was an attempt to
“redesign copyright from within” (cf. Dreier
2004).

The eleven CC licences are written using an
American legal model and are available to
download from the Web site. They allow
copyright holders to assign a mixture of four
different conditions (attribution. non-
commercial, no derivative works, share
alike) to their works. The aim is to clarify the
conditions of use of a work and avoid many
of the problems current copyright laws pose
when attempting to share information. Each
license is expressed in three ways: legal
code, a commons deed explaining what it

means in lay person’s terms, and a machine-
readable description in the form of
RDF/XML (Resource Description Frame-
work/Extensible Mark up Language) meta-
data. Copyright holders can choose to embed
the metadata code in their HTML pages,
which will then aid retrieval.

Take up of the licences has been very popu-
lar, but because their current wording does
not work well with the law in other countries
the International Creative Commons Project
(iCommons) was instigated to adapt them for
use outside the US. At the end of March
2005 the process of writing new licences has
been completed for fourteen jurisdictions.
Ten jurisdictions, including the United King-
dom, are at the finalising stages.

Creative Commons and the education
sector

The CC licences obviously have a lot to offer
artists creating text, audio, video and images
for use on the Web. But what potential do
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they have for public sector communities,
such as the academic and cultural heritage
sectors? Within higher and further education
many publicly funded bodies are involved in
creation of resources that will aid learning
and teaching of students and enhance re-
search opportunities. One way to encourage
use of these materials is by assigning CC
licences.

A Creative Commons case study:
QA Focus

QA Focus was funded by the JISC (Joint
Information Systems Committee) in the UK
to develop a quality assurance (QA) frame-
work which would help ensure that project
deliverables funded under JISC’s digital li-
brary programmes were functional, widely
accessible and interoperable. The project,
which was provided by UKOLN (a national
centre of expertise in digital information
management based at the University of Bath)
and the AHDS (Arts and Humanities Data
Service), successfully developed a quality
assurance (QA) framework and a wide range
of support materials.

Towards the end of the project the decision
was taken to make QA Focus briefing papers
available under a Creative Commons licence
as part of the project’s exit strategy. The
project deliverables are to be available for at
least three years after the end of funding, as
required by the funders. However the project
team were concerned that a passive approach
would not be effective in maximising the
project’s impact across the community and
that the approach advocated and lessons
learnt could be forgotten or ignored. There
was also a concern that the project’s deliver-
ables would become invalid or inaccurate
over time, as a result of technological, legal,
etc. changes. To ensure the deliverables con-
tinued to promote good practice in the long-
term, a policy was developed to allow free
use and modification of briefing papers.

What licence?

After discussions it was decided that users
should be allowed to adapt and refine the QA
Focus resources, enabling them to reflect
local requirements, and to be distributed
without seeking permission. A number of

possible licence models were investigated
and three approaches considered:

1. Develop a bespoke licence
2. Modify an existing licence

3. Use an existing licence.

As the QA Focus framework encourages use
of interoperable open standards an existing
licence that matched requirements was con-
sidered the most effective route. There are
several licences that encourage users to im-
prove, manipulate, or build on existing work
in any way (General Public Licence, Mozilla
Public Licence, etc.). These place importance
upon collective efforts to improve a digital
resource rather than the more restrictive re-
quirements of classical copyright. However
many are primarily intended for software
code and cannot be applied to information
papers without modification.

After a review of available options the Crea-
tive Commons licence was chosen mainly
because it is easy to understand by non-
experts and widely recognised within the
academic community.

CC version 2.0 offers six licences that allow
unrestricted distribution but tailor specific
use of the resource e.g. non-commercial, no-
derivatives, etc. To satisfy the QA Focus
requirements a CC licence was chosen that:

» Allows others to copy, distribute and
modify briefing papers, on the provision
that credit is given for the creation of the
original documents (attribution)

» Is used for non-commercial purposes
only (non-commercial)

> Specifies that derivatives must be classi-
fied under the same licence (sharealike).

Confirmation was obtained from host institu-
tions to ensure they supported the policy
decision and the recommended licence.

The choice of an existing solution
significantly reduced the time required to
develop and implement a licence. It was
agreed that the licence would only apply to
the briefing documents as the case studies
contained project-specific information which
would be inappropriate for others to modify.
The decision also avoided the need to spend
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time in obtaining permission from third
parties to apply this licence to their materials.

The briefing papers were updated to include
the CC logo and text. In addition the
machine-readable description of the licence
was embedded in RDF format on the HTML

pages.

Discussion

The assignment of CC licences to the QA
Focus briefing papers was a relatively
straightforward process, but there are a num-
ber of issues that need to be considered be-
fore committing to a CC licence.

Legal status of CC

One area for concern in the past has been that
the legal status of CC licences in the UK has
yet to be clarified, although consensus is very
near indeed. The same applies to many other
European countries. However if the licences
have no legal standing this should make little
difference to those wanting to share re-
sources. Until the time each country’s li-
cences become legal they will at least pro-
vide an indication of intention. QA Focus felt
that this slight uncertainty should not hinder
the policy decisions or the implementation of
the licences.

Free availability and/or income generation
Another area for consideration is the tension
between allowing resources to be freely
available and the need for income generation.
Although use of a CC licence is principally
about allowing resources to be used by all
this does not mean that there has to be no
commercial use. One option is dual licensing,
which is fairly common in the open source
world. A copyright holder can chose to have
a business model, which involves licensing
their work for free alongside a commercial
licence. MySQL, TrollTech, Red Hat and
Sleepy Cat are all software developers who
have all successfully used a dual licensing
approach. The commercial work can have
some form of added value, such as extra edi-
torial content. Distributing work under a CC
licence is also a very good way of advertising
your expertise, potential as a speaker etc.
Many feel that their academic writing makes
them more money through advice giving than
it ever would through article sales.

CC not always appropriate

When choosing a CC licence or working on a
policy for the use of such licences it is vital
to take into account scope. The same CC
licence may not be appropriate for all re-
sources available and sometimes a CC li-
cence may not be appropriate at all, for ex-
ample when external people have also con-
tributed to work; as was the case with the QA
Focus case studies. When using work com-
missioned from external parties it is also
important to clarify the rights issues prior to
publishing.

Expected impact of using CC licenses

As mentioned earlier, using a Creative
Commons licence, as a means of maximising
impact across the community, was part of
QA Focus’s exit strategy. At present there is
no formal proof that use of the licences has
increased impact, although interest in QA
Focus documents by both the community and
funding bodies continues. At present an offi-
cial announcement of the documents’ CC
licence status has yet to be made, mainly
because the QA Focus team are waiting for
CC to have legal status in the UK. Once
wider dissemination takes place QA Focus
will be monitoring closely use and modifica-
tion of the documents through site statistics
and close watch of the community. Using
works that have CC licences attached will be
easier in the future as more search engines
allow searching of the machine-readable
code embedded in pages. Search engines like
Google and Yahoo now allow users to search
for freely available material, but at present do
not index UK CC space. In the future this
could provide richer searching without any
additional effort needed within institutions
and if felt to be useful could provide motiva-
tion for dedicated searching tools within the
community. Adding a CC license could have
significant impact on shaping Internet user’s
behaviour as they may well search initially
for resources which have liberal licence con-
ditions.

What can Creative Commons offer the
European academic sector?

The use of CC licences for academic re-
sources is an area of great potential. Many
academic organisations have a vast amount
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of material available for users. Making it
clear to these users, through a comprehensi-
ble expression of rights, how these resources
can be used is of great benefit. It will allow
resources to have a consistently wide impact
and will help minimise difficulties in repur-
posing in the future. In the UK JISC is in-
creasingly encouraging reuse of learning
resources and CC licences are a way to
achieve this goal.

Recently many academic organisations have
begun to use CC licences as part of their
preservation strategy. Projects like the UK
Web Archiving Consortium Pilot Project are
investigating the long-term feasibility of
archiving selected Web sites. Rights issues

solved prior to the end of a project can really
help uptake of resources.

In awareness of the potential of their licences
for the academic sector Creative Commons
have begun initiating a number of academic
focused activities. Most notably in January
2005 they launched Science Commons, an
exploratory project to apply the philosophy
of Creative Commons in the realm of sci-
ence. The mission of Science Commons is to
encourage scientific innovation by making it
easier for people to share scientific intellec-
tual property.

Bottom line
CC licences are about removing the barriers

cause many problems and having them re- to sharing information. Surely this is what

education is all about.

Sources

» AHDS: http://ahds.ac.uk/

Creative Commons: http://creativecommons.org/

Creative Commons Search: http://search.creativecommons.org/

Dreier, Thomas: Some rights reserved. INDICARE Interview by Bettina-Johanna Krings. INDICARE
Monitor Vol. 1, No 4; http://www.indicare.org/tiki-read_article.php?articleld=40

Open Source Software Advisory Service: http://www.oss-watch.ac.uk/
QA Focus: http://www.ukoln.ac.uk/qa-focus/

UK Web Archiving Consortium: http://www.webarchive.org.uk/
UKOLN: http://www.ukoln.ac.uk/
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The role of digital rights management in open access
By: Richard Poynder, Freelance Journalist, United Kingdom

Abstract: Growing conviction that scientific progress will significantly benefit if scholarly articles
and research papers are made freely available on the Web has given rise to the Open Access
(OA) movement. While there is some awareness that OA articles may require digital rights
management (DRM), there is currently only low-level interest in the topic, with many OA advo-
cates maintaining that it has no relevance to OA. The issue is complicated by the fact that there
are currently two ways in which research papers are made OA, each of which has different im-

plications from a rights point of view.

Keywords: policy analysis — copyright law, Creative Commons, DRMS design, open access,

scientific publishing, stakeholders

Introduction

OA has gained a lot of traction over the last
year, but it has also attracted considerable
resistance from commercial and society pub-
lishers. Since they currently generate sub-
stantial incomes from selling subscriptions to
their journals scholarly publishers fear that if
research is made freely available on the
Internet these revenues will be significantly
threatened.

Given the consequent struggle simply to
make Open Access happen many OA advo-
cates argue that worrying about DRM today
could prove a distraction from the more im-
portant task of “freeing the refereed litera-
ture.”

Since many also view DRM as synonymous
with the use of “technical measures” de-
signed to restrict access, rather than as a
broad set of tools for managing rights in a
digital environment, there is a tendency to
see DRM as an issue for proprietary interests
alone. The danger is, however, that if the OA
movement fails to engage with the topic
those proprietary interests may set the DRM
agenda, to the possible detriment of OA.

Nevertheless, some preliminary work on
DRM is being done by the OA movement,
and the growing success of the Creative
Commons (cf. sources) may encourage OA
advocates to take a greater interest in the
topic.

What is DRM?

Any discussion of DRM in the context of OA
has first to seek to define the term. The con-

tinuing controversy surrounding P2P and
illegal file swapping, for instance, has led
many to conclude that DRM amounts to little
more than “locking up” content with elec-
tronic padlocks. Indeed, since this perceived
emphasis on restricting access is viewed as
the very antithesis of OA, DRM has become
the béte noir of many OA advocates.

What this overly narrow view of DRM over-
looks, however, is that digital rights man-
agement implies something broader than
access control alone. It can also be used, for
instance, to ensure correct author attribution,
to certify document integrity and provenance,
to prevent plagiarism, and indeed to enable
creators assert their rights in ways that en-
courage — rather than restrict — access.

It may be helpful in this regard to view DRM
as a two-layered cake. In this model the first
layer consists of metadata that define the
usage rules (rights) associated with the con-
tent. Then on top of this can be placed an
(optional) second layer of software-imposed
limitations on copying, printing, viewing etc.
(i.e. technical measures) in order to enforce
the usage rules.

Some OA advocates argue that neither layer
is relevant in an OA environment. After all,
they say, the aim of OA is to make research
papers available to everyone, without restric-
tion. It may be that the use of technical
measures — even for apparently harmless
purposes such as ensuring document integrity
— will prove “politically” unpalatable for the
OA movement (although Frederick Friend’s
INDICARE article (Friend 2004) appears to
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demur on this). There are, however, strong
reasons for arguing that the use of rights
metadata does have an important role to play,
and will for this reason be the main focus of
this article.

What authors require

It is clear, for instance, that in making their
research freely available on the Web re-
searchers have no intention of giving away
their IPR. Their only aim is to allow others to
read and build on their work without facing
the obstacle of the toll-barriers represented
by increasingly expensive journal sub-
scriptions.

In fact we know researchers want to maintain
control over their work on the Web because
they have told us so. In 2002, for instance,
when the JISC-funded Rights MEtadata for
Open archiving (RoMEO) Project (cf.
sources) asked researchers for their views 55
percent of those surveyed (both OA and non-
OA authors) said they wanted to limit usage
of their works to certain purposes — e.g. edu-
cational or non-commercial.

And while over 60% were happy for third
parties to display, print, save, excerpt from
and give away their papers, they wanted this
to be on condition that they were attributed
as the authors and that all copies distributed
were done so verbatim.

What RoMEO made clear, says Steve
Probets, a lecturer in information science at
UK-based Loughborough University who
was involved in the ROMEO Project, is that
“authors are interested in maintaining some
form of control over who can do what with
their articles.”

As Brian Simboli, a science librarian at Le-
high University in Bethlehem, PA puts it:
“The shift from toll-access to open access
may (illogically) encourage people to assume
that the whole concept “intellectual property”
has or should undergo some sort of sea
change. Intellectual property is still intellec-
tual property, regardless of how it is ac-
cessed.”

Some rights reserved

What the RoMEO survey also revealed,
however, is that the “all rights reserved”
model of classical copyright is more than

most researchers want. “[T]he protection
offered [to] research papers by copyright
law,” the report concluded “is way in excess
of that required by most academics.”

In other words, when releasing their work on
to the open seas of the Web OA authors are
interested in asserting only some of the rights
of traditional copyright (e.g. the right to be
named as author), while waiving other rights
(e.g. the right to copy or make derivative
works). That is, their wish is to make their
papers available on a “some rights reserved”
basis.

But if researchers don’t make clear to their
readers on what basis a paper has been re-
leased, how will their readers know? They
may mistakenly assume, for instance, that a
paper has been made available without any
restriction on its use and reuse, as if it had
simply been placed in the public domain.
Alternatively, they may feel constrained
about using a paper in the more liberal way
the author intends, for fear of legal reprisal

Consequently, if they dismiss DRM OA au-
thors risk depriving themselves of a useful
mechanism for specifying on what basis they
are making their work “freely” available.

Expression of rights

For this reason, in 2002 Project RoOMEO
began developing an XML-based system
designed to express rights and permissions in
an OA environment. These issues are not
unique to OA authors however. Motivated by
the same desire to provide greater licensing
flexibility for web-based content, for in-
stance, in 2002 a number of intellectual
property lawyers, including Lawrence Lessig
(cf. sources) and James Boyle (cf. sources),
founded Creative Commons (CC).

By separating out the basket of rights pro-
vided by classical copyright Creative Com-
mons aims to give creators greater flexibility
to mix and match those rights they wish to
assert, and those they want to waive.

The applicability of Creative Commons to
OA was immediately apparent to the Project
RoMEO team, who incorporated CC licences
into the work they were doing. Explains
Probets: “[T]he feelings of the Romeo Pro-
ject were that the Creative Commons li-
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cences would be sufficient to specify the
majority of restrictions/conditions required
by authors (e.g. that authors are attributed, or
that derivative works or commercial uses are
allowed).”

Probets, however, questions whether insert-
ing rights metadata into OA papers can be
classified as DRM. “I’'m not sure that I
would regard these licences as a DRM solu-
tion”, he says. “[They] indicate the ways the
work can be used; they do not technically
enforce that these conditions/restrictions are
applied.”

This, however, is surely too narrow a view of
DRM. How better to describe the process of
inserting machine-readable rights informa-
tion into digital content in order to control
how it is used than “digital rights manage-
ment”?

Others argue that utilising rights metadata
without any means of enforcing their prohibi-
tions is pointless. By the same reasoning,
however, we might conclude that it is a waste
of time creating any rule, or law, unless it
can be physically enforced at the point of
potential infringement. We also know that
anyone happy to infringe copyright law can
circumvent most if not all the electronic pad-
locks devised to date.

Two roads to OA: The case of the “Gold
Road”

For researchers wanting to better manage the
rights in their papers, however, there is a
more immediate problem than enforcement —
namely how they establish and define their
rights in the first place. And since there are
two ways in which researchers can make
their papers OA a one-size-fits-all approach
is not currently possible.

For researchers using the “Gold Road” to OA
matters are relatively straightforward: they
can simply publish in one of the new-style
scholarly journals produced by OA publish-
ers like BioMed Central (BMC) (cf. sources)
and the Public Library of Science (PLoS) (cf.
sources). By reversing the traditional sub-
scription model and charging authors (or
more likely their funders) a fee to publish,
rather than charging readers to read, golden
publishers are able to make research papers

freely available on the Web without any ac-
cess costs.

More importantly, by treating publishing as a
service provided to the author, rather than as
a property transaction in which the publisher
acquires copyright in return for publishing a
paper, both BMC and the PLoS are happy to
use the Creative Commons Attribution Li-
cence (cf. sources) as a default option. The
terms of this licence are printed as a copy-
right notice on all their articles, as well as
being inserted into them as machine-readable
metadata.

Why that particular licence? Because, ex-
plains PLoS’ Andy Gass, the CC Attribution
Licence best meets the OA criteria outlined
in the Bethesda (cf. sources) and Berlin OA
declarations (cf. sources). These, he says,
specify that in making their papers OA au-
thors grant “to all users a free, irrevocable,
worldwide, right of access to, and a license to
copy, use, distribute, transmit and display the
work publicly, and to make and distribute
derivative works, in any digital medium for
any responsible purpose, subject to proper
attribution of authorship ... [as well as] ...
the right to make small numbers of printed
copies for their personal use.”

But while the Gold Road is the most logical
route for researchers wanting to make their
papers OA there are today only 1,600 (out of
a total of 24,000) golden scholarly journals in
which to publish.

Two roads to OA: The case of the “Green
Road”

For this reason many researchers opt instead
for the “Green Road”. Rather than publishing
with an OA publisher, they continue to pub-
lish in traditional subscription-based schol-
arly journals, but then “self-archive” an elec-
tronic copy of their papers, either on their
home pages, or in an e-print archive such as
their institutional repository or a centrally-
based archive like PubMed Central (cf.
sources) or arXiv (cf. sources).

However, the rights situation on the green
road is complex, since traditional subscrip-
tion-based journals generally insist that au-
thors assign copyright as a condition of pub-
lication. As a consequence, researchers relin-
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quish all control in how their IPR is man-
aged. The ROMEO study, for instance, found
that in 90 % of cases authors are asked to
transfer the copyright in their papers. More-
over, while 92 % of scholarly journals now
allow their authors to self-archive it is a far
from ideal solution. As authors are not per-
mitted to use the publisher’s PDF, for in-
stance, the self-archived version may be
somewhat different from the publisher’s ver-
sion.

More problematically, the rights status of
self-archived papers is vague and frequently
misunderstood. Indeed, there are reasons to
believe that general confusion and uncer-
tainty over copyright represents one of the
greatest obstacles to self-archiving today, and
perhaps explains why still only 15 % of au-
thors self-archive. “The fact is that copyright
raises its head all the time when authors are
asked about OA, and it is acting as a deter-
rent to self-archiving,” says Alma Swan
(Swan 2005), co-founder and director of UK-
based scholarly publishing consultancy Key
Perspectives (KPL). “So it can’t be ignored”.

The solution, suggests John Ober, director of
the policy, planning and outreach office of
scholarly communication at the California
Digital Library (cf sources), is for publishers
to “turn their publication copyright policies
into the appropriate ‘set’ of Creative Com-
mons elements”

This would clarify the situation over self-
archiving, confirm its legitimacy, and so give
self-archiving authors the same transparency
over rights as is currently available to those
publishing in golden journals. As a conse-
quence OA would receive a significant boost.

Reducing the value of self-archiving

Far from helping to facilitate self-archiving,
however, most subscription-based publishers
today appear more intent on emasculating it.
The fact is that as research funders like the
National Institutes of Health (NIH) (cf.
sources) and Wellcome Trust (cf. sources)
increasingly encourage researchers they fund
to self-archive their papers, publishers are
becoming more and more concerned that
their revenues are under serious threat. In
response, they are actively seeking ways in
which they can hobble self-archiving.

Having succeeded in persuading the NIH to
water down its policy on public access to
research (cf. NIH 2005), for instance, more
and more publishers are insisting that papers
are only self-archived on an embargoed ba-
sis, demanding delays of between 6 and
twelve months between publication and self-
archiving. This, say critics, significantly re-
duces the value of self-archiving, particularly
in areas like biomedicine.

Publishers are also insisting that authors pro-
vide a link from the archived version to the
official version of the article on the pub-
lisher’s web site, and that they include the
article’s unique Digital Object Identifier
(DOI) (cf. sources). The aim is to drive users
away from the free version of the article that
has been self-archived, to the for-fee version
on the publisher’s web site.

The next stage in this strategy may be for
publishers to change direction and, instead of
prohibiting authors to self-archive the pub-
lisher’s PDF, to actively encourage it. This
would give publishers an opportunity to reas-
sert their ownership of the article, to rein-
force their brand, and to charge authors in the
process. But the real attraction is perhaps that
the PDF file format is ideally suited to the
use of second-layer DRM (technical meas-
ures) enabling publisher-determined usage
rights to be incorporated into the articles.

The logic here is compelling. After all, as
Chris Barlas, a senior consultant at Right-
scom (cf. sources) points out, to date schol-
arly publishers have seen little need for
DRM. As he puts it: “[M]ost of the STM
publishers currently use some kind of sub-
scription system with password protected
access to sites as their form of protection.”
As scholarly papers increasingly leak out of
these proprietary databases, however, pub-
lishers will surely want to establish new
ways to protect their proprietary interests.

Certainly Springer Science+Business Media
(cf. sources), the second largest STM pub-
lisher, has begun to go down this road. While
it permits authors to self-archive their own
versions of papers, Springer now also invites
them to self-archive the final published PDF.
To do this, explains Springer’s executive
vice president corporate communications
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Sabine Schaub, authors can purchase
Springer’s PDF file from DRM vendor Aries,
to whom Springer has outsourced the func-
tion. Aries will then “download the article
from Springer Link [Springer’s online data-
base], wrap it with a DRM system called
DocuRights, and send it to the author for
posting or distribution”.

Once it is encased in DocuRights, explains
Aries’ Lyndon Holmes, the article becomes a
“pay-per-view object” with usage rules de-
termined by the publisher. “The publisher
can, for instance, specify the number of
computers a particular PDF can be opened
on”. Amongst other things, DocuRights also
allows publishers to restrict the number of
times a paper is printed and/or viewed.

The attraction to researchers is that using the
publisher’s PDF allows them to offer the
final, definitive version of their article, in a
clean professional format. Moreover, since
today 78 % of authors who have never self-
archived are unaware of how to go about it
publishers are clearly in a powerful position
to persuade them that archiving a PDF re-
print is a better way of providing OA. How-
ever, while authors will still be able to pro-
vide Open Access (by themselves prepaying
for usage) it is not the kind of solution envis-
aged by OA advocates.

Take the initiative

Confronted by continuous publisher foot
dragging over OA some have concluded that,
rather than accepting whatever terms pub-
lishers impose, it is time for authors to take
the initiative over rights. To this end the
Scholarly Publishing and Academic Re-
sources Coalition (SPARC) (cf. sources) has
produced a downloadable Author’s Adden-
dum (SPARC 2005) that researchers can
print and attach to the publication agreement
publishers ask them to sign on the acceptance
of their articles.

The aim of the Addendum is to modify the
publisher’s agreement to make explicit the
fact that the author is retaining sufficient
rights to self-archive, and to also require that
the publisher provides a free PDF version of
the article — moreover, with no DRM func-
tionality incorporated into it. More specifi-
cally, explains Michael Carroll a law profes-

sor at Villanova University who authored the
Addendum, it ensures “that the author retains
all rights necessary to grant a Creative
Commons Non-Commercial-Attribution
License”. A second version of the Addendum
that will allow the author to simultaneously
reserve these rights and then grant the Crea-
tive Commons license is now in draft, ex-
plained Carroll in a recent post to the libli-
cence mailing list (Carroll 2005).

Will this prove acceptable to publishers?
While agreeing that “the intent of the Ad-
dendum is entirely reasonable”, Peter Banks,
a publisher at the American Diabetes Asso-
ciation (ADA) responded to Carroll’s post by
cautioning that several clauses in the Adden-
dum were unacceptable. “Were we presented
with this Addendum, we would decline to
publish the paper. I am quite sure a majority
of publishers would do the same” (Banks
2005)

In reality it is highly unlikely that subscrip-
tion-based scholarly publishers will allow
authors to manage their own rights. Indeed,
many have come to see copyright ownership
as key to their survival. While they could
adapt by converting to an OA publishing
model, most publishers view this as far too
risky financially, and certainly less profit-
able. Publishers’ efforts, therefore, appear to
be focused on reducing the impact of self-
archiving. Embargoes are one way to do that.
A more powerful long-term strategy would
be to encourage authors to self-archive the
publishers’ version and arm it with second-
layer DRM. As such, the self-archived article
would potentially become a Trojan horse
capable of transforming OA articles into
“pay-per-view objects”. Such doomsday
scenarios are no doubt overblown. But they
serve to remind us that ignoring rights issues
could prove a risky strategy for the OA
movement.

For the moment, however, most OA advo-
cates appear happy to sit on their hands. It is,
for instance, nearly two years since the fund-
ing for Project ROMEO ended. While its
work was inherited by the Open Archives
Initiative (OAI) rights group (cf. OAI 2004),
to date most of that group’s efforts have been
devoted to developing rights expressions for
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OA records, not for the underling resources!
This means that even where OA publishers
and self-archiving authors include rights
metadata in their papers there is currently no
OA infrastructure able to exploit those meta-
data to good effect.

Given the continuing scepticism over rights
this is perhaps unsurprising. “It is harmless to
make rights explicit in metadata, but that’s
not the priority”, says leading OA activist
Stevan Harnad. “The priority is the content
(for which these metadata would be part of
the decoration)”. In other words, until the
number of self-archived papers increases
there is no point in fussing over rights. But as
Swan points out, uncertainties over rights are
a major deterrent to self-archiving today —
suggesting the movement may face a chicken
and egg stalemate.

Moreover, since the 1,600 gold journals can
at most make just 5 % of scholarly research
OA such a stalemate would represent a sig-
nificant obstacle to the wider movement.
Harnad insists, however, that all that is nec-
essary today is for governments and other
research funders to mandate self-archiving.
After that, he says, all the other dominoes
will “fall naturally (and anarchically) of their
own accord”.

But is that enough? After all, the NIH’s deci-
sion not to mandate (but merely encourage)
its researchers to self-archive appears to have
been partly influenced by uncertainties over
copyright. This suggests that until the copy-
right situation is clarified uncertainty over
rights — and how they are managed — will
remain a serious obstacle to OA. What better
reason for OA advocates to seize the DRM
nettle?

Summary and outlook

One can view DRM in two ways: as a pro-
prietary and totalising means of locking up
content and forcing restrictive usage rules on
users in order to maximise revenues; or as a
set of tools to help creators maximise usage
of their work (without ceding ownership) by
specifying what rights they wish to retain and
what rights they are happy to waive.

While some question whether the use of
Creative Commons licences can be classified

as “digital rights management” their heavy
reliance on machine-readable metadata to
control usage suggests it is entirely reason-
able to use the term DRM. After all, why
should proprietary interests bent only on
locking down content have a monopoly on
the term. Why should not this overly proprie-
tary definition be challenged?

More importantly, perhaps, the OA move-
ment faces the clear danger that if it does not
more actively promote an alternative view of
DRM, then proprietary interests may succeed
in foisting a more restrictive model on schol-
arly publishing, with the risk that some of the
OA movement’s recent gains could be lost.
With luck, the growing success of the Crea-
tive Commons — and the recent founding of
the Science Commons — may help OA advo-
cates see the relevance of DRM, and encour-
age them to promote a broader definition of
rights management.

At the very least, by assisting researchers to
utilise more liberal Creative Commons li-
cences when publishing in traditional jour-
nals, OA advocates could introduce greater
certainty about the Ilegitimacy of self-
archiving. Not only would this provide a
boost to the movement, but it would help to
demonstrate that digital rights management is
not just about “monetising” content, but is
part of a larger initiative focused on creating
a rights management regime more suited to a
networked environment.

“Personally, I think DRM is really important
in the context of OA”, says Herbert Van de
Sompel, a member of the OAI rights group.
“It can, indeed, be about protecting authen-
ticity of works, and avoiding plagiarism ...
[and] ... and even CC licences would cover
this. But there is another increasingly impor-
tant aspect. Readers of the future will more
and more be robots that will try and make
sense of what they ‘read’ (by mining con-
tent), and present their analysis to humans. It
is important that such use be explicitly al-
lowed; in the current environment, one really
doesn’t know whether it is OK to mine con-
tent from OA repositories”.

Bottom line

Until there is much greater clarity over
rights, and how they are managed, the OA

INDICARE Monitor Vol. 2, No 2, 29 April 2005

44



movement may struggle to make significant grappling with these complex issues can the
progress. Increasingly it appears that only by movement hope to achieve its objectives.

Sources

» arXiv: http://arxiv.org (ArXiv is an e-print repository covering the fields of physics, mathematics, non-
linear science, computer science, and quantitative biology)

Banks, Peter (2005): Re: creative commons licencing;
http://www.library.yale.edu/~llicense/ListArchives/0504/msg00059.html

Berlin Declaration: http://www.zim.mpg.de/openaccess-berlin/berlindeclaration.html
Bethesda Declaration: http://www.earlham.edu/~peters/fos/bethesda.htm

BioMed Central (BMC): http://www.biomedcentral.com

Boyle, James: http://www.law.duke.edu/boylesite

California Digital Library: http://www.cdlib.org/

Carroll, Michael (2005): Re: creative commons licencing;
http://www.library.yale.edu/~llicense/ListArchives/0503/msg01777.html

Creative Commons: http://creativecommons.org
Creative Commons Attribution Licence: http://creativecommons.org/licenses/by/2.0/
Digital Object Identifier (DOI): http://www.doi.org/

Friend, Frederick (2004): Who protects the un-protected? Open access publication needs DRM! INDI-
CARE Monitor Vol. 1, No 5; http://www.indicare.org/tiki-read_article.php?articleld=49

Joint Information Systems Committee (JISC): http://www.jisc.ac.uk/
Lehigh University, Bethlehem, PA.: http://www3.lehigh.edu/

Lessig, Lawrence: http://www.lessig.org/blog/

National Institutes of Health (NIH): http://www.nih.gov

NIH (2005): Policy on Enhancing Public Access to Archived Publications Resulting from NIH-Funded
Research; http://grants.nih.gov/grants/guide/notice-files/NOT-OD-05-022.html

Open Archives Initiative (OAI) (2004): Implementation Guidelines for the Open Archives Initiative Pro-
tocol for Metadata Harvesting. Conveying rights expressions about metadata in the OAI-PMH frame-
work; http://www.openarchives.org/OAl/2.0/guidelines-rights.htm

» Poynder, Richard (1999): Hidden Value: How Intellectual Property Know-how Can Make or Break
Your Business: Derwent Information Ltd

» Poynder, Richard (ed.) (2000): Caught in a Web, Intellectual Property in Cyberspace: Derwent Infor-
mation

» Project ROMEO: http://www.Iboro.ac.uk/departments/Is/disresearch/romeo/index.html

» Project ROMEO (Deliverables):
http://www.Iboro.ac.uk/departments/Is/disresearch/romeo/Romeo%20Deliverables.htm

Public Library of Science: http://www.plos.org

PubMed Central: http://www.pubmedcentral.nih.gov/index.html PubMed Central (PMC) is the U.S.
National Institutes of Health (NIH) free digital archive of biomedical and life sciences journal literature.

Rightscom: http://www.rightscom.com/
Scholarly Publishing and Academic Resources Coalition (SPARC): http://www.arl.org/sparc/
Science Commons: http://science.creativecommons.org

Simboli, Brian (2005): creative commons licencing;
http://www.library.yale.edu/~llicense/ListArchives/0503/msg01716.html

SPARC (2005): Author's Addendum: http://www.arl.org/sparc/author/addendum.html
Springer Science+Business Media: http://www.springer-sbm.com/

» Swan, Alma (2005): Open and Shut? An interview by Richard Poynder available at
http://poynder.blogspot.com/2005/04/roller-coaster-ride.html

» The Wellcome Trust: http://www.wellcome.ac.uk

vvyyvyy VVVYyYVYYVYY v

vVvyvyyvyy

v

vy

vVvyvyy

vy

About the author: Richard Poynder is a freelance journalist who writes about information tech-
nology, telecommunications, and intellectual property. He contributes to a wide range of special-
ist, national and international publications, and is editor and co-author of two books: Hidden
Value and Caught in a Web, Intellectual Property in Cyberspace (cf. sources).

Status: first posted 22/04/05; licensed under Creative Commons
URL: http://www.indicare.org/tiki-read_article.php?articleld=93

INDICARE Monitor Vol. 2, No 2, 29 April 2005 45



Fair use licensing in library context

A privacy-preserving lending service with a revenue sharing

business model

By: Pasi Tyrvainen, University of Jyvaskyla, Finland

Abstract: Any technical solution intended to support library exemptions and other fair use pro-
visions has to take into account national regulation, the local use context, and the requirements
of business models. In this article a model is proposed for dealing with these challenges. It is
exemplified for the library context claiming that it is possible to support library exemptions and
still maintain a high level of privacy with DRM systems. Finally new business models for libraries
are sketched based on revenue sharing using superdistribution and delivery chain tracking.

Keywords: technical analysis — business models, copyright law, DRMS design, fair use,
libraries, P2P, privacy, public sector, superdistribution

Introduction

Consumers see digital rights management
(DRM) systems primarily as a tool for piracy
protection in digital content distribution.
These DRM systems provide access to en-
crypted content only on the hardware identi-
fied in a digital license. This kind of hard-
ware locking restricts fair use, e.g., when
lending digital material from libraries or by
preventing copying content for private use.
There is common agreement on the need to
design DRM systems and electronic com-
merce business models which allow fair use
(ACM 2003). Various means have been pro-
posed to implement fair use, e.g. by imple-
menting it with licensing rules in DRM sys-
tems (Mulligan and Burstein 2002), by li-
censing protocols, by watermarking, by
authorising protocols etc (see reviews of
alternative designs in Bechtold 2004, and
Tyrvédinen 2005). However, the intelligence
about contextual factors needed for interpret-
ing the legal limits of fair use cannot be
100 % implemented in the licensing rules of
DRM systems, especially in the US legal
context (von Lohmann 2002).

Fair use, identification and privacy

In this paper we use the term fair use (or fair
dealing) as a general concept referring to the
legally protected right of people to use con-
tent based on exemptions and limitations of
national copyright laws (EU2001/29/EC, US
2000). These variations in national legisla-
tion increase the complexity of implementing
it within DRM systems. Nevertheless, ap-

proximating fair use by licensing would be a
useful service for the customers. With such a
service one could avoid the need for costly
human evaluation of fairness of use in a vast
number of cases and thus encourage content
providers to support fair use cases — although
a small percentage of the cases would still
need human intervention. In both cases iden-
tification of the use context and of the per-
sons or the organization in question is
needed.

Identification is a double-sided problem with
respect to fair use. Customers registering for
a media provider’s service with their account
identity or credit card identity can be traced
and media distributors can link together all
customer purchases, which threatens cus-
tomer privacy. DRM systems connecting the
right to use content products to a hardware
identity enable the use of this hardware iden-
tity for tracing even when customers pur-
chase their products from multiple vendors.
However, media vendors would certainly like
to identify the context in which they enable
free use of products based on fair use exemp-
tions. For example, they would like to iden-
tify the party claiming to be a library and
requesting rights to lend copies to their cus-
tomers. In case the library can be identified,
the media provider may trust the library and
let it identify the library customers, to the
extent needed. Clearly, some fair use cases
have higher requirements for identification of
trusted second parties (such as the library)
than what is expected from an individual
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(here the third party) borrowing content from
the library.

From product copy management to license
management

Prior to digitization, illegal content use could
most easily be recognized at the point of
creation of copies. This is mostly true also
for digital products. But when DRM systems
are used, the focus shifts from creating cop-
ies of protected content products to the crea-
tion of licenses enabling use of the content
products. In superdistribution (Mori and
Kawahara 1990) protected content is distrib-
uted freely, but requires purchasing a license
for use. Thus creating the licenses enabling
use of the content is the context where fair
use should be evaluated.

The next question is, should the usage rights
declared in the licenses be based on the iden-
tity of the person or on the identity of the
hardware? Use of hardware identity is com-
monly considered less user-friendly. How-
ever, in the library customer case, linking all
the content borrowed by a customer with the
customer identity would be more likely to
infringe privacy than linking the products
with multiple hardware identities unknown to
the library.

Proposed approach for fair use licensing

Supporting privacy with product copy
managers

To improve privacy we propose an arrange-
ment, where the customer is able to get a
temporal digital license from another trusted
party in order to use the content on his hard-
ware. For this purpose, the customer needs to
pass some information received from the
trusted library to the other trusted party. The
primary role of the new trusted party is thus
to create digital licenses for the customer
hardware. Secondly, the trusted party should
keep record of the number of product copies
lent by the library with the license of the
library, to satisfy the requirements of media
vendors. For this reason, we refer to this
trusted party as a product copy manager
(PCM). Although this particular PCM knows
the hardware identities associated with the
product, it will not be able to connect the
data with any identification of the customers
or to connect it with other data located at the

various places of purchases (or other PCMs
when multiple equipment is used).

By separating multiple places of purchases,
multiple trusted PCMs and multiple hard-
ware identities we avoid many problems
encountered by related approaches. These
include the single dongle problem (e.g. single
hardware identity) and the problem of cumu-
lating customer data by a trusted party as
observed by Knopf (2005). Note that in the
approach of Knopf there exists a role of a
TTP (trusted third party), while we separate
the roles of a trusted second party (a library)
and the role of a trusted PCM. Knopf also
uses watermarks for personalizing the con-
tent for consumers while we prefer carrying
hardware identification information in li-
censes embedded in the content or transmit-
ting separately from the content according to
the superdistribution mode. Note also, that a
PCM should not be mixed with the actual
DRM systems controlling the use of content
(for further details see Tyrvéinen 2005).

Two-phase approach for fair use licensing

In the library case the library was the second
trusted party, which was identified to the
extent needed for the fair use license during
the license acquisition process. The third
party (a customer) communicated only with
the trusted second party and the PCM bind-
ing the license to a specific hardware, in the
context identified by the special library li-
cense granted to the second party. This can
be generalized as a two-phase approach for
fair use licensing.

» In the first phase, the second party (the
library) is identified to the extent needed
for trusting it; the special license is pur-
chased (e.g. a library license), and the
second party will receive a license tem-
plate (e.g. a library customer template),
to be delivered to third parties. Special
cases may require human judgement (for
further details see Tyrvdinen 2005 and
Erickson 2003). Note that according to
the EUCD fair use should be enabled
only when content has been legally pur-
chased.

» In the second phase, the third party (a
library customer) trusted by the second
party receives the template and acquires
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the hardware locked digital licenses for
his equipment from the PCM. This sec-
ond process does not include monetary

Phase 1

Point of License

Sales

Templates
(e.g, for library
Customers etc.)

Template (Library),
Party identification, |
Payment

Second Party Templates,

Demo licenses,
Protected content

TETTTITTY =

(e.g. a trusted
library)

Information flows

4 Initiating purchase Other
trancaction, information
payment and party exchange
identification

Templates with some Second Party ID,
Demo licenses and Protected content

Figure 1: Two-phase model for fair use licensing

The fair use exemptions included in national
law define the kinds of license templates
needed; library licenses, educational licenses,
and personal copy licenses being probably
the most common. Each of the exemptions
may require a different level of identification
of the second party at the point of sales and
in the templates as well as in between the
second and the third party. Also the condi-
tions of the licenses vary.

Fortunately, the same content can be used
with a multiplicity of license types each de-
fined for a specific fair use case in each na-
tional context, and the same license types can
be applied to large categories of products
(e.g., to all songs) simplifying the product
management problems of media distributors.
However, fairness will have to be determined
by human judgement in some percentage of
the cases even when using this approach,
depending on the national regulations. The
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Hardware 1D
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following examples will demonstrate how
the context of the process is captured.

Product copy owner identity supporting
privacy of personal copies

In the case of personal copies the same per-
son purchasing a content product in the role
of a second party, can acquire hardware
locked licenses for other equipment with
personal copy templates from a PCM. In this
case the media distributor trusts the person to
use these personal copies for personal use
only, within the legal limits of fair use. The
PCM can limit the number of personal copies
per person for each product, for example,
using product copy owner identity in the
templates. Still the PCM is unable to identify
the person behind the product copy owner
identity and unable to connect the data with
other products purchased by that person.
However, in some cases the customer might
like to be identified as the distributor of li-
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cense templates using customer identity
rather than the product copy owner identity
known only to the point of sales selling the
license to the second party.

Customer rewarding in peer-to-peer market-

ing

Consider a case, where a customer (the sec-
ond party) has purchased a content product
for private use and receives, among others
things, a promotion license and a distribution
template, which the customer delivers to a
third party with the protected content. Using
the promotion license the third party is per-
mitted a limited use of the content on any
hardware, e.g. to play the first 15 seconds of
a song.

If the third party decides to purchase a per-
sonal license and uses the distribution tem-
plate containing the identity of the second
party, the distributor can reward the second
party for the sales activity. This type of re-
warding can be considered fair, but requires
disclosing identity of the second party, to
some extent (for further details on delivery
chain tracking in peer-to-peer marketing, see
Tyrvéinen, Jarvi and Luoma 2004).

There exists a trade-off between privacy and
identification of the parties. The level of
customer identification needed for customer
rewarding in the peer-to-peer marketing
model is not necessary for content products
purchased for private use without intent to
receive reward for sharing it with friends.
Thus the level of tracking applied for the
delivery chains needs to follow the require-
ments of each fair use case or business
model.

New business models for libraries and
other public institutions

When libraries lend content to customers,
whom they have identified (face to face), the
proposed approach provides a high level of
privacy for the customers, whose identity is
not connected with the product data in any
phase of the process, and whose one hard-
ware identity is connected with the product
copy identity of the library in one PCM.
However, there are also situations, where the
libraries and schools would like to disclose
their identity to more than one point of li-
cense sales.

In libraries and in educational use we can
envision cases, where a library customer or a
student at school would like to purchase the
content product after getting familiar with it.
In these cases the library or the school would
already have been identified properly, and
would certainly be very happy to receive a
share of the revenue, to prop up the restricted
budget of a public administration entity. The
impact of schools and libraries on the pur-
chase of content products is well known, and
being able to quantify the impact would con-
tribute to the creation of business models.
This closer interaction of public institutions
and media vendors can be seen either as an
opportunity for the institutions or as a threat
to the independence of public services.

One possible future scenario includes in-
creased revenue from media vendors to the
libraries and schools. In this scenario the
libraries and schools would still purchase the
content products from media vendors with
prices similar to those under current discount
policies. In case some of the customers or
students would like to purchase the product
after using it with the special license, the
second party identity would be used to direct
sales provision to the library or school in
question. This would probably guide the
purchases of libraries to follow closely their
customer demand, towards the content with
most marketing effort.

Another scenario includes outsourcing of
content product lending to external service
providers. In this scenario the technical effort
and market follow-up is outsourced while the
control over selection provided is kept in the
hands of the library or the school, with rea-
sonable costs.

In a third scenario the service providers
would not need public funding. It would
suffice to get their income solely from the
media companies in the form of sales reve-
nue sharing. This scenario is somewhat simi-
lar to the use of promotional versions or pre-
releases for product marketing used com-
monly in the software sector of content busi-
ness. It is likely, that in this last scenario
public libraries would be needed to maintain
a balanced offering of content products for
the public.
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Bottom line systems. This includes an opportunity to gain

It is possible to support library exemptions shared revenue when lending is combined

while maintaining a hlgh level of privacy and with content superdistribution and deliVery

enabling use of personal copies with DRM chain tracking.
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The role of digital rights management in library lending
By: Karen Coyle, Digital Library Consultant, Berkeley, CA, USA

Abstract: Libraries purchase and lend a wide variety of materials, from the most common of
trade items to small press publications and even ephemeral resources. They also serve hetero-
geneous communities with a wide range of interests, skills and resources. As cultural materials
become available in new technologies libraries endeavour to make these available to their tar-
get communities. From the very earliest digital products, libraries have worked to present these
to their users. Libraries are now lending electronic books and audio books using technology that
is very similar to that used for the sale of these same formats. But both libraries and publishers
need a paradigm shift before digital materials achieve the revolution over the Gutenberg legacy.

Keywords: policy analysis — business models, e-books, e-payment, lending, libraries,

preservation — USA

Introduction

As new technologies come into being, the
world’s cultural objects change shape ac-
cordingly; from the clay tablet to papyrus,
from the printed book to web-based docu-
ments, each takes the form of the technology
of its era. Over thousands of years libraries
have collected, organized, and made works
available (to all, or to a select few) in these
formats, and library services have developed
to take advantage of the new technologies. In
particular, the portability of the printed book
in 18" century and beyond meant that librar-
ies could lend works to users, and the mass
production of printed texts in the 19" and
20" centuries saw a great proliferation of
libraries and the extension of library use and
lending to the general population.

The inexpensive reproduction of works has
allowed libraries to move their energies from
the conservation of objects to the dissemina-
tion of highly mobile containers. While the
term “library lending” evokes an image of
books for most of us, some public libraries in
the United States count non-book materials
such as music discs, films, and spoken books,
as a full thirty percent of the materials they
lend. Library lending, however, is both costly
and insecure, with both wear and non-returns
taking their tolls. Wouldn’t it be great to be
able to lend materials that could not be dam-
aged or stolen, and that would be guaranteed
to return at the appointed time? This, then, is
the promise of digital lending.

Libraries and digital delivery

Libraries have been delivering works in digi-
tal formats for over a decade. The delivery of
digital works to library users follows two
basic models: there is the “all you can eat”
model in which users have access to a data-
base of digital materials with no restrictions
on how many users can access an item at a
time (although licenses may restrict total
simultaneous uses to the database from any
institution); the other model is an imitation of
the lending of hard copy works, and is often
called the “one user/one book” model.
Within these two models there are different
possible delivery options, with some systems
presenting portions of materials on the screen
but not allowing downloads or offline use,
while others do allow downloading of digital
items. It is in this latter case where technical
enforcement of license terms comes into
play, and this is the type of protection that is
most often referred to as digital rights man-
agement.

The “all you can eat model” is primarily used
for research materials, especially journal
articles. With the development of large data-
bases of digital full text, academic library
users are well-served with instant access to a
significant collection of materials. Access to
these journal articles is through an institu-
tional subscription, not unlike the subscrip-
tion to the same materials in paper format.
The only technical controls for these materi-
als are on access, which is generally man-
aged through a proxy server on the institu-
tion’s network, and which limits access to
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members of that institution’s community.
Users can download and keep copies of arti-
cles, somewhat like making a photocopy of
articles in the analogue world. The
downloaded articles, which are predomi-
nantly in Adobe PDF format, have no techni-
cal protection that would further restrict
copying or printing, although they may be
protected against alteration. This model
works well for academic materials and will
probably continue to do so, although there is
some tension between publishers and librar-
ies over costs and over the relationship be-
tween the digital license and the hard-copy
subscription.

This model is not viable for those materials
where units are normally sold individually,
especially those materials that might be
deemed of a “popular” nature. Books, videos,
and musical recordings are in this category.
These materials need to use the “one
user/one book” model, and require some
technical protection on the content files to
satisfy publishers that the materials will not
be pirated once they have been delivered to
end users. In the entertainment arena we have
seen the struggle between users and publish-
ers over the unauthorized trading of works in
digital form. Books and other lengthy texts
have not had the same degree of problems
with piracy (for both technical and market
reasons), but book publishers have been cau-
tious about delivering their products in a
digital form that would open the door to pi-
racy.

The first electronic book products were
available only on proprietary hardware, such
as the Gemstar (later Rocket) e-book reader.
The device protected against unauthorized
copying by allowing communication only
with the e-book vendor site through phone
lines or an Ethernet connection. Some librar-
ies experimented with lending these e-book
devices pre-loaded with a selection of books,
but the devices did not catch on commer-
cially and the e-books themselves eventually
became unavailable.

The first computer-based e-book Ilending
systems that were developed for libraries in
the late 1990’s, in particular the netLibrary
system (cf. sources), required users to read

the books online with only one page image
downloaded to their computer at a time. This
method was used because there was no avail-
able technical protection for downloaded
files. The books were “checked out” to the
library patron and could not be viewed by
another library user until the lending period
ended. The check out process effectively
locked the book so that it could not be ac-
cessed until the current loan period ended.
Although called “lending,” from the user’s
view this was not at all like using printed
books, especially in terms of the quality of
the reading experience.

Library lending becomes reality

Although there hasn’t been a breakthrough
technology that would make electronic read-
ing as popular as its paper counterpart, the
availability of software that both facilitates
the reading experience and secures the digital
content has greatly increased both the will-
ingness of publishers to make their content
available and the desire of consumers to pur-
chase that content. Digital content can now
by downloaded by consumers to a variety of
devices, and can be read off-line.

Libraries have been able to take advantage of
the fact that the lending of digital content is
compatible with the sale of that same con-
tent. In fact, OverDrive (cf. sources), the
company whose software is used in book-
related e-commerce, is also a major provider
of electronic content systems for libraries. In
a sense, library lending is the same as a sale,
only with a time limit imposed. At the end of
that time limit, the rights management soft-
ware in the downloaded file turns off file
access an thus prevents further uses of the
content. The book “returns” to the library
automatically with no action required on the
part of the borrower.

The first lending systems had only one way
for the book to return to the virtual shelf, and
that was through the expiration date on the
loan. This required no communication be-
tween the downloaded file and the lending
system; each acted independently on the time
limit. Even if a user no longer needed the
item, it remained checked out and unavail-
able to others for the duration of the loan
period, and because of this libraries were
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setting very short loan periods, which was
discouraging to some users. With current
lending technology, users can return a book
to the library at any time before the return
date. Through an interaction between the
checkout system and the rights technology
protecting the item on the user’s device. This
is just one example of how developments in
digital rights management (DRM) have made
it possible for libraries to provide better ser-
vice to their users.

Libraries purchase electronic books just like
they do their print counterparts through com-
panies that serve the library market. The
information about the books is entered into
the library catalogue, but instead of a number
indicating where the book can be found on
the shelf there is a link that takes the user to
the virtual shelf of the e-book lending sys-
tem. All interactions with the e-books go
through the library’s system, which has user
information and authentication routines, and
which must record the status of an item (“on
shelf,” “checked out”) for display to library
staff and users. Although the user’s impres-
sion is that the e-book is in the library, in fact
the books are stored on a third-party site that
delivers the DRM-enabled file to the user’s
device. At this point in time, the economics
of DRM technology do not allow libraries to
securely store and deliver electronic files.

Points of purchase for e-books offer consum-
ers a choice of formats corresponding to
various brands of reading software and the
particular DRM of that brand. Libraries have
to select a format when they purchase an e-
book. If they wish to have more than one
format available they have to purchase each
separately, and generally at full price. For
this reason, libraries tend to limit their selec-
tion to the most widely available software,
which today is the Adobe Acrobat format.
The Adobe Reader software is available for
free for most operating systems, including
those of the common hand-held devices
which are popular with e-book enthusiasts.

Lending beyond text

Because lending uses technology that is very
similar to the technology for sales, in essence
any digital formats that can be sold can also
be loaned by libraries once the additional

lending capabilities are in place. A small
number of libraries are beginning to lend
audio books. Books “on tape” are very popu-
lar items in libraries that lend them, espe-
cially in areas where automobile commuting
is common. Library lending follows the same
model of services as provided by sales points
for these files: end users can download the
audio book to a personal computer or to a
mobile device, or they can burn the audio
book onto CDs. All of these actions are se-
cured by the lending system to prevent unau-
thorized copying of the files to other devices.
Although the CD format is unprotected, only
uncompressed files are released for these
copies. This is the same format that is used in
the CD audio books that are sold in stores,
and therefore represents a level of risk that
publishers have found acceptable.

Lending of musical works and of motion
pictures could become technically possible
but are not currently available. Some of the
issues relate to industry expectations, and
others to technology capabilities such as
bandwidth. It may also be the case that rights
management techniques that are sufficient to
protect one form of content will not be suit-
able for all forms of content. As we see with
the relatively low level of protection on aca-
demic journals, risks vary both by format and
by commercial expectations for different
materials. It does appear, though, that the
level of rights management that is appropri-
ate for the sale of content is also that which
protects the content for library lending.

Libraries: what do they really want?

Lending of e-books and digital audio books
by libraries is still very new, and libraries are
in the learning stages in terms of what works
and what doesn’t. From the point of view of
libraries, there are some unsolved issues re-
lating to the acquisition and lending of digital
materials. These are:

» Book publishers have a revenue model
based on the hard copy world of sales of
physical items, but the technology of
digital lending does not allow the librar-
ies to actually take possession of the digi-
tal item. Libraries must purchase items
over which they cannot exercise normal
rights of ownership.
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» The storage, delivery, and control of
digital materials require sophisticated se-
cure systems. These systems are not af-
fordable to individual libraries, but are
usually run as a central service by a ven-
dor. Libraries are dependent on the ven-
dors both for current services and for
long term access to materials they own.
Should companies fail, and some have,
libraries lose access to books they have
purchased.

» There is no one standard format for digi-
tal delivery, yet each formatted version of
an item requires a separate purchase. At
the same time, libraries cannot forego ob-
taining materials in analogue formats, so
increasingly libraries are needing to pur-
chase multiple copies of an item to sat-
isfy the format needs of their clientele.

> Library services attempt to provide a
unified view of the cultural and intellec-
tual sphere, with items from many differ-
ent publishers and sources treated equally
in terms of organization and access.
There are many different sources for
digital materials, often with their own
proprietary technology for access. This
may serve the marketing of materials, but
it is not conducive to end-user research or
bibliographic services.

» The proprietary formats in which digital
materials are issued are not suitable for
long-term preservation and access.

Most of these points evidence the difficulties
of a transition period in terms of content
technology, where the capabilities of the new
technology and the market structures in place
based on earlier technology are not compati-
ble. The use of individual copies as the basis
for the market breaks down in an environ-
ment where copies are made each time a user
opens a work. One of the promises of digital
rights management is that it could re-focus
content delivery around rights rather than
copies, which could make it possible to solve
some of the problems listed above. For ex-
ample, libraries could be allowed to trans-

Sources

» Ebook Library (EBL): http://www.eblib.com/
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» netLibrary: http://www.netlibrary.com/

form materials to different end-user formats
as long as the total number of items in use
does not exceed the library’s license. The
problem of the need for persistent access
over time could also be solved by allowing
libraries to store a specially formatted archi-
val copy that is not delivered to end users,
while at the same time they lend protected
copies in consumer formats. All of these
capabilities require DRM that guarantees that
the digital files will be secure and that pub-
lishers will receive payment as agreed.

What this will eventually mean is a move
from a market based on copies to a market
based on rights. The technology that this will
require is not yet in existence, but the re-
quired changes are not just technological;
huge leaps must be made in the intellectual
property markets and in the habits of librari-
ans and those they serve. Some desired fea-
tures, such as the ability to lend multiple
copies when user demand increases for a
particular title, are well within the capabili-
ties of the current lending technology but do
not meet the accounting needs of publishers,
whose system of royalty payments makes the
use of micro payments particularly complex.
Improvements in the e-commerce middle
layer will allow us to experiment with new
models of secure file delivery.

Bottom line

Many library professionals view digital
rights management as a restriction on use,
and it is true that the capability to create re-
strictive technologies exists. But for libraries
to manage and lend published materials in
digital formats will necessarily require some
controls. If libraries can learn to view digital
formats as delivery mechanisms rather than
as a substitute for physical copies we may be
able to develop a suitable paradigm that is
beneficial to libraries and to their users. And
if publishers can transition to a revenue
model that is based on licenses rather than
copies, we will be able to make use of the
advantages that digital formats have over
their analogue equivalents.
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Preservation versus exploitation

Dilemmas in the reissue of historical recordings

By: Michael Rader, ITAS, Karlsruhe, Germany

Abstract: While the market for the reissue of historical recordings seems sufficiently attractive
for there to be multiple reissues of the same recordings, there is the additional aspect of the
preservation of the audio heritage. This is largely being undertaken by private actors who invest
substantial time and money in audio restoration and research. A recent court decision acknowl-
edges that such work is protected as intellectual property. Even so, different interests in this
field are a barrier to enforcement of rights so that digital watermarks might prove the most ac-

ceptable solution.

Keywords: legal analysis, economic analysis — DRM users, intellectual property, piracy,
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Introduction

The reissue of historical recordings has in
general been very much a niche market cater-
ing for collectors rather than the more gen-
eral customer. In Europe and most other re-
gions with the exception of the US, re-
cordings older than 50 years enter the public
domain. In view of the restricted market, it
might surprise bystanders to discover that
there are multiple reissues of recordings con-
sidered more readily marketable, e.g. in the
classical domain the works of early 20" cen-
tury tenor Enrico Caruso, in the jazz area
recordings by such household names as Louis
Armstrong, Benny Goodman, Glenn Miller or
Django Reinhardt. Competition will proba-
bly increase when recordings by Elvis
Presley and the wealth of recordings from
the 50s and 60s which are still heard on the
radio, gradually enter the public domain in
Europe.

For more casual buyers, competition is via
prices, but there is in addition the aspect of
sound quality which also plays a role in the
preservation of the heritage of sound re-

cordings. This preservation work is being
done almost exclusively on private initiative.
Sound restoration work is protected by intel-
lectual property rights as “minimally creative
work”. This has been acknowledged in a
recent court decision. What follows obvi-
ously also applies to films which have been
restored for reissue on DVDs.

The issue

While the average consumer might want to
buy historical recordings to play as a novelty
at parties, because a certain type of music is
currently fashionable, like swing a couple of
years back, or because curiosity has been
piqued by such films as “The Aviator”, there
have always been collectors of vintage re-
cordings.

There have always been concerns about the
durability of early recordings which were
made of breakable material in the first place
so that it is surprising that so many have sur-
vived until the present. There are sometimes
only single known copies of recordings. In
addition, there are recordings in circulation
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which were never widely issued or intended
for issue, such as test pressings, private re-
cordings, recordings made for publicity pur-
poses, all of which are of interest to some
collectors or historians. Preservation is of
particular interest for so-called vernacular
music, meaning music outside the well-
documented elite cultures. Examples are
performances of jazz and blues, tango and
other ethnic music, which would largely be
lost without recordings. There is also interest
in performances by legendary performers in
the classical realm, such as the previously
mentioned Caruso.

While there are collectors who jealously
guard their treasures and allow no-one else to
hear them, the domain is characterised
largely by willingness to share and preserve
for posterity. Some actors in this field state
that they do not own the records, but are
simply their custodians during lifetime with
the duty to hand them down to future genera-
tions.

Since the major companies have little interest
in the field due to limited return on invest-
ment, this is an area where small independent
companies are very active. In the past, there
was a very thin line separating reissue activi-
ties from piracy and one early company actu-
ally called itself “Jolly Roger” after the pirate
flag with the skull and crossbones. However,
gradually many recordings considered wor-
thy of reissue have entered the public do-
main, at least outside the US and are thus
legal. Even so, it is strictly speaking illegal to
sell certain European reissues in the US.
There is reluctance to take legal action
against competitors due to prevailing ethos
and also due to the costs of taking lawyers.
Many companies are run by producers with
day jobs outside the music business and these
prefer to invest any money they make out of
reissues on new productions rather than in
legal action.

Reissue policies vary a great deal. Some
obviously only want to take the money and
run. They do not care about such things as
audio quality or presentation and will use
virtually any source. Even in the days of
long-playing records, it was common prac-
tice to simply copy individual tracks or entire

albums from other LPs. Other labels have
ambitious programs wishing to reissue every-
thing irrespective of sound quality and source
(original recording, LP or cassette). Still
others regard themselves as preservationists
and take great pride in quality and presenta-
tion, sometimes going to great lengths to
track down rare items and doing, or commis-
sioning, impressive research work to unearth
information about rather obscure artists by
today’s standards.

Audio restoration and production of accom-
panying material result in substantial costs.
To some extent, the values in this field have
changed. Instead of on “noise suppression”,
there is a premium on preserving the sounds
originally contained in the grooves. This
means that there is still demand for “new”
restoration work. Although digital equipment
for audio restoration is readily available, its
use requires considerable skill. The best au-
dio engineers in these fields have reputations
among collectors and their name on a prod-
uct is regarded as a hallmark of quality, just
as certain labels have good reputations.

Probably as much for financial reasons as for
any other, reissues of historical material have
generally not been protected against copying
in any way, so that it is easy to infringe on
any intellectual property rights which might
exist in the field.

The “Bear Family” court decision —
acknowledgement of IPR protection for
restoration work

Readers of the INDICARE Monitor will no
doubt remember the “Jib Jab” incident in the
recent US presidential election (cf. Bohle
2004). In this, the current copyright owners
of Woody Guthrie‘s “This Land is Your
Land” took action against the owners of the
JibJab website for unauthorised use of the
work in a parody on the US election. One of
the ironies of the case was that the melody of
the Guthrie song was itself not an original
composition but the reuse of a song of unde-
termined origin which had been copyrighted
by A.P. Carter of the Carter Family re-
cording artists in the early 1930s. Many ref-
erences were made in the discussion of Jib-
Jab to currently available recordings by the
Carter Family, most frequently to a box set
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produced by a company called JSP located in
London.

Precisely this box set and second box of re-
cordings by the Carter Family were the sub-
ject of a court ruling by the Hamburg district
court (Landgericht Hamburg, 3 February
2004, cf. Byworth 2004). This was the result
of action taken by the German specialist la-
bel, Bear Family, against the unauthorised
use, by the London-based company, of re-
cordings originating from a 12 CD box set
“In the Shadow of Clinch Mountain”, which
contains the complete works by the Carter
Family with audio restoration work commis-
sioned and paid for by Bear Family. Such
work is protected as intellectual property
even if the recordings themselves have
passed into the public domain and can theo-
retically be reissued by anyone. Such intel-
lectual property rights on restoration work
are indicated by the (p) sign, which can also
apply to a compilation.

The court decision was taken in the absence
of the defendant, the owner of JSP, who had
previously been ordered to refrain from the
manufacturing of the box sets containing
copied recordings. The conviction was for
improper business practices and the court
instructed the British company to provide
Bear Family with all information relating to
production and sales of the box sets and to
provide compensation for damages resulting
from production and sales.

The decision was based on testimony by an
expert witness, but the decisive factor was
the inclusion in both sets of a unique re-
cording which had been tracked down by
Bear Family.

While both companies’ countries are mem-
bers of the European Union, the Hamburg
court decision had to be registered at a Brit-
ish court to take effect, which again required
the services of a lawyer, another cost which
most producers would not be willing to take
on even temporarily. Even so, the court deci-
sion, which Bear Family’s lawyer, Ulrich
Poser, describes as “path breaking for the
branch” (cf. Anon 2004) has actually resulted
in the payment of substantial damages and
has encouraged at least two more producers
to take action against another German com-

pany which is notorious for its piracy prac-
tices.

A collector, who also writes for a web-based
publication on film music (Schlegel 2004),
describes how this German company pirated
copies of film soundtracks. Among other
things, he attempted to invoke assistance by
the German collecting society, GEMA,
which was initially very reluctant to take any
action. When it finally did, it emerged that a
license for intellectual property on the sound-
tracks had been registered in the Czech Re-
public, preventing action from any lawful
OWners.

As readers who have come this far will have
guessed, piracy of audio restoration work is
far from exceptional. Bear Family has thus
taken the consequence of adding a water
mark to its own productions. According to
Bear Family director Hermann Kniille, such
watermarks are tamper resistant, while allow-
ing “legal” copying, for example for use on
devices such as MP3 players belonging to the
owner of a copy of the recording. The wa-
termark remains perceptible even after ex-
treme compression, independent of recording
technology for copying (microphones, radio,
connecting CDs to sound cards) and pre-
sumably following further audio processing
by any third party. It can be “individualised”
to the extent that a copy is traceable to a par-
ticular copy of a series. Of course it is inau-
dible (for details you may see:
http://www.ipsi.fraunhofer.de/merit/media_s
ecurity/).

Actor interests

Only a small fraction of all sound recordings
ever made has actually been reissued. A pri-
vate initiative, “Project Gramophone”, which
aims at making every recording ever made
publicly available via the internet, has en-
countered unexpected problems due to a
“cobweb of laws” in the United States (Nor-
ing 2003). The ultimate impact of this situa-
tion is that most recordings from before
1972, when a Federal law on intellectual
property took effect, are effectively locked
away until February 15, 2067. As a result,
the project is considering relocation to Can-
ada where other laws prevail, but the entire
initiative is still private. Public organisations,
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such as museums, usually lack the resources
to engage in large-scale audio (or video)
restoration and preservation work.

As a result, the bulk of restoration work is
being done by small private companies not
usually run to earn a livelihood but to invest
in further “preservation work”. Satisfaction
for producers is largely in non-material
terms, such as acknowledgement by their
fellows and interactions with like-minded
people. Understandably, they are not amused
when others simply re-use work they have
paid for without as much as acknowledge-
ment: in the case of the Carter Family, JSP
actually advertised their set as far cheaper
than the more expensive Bear Family box
(personal communication by Hermann
Knuelle, 8 March 2005).

To be fair, the British company originally
earned a reputation in its field for high qual-
ity reissues using restoration work by well-
known engineers that it had paid for and was
certainly pirated itself. It is only recently,
that it has started ripping off others’ work for
issue in “value for money” boxes. Its current
business model (cf. Levine 2003) probably
would not function if the label had to pay for
all of its restoration work. Worse still from
the viewpoint of preservation, there are other
labels which do not invest any money at all
on original work but regularly get good re-
views in periodicals and on the internet as
“value for money”.

Collecting societies and enforcement agen-
cies for intellectual property rights are not
interested sufficiently to take action of their
own accord, presumably because there is no
pressure from the major record companies.
Newspapers and periodicals also see no need
to concern themselves with the topic even if
they are not dependent on advertising reve-
nue from the pirates, which sometimes is the
case.

Most dealers are unaware of any problems in
this field and quite readily sell pirated mate-
rial along with legitimate productions. Ama-
zon, for example, shifts responsibility for
infringements on intellectual property rights
to its suppliers.

Consumers are obviously faced with a di-
lemma — the wish to buy first-class music at

a low price versus the danger that supplies
will dry up when producers refrain from new
work for fear of being pirated or because
they no longer recoup their investments.
Again, the first problem is that most consum-
ers are blissfully unaware of anything evil
afoot in this field. When confronted with the
facts, reactions differ from “stealing is steal-
ing and no two ways about it”, to “I’'m on a
restricted budget and would dearly like to
buy xx if I could afford it. If I can get it at a
better price on yy, why not and to hell with
morals”.

Producers doing restoration work would
probably tolerate re-use of the work they
own if they were to benefit from it, e.g.

» Through receiving credits for the work if
only individual tracks are used. This
might attract new customers to their pro-
ductions;

» License money for re-use in other prod-
ucts. Again, an important condition
would be acknowledgement of credit for
original work.

In this way it would be possible for the spe-
cialist companies to continue their preserva-
tion work. In view of existing experience,
this would not be possible without protective
measures such as digital watermarks.

Bottom Line

In view of the conflicts between actor inter-
ests, a non-intrusive watermark might be the
ideal solution as it does not infringe on con-
sumer rights and enables the detection of
“pirated” work produced at a grander scale,
be it in the shape of physical products such
as CDs or DVDs, be it in the shape of files
distributed over networks. Decisions on
prosecution would then be at the discretion
of the victim if he wishes to prosecute genu-
ine file sharing among friends or only prac-
tices aimed at commercial gain.
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DRM and developing countries
Comments on the INDICARE state of the art report
By: Manon Ress, Consumer Project on Technology (CPTech), Washington DC, United States

Abstract: CPTech endorses the findings of the State of the Art Report. It, however, criticizes
that the report focuses on Europe only, and points out that DRM is a global issue that should
receive more consideration in international fora, such as WIPO.

Keywords: review — INDICARE, competition, copyright law, developing countries, fair use,
privacy, transparency

The Consumer Project on Technology

The Consumer Project on Technology
(CPTech) is one of the organisations that
deal with DRM issues globally. CPTech, a

CPTech is also a driving force behind the
Transatlantic Consumer Dialogue (TACD).

CPTech’s comments on the INDICARE

Washington-based non-profit organisation,
focuses among others on issues such as intel-
lectual property rights, electronic commerce
and competition policy. CPTech operates
globally. Accredited at WIPO, the Consumer
Project on Technology is actively involved in
IP legislatory processes at the international
level, including the negotiations about the
WIPO Broadcaster Treaty and the establish-
ment of a Development Agenda for WIPO.

State of the Art Report (SOAR)

Consumer concerns in Europe have been
adequately highlighted in the SOAR and
CPTech supports the conclusion of Chapter 3
on consumer comcerns (cf. Helberger et al.
2004, pp. 19-43). The INDICARE report
demonstrates that interests and concerns of
consumers are insufficiently considered in
the context of DRM-protected digital con-
tent. We would like to see, however, more
considerations for consumer concerns inter-
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nationally and more specifically for the
weakest consumers such as consumers in
developing countries. Also, an overview of
international aspects of DRM and the poten-
tial impact of DRMs technologies on devel-
oping countries would be useful.

The following paragraphs will pinpoint some
pressing issues in this context, paying par-
ticular attention to the matter of DRM and
developing countries, but also jurisdiction
issues and the role of governments and inter-
national organisations.

CPTech’s opinion on pressing issues

DRM — an international discussion

DRM is being discussed in various interna-
tional fora from industry led “dialogues” to
intergovernmental bodies. Examples are
WIPO, but also the American National Stan-
dards Institute (ANSI) the International Tele-
communications Union, ITU-R Working
Party 6M. Some organisations active in this
field are, apart from CPTech, the Electronic
Frontier Foundation (www.eff.org), the Un-
ion for the Public Domain (www.public-
domain.org), the Open Knowledge Forum
(www. okfn.org), IP Justice (www. ipjustice.
org), Alternative Law Forum (Bangalore)
(www.altlawforum.org) and the Canadian
Internet Policy & Public Interest Clinic.
European and US-based consumer groups
such as the members of the TransAtlantic
Consumer Dialogue (TACD.org) are also
discussing DRMs and putting forward their
concerns.

DRM — uncertainties and concerns of
consumers at the international level
Consumers have expectations about how
they are able to access and use content
whether the content is local or global. Con-
sumer expectations are based on practices, on
how they acquire content with or without
authorization (such as what has been possible
so far on the Internet). Consumers sometimes
feel entitled to make personal copies but
often concede that some form of payment
must be made. While these expectations are
often shaped by the legal framework in
which consumers reside, increasingly DRM
technologies are limiting or excluding con-
sumers’ rights where there is no legal re-
quirement to do so. Technologies that restrict

access and use are not welcomed by consum-
ers locally and internationally. Since many
internet transactions of information goods are
cross-border, it is necessary to 1) clarify ex-
isting rules and 2) examine their impact on
the dissemination of information goods and
innovation.

Public domain materials are a good example
of documents that for most consumers are
available without requiring any authorization
(at least in some jurisdictions like the US).
Consumers/users are not certain about the
legal status of DRMs that might be used to
deliver public domain materials. In some
jurisdictions, it is lawful to circumvent
DRMs that lock content not subject to copy-
right and since there are no uniform positions
by rights holders or DRM providers on this
issue, it creates uncertainty for consumers.

Another example is the issue of exceptions
and limitations to anti-circumvention provi-
sions: there is no harmonization among the
exceptions or limitations. Consumers in dif-
ferent countries have different legal abilities
to access and use content. Therefore a large
class of users (consumers, educators, librari-
ans, visually impaired people etc) have to
accept “uncertainty” and in some cases con-
fusing and contradictory rules to accommo-
date the requirements of right holders or
DRM providers. If DRMs are applied indis-
criminately at the international level or in a
future broadcasting treaty, consumers will
not only lose some of the current freedoms of
access and use of content they currently en-
joy, but will also experience further restric-
tions on the scope of limitations and excep-
tions. Furthermore, in the case of abuse of
DRM technologies, consumers do not have
access to international legal mechanisms for
recourse.

The use of DRMs also raises privacy issues
that seem difficult to solve at the national
level. The technologies that facilitate the
gathering of consumers’ personal informa-
tion by rights holders and DRM providers are
difficult to monitor outside of one’s own
jurisdiction. In some jurisdictions but not
others, consumers are permitted to circum-
vent technologies to prevent collection or
dissemination of personal data.
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DRM and developing countries

Regarding specific threats to developing
country consumers, the Canadian Internet
Policy and Public Interest Clinic (CIPPIC)
paper on TPMs and developing countries
says it best: “It is no secret that DRM and
anti-circumvention laws have proved dan-
gerous to the developed world. These harms
are well-documented in Canada, the United
States and elsewhere” (CIPPIC 2005). DRM
is dangerous to developing nations for these
same reasons.

However, there are also reasons why DRM is
even more dangerous to developing nations.
By releasing content using DRM, foreign
rights-holders may attempt to trump local
copyright law and exceptions through unfair
contract terms. In other words, because DRM
permits consumers to access and play content
pursuant to automatically-enforced license
terms, contract law governs the relationship,
not copyright law. Foreign rights-holders
thereby bypass developing nations’ copyright
laws. By locking-up content in DRM, foreign
rights-holders will prevent people in devel-
oping nations from accessing and using
copyright works in ways that those nations’
laws may allow, even for free. DRM may
also prevent legal re-sale of copyright pro-
tected goods, particularly through the use of
region-coding which has never proved posi-
tive for developing regions.

Further, to the extent that, like Canada and
unlike the United States, developing nations
are net importers of cultural products pro-
tected by copyright, DRM and anti-
circumvention laws will aggravate the cul-
tural deficit that may already exist in those
countries. DRM and stronger copyright laws
will have a net negative cultural and eco-
nomic impact in developing nations because
royalty payments to foreign rights-holders,
particularly those in the United States, may
increase as a result.

Finally, DRM and anti-circumvention laws
could have a significant negative effect on
the innovation agendas of developing na-
tions. Developing nations depend on a tech-
nological and legal environment that fosters
innovation. The American experience with
DRM has shown that copyright owners inap-

propriately use DRM technology and anti-
circumvention laws to stifle competition and
create artificial monopolies. These inappro-
priate uses of technology and law favor big-
ger, established market players and artifi-
cially increase the market risk faced by
smaller companies and new entrants to the
markets.

Jurisdiction issues cross-border

DRMs are used to protect and deliver content
on a cross-border basis. There are many legal
questions that have not been answered and
that need to be answered before DRMs be-
come the international norm for protecting
content.

For example: which jurisdiction and what
law applies to the protection of the DRM and
the content in the context of a cross-border
dispute? Which country’s anti-circumvention
law applies to the protection or the circum-
vention of the DRM? The country of origin
or destination? Which law applies to the use
of the content protected by the DRM? Which
national law would apply to the agreement
regarding the delivery of the content via the
DRM?

The country’s law and jurisdiction may apply
for acts of circumvention and for distribution
(but personal jurisdiction is difficult to get if
it’s a foreign distributor). For online access
and use, international principles are still
evolving (see the Hague Project).

The question of jurisdiction is also raised in
contracts. To date, there is no international
agreement on which law should apply if
there is no agreement between the parties of
the contract. In the EU, (the Ecommerce
directive) it’s a “country of origin rule”. In
the US, each State has a choice of law prin-
ciples that vary.

Again, consumers/users have no clear indica-
tion of where they stand legally which de-
pends on where they are, where the content
they want to access or use is... and how it is
delivered.

In the US, we have seen some of the impact
of this lack of clarity on makers and distribu-
tors of circumvention tools. For instance, non
US cryptographers and security researchers
have refused to post details of vulnerabilities
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they’ve found in security technologies out of
fear that they would be breaking the law in
the US, and might be arrested if they visited.
For example, although Dmitry Sklyarov‘s
computer program was legal in Russia,
where he wrote it, according to the US Gov-
ernment, it was an illegal circumvention tool
under US law.

Role of governments and international
organizations

Right holders and DRM providers strongly
believe that governments should not be in-
volved in setting standards (for interoperabil-
ity for example). However, they ask govern-
ments to ensure compliance with their private
solutions and especially international solu-
tions (the WIPO internet treaties for example
were created to help industries threatened by
piracy). Governments should also consider
how they could cooperate at WIPO or any
other international body such as UNESCO or
ITU to protect “content and technologies”
and “access and use”.

DRM and anti-circumvention technologies
have had negative impacts such as chilling
academic research, stifling of innovation and
increased anti-competitive and monopolistic
practices. Moreover, libraries and educa-
tional institutions have found it more and
more difficult to provide their services. Con-
sumers have less choice, face increased costs
for consumer goods and have expressed con-
cerns for their personal use rights as well as
privacy protection.

Today WIPO and other international bodies
are examining DRMs and providing issue
papers or requesting comments. For WIPO’s
credibility as a United Nations’ agency, it is
important to promote an implementation of
the internet treaties that would be consistent
with the development agenda goals. DRMs
are controversial in the developed world and
are seen as a threat to development for many
developing countries. The rights holders
from the North can disregard local copyright
law exceptions and limitations using unfair
contract terms. They can limit access or curb
second hand sale or legal re-sale of copy-
righted goods (which is important for devel-
oping countries). In addition, since many
developing countries are mostly importers of

cultural and educational goods, the increase
cost will slow development efforts to in-
crease access to cultural and educational
materials. The innovation agendas of many
developing countries are threatened by the
negative effects of abusive DRM technolo-
gies.

WIPO can and should play an important role
in ensuring that DRMs are deployed in a way
that is consistent with the promotion of the
arts and sciences, taking into account the
rights holders and users. A fundamental task
for WIPO is to make available to the member
states the different choices available for im-
plementation of treaties and their effects and
potential effects.

Another important task is to deal with the
disparities among exceptions and limitations
at the international level. An examination of
the crisis created by DRM technologies for
consumers, libraries, educators, visually im-
paired and rights holders is necessary before
new treaties containing such provisions are
drafted. The impact of DRM technologies on
local production of informational, cultural
and educational goods for developing coun-
tries should also be examined closely.

Finally, as it is the case in the US and the
EU, where there is a periodical review of
implementing legislation for the so-called
Internet treaties, an international body such
as WIPO and/or UNESCO must collect data
and review the extent to which DRMs are
used cross-border and their effects on legiti-
mate uses of information goods and innova-
tion worldwide.

Summing up

CPTech strongly endorses the comment in
the INDICARE report “currently costs seem
to outweigh the benefits of DRM from a
consumer point of view. Many arguments in
favour of DRM either do not bear a closer
examination or need time and further devel-
opment until they become valid” (p. 101).

International bodies such as WIPO and its
member states must 1) look for global solu-
tions that will not harm developed and de-
veloping country consumers/users of digital
goods and services and 2) set preconditions
of minimum rights for consumers before
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granting legal protection to DRMs. To this
end, CPTech would like to see more attention
being paid — in an international context — to
the following issues:

1. The ensuring of access to and use of

content.
2. Respecting privacy rights.
3. Interoperability.
4. Transparency.
5. Security, and that DRM software should

not hamper the normal functioning of
consumers computing equipment.

6. Measures against anti-competitive be-
haviour.

7. Clearly defined and enforceable rights
for consumers, such as the right to pri-
vate copy, the right to fair commercial
practices, the right to be informed and re-
funded for faulty products, the right to
privacy and data protection and the right
to free speech or the local equivalent.

Sources

An appropriate framework for dealing with
these issues could be the Development
Agenda, which was proposed by Argentina
and Brazil and on which establishment the
WIPO General Assembly agreed on October
4, 2004. The Agenda calls on WIPO to focus
more on the needs of developing countries.

Bottom line

It is timely and necessary for WIPO and its
member states to take concrete steps to en-
sure that DRM technologies do not trump
national sovereignty and countries’ social
and economic goals.
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All in one! Volume 1 of the INDICARE Monitor for download

By: Knud Bdhle, ITAS, Karlsruhe, Germany

Abstract: One of the deliverables of project INDICARE is a compilation of all INDICARE Moni-
tor issues of the first year 2004/2005 in one volume. This article draws attention to the added
value of this publication, shares the results of our self-assessment of the INDICARE Monitor,
presents future directions, acknowledges the support by external experts, and finally asks for

your support for the second year.

Keywords: announcement — INDICARE

About the INDICARE Monitor 2004/2005

The first volume of the INDICARE Monitor
2004/2005 announced here contains the nine
issues which were published during the first
year of INDICARE operation. It contains 62
articles written either by members of the
project team or external experts. For this
edition all articles have been checked again
in order to diminish typos, to apply the lay-
out rules more consistently, and to attribute
keywords more carefully.

This publication has been optimized in view
of its printed version. To add value we have
included a keyword index and a name index.
While the keyword index helps to find arti-
cles by article-type (editorial, interview, re-
view, legal analysis, policy analysis, techni-
cal analysis, announcement, hands-on-
experience), subject matter and regional
focus, the name index references names of
persons mentioned in the articles — not in-
cluding deliberately names of authors. For
some citing and quoting of articles might
have become more convenient with page
numbers. For those using the electronic ver-
sion, of course searching or following active
links to hundreds of sources may be more
convenient than before when dealing with
single issues or articles.

Note: As the present publication is basically
a compilation of INDICARE Monitor issues,
content has not been changed, validity of
links has not been checked again, and infor-
mation about the authors has not been up-
dated.

Looking back

The main purpose of the INDICARE Moni-
tor is to inform on consumer and user issues

of DRM solutions in Europe and to stimulate
public debate. Debate means two things here:
first, the online-journal itself is scheduled as
a platform for debate where different opin-
ions and views can be expressed, and sec-
ondly articles posted on the INDICARE
website can be discussed online straight
away.

Some articles reached an audience of almost
1000 readers at our website within a month.
As articles can also be obtained by RSS feed
and by downloading the whole monthly issue
as pdf-file, the effective readership is always
larger than the counter of visits indicates. A
more qualitative measure for the success and
the quality of articles is the fact that articles
of the INDICARE Monitor are not seldom
referenced, commented or syndicated by
other web resources, e.g. PaidContent by
Rafat Ali, QuickLinks by Richard Sweten-
ham, Urs Gasser‘s blog at Berkman Center
for Internet & Society Berkman Center,
Stefan Bechtold‘s blog at the Center for
Internet and Society (CIS) at Stanford Law
School, or at BillboardPostPlay (cf. sources).

In our view the INDICARE Monitor turned
out to be among others a place,

» where empirical consumer research is
reviewed and presented,

» where young researchers working on
DRM can present original ideas and re-
search,

» where interesting interviews with key
persons in the field take place,

» where European and US debate meet,

» where different approaches of value-
centred DRM systems design are pre-
sented and scrutinized, and
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» where you can find information about
DRM events which are not covered else-
where (e.g. workshop and conference re-
ports).

The keyword index gives an impression
which topics ranked especially high. Con-
forming to the scope and the focus of INDI-
CARE it is most naturally that the issue of
consumer expectations, copyright law,
DRMS design, business models, as well as
standards and interoperability have been
dealt with most often. In terms of application
field, developments of online music markets
were hottest.

Looking forward

For the future we want to increase the num-
ber of articles from industry stakeholders, the
number of cases studies, hands-on-
experiences, and critical descriptions of
DRM systems. We also want to give more
attention to institutional customers as con-
sumers and users of DRM solutions, espe-
cially in the public research sector (including
higher education and libraries). We also en-
visage broadening the European coverage of
experts writing for the INDICARE Monitor,
and of course we aim to make the INDI-
CARE Monitor known more widely, and to
increase our subscriber base. We would be
pleased if you could be part of the solution
helping us to achieve our goals.
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Bottom line
We invite you to get involved and to help us
make the second Volume (2005/2006) of the
INDICARE Monitor at least as interesting as
the first one.
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Editorial of INDICARE Monitor Vol. 2, No 3, 30 May 2005

By: Knud Bohle, ITAS, Karlsruhe, Germany

Abstract: In this editorial we announce two new INDICARE deliverables: the first INDICARE
consumer survey on digital music and DRM, and the first update of the INDICARE State-of-the-
Art-Report. In this issue you will find, apart from announcing and presenting our new findings,
three articles which continue the focus we started in April on DRM in the field of scientific pub-
lishing and libraries. In further articles, results of a survey addressing user perceptions of DRM
systems are presented, the role of DRM systems in computer games is investigated, and two
thoughtful conference reports are provided, one addressing the balance between rightholders
and consumers at the international level, the other questioning consumer law in the information

economy.
Keywords: editorial — INDICARE

INDICARE news

INDICARE has published the results of its
representative consumer survey on digital
music and DRM which was conducted in
February 2005 in 7 European countries
(Germany, UK, Spain, France, Hungary, The
Netherlands, and Sweden) with nearly 5,000
Internet users participating. The main results
are compiled in a special INDICARE Moni-
tor article in this issue by Nicole Dufft who
managed the survey.

We are also happy to announce the first up-
date of the INDICARE State of the art report
on “digital rights management and consumer
acceptability” dealing with new develop-
ments since December 2004 and responding
to expert comments we have received and
published in past INDICARE Monitor issues.

About this issue

In this issue we continue to publish articles
dealing with DRM systems in science and
libraries. This time the focus covers a case
study of one of the big document supply
centres, the British Library. Andrew Braid,
head of licensing and copyright compliance
at the British Library explains the reasons
why a DRMs had to be introduced, how it
was implemented, how it works and what the
current state of experience is. In an e-
interview with Tobias Steinke of the German
National Library (Die Deutsche Bibliothek)
we explore the area of long-term archiving
and the DRM- and copyright matters in-
volved. The third contribution to the focus
theme is from Dan Hunter, a professor teach-

ing intellectual property law and cyberlaw at
the University of Pennsylvania. He analyses
the phenomenon of mass amateurization
which means new ways of non-commercial
content creation and distribution. This con-
cept is especially interesting as it allows
overcoming the simple dichotomy between
legal commercial content on the one side and
illegal content of the “darknet” on the other
side. There is often an alternative, a third
option, and that’s amateur content. Hunter
argues that DRM systems have to play a role
in amateur content.

The remainder of the present issue contains
another four articles. Marc Fetscherin, who
already presented findings from consumer
research in the INDICARE Monitor before,
this time shares with us results from his own
consumer survey he undertook for his PhD
thesis. His findings on how technological
requirements and usage restriction by DRM
systems are perceived by consumers and how
this should be taken into account in business
strategies arouse interest in the thesis. Danny
Vogeley who worked for INDICARE when
he was at Berlecon as an intern made us
aware already earlier of the dynamic field of
computer games and the increasing role of
DRM systems in this context. This time he
introduces us to “massive multiplayer online
role-playing games”, MMORPG, and devel-
opments in these worlds which encourage
DRM systems. Last not least, Natali Helber-
ger was present at two relevant events report-
ing and reflecting about them. One report is
on a meeting of the A2K initiative — with
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A2K meaning “Access to Knowledge” —
striving for a new balance between right-
sholders and consumers of content giving
special attention to the problems of develop-
ing countries. In May 2005 the initiative met

While the spontaneous answer to this ques-
tion is of course “No”, the conference report
reveals that consumer protection laws may
not always be the best means to achieve this
goal.

in London to continue their work on a
“Treaty on Access to Knowledge”. The sec-
ond conference Natali attended took place in
Seattle, State of Washington, in March 2005.
“Is consumer protection an anachronism in
the information economy?” was the title.

Some of you will have noticed that the IN-
DICARE Monitor appears this time last
Monday instead of last Friday of the month
as usual. This however is not due to a change
in editorial policies, but just to a flu the edi-
tor caught. So, my apologies for the delay.
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Digital music usage and DRM
Results from a representative consumer survey

Nicole Dufft, Berlecon, Berlin, Germany

Abstract: Information about the acceptance of DRM solutions by consumers is difficult to ob-
tain, since the largest part of consumers has no, or at least no clear knowledge, of DRM. If we
want to understand how consumers might benefit from or be restricted by DRM technologies,
we need to learn more about the way they use digital goods and the channels through which
they obtain them. The objective of the first INDICARE survey among 4852 Internet users was,
therefore, to gather reliable data on the preferences and behaviour of European consumers with

respect to digital goods and on their awareness and acceptance of DRM.

Keywords: survey — INDICARE, consumer behaviour, consumer expectations, consumer,
music markets — EU, France, Germany, Hungary, Spain, Sweden, United Kingdom,

The Netherlands

Introduction

This survey was the first of two planned sur-
veys of the INDICARE project and was fo-
cused on digital music. This focus allowed us
to ask detailed questions about current be-
haviour and preferences, rather than giving
just a broad overview over different usage
forms. The survey was conducted on the
Internet in February 2005 among 4852 Inter-
net users in seven European countries: Ger-
many, United Kingdom, Spain, France, Hun-
gary, The Netherlands, and Sweden. These

seven countries account for about 70 % of
the GDP and for 64 % of the total population
in the 25 member states of the European
Union (Eurostat 2005). The seven countries
were chosen to cover various dimensions
such as large and small countries, countries
from east and west, as well as from north and
south. The level of broadband penetration
was taken as another decisive factor. The
survey results are representative for all Inter-
net users in the respective countries from age

INDICARE Monitor Vol. 2, No 3, 30 May 2005

67



10 with respect to age, gender, education and
Internet usage frequency.

A large share of Internet users has
experience with digital music

The results of the INDICARE survey show
that large parts of the population have al-
ready gained first experience with digital
music. 69 % of all Internet users have ex-
perience with music on a computer and 40 %
use MP3 players. Particularly younger Inter-
net users frequently use their computers or
mobile devices to listen to music. But the
older age groups also show strong interest in
digital music and intend to try this new form
of music in the future.

Survey results reveal, however, that digital
music is not equal to downloads from the
Internet. By far the most important source for
digital music are CDs that consumers have
either purchased themselves or CDs from
family members and friends. Online music
stores do not yet play a major role as a source
for digital music: 29 % of the European digi-
tal music users have obtained music from
online music stores, but only 9 % frequently
use them.

Information about DRM and copyright is
urgently needed

With digital music being so popular, one
would expect that consumers have at least a
basic understanding of the legal and technical
foundations of digital music.

Our survey results disclose, however, that the
majority of digital music users do not have
the basic knowledge that seems necessary to
make informed decisions. The majority of
users is not well informed about the legality
of their actions with respect to digital music.
More than half of the digital music users
either do not care whether the music they
download onto their computers is copy-
righted or do not know exactly what copy-
right means. This holds true especially for
young Internet users who are at the same
time the most frequent users of digital music.

The survey results also illustrate that a very
significant knowledge gap about DRM exists
in Europe. 63 % of the European users of
digital music have never heard of Digital

Rights Management, an additional 23 % does
not exactly know what DRM is.

It can be concluded that significant informa-
tion efforts are needed to ensure that con-
sumers have a basic understanding of DRM,
copyright, and the legal foundations for the
usage of digital music. Such understanding
seems necessary not only to prevent illegal
behaviour, but also to defend consumer
rights against possible violations.

Online music stores have to improve their
information policy and customer care

The lack of information does not only con-
cern digital music users in general but also
users of online music store in particular. 79
% of the users of digital music stores did not
know whether the music they purchased was
DRM-protected or not. In addition, most
users did not know whether any usage re-
strictions applied. Of those that knew about
usage restrictions, the majority did not know
the details of the restrictions.

It can be concluded that the information pol-
icy of online music stores about the applica-
tion of DRM systems and/or the application
of usage restrictions needs to be significantly
improved. Online music stores that apply
DRM technologies at least have to inform
their customers that certain restrictions apply
and how they are implemented. This is not
only necessary for the sake of informed con-
sumers. It is also necessary for the sake of
satisfied customers, since a lack of knowl-
edge about usage restrictions often results in
problems when consumers want to use their
purchased music files.

This is confirmed by survey results showing
that about half of all digital music store users
are not sure what they are allowed to do with
the purchased content and have technical
difficulties when using it.

Consumers are not willing to give up
flexibility

The survey identifies device interoperability
as the key demand of consumers. In addition,
consumers frequently burn, share, and store
music files. They will therefore hardly accept
digital music offerings that do not support
this behaviour. Commercial digital music
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offerings have to make sure that their applied
DRM systems support these demands of
consumers. Otherwise they might lose cus-
tomers to services that allow, for example,
the easy transfer of files between devices or
the sharing with others.

Our survey results also confirm that consum-
ers “don’t want all for free but they want
value for money”. The majority of users is,
for example, willing to pay for music files
that offer them more flexible usage rights,
the ability to transfer files between devices,
and the ability to share. Obviously, users are
not willing to give up their flexibility in the
use of digital music, even if restricted content
were offered at half the price. It follows that
DRM systems have to aim at supporting de-
vice interoperability and sharing features and
apply relatively relaxed usage rules in order
be accepted by consumers.

The Internet is an excellent tool to
promote new music

Findings from the INDICARE survey also
indicate that digital music on the Internet is
an excellent tool for musicians and their la-
bels to promote new works and foster sales.
This is particularly true for less known musi-
cians, since many digital music users dis-
cover new music and unknown artists over
the Internet.

Even more interesting is that many Internet
downloaders spend money on music after
they have discovered new music: 64 % of the
digital music users who have discovered a
new artist on the Internet have subsequently
bought a CD by this artist, 31 % have visited
a concert, and 16 % have bought more digital
music by this artist. The music industry
should, therefore, aim at making it easy for
consumers to discover new music on the
Internet, e.g. by supporting sharing and rec-
ommendation features.

Older usage groups offer potential for
online music stores

An interesting finding of the INDICARE
survey is that older users are a very interest-
ing target group for the providers of digital
music. While young Internet users are cur-
rently the most frequent users of digital mu-
sic, older age groups show strong interest in

using e.g. MP3 players in the future. Digital
music users above 40 download music from
P2P networks less often, but purchase music
from online music stores as often as younger
user groups do. Older users often (more often
than on average) spend money on digital
music and CDs after having discovered new
music.

The efforts of digital music stores should
therefore not only focus on teenagers but
particularly target older Internet users who
are most inclined to spend money on new
music. They typically care more about copy-
right and are better informed about DRM and
legal issues than younger users.

Opinion on subscription services differs
between countries and age groups

Subscription services are attractive to less
than half of the users of online music stores.
The opinion on subscription services differs
quite considerably across countries and age
groups. Subscription services are most attrac-
tive to Hungarian and French users. They are
least attractive to teenagers.

We also find that the willingness to pay for
music files that expire after a subscription
period is limited: 80 % would rather pay 1 €
for a song that they can listen to for as long
as they like than paying only 20 Cents for a
song that they can listen to for only a month.
Accordingly, services where DRM technol-
ogy makes songs expire after a certain sub-
scription period are only attractive to a lim-
ited share of users. Providers of subscription
services, therefore, carefully have to identify
their specific target groups and pricing poli-
cies.

Frequent P2P users are also paying
customers for the music industry

A more detailed analysis of frequent users of
P2P networks reveals that the common per-
ception of file sharers that generally do not
want to pay for music is too simplified. Fre-
quent P2P users are generally very active
users of digital music, they use portable au-
dio players or their mobile phone more often
than the average Internet user does. And
many of those who do not use those devices
yet, consider doing so in the future.
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We find that P2P users who have discovered
new music on the Internet, subsequently buy
CDs or purchase music from online music
stores almost as often as the average digital
music user does. The share of frequent P2P
users who have bought music from online
music stores or used subscription services
over the past 6 months is even above aver-
age. We can conclude from these results that
P2P users are not just free riders, but also an
interesting target group for the music indus-

try.

Highest share of frequent digital music
users in Sweden

If we look at results on the country level, no
consistent picture about trends in different
countries emerges. Some selected results are
nevertheless interesting to observe. The sur-
vey results reveal, for example, that the high-
est percentage of frequent digital music users
can be found in Sweden. At the same time,
however, Swedish Internet users have the
lowest level of information on DRM and
copyright.

Hungary has the highest share of users that
know about DRM and has, at the same time,
the lowest share of frequent P2P users. The

Sources

highest percentage of frequent P2P users can
be found in Spain and the Netherlands.

Internet users from Germany and the UK are
most inclined to spend money on digital mu-
sic: Germany and the UK have the highest
share of online music store users and the
highest share of users who bought digital
music or CDs after they had discovered new
music on the Internet.

Bottom line

Despite the popularity of digital music in
Europe, most digital music users do not
know what DRM is, do not know or do not
care about copyright and are not well in-
formed about the legality of their actions
with respect to digital music. This lack of
knowledge and awareness can have a number
of consequences: First, it might result in ille-
gal behaviour when using digital content.
Second, the lack of knowledge often results
in problems when consumers want to use
music files they have purchased in digital
music stores. And, third, when consumers do
not have a basic understanding of the legiti-
mate rights they have when using digital
music, they will hardly be able to defend
these rights against possible violations.

» Dufft et al. (2005): Digital Music Usage and DRM — Results from an European Consumer Survey,
Berlin, May 2005; free download at: www.indicare.org/survey

» Eurostat (2005), http://epp.eurostat.cec.eu.int

About the author: Nicole Dufft is a senior analyst at Berlecon Research. She has been analys-
ing a variety of ICT topics ranging from mobile computing and application service providing to
DRM. Currently, she works in the field “digital consumer”. She is a member of the INDICARE

project team.

Status: first posted 30/05/05; licensed under Creative Commons

URL: http://www.indicare.org/tiki-read_article.php?articleld=109

INDICARE Monitor Vol. 2, No 3, 30 May 2005

70



The use of digital rights management in document supply
By: Andrew Braid, The British Library, Boston Spa, Wetherby, United Kingdom

Abstract: The paper, based on Braid (2004), describes the use of DRM in providing a secure
document supply service; the reasons for implementation of a DRM system by the British Li-
brary; the system adopted, with reasons for the rejection of some systems; and insight into how

the chosen system has been received by users.

Keywords: case study — electronic document delivery, national libraries, publishing,

stakeholders — United Kingdom

Introduction

Electronic document delivery (EDD) is a
relatively new addition to the older traditions
of document supply and inter-library loan.
EDD involves the supply of a non-returnable
surrogate copy of the required item, usually
an article in a journal, by an electronic
method which is very fast and can be instan-
taneous. It has proved very popular with
users who can easily obtain a copy of an
article that is not held locally. This is the
very reason that publishers find it unattrac-
tive. They claim that EDD permits libraries
to cancel subscriptions to journals and rely
on document suppliers and other libraries
instead — the so called “just-in-case” versus
“just-in-time”  argument. Arguments to
counter these claims (Russon 2001) have
been met with a degree of scepticism by pub-
lishers.

These arguments have been heard for some
considerable time but the recent addition of
EDD to the document supply process has
intensified the debate. Publishers see the
possibility of users obtaining copies of arti-
cles almost at the same speed as if they were
available on a local subscription. Document
suppliers on the other hand see instant supply
as a natural progression in the evolving na-
ture of the document supply process. They
want to be able to offer a service that does
compete effectively with local supply.

One method of controlling EDD is by the use
of digital rights management on the transmit-
ted file. This article offers a background on
the use of such systems and describes the
implementation of such a system by one ma-
jor document supplier.

Digital Rights Management

Digital Rights Management (often referred to
as DRM) can either mean the digital man-
agement of rights, as in the context of this
article, or the management of digital rights.
The latter term, which is a market enabling
technology, encompasses the identification
and description of content and includes in-
formation about the rights and permissions
associated with that content; usually this is
done in such a way as to be interoperable
with other content and access systems.

The digital management of rights means the
technical protection measures that are added
to (or wrapped around) a piece of content.
This usually involves the use of some form
of encryption and access control mechanism.
As well as preventing unauthorised access,
the controls limit various aspects of use of
the content. Such limitations include the
number of copies that may be printed,
whether the file may be copied, the length of
time that the file may be accessed and
whether the content may be “cut and pasted”.
Unlike the management of digital rights,
where work has been done by several organi-
sations, for example BIC in the UK, in pro-
posing standards for the electronic trading of
rights, there is little standardization in the
digital management of rights. Several sys-
tems have been developed and have found
use in controlling many digital objects, typi-
cally e-books. Here the user, after download-
ing the necessary access software, can obtain
an e-book and obtains rights using a variety
of business models. Many of these are based
on analogies with borrowing physical books,
for instance the length of time the e-book is
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available can be controlled and the item can
be lent to another user.

Reasons for implementing DRM for
document supply

At least three major document suppliers, the
British Library, CISTI (cf. sources) and In-
fotrieve (cf. sources), have now implemented
a method of secure electronic delivery. Al-
though the three systems differ technically
they have all been implemented for the same
reason. That is because, unless such systems
are in place, publishers will not grant the
necessary rights for EDD to be provided.

This may seem an irrational response from
publishers, nearly all of whom allow unse-
cured access to their online journals for sub-
scribers and pay-per-view customers but they
are unwilling to grant similar access through
document suppliers. The reasons for this are
that (i) publishers are not in direct control
when supply is through a third party; (ii) they
fear that inappropriate use might result; and
(iii) as stated above they fear erosion of sub-
scriptions. DRM systems do not provide a
solution to all of these fears but they do give
comfort to publishers in controlling inappro-
priate use.

The British Library and electronic
document delivery

The British Library has experimented with
several forms of EDD over the years (Braid
1993). Many of the systems described have
not come to fruition, although the Ariel (cf.
sources) system has been used since the late
1990°’s. In 2003 the Library upgraded its
copying processes and replaced all the pho-
tocopy machines with electronic scanners
using the Relais system (cf. sources). Al-
though principally used for output in print
format, this gave the possibility to supply any
item from the collection by electronic deliv-
ery, if the necessary rights are in place. To
obtain these rights it was necessary to come
to an agreement with either individual pub-
lishers or their agent in the UK, the Copy-
right Licensing Agency (CLA). For the rea-
sons stated above, in order to obtain the re-
quired rights it was necessary to implement a
secure electronic delivery system.

The chosen system

Several forms of secure electronic delivery
were investigated. All of these were based on
DRM systems. Many of the early systems
were rejected for one or more of three main
reasons: (i) they were too expensive; (ii) they
were too complicated; or (iii) they did not
work properly. Trials began with one system
in 2001 but it proved to be inadequate tech-
nically.

During 2002, the British Library worked
closely with Elsevier to develop a system
which, it was hoped, might develop into an
industry standard. The Adobe Content Server
and Adobe eBook Reader systems were cho-
sen. These permit the encryption of existing
PDF files in real time and allow a variety of
security levels to be set. Initially, the follow-
ing parameters were chosen:

» Use of the file limited to the machine on
which it is downloaded;

> Printing set to one copy only;

» Saving and viewing of the article permit-
ted, but for a limited period of time. (The
time period varies depending whether the
article originates from a scanned image,
when the item is only available for print-
ing for 14 days, or a digital original,
when the article is available for viewing
for up to three years)

» Forwarding and copying disabled;

> Annotations and conversion to speech
permitted.

The other advantage was that, for users, they
had software that was provided at no cost by
a well known and reputable company. Many
of the other systems rely on plug-in software,
often supplied from very small companies.
Since the initial work Adobe have integrated
their eBook Reader software into Adobe
Reader from version 6 onwards. This has the
added advantage that, as most users already
use Acrobat Reader, it is not necessary to
install any additional software to use the
system. However, the requirement for ver-
sion 6 has caused some problems — see later.

It was also decided that rather than “push”
the PDF file to the requester it would be bet-
ter for the requester to ‘pull’ the file from a
British Library server. There were several
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reasons for this, but many of the problems
associated with the transmission of large files
as email attachments and firewalls are over-
come if the requester controls the process.
The drawback is that, for the standard re-
questing methods, the user is not online to
the British Library and so cannot initiate the
downloading process at the time of placing
the request. However, the British Library
does offer two services (Inside and British
Library Direct) where the user searches and
orders documents in the same online session
and these will permit online delivery.

Both these services allow users to search for
and select individual articles from the listing
of journal content pages. Individual articles
can be requested for delivery through a web
interface. The British Library has agreements
with some publishers for the storage and use
of online journals. These publishers permit
the delivery of requested articles to be online
(a PDF icon alongside the bibliographic cita-
tion signifies that the article is available for
immediate downloading). When such a re-
quest is placed, the PDF file is encrypted
using Adobe Content Server and downloaded
for viewing using Adobe Reader. The file is
secured according to the parameters listed
above.

For material held in paper format a different
approach has been adopted. After the article
has been scanned it is encrypted in the same
way as above. The article is then stored on a
server. An email message containing a link to
the article is sent to the user. Because the
security permits only the person who opens
the link to download the file, it is important
that the requester should be the person to do
this. Thus, if the request is sent via an inter-
mediary, it is important that the intermediary
should forward the email message to the
original requester before downloading takes
place. An added advantage is that, as the
encryption and access software is exactly the
same for born-digital and scanned files, both
types can be transmitted in exactly the same
way.

The system in practice
The system has been operational since De-
cember 2002 for Inside users, with the name

Secure Electronic Delivery (SED; cf.
sources). Because of the relatively small
number of documents that are available take-
up was not great. Problems were also caused
when Adobe changed the reader software
from eBook Reader to Adobe Reader v6 in
June 2003. The system linked to scan on
demand from paper originals became opera-
tional in December 2003. At the time of writ-
ing (May 2005) use has grown considerably
and SED is now responsible for over 10 %of
all items supplied.

There are still some problems to be resolved.
The main ones are:

» Some large organisations have shown
reluctance to upgrade to the latest version
of Adobe Reader

» Some customers who mediate requests
have asked for a mechanism whereby the
item can be checked to see if it is the cor-
rect item and complete before it is for-
warded to the end user. At present the
system does not permit this.

» There were some problems in the authen-
tication of version 6 of the Adobe Reader
software. These have been resolved with
the release of version 7 of Adobe Reader

For those who have used it reaction to the
system has been very positive. Many users
have commented favourably on the speed of
delivery and the ease of using the system.

Bottom line

The DRM system chosen by the British Li-
brary has proved to be successful. It is now
responsible for over 10% of all items deliv-
ered. At first sight, the use of such a complex
system for what is a relatively low-cost
product may seem overkill, but it proved to
be the only way that the British library could
obtain the rights that it required to be able to
continue to offer electronic document deliv-
ery. It is hoped that, as both publishers and
users become more familiar with the use of
such technology, a less obtrusive system of
control might be possible.
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National libraries, preservation and digital rights
management

”The challenges of long-term preservation require continuous proc-
esses of migration and/or emulation. But the goal of DRM is to pre-
vent exactly this”

By: Tobias Steinke, Die Deutsche Bibliothek, Frankfurt, Germany

INDICARE-Interview by Knud Boéhle, ITAS, Karlsruhe, Germany. The interview explores major
problems and current developments in long-term archiving and preservation trying to identify
possible entry points for DRM systems in this area.

Keywords: interview — copyright law, libraries, preservation, national libraries — Germany

Tobias Steinke is a computer scientist work-
ing at Die Deutsche Bibliothek, the German
National Library. He is specialized in long-
term archiving and preservation and is part-
ner project manager of the German project
kopal. Contact: steinke@dbf.ddb.de.

INDICARE: DDB, Die Deutsche Bibliothek
(the German National Library), made it re-
cently to the news with headings like “Ger-
man Library Allowed To Crack Copy Protec-
tion” (cf. EDRI-gram 2005). What exactly is
the agreement about between DDB and the

German Federation of the Phonographic In-
dustry  (Bundesverband der  phono-
graphischen Wirtschaft) and the German
Booksellers and Publishers Association
(Borsenverein des Deutschen Buchhandels)?

T. Steinke: In principle it’s about our need
to bypass copy protection in order to fulfil
our legal obligations. The use of programs
able to do so is normally forbidden in Ger-
many due to the legal anti-circumvention
rules. The urgent need behind this agreement
was the fact that the German Music Archive
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(Deutsches Musikarchiv), which is part of
DDB, has already collected numerous copy
protected audio CDs. To ensure the preserva-
tion of these CDs it is necessary to make
legal copies. In principle DDB has the right
to make copies, but without the agreement
we wouldn’t be allowed to use computer
programs which enable us to effectively do
so. So far we have no experience with copy
protection beyond audio CDs. You can find
all official information available about the
agreement on our website (DDB 2005) — an
English translation “The Frankfurt Group”
(2005).

INDICARE: How can you ensure that the
staff of DDB is skilled enough to hack and
crack whatever protected content comes
along? Think of a situation where circumven-
tion-tools are not available legally...

T. Steinke: We will think about this when
we get this kind of material. As a basic prin-
ciple, we want deliveries without any copy
protection.

INDICARE: You probably know about the
agreement between KB, Koninklijke Biblio-
theek (National Library of the Netherlands),
and Elsevier (and other publishers) about the
preservation of scientific electronic journals.
In this agreement KB is clearly specified as
responsible institution for long-term archiv-
ing. What are the differences and the simi-
larities between the task and the approach of
KB and DDB?

T. Steinke: First, DDB in Germany and KB
in the Netherlands are the very institutions
responsible for long-term archiving of elec-
tronic journals among others. While it is still
voluntary to deposit an electronic copy at
DDB (according to the present legal deposit
law, i.e. Gesetz Uber Die Deutsche Biblio-
thek, DBiblG), this will change with the on-
coming new law making the legal deposit of
electronic copies mandatory. The proposed
bill passed cabinet this month. Many pub-
lishers have already signed delivery contracts
with DDB (e.g., Springer, Wiley-VCH) in
this way anticipating the future legal situa-
tion.

Second, DDB has accumulated considerable
experience with, for example, online theses

and dissertations, while KB has gathered
more experience with other materials. As
both institutions have to fulfil roughly the
same tasks, they are well advised to share
their experiences with specific publication
types to their mutual benefit. There is already
an ongoing co-operation with the KB at sev-
eral levels, especially regarding long-term
archiving.

INDICARE: It appears as if DDB as well as
KB prefer agreements on a private basis be-
tween publishers and libraries instead of a
legal regulation on exemptions for libraries. |
heard some library experts advocate for a
legal regulation to ensure that libraries can
fulfil their tasks without being dependent on
bargaining power or the good will of pub-
lishers. What is your view?

T. Steinke: Your assumption is not entirely
true. If legal regulations could be found rep-
resenting equally the interests of all institu-
tions involved, no further agreements would
be necessary. Indeed this would be the ideal
case: Legal regulations providing sufficiently
clear structures. If, however, the legal regula-
tions are not sufficient to guarantee the ful-
filment of our tasks (e.g., technical protection
measures must not be broken) then it is of
course useful to get individual contracts with
publishers or publishers’ interest groups
(e.g., allowing DDB to crack TPM). Realisti-
cally, in the future there’ll be no way to
avoid a dualism of both strategies, because
the publication variance in the electronic
sector is too widespread for any law to cap-
ture. Individual agreements can help to sim-
plify the co-operation (e.g., a publisher
agrees with DDB not to apply the TPM to the
copies delivered to DDB). As for that, we
understand the legal fixation of our rights as
a clarification that helps avoiding uncertain-
ties on both sides. That doesn’t alter the need
to actively seek and to intensify our contacts
with publishers.

INDICARE: Let me turn to some more
technical questions. I would assume that
different publication types go together with
rather different technical requirements for
preservation. A database of online journals is
one thing, while an item like an e-book is
quite a different animal.

INDICARE Monitor Vol. 2, No 3, 30 May 2005

75



T. Steinke: We accept all file formats for
publications we are obliged to collect. Cur-
rently the most common formats for elec-
tronic publications are PDF, XML, and
HTML. But numerous other formats are in
use, some of them are indeed very exotic.
These formats complicate of course long-
term preservation. Because electronic jour-
nals are mostly delivered to end-users in PDF
or HTML, we get them in these formats as
well. Therefore, from a technical point of
view, e-journals are also single objects. We
don’t collect the complete presentation as it
is on the publisher’s site (webpage with da-
tabase and shopping system).

INDICARE: As the field of scientific pub-
lishing is as international as science itself, a
network of journal archives would seem
more appropriate than a huge effort of one
central library...

T. Steinke: Yes, definitely, and that’s true
from a national perspective too. There’s no
way for DDB to collect all available elec-
tronic publications on its own in one huge
effort. We are thinking of building-up a net-
work of reliable partners (such as regional
libraries, university libraries etc.) which col-
lect part of the publication production (not
only journals but also websites etc.) in a
well-defined geographical area. The collec-
tions of all these partners will then be ar-
chived at DDB without further (bibliographi-
cal) processing. By this DDB will at the
same time function as backup for the partner
institutions. At present we are in the state of
planning this network on a national level. At
the international levels discussions about co-
operation and the way to chose are ongoing.
With respect to web-harvesting a co-
operation of national libraries and the Inter-
net Archive (cf. sources) is already in place,
however DDB has not yet joined in.

INDICARE: Well, I would have expected
that international co-operation in the field of
scientific publications would be most ad-
vanced. What is the state in this segment?

T. Steinke: The collecting duties and activi-
ties of a national library are normally defined
by national law and target the national pro-
duction of publications. Although the Ameri-
can Library of Congress also collects Ger-

man books, this does not exempt us from our
duty to collect them. Therefore co-operation
among national libraries is primarily related
to technical issues. We are trying to establish
common technical standards and to share our
different experiences.

INDICARE: Building archives for digital
objects will need standards at different lev-
els. I have heard e.g. of OAIS (Open Archi-
val Information System) and SAN (Storage
Area Network).

T. Steinke: The OAIS model is very impor-
tant in the long-term preservation commu-
nity. It is a theoretical model defining func-
tional entities. It was originally developed by
NASA and enhanced within the European
project NEDLIB (cf sources). This model
defines a terminology to ease comparison of
archival systems at the conceptual level and
in the phase of planning. However, the OAIS
model doesn’t say anything about the imple-
mentation of these systems.

SAN is a technical term of network technol-
ogy meaning a specific technical realisation
of storage techniques. From the viewpoint of
long-term preservation, concepts should be
independent of particular technical realisa-
tions, because these are constantly changing.
But it’s necessary to have agreements about
the degree of reliability and about suitable
service concepts (backup, refreshment).

INDICARE: 1 mentioned SAN, because
Manfred Osten (2004, pp. 88-90) presented it
in his book as a key technology to solve
problems of long-term archiving by a distrib-
uted system architecture. Independent of
SAN, the idea of distributed long-term ar-
chives exchanging information remains in-
triguing — especially when you envisage
them to be used remotely by end-users all
over the world.

T. Steinke: The idea of creating a shared
archival system based on shared storage is,
e.g. realised in the project LOCKSS (Lots of
copies keeps stuff safe) at the University of
Stanford (cf. sources). However long-term
preservation (LTP) is not primarily about
sharing documents, and sharing is not one of
the main problems of long-term preservation
for which we try to find solutions. A high
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degree of technical skills and continuous
development is needed for long-term preser-
vation, and therefore central organisations
should care about preservation and availabil-
ity of committed material. These specific
organisations could be understood as kind of
a bank, in which you have a safe deposit box
accessible for you only. A goal of our project
kopal (cf. sources) is to create this kind of
basis. Based on a stable technical solution of
this kind we aim to develop a co-operatively
usable archival system for long-term preser-
vation. The system itself will then be hosted
by a technical service provider, who is re-
sponsible for providing the requested techni-
cal competencies.

INDICARE: Digital technology blurs the
border between archives and digital libraries
and both may strive to offer their users per-
manent access. How should the borderline
between digital archives and digital libraries
be defined today?

T. Steinke: First some words of clarification
why long-term preservation of electronic
documents is needed and what the essential
problems are. There are two problems in the
field of long-term preservation: On the one
hand it is about the preservation of the binary
bit stream as storage technologies only guar-
antee duration for a limited time. Therefore
service guidelines are needed to guarantee
the migration to new storage technologies
right in time. The second problem is more
complex. Every file format is only usable
within a given context (software, operating
system, hardware). As a consequence rela-
tively soon it will not be possible to access
the content of the preserved binary bit
stream. There are two concepts to address
this problem. Migration is a process to con-
vert a file format to another file format as
long as it is still possible to interpret the
source file. Of course the target file should
have the same content afterwards. Emulation
is a simulation of an old system environment
needed for a chosen file on a current system.
Both strategies require a continuing high
effort and there is always the risk of losing
some information. But it’s the only chance to
access any of the content in the future. A
digital archive for long-term preservation
should deal with these problems. A digital

library on the other hand emphasises sharing
and organisation of digital objects and can
rely on current technologies.

There will be lots of digital libraries; nearly
every institution has set up one already. Not
every institution, however, has the task
and/or resources to set up a digital archive
for long-term preservation. True digital ar-
chives will only exist on well-defined foun-
dations, e.g., connected to the legally defined
deposit task of regional and national librar-
ies. Most other libraries will be digital librar-
ies which may guarantee to provide all e-
publications for a limited time (~5 years).
After that, digital archives — at the well-
defined (higher) level — will get into place to
serve as a backup (as said above) and as in-
stitutions making these publications available
after a defined timeframe.

INDICARE: What happens when copyright
of archived digital publications expires?

T. Steinke: Access to our whole collection is
possible via the OPAC (Online Public Ac-
cess Catalogue). You can use the OPAC on
our webpage (http://opac.ddb.de/) or at PCs
in our library. If a catalogue entry refers to an
electronic resource you will get a link to the
corresponding file. Depending on permis-
sions, some links are displayed on PCs in the
library only. In other words we are able to
grant or cede access at any time when re-
quired.

INDICARE: Recently I heard library ex-
perts saying that libraries and archives would
be willing to accept and employ DRM sys-
tems if on the other hand publishers are will-
ing to let the libraries do their preservation
job. Would you say that this kind of bargain
will be typical in the future? Are there al-
ready archives with DRMS in place?

T. Steinke: As said before the challenges of
long-term preservation require continuous
processes of migration and/or emulation. But
the goal of DRM is to prevent exactly this.
Therefore a digital archive for long-term
preservation is not able to preserve DRM
protected material. DRM is suitable within
access components for end-users.

For example, at present links to some of the
objects are not shown within the web-
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accessible OPAC. It would be imaginable to
have an agreement with the right holders to
show these links but to put some kind of
DRM on them, on-the-fly during access.
Note however, this process would not be
connected to the archival system itself in any
way. It is like fetching ware from a ware-
house and sticking your label on it before
selling it to the customer.

INDICARE: Is there a role of TPM and
DRM in safeguarding integrity and authen-
ticity of electronic documents stored in digi-
tal libraries and archives?

T. Steinke: Digital archives for long-term
preservation should be as trustworthy as
banks. Of course, within the archives tech-
niques like checksums are used to ensure
authenticity. In the end, customers of those
archives have to trust in getting the “right”
objects and the right content. It is the same as
with books, which could be manipulated.

Sources

Either you trust a library to not tear out pages
or you don’t. But we expect that we will have
to use digital signatures for end-user access
in the future.

INDICARE: A final question, more and
more information is being made available by
others than professional publishers forming
part of our cultural heritage as well. Will this
development change the task of national
libraries and are they aware of the challenge?

T. Steinke: Yes, and it’s a very difficult
issue. Are all web pages worth being col-
lected? What are German web pages at all?
These questions are being discussed, but
there are no clear answers yet. We only know
for sure that we have to start collecting
online publications (which we already have
done), otherwise a lot of today’s publications
will be lost.

INDICARE: Thank you very much for this
interview.

» DDB (2005): Musikwirtschaft und Buchbranche vereinbaren mit der deutschen Nationalbibliothek
Vervielfaltigung kopiergeschiitzter Werke. This press release is available at
http://www.ddb.de/news/pressemitt_vervielfaeltigung.htm

» EDRI-gram (2005): German library allowed to crack copy protection;

http://www.edri.org/edrigram/number3.2/library

» Frankfurt Group (2005): Press release of DDB in English:
http://www.sub.uni-goettingen.de/frankfurtgroup/drms/drms.html

» INTERNET Archive: http://www.archive.org/

» Kopal — Kooperativer Aufbau eines Langzeitarchivs digitaler Informationen (Co-operative Develop-
ment of a Long-Term Digital Information Archive): http://kopal.langzeitarchivierung.de/

» LOCKSS - Lots of Copies Keep Stuff Safe: http://lockss.stanford.edu/

v

NEDLIB — Networked European Deposit Library: http://www.kb.nl/coop/nedlib/

» Osten, Manfred (2004): Das geraubte Gedachtnis. Digitale Systeme und die Zerstérung der Erinne-
rungskultur. Eine kleine Geschichte des Vergessens. Frankfurt 2004

Status: first posted 30/05/05; licensed under Creative Commons
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Digital rights management and mass amateurization

By: Dan Hunter, University of Pennsylvania, Philadelphia, United States of America

Abstract: The production of culturally-valuable, expressive content is moving out of sole com-
mercial control and into the hands of amateurs. This movement promises to provide meaningful
alternatives to the commercial production of content, and equally promises to be a brake on
commercial over-reaching in the DRM arena. Further, DRM has the possibility of spurring the
uptake in amateur content (especially in the amateur content fields like open source and open
access) by providing a simple and effective way of denoting attribution interests for the long

term.

Keywords: policy analysis — amateur content, content industries, intellectual property,
intermediaries, open access, open source, societal change, stakeholders,

trusted computing

Introduction

Over the last twenty years we’ve seen ex-
traordinary changes in the landscape of intel-
lectual property, wrought by the speed of
adoption of the general purpose computer
and the internet. Even as recently as a decade
ago only visionaries like John Perry Barlow
understood that the widespread ability to
reproduce and distribute digital content
would change the assumptions that under-
pinned the music, and movies industries
(Barlow 1994). He suggested that intellectual
property was going to be set loose from its
physical moorings, and the digital age would
see the overthrow of large segments of the
music, movie, and content businesses. Now,
after the rise-and-fall of Napster and the rise-
and-rise of bitTorrent, it is clear to everyone
that the business model of established con-
tent providers is under threat. And so access
control and Digital Rights Management
(DRM) have emerged from the incumbent
content industries as their last, best hope to
control the uncontrollable spread of content
that they used to be able to regulate through
the architectures of cost structures and
physical limits.

The war over content can, then, be seen as a
fairly simple battle between file-sharers and
their supporters versus the music and movie
industries. This is a war fought on the battle-
grounds of technology, and in the courts and
legislatures around the world. But viewing it
only in this way is a mistake. Focusing on
this war misses the profound changes that
have occurred for those who don’t create

content for the purpose (primarily) of com-
mercial gain. The digital revolution makes it
easy to share sound recordings; but it has
also reduced the cost of creation, production,
and dissemination for amateur producers of
content, and the significance of these pro-
ducers represent the most extraordinary
change in intellectual property that we’ve
seen in hundreds of years.

It probably has always been the case that
brilliant authors, artists and creators have
always been walking amongst us, unrecog-
nized. But now these creators can produce
their culturally-significant, expressive work,
and send it out into the world to compete for
attention with professionally-produced con-
tent. Examples abound: the eight or ten mil-
lion blogs that are challenging mainstream
media sources; open source software like
Linux, Apache and mySQL; the open access
movement within scholarly literature; the
citizen journalism experiments of online
newspapers like South Korea’s Ohmynews;
the Wikipedia, the growing list of amateur
podcasters; and so on. These disparate ex-
amples represent the beginning of the ama-
teur content movement, a movement that has
been largely ignored by the commercial con-
tent industries. But this movement is quite
radical, and gaining in significance.

The purpose of this essay is to sketch some
issues that the amateur content movement
poses for DRM, and vice versa. In the next
sections I want to focus on some aspects of
amateur content, and ask how they intersect
with DRM. Then I’ll look at the open access
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and open source movements. As I’ll demon-
strate, the mass amateurization of content
generates interesting, counter-intuitive re-
sponses to DRM.

Mass amateurization

In order to understand why amateur content
is only now becoming significant, it’s neces-
sary to look at our assumptions of copyright
and the way that expressive content has tra-
ditionally been generated. Copyright has
played an important social role because it
provides incentives to the intermediaries of
the content industries — publishers, agents,
movie studios, retail stores, etc. —where the
processes of moving content from creator to
user have been capital-intensive. These “con-
tent processes” include the creation of the
content, the selection of the content for
commercial publication, its production and
dissemination, its marketing and its eventual
use. Each of these processes has been too-
expensive or too-difficult or too-specialized
for amateurs to undertake. Consider maga-
zine or book publishing: apart from the crea-
tion of the text, each stage in getting the
work to market either costs money (offset
printing requires large print runs, and large
amounts of expensive paper), requires spe-
cial knowledge (how does one request an
International Standard Book Number?), or is
just plain difficult (try to get a bookstore to
devote shelf-space to your self-published
magazine). Hence we have needed highly-
capitalized intermediaries to provide these
services, and this has reduced the opportuni-
ties for all but the most devoted amateurs.

But as Greg Lastowka and 1 have explain
elsewhere, each of the content processes
have moved into the hands of amateurs
(Hunter and Lastowka 2005). With the ad-
vent of the general purpose computer - to-
gether with content-creation software for
desktop publishing, music creation, film
editing, and so forth - the cost of creation
and production has fallen. To give you an
idea, Jonathan Caouettes first movie, Tar-
nation, was shown at the Sundance Festival.
It is probably the first feature-length film
edited entirely on iMovie, and it cost $
218.32 in videotape and materials
(Silverman 2004). Beyond creation and pro-

duction, the internet means that distribution
is effectively costless for digital content.
Which leaves us only with the selection and
promotion processes, which have tradition-
ally involved expensive advertisements, and
specialized marketing expertise. But recently
we’ve seen the development of social soft-
ware, which leads users to content they will
like, without the intervention of marketers.
An example of this is the Amazon.com fea-
ture that suggests other purchases based on
the metric that “People who bought this book
also bought...” This type of algorithm can
suggest all manner of content that users
might be interested in, based on their previ-
ously expressed preferences. This means that
the amateur content-producer is no longer
dependent on the highly-capitalized pub-
lisher, record label, or movie studio for se-
lection and promotion of content.

As a consequence of all of these changes we
will see the flowering of amateur content
that will move directly from the creators to
the users. Highly-capitalized intermediaries
are no longer necessary for the creation,
production, dissemination, and use of cultur-
ally-significant content. Witness the rise of
blogs and amateur journalism, along with the
various other examples: the band Wilco’s
success in its net-release of Yankee Hotel
Foxtrot; the extraordinary rise of the
Wikipedia; the success of web-based car-
toons that do not have print syndication; and
SO on.

Amateurs are increasingly competing with
professional outlets, even though they lack
all manner of the appurtenances that we ex-
pect of content creation. They don’t have
paid editors, they don’t have any type of
“quality control” et cetera. And yet, through
various means - often involving large num-
bers of amateurs contributing small amounts
of time to the project - they manage to fact-
check, manage output, and maintain quality
standards as high as their professional com-
petitors. And in areas like web-logs, open
source software, and textual references
works, the amateurs are beating the profes-
sionals at their own game.

INDICARE Monitor Vol. 2, No 3, 30 May 2005

80



DRM and amateurization

The operation of DRM within the amateur
content environment is extremely interesting.
Amateurs, by definition, are not in it for the
money, so they have little need for access
control to “protect their investment”. Ama-
teur content is therefore likely to be released
without DRM; indeed it’s hard to think of
one amateur content provider which uses any
type of access control on its content. This
means that, as more and more commercial
content is released with access control via
DRM, we will see unlocked alternatives
produced by amateurs. Consumers dislike
the reduced functionality generated by DRM
because they can’t use the content they’ve
paid for, in ways that they consider fair but
which don’t suit the content provider. The
increasing reliance of commercial providers
on hard forms of DRM is likely, therefore, to
push users towards amateur substitutes for
commercial content.

This leads to the somewhat counter-intuitive
result that we might positively encourage
commercial content providers to use DRM
access control to lock up their content as
tightly as they can, under the most restrictive
terms imaginable, for as long as they want. If
there were no competition to this type of
locked content then we should be justifiably
concerned about rent-seeking by monopoly
holders, and we would see a reduction in
creative activity, and a stifling of cultural
expression. But as the amateur content
movement progresses, competition in the
marketplace for content will affect the de-
gree to which professional providers want to
offer this sort of locked content. If a record
label wants to digitally-lock Christina Aguil-
era‘s latest album and make it unplayable for
a large number of consumers, then they
should be free to do so (subject to some
other policy concerns that they should not be
free to break people’s computers in locking
their content; nor should they be able to
break into other people’s computers to lock
their content; and so on). We can expect a
range of amateur content to enter the market
to compete on value, quality, and degree of
access prohibition. We are likely to see two
themes emerge from this. First, DRM access
control in commercial content will encour-

age amateur content production (which is a
good thing). And second, amateur content
production will act as a natural brake on the
imposition of over-broad access control by
commercial content providers (which is also
a good thing).

Thus the amateur content movement demon-
strates that culturally-oriented and consumer-
based concerns about DRM are (probably)
less troubling than first imagined. However,
two concerns remain, even if amateur con-
tent production provides some basis for
hope. First, like many parts of our cultural
experience, amateur content relies on the
ability to reuse and remix existing material.
Access control using DRM has the potential
to affect the ability of individuals to engage
in this type of creative reinterpretation (Les-
sig 2004). This point has been made before
and I don’t want to belabor the point again.
But it is important to note that amateur con-
tent production cannot occur without the
ability to use (to some extent) material which
is part of our cultural heritage. To the extent
that DRM stops this from happening, then
we need to place limits on the ability of
commercial content owners to stop amateur
content reuse.

Second, the above comments about access
control do not extend to its bad big brother,
trusted systems computing. In trusted sys-
tems, only content signed by certain provid-
ers can be used by the computer system. An
example of this is found in Microsoft’s new-
est Media player. This type of DRM is an
actively bad thing for amateur content, since
amateurs are unlikely to be able or unwilling
to obtain the appropriate license for their
content to be used by the trusted system ma-
chine. To the extent that one thinks that ama-
teur content is a good thing - and I think it’s
a very good thing indeed - trusted systems
must be resisted. The market acceptance of
trusted computing has been low to date, but
future generations may have wider uptake.
This is likely to reduce the opportunities for
amateurs, and we should think seriously
about changing copyright laws and using
antitrust actions to ensure that amateurs re-
tain the same access to users as multinational
media companies.
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Open Access and Open Source

The open access and open source movements
can also be characterized as elements of
mass amateurization, since they both stem
from the same technological changes and
they both rely on non-commercial motiva-
tions of the producers. Moreover, both
movements demonstrate important lessons
about amateur content and DRM.

”Open access” is the label for the principle
that scholarly publishing should be freely
available to everyone, without charge, politi-
cal censorship, or commercial interference
(Bethesda Statement 2003). The idea is, in
short, to provide a publicly-accessible and
useable commons of scholarly literature for
everyone. “Open source”, on the other hand,
usually refers to collaborative mechanisms
of content production. Open source, like
open access, does involve the free distribu-
tion, copying and use of creative content, but
it adds the requirement that users are also
free to alter the content (Open Source Initia-
tive 2005). Open source software - like
Linux or MySQL - provides the model for
distributed production of complex creative
objects, and the open source model has been
adapted for the production of news, com-
mentary, and many other types of content.

Open access and open source usually have
no truck with DRM. Clearly the common
view of DRM - that it is about access control
- is inconsistent with both open access and
open source philosophies. One cannot sub-
scribe to open source or open access princi-
ples without accepting that the user is free to
pass the material on to others, to read with-
out cost, use and reuse, and so on. But as
Poynder (2005) explains in an earlier INDI-
CARE article, if one views DRM in its wid-
est form, it is not necessarily inconsistent
with open access. He makes the important
point that open access authors still want to
retain some rights, most notably the right of
attribution, and he suggests this interest can
be supported by DRM. Purists might argue
that this can be achieved with digital water-
marking, which is of course correct. But
watermarking is a form of DRM; and this

form of DRM happens to support the inter-
ests of open access.

I agree here with Poynder, and suggest that
the same interest can be found in the open
source movement, in the rise of amateur
content generally, and in Creative Commons
licenses. The vast majority of Creative
Commons licenses that have been adopted to
date (around 95%) require the licensee to
attribute the work to its author, no matter
what other conditions of use are attached.
The lesson of this, and of various other ex-
amples of amateur content, is that the attribu-
tion interest is probably the most fundamen-
tal incentive of creativity in areas that are not
driven by commercial concerns. It is possible
then that a truly beneficial role for DRM
exists in making attribution run with content,
so that the author will know that her name
will live as long as the content is being used.

Of course this is not the traditional view of
DRM, and indeed DRM generally speaking
does not handle this particularly well. While
the emphasis in DRM is to remove content
from use, it will be inimical to the open ac-
cess and open source movements. But if one
looks to the future, it is possible to suggest a
beneficial role for DRM within the amateur
content movement.

Bottom line

Amateur content is the -elephant-in-the-
kitchen of content production. It’s been
around us so long that we no longer see it,
even as we walk around it. In its newly visi-
ble form it promises to provide meaningful
alternatives to commercial content, and
equally promises to be a brake on commer-
cial over-reaching in the DRM arena. Fur-
ther, DRM has the possibility of spurring the
uptake in amateur content (especially in the
amateur content fields like open source and
open access) by providing a simple and ef-
fective way of denoting attribution interests
for the long term. We should be careful
therefore to assume that DRM is always bad,
and that commercial use of DRM will al-
ways trend towards over-control of the con-
tent.

INDICARE Monitor Vol. 2, No 3, 30 May 2005

82



Sources

» Barlow, John Perry (1994): The economy of ideas, 2(3) Wired (1994), available at

http://www.wired.com/wired/archive/2.03/economy.ideas_pr.htmi

Bethesda Statement on Open Access Publishing (2003) available at

http://www.earlham.edu/~peters/fos/bethesda.htm

Hunter, Dan and Lastowka, Gregory F. (2005): Amateur-to-Amateur 46 Wm & Mary L. Rev. 951

Lessig, Lawrence (2004): Free Culture (Penguin)

Open Source Initiative: Open Source Definition: http://www.opensource.org/docs/definition.php

Poynder, Richard (2005): The role of digital rights management in Open Access. The INDICARE Moni-

tor. April 2005; http://www.indicare.org/tiki-read_article.php?articleld=93

» Silverman, Jason (2004), “Here’s the price of fame: $218.32”, Wired News, Jan 20 2004,
http://www.wired.com/news/digiwood/0,1412,61970,00.html

About the author: Dan Hunter (BS LLB (Hons) LLM PhD) is the Robert F. Irwin IV Term Assis-
tant Professor of Legal Studies at the Wharton School, University of Pennsylvania, where he
teaches intellectual property law and cyberlaw. He previously taught at the law schools of the
University of Melbourne (Australia), and Cambridge University (England). He regularly publishes
on issues related to cyberspace law & policy, and intellectual property. He is currently research-
ing a book on information policy for the coming era of amateur content production. Contact:
hunterd@wharton.upenn.edu

v

vVvyyvyy

Status: first posted 30/05/05; licensed under Creative Commons

URL: http://www.indicare.org/tiki-read_article.php?articleld=106

Consumer acceptance of digital rights management
systems

By: Marc Fetscherin, Harvard University, Cambridge, Massachusetts, USA
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to his PhD thesis. It deals with consumer acceptance of Digital Rights Management Systems
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management requirements on consumer behavior and the demand for digital content. This arti-
cle shows that there are some technological requirements as well as user rights restrictions
which consumers might not accept when downloading legal content.
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Introduction

Consumers have various methods, channels,
and possibilities for accessing, copying, us-
ing, sharing, and providing digital content.
They can either copy it illegally over peer-to-
peer networks or purchase it by downloading
the files from legal music providers such as i-
Tunes. In that respect, content control is one
of the most important aspects for content
providers to fight piracy and also to success-
fully distribute and commercialize digital
content. However, when implementing con-
trol systems, such as Digital Rights Man-
agement Systems (DRMS), it is unclear what

the effects on consumer behavior are and
whether consumers accept such restrictions
and to what extend. It is therefore very im-
portant to understand the implications of the
implementation of DRMS on consumer be-
havior, choices and the resulting demand for
originals. The questions are: Do consumers
accept specific technology requirements for
legal downloads and are there any differ-
ences between technologies? Do consumers
accept usage or rights requirements on digital
content and are there any differences? These
questions will be discussed in this article and
we provide first empirical results about the
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consumer acceptance of Digital Rights Man-
agement Systems in that respect.

Empirical study

The study is based on a sample consisting of
about 500 students, which is a sufficiently
large number to represent the wide diversity
of students adequately. We got 174 responses
from the anonymous web-questionnaire.
Although students do not represent the entire
consumer segment, they account for a con-
siderable proportion of all consumers of
these products and are part of a consumer
group in which copying and sharing of digi-
tal content is prevalent. Students are also part
of the group which has already been identi-
fied as being more prone to copyright viola-
tions and piracy.

Consumer acceptance of technological
requirements

There are a number of technologies used by
DRMS that control the access to and the
usage of digital content. The respondents

were therefore asked which of the various
technologies used would keep them from
downloading content legally. A 5-point
Likert scale was used to measure the accept-
ability of the various technologies from a
consumer’s point of view. The Likert scale
ranged from 1 (strongly disagree), over 2
(disagree), 3 (indifferent/undecided), and 4
(agree) to 5 (strongly agree). The question
asked was: Which of the following (techno-
logical) requirements would keep you from
downloading legally? The technologies to be
rated were: The requirement of a username,
the requirement of a password, the encryp-
tion of content, the presence of an embedded
watermark on the content, the need for spe-
cific software to use the content, and the
need for specific hardware. The results are
provided in Figure 1, in which the horizontal
line represents the various DRM technolo-
gies used and the vertical line the rating of
each, represented by the median value.
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4.0 4

3.0
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Figure 1: Technological requirements

Technologies perceived as obstacles form a
consumer’s perspectives are encryption and
the necessity for specific software and hard-
ware to use the digital content. The technolo-
gies not perceived as obstacles by respon-
dents are the requirements for a username
and a password. Respondents seem to be
indifferent to watermarks or not having any
clear idea. However, two questions arise

when a Likert scale is used: Does the ques-
tion measure the perception in a useful way?
Second, does the scale measure what it is
meant to measure? In that respect we have to
conduct a reliability and validity test of the
answer provided. One way to measure the
reliability and validity is by calculating a
Cronbach alpha. We obtained a value of a =
0.7970, which is higher than the required o =
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0.6, indicating that the results obtained are
consistent and reliable.

Consumer acceptance of rights
restrictions

Content providers grant consumers various
usage rights and attributes of these rights for
the digital content acquired, most often ex-
pressed in a rights model. These rights can
include the right to play, copy, burn, or move
the content where the attributes of rights
might be the number of times a song can be
copied onto a CD. In most cases, they are
expressed in a rights language such as XrML
or ODRL. The questions arise, which of
these rights restrictions and underlying at-
tributes of rights consumers are willing to
accept? Are there differences for the various
rights and if so, which? We therefore asked

the respondents to rate a variety of state-
ments, each including a type of right (play,
burn, and copy/move) and an attribute of that
right. The question asked to respondents was:
Which of the following (rights) restrictions
would keep you from downloading legally?
The statements to be evaluated were: Limited
playability (in number), limited burning on a
CD/DVD (in number), limited copying onto
a PC (in number), limited copying onto mo-
bile devices (in number), limited encoding
into other file formats (conversion), and lim-
ited playability (in time). Again, a 5-point
Likert scale was used to rate these state-
ments, ranging from 1 (strongly disagree) to
5 (strongly agree). The results are illustrated
in Figure 2, where each statement is outlined
on the horizontal line and the median value
recorded for it provided on the vertical line.

5.0

4.0 4

3.0

201

Median

Burn +

Play (number) 4

Copy PC+

Copy Mobile
Encoding o
Play (time)

Figure 2: Rights restrictions

According to Figure 2, any restriction on
playability (either in the number or in time)
is not going to be accepted by consumers, as
consumers perceive it as a constraint in their
use of the digital content. The restrictions on
the right to burn, copy onto a PC, and copy
onto mobile devices are not perceived as key
obstacles by respondents and might therefore
be acceptable as also other studies have
shown. Finally, respondents were indifferent
about the possibility of converting media
files from one format to another (i.e., encod-
ing). As in the previous question, we con-
ducted a reliability and validity test for the

scale used and the answers provided. We
arrived at Cronbach a = 0.8646, which is
higher than the required o = 0.6 and thus
indicates that the results obtained can be
accepted as consistent and reliable.

Bottom line

Consumers have different options for acquir-
ing digital content, either to pirate or to pur-
chase. Thus far, the possibilities to copy or
pirate for consumers, especially for music,
are diverse, easy and most of the time of low
risk in terms of security threats such as vi-
ruses or legal prosecution. Implementing
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control systems like DRMS may make pur-
chasing less attractive than copying for con-
sumers as the legal products restrict them in
their usage. However, the question arises
which of these technologies and rights re-
strictions consumers perceive as obstacles
and hence may reduce the utility of the origi-
nal. Our results have shown that consumers

specific software and/or hardware to use the
digital content, and they don’t like any re-
strictions on playability. Overcoming these
obstacles may be a way for content providers
to make some consumers switch from copy-
ing to purchasing, or even to make consum-
ers switch from not consuming any digital
content to purchasing it online.

dislike encryption and the requirement for
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Real money for virtual items: A case for DRM?
By: Danny Vogeley, Berlecon Research, Berlin, Germany

Abstract: A phenomenon in massive multiplayer online role-playing games (MMORPG) is the
immense interest of players to monetize virtual items in exchange for real money. MMORPG
developers do not welcome such behaviour, which has been so far beyond their control. As a
result, developers are considering restricting user rights for the trade of virtual items. This article
analyses DRM in a potential new role in the game market to define and to enforce developers’
claimed rights to virtual items in virtual worlds.

Keywords: economic analysis — business models, consumer expectations, games, secondary

markets

Introduction: Welcome to the virtual
worlds of role-playing games

Digital Rights Management in the online
game market usually applies to copy protec-
tion, online distribution models and online
access control (Vogeley 2005). Beyond these
common roles, DRM can also be used in a
broader sense to manage the gameplay of
virtual worlds. Especially in massive multi-
player online role-playing games
(MMORPGS), the management of user rights
is gaining increased relevance.

MMORPGs are persistent virtual worlds, in
which thousands of players are interacting

simultaneously with each other via the Inter-
net. Each player is symbolized as a graphical
representation, a so-called avatar. These vir-
tual worlds are persistent, i.e. they continue
whether an individual avatar is logged in or
not (Wikipedia 2005). Usually, avatars are
interacting with each other and work together
in a range of different activities. The devel-
oper is in charge of supervising this virtual
world to guarantee new activities and chal-
lenges for players. Users usually pay a
monthly fee between € 10 and € 15 in addi-
tion to the initial purchase of the game. The
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genre reaches from fantasy settings to realis-
tic environments.

The most popular MMORPGs have more
than 300.000 subscribed players. Among
them are EverQuest by Sony, Ultima Online
by Electronic Arts, and World of Warcraft by
Blizzard. Since its release in December 2004,
World of Warcraft has become one of the
most successful games today. They recently
announced their 500.000th subscriber in
Europe (worldwide 1.5 million) (Blizzard
2005/03/17).

The trade of virtual items for real money
as a phenomenon in MMORPGs

A phenomenon in MMORPGs is the trade of
virtual items among the players. These items
are traded via external online platforms in
exchange for real money. Virtual items in-
clude coins, weapons, spells or buildings.
Usually MMORPG developers did not intend
this kind of trade, when they implemented
transfer mechanisms for virtual items be-
tween avatars.

There is a high demand for specific and
scarce virtual items, which give the owner
enhanced power to accomplish further chal-
lenges. Usually, to receive such items re-
quires much time and effort. Many players
do not have the required time to “earn” these
items. They simply buy the desired items
outside of MMORPGs on platforms such as
eBay. After a purchase, buyer and seller meet
inside the virtual world to hand over the
traded item.

This has led to a prosperous external market
with a high monetary value for in-game
items and with remarkable transactions. Re-
cently, a player of the MMORPG Project
Entropia bought a virtual island for US $
26,500 (Lettice 2004/12/17). This purchase
included mining and hunting rights, owner-
ship of all land on the island and a castle (no
furniture included). The current number one
seller of World of Warcraft items on eBay
has earned more than 44.000 $ each month in
early 2005 (Leupold 05/06/05). Altogether,
the secondary market for virtual goods is
estimated at between US $ 800 and US $ 900
million annually (Terdimau 04/12/20). It is

notable that players have created this secon-
dary market by themselves.

This development has led to a big contro-
versy among MMORPG developers about
the legitimacy of these markets. Popular
MMORPGs such as EverQuest, Ultima
Online or World of Warcraft do not welcome
external online trade beyond their control.
They claim intellectual property rights to
every item in their worlds and deny any real-
world economic value of virtual items (Ter-
dimau 04/12/20). Users have to comply with
these assignments in the corresponding End
User License Agreement (EULA).

One reason for this point of view is the in-
creasing number of complaints from angry
players, who have been defrauded by sellers.
Although the developers are not responsible
for these kinds of problems, their customer
services are getting increasingly confronted
with them. Another aspect deals with the
customer life cycle: Revenue models of
MMORPGs are usually based on monthly
subscription fees. Therefore, developers are
designing evolving worlds where users will
constantly have to spend significant time to
collect powerful items or to achieve higher
levels. When the players can easily buy de-
sired items outside the game, they can over-
come the time needed to collect all necessary
credits. This leads to reduced income for the
developers. As a result, most of the largest
MMORPGs have taken legal action to fight
external trading. For example, the
MMORPGs EverQuest and Asheron’s Call
forced eBay to remove every auction with
items from their corresponding world (Rol-
ston 01/01/19; Beckers 04/05/14). Blizzard is
continuously cancelling accounts of players
who have been identified as traders on online
platforms (KlaB3, 05/03/14).

DRM to control external trade of
MMORPGs

However, these approaches by the developers
are not sufficient to stop further trading ef-
fectively. On the contrary, the focus on eBay
has led to the emergence of other less-
tractable online platforms such as IGE or
ItemBay.com. IGE organizes trade for more
than 15 different MMORPGs and provides
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an exchange rate between virtual items and
real money (www.ige.com).

As a result, developers are considering using
in-game tools in MMORPGSs to manage the
trade inside of MMORPGs more effectively
(Leupold 05/06/05). Microsoft for example
announced (cf. Feldman 05/03/16) that the
selling of virtual items via their next-
generation game console Xbox will be possi-
ble allowing the purchase of new levels,
maps, weapons or skins via a one-stop-shop.
This leads to a new and interesting potential
role of Digital Rights Management — either
to control the trade of items or to enable new
business models. DRM as a tool to manage
further trading of items opens up a variety of
possibilities for MMORPG developers
(Maclnnes et al. 2004, p. 4). For example,
developers can determine special rights of
valuable items to prevent the handover to
other avatars. World of Warcraft uses this
concept on specific items: Once the item is
picked-up by an avatar, it cannot be trans-
ferred to another. It is also possible to deter-
mine the maximum number of items, which
can be created in a given period. DRM can
also be used to demand taxes on every trans-
ferred item. On the other side, DRM can be
implemented to broadly allow item trading.
The MMORPG “Second Life” by Linden
Lab (www.secondlife.com) gives users the
right to sell items they have created by them-
selves.

DRM in this context is an appropriate term,
because MMORPGs are not simply games,
where a set of mandatory game rules by the
developer applies. Rather, MMORPGs
should be regarded as social spaces, where
users create characters, dynamic economics,
and an evolving culture (Taylor 2005, p. 4).
Unlike pure computer games, MMORPGs
are leading to a convergence between virtual
and real life: Virtual goods do already have
an economic value outside of MMORPGs
and are also increasingly affecting national
laws. For example, a Shanghai MMORPG
gamer has killed a man in real life for selling
his wvirtual sword (Slocombe, 05/03/31).
Gradually, the boundaries between virtual
and real are more and more blurred.

The role of DRM as a tool to manage, i.e. to
restrict, trading is currently in its infancy.
Among MMORPGs developers there is in-
tense discussion on how to find a balance
between restricting real-world exchange
without limiting in-game trading too much
(Ondrejka 2004, p. 2). In a widely discussed
attempt by Randy Farmer to describe a com-
plete eBay-resistant virtual economy, he
concluded that it would lead to the removal
of too many interesting features (Farmer
2004).

What the players think about the
restriction of trade

Regardless whether developers are tolerating,
battling or supporting the trade of virtual
items, they will hardly be able to achieve
consent among the majority of their custom-
ers. According to a survey by Sony among its
EverQuest customers, the position for,
against or neutral towards external trading is
evenly split (Leupold 05/06/05). This leads
to the interesting situation that one customer
group would welcome the deployment of
DRM to stop trade, while the other group
would not. The main argument of the trade
opponents is the unfairness of players paying
for desired items rather than achieving them
through skills and labour.

But it is likely that more and more players
will be engaged in external trade and will
constitute the dominant group. According to
the survey by Sony, 20 to 25 % are already
involved in trading. In South Korea, which
has a mature MMORPG market with the
largest penetration rate of MMORPG players
worldwide, the vast majority is already in
favour of trading (Maclnnes et al. 2004).

The crucial dispute between players and de-
velopers is the question of copyright owner-
ship of created items. Many players regard
items, which they have earned or built
through countless hours of game-play, as
their own intellectual property with a meas-
urable value outside the game. A survey by
the Korea Game Development & Promotion
Institute (KGDI) among 1.247 players of the
worldwide biggest MMORPG Lineage
shows that 78 % claim to own the items.
Only 3 % accepted ownership of the devel-
opers (Maclnnes et al. 2004, p. 9). Develop-
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ers have to acknowledge the massive interest
of players in monetizing their items.

Bottom line

The emergence of MMORPGs has led to an
unexpected convergence between virtual and
real life. MMORPG developers have to ac-
knowledge that there is a dynamic social and
economic change in their virtual worlds,
which they have only partly under control.
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Preparing for the lditarod of the digital world — Bringing
consumer protection into the information economy

By: Natali Helberger, IVIiR, Amsterdam, The Netherlands

Abstract: Is consumer protection an anachronism in the information economy? US and Euro-
pean experts came together in Seattle, State of Washington, US, to discuss the impact that new
techniques for selling and managing electronic content have on consumers, and the role that
consumer protection law should play in the information economy. INDICARE was there to re-

port.

Keywords: conference report — consumer expectations, consumer law, consumer protection,
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Introduction

Seattle was once the gateway to the gold-
fields of the Yukon. Today, it was the setting
for discussing the implications of a different
kind of rush — the digital-content rush. Is
consumer protection an anachronism in a
time when vendors are rushing to explore
new sources of revenues and selling elec-
tronic content to consumers? This was the
theme of the conference that took place in
Seattle on Friday, March 4 in 2005. Or, as
the organizers themselves described the topic
of the conference: “If technology can correct
market failure better than regulatory inter-
vention can, will consumer protection law be
superseded by the growth of competition? Or
does innovation merely create new mecha-
nisms to exploit consumers that should be
controlled with new legislation? This confer-
ence will consider the impact of technologi-
cal innovation on the foundations of con-
sumer advocacy, contracting behaviour, con-
trol over intellectual capital, and information
privacy.”

The organizers, among them Prof. Jane
Winn, from the Shidler Center for Law,
Commerce and Technology at the University
of Washington (cf. sources for conference
page) succeeded in drafting an inspiring
agenda and bringing together an impressive
range of excellent, mostly US but also Euro-
pean experts in matters of consumer protec-
tion in Seattle. The presentations pivoted
around what Professor lain Ramsay from
York University, Toronto, Canada called the
“Renaissance of consumer protection law”.
The speakers highlighted various consumer

law issues in e-commerce. Although not spe-
cifically directed at DRM issues, the role of
electronic content protection technologies for
the distribution of creative content figured
prominently. Moreover, one section was
dedicated specifically to address the contro-
versial relationship between innovators and
consumers in intellectual property law.

Consumer protection is no anachronism
in the information economy

Rob McKenna, Attorney General in the State
of Washington answered in his key-note
already the question that gave the conference
its title. He left no doubt about his opinion
that the information economy needs con-
sumer protection law, and his intention to
give more prominence to this subject matter
in the future. In his opinion, technology does
not make consumer protection abundant,
however, consumer protection can benefit
from technological developments. But the
Attorney General did not restrict himself to
statements; he came to Seattle with concrete
suggestions. One was the suggestion to raise
the budget for the consumer protection divi-
sion of the State of Washington — its first
budget rise since 1993. The additional re-
sources should be invested, so said Rob
McKenna, in hiring more attorneys who are
specialized in technology and consumer pro-
tection matters, in the enforcement of con-
sumer protection laws as well as in the edu-
cation of consumers. Rob McKenna’s as-
sessment of the role that consumer protection
law has to play in the digital economy was
shared by many of the subsequent speakers.
The presentations that followed also demon-
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strated, however, that the devil has settled
persistently in the “how” and “where”.

Transparency is a controversial form of
front-line defence

Even the issue of transparency — a fairly ac-
knowledged interest in consumer protection
law — and the statement that “education is a
front-line defence” of consumers against
fraud was discussed controversially. There
was a broad agreement among participants
that transparency is an essential element of
facilitating the education of consumers on
how to deal with digital content and how to
protect themselves against fraud and disad-
vantageous business deals. As Professor
Pamela Samuelson, University of California,
Berkeley, pointed out, transparency is also an
important instrument to stimulate competi-
tive markets, a factor that again can contrib-
ute to enhancing consumer welfare. Professor
Glynn Lunney, Tulane University, explained
that transparency obligations can be an ele-
ment not only of traditional consumer protec-
tion laws. Patent law, a form of intellectual
property law, also includes elements of
transparency obligations in the form of the
requirement of proper attribution. The pres-
entations and the discussion that followed
revealed, however, that the opinions are still
divided on how to achieve transparency, how
much information consumers need and on
how useful transparency actually is as an
instrument to consumer protection. Professor
Thomas Rubin, University of Pennsylvania,
for example, intervened that in his opinion,
the idea of using disclosure obligations to
protect consumers can be inefficient for vari-
ous reasons: the information provided is not
comprehensible, there is too much informa-
tion available, or transparency obligations
pose unreasonable burdens on producers.
Accordingly, he doubted, whether the in-
creased availability of information would
correct information asymmetries and thereby
eliminate the problem of market failure.
What consumer needed, so said Professor
Rubin, was to be able to understand the es-
sential features of competing products and
select the product that offers the best terms.
In other words, what consumers need in or-
der to be effective market actors is, according
to Professor Rubin, education and “wisdom”.

In this context, other conference participants
pointed out that the effect of transparency
obligations is to impose the burden of con-
sumer protection on the shoulders of con-
sumers themselves. In this sense, transpar-
ency obligations might be a rather convenient
way for producers and service providers to
rid themselves of eventual responsibilities
regarding consumers (cf the reasoning in
Helberger 2005).

The idea of the active consumer — an
anachronism?

One issue that is at the heart of the matter is
the notion of the “informed consumer”, and
to what extent consumers can be reasonably
expected to protect themselves. Enlightening
was a study by Professors Robert Hillmann
and Jeffrey Rachlinski from Cornell Univer-
sity titled “Consumer Standard Form Con-
tracting Practices on the Internet” (Hillmann
and Rachlinski. 2001). The authors studied
consumer demand as a factor to discipline
market power. Informed consumers would
shape markets and generate market pressure,
which again would motivate businesses to
offer services at fair, reasonable terms. On
the other hand, the authors had to admit that
the potential power of consumers does not
yet play a major role in practice. One reason
to explain this is that most consumers do not
even read contractual notices. Only 4 % of
the 92 responding interviewees generally
read contractual notices and 44 % never read
them. The authors concluded that transpar-
ency obligations benefited in the best case a
fraction of the consumer-base — the reading
consumers — and left other parties aside, such
as poorer and less educated consumers. This
could be an argument against relying on
transparency obligations alone and in favour
of taking recourse to additional, stricter obli-
gations for service providers. The study
warned, however, against lawmakers failing
to take into account the cost-benefit relation
of legal interference. This was also a refer-
ence to the self-healing powers of the market.
In this context, Professor Jean Braucher,
University of Arizona, introduced an interest-
ing project - the “Stop before you click cam-
paign”. This is a campaign by AFFECT
(Americans for Fair Electronic Commerce
Transactions; cf. sources) to promote fair
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business practices and to guide sellers, users
of digital products and policymakers in de-
veloping balanced law to govern purchases
of off-the-shelf software and digital products.
The initiative is the result of co-operation
between consumer advocates, industry repre-
sentatives, non-governmental organizations
and academics and has resulted in 12 princi-
ples for fair commerce in software and other
digital products (cf. AFFECT).

Far away from idealizing consumer
protection law

The need to approach consumer protection
laws with a sound portion of critical consid-
eration was another conclusion from this
conference. Not all laws that are labelled
consumer protection laws are indeed de-
signed to take care of the interests of con-
sumers. This was a point that was made, for
example, very clearly by Professor Norman
Silber, Hofstra University. Professor Silber
demonstrated that consumer protection laws
can be also pieces of rent-seeking-
legislation-in-disguise, by formulating rules
that respond in reality to the needs and inter-
ests of very different interest groups beside
consumers. One consequence is that con-
sumer protection rules, instead of protecting
consumers, can have occasionally very det-
rimental effects on the position of consum-
ers. This is not to say that there are no good
and effective consumer protection laws.
However, as Professor Silber pointed out
correctly one should be aware of the diffi-
culty of designing laws that respond to the
real needs of consumers in an age that he
described as one of “misinformation and
widespread consumer victimization”.

Other conference participants warned against
overestimating the impact of information
technologies on the position of consumers.
Many problems that were identified as con-
sumer-issues in the online sector were not
new at all, but actually well-known already
from the offline world. Professor Richard
Epstein, University of Chicago, was a clear
advocate of this point of view. He claimed
that one result of the urge to protect consum-
ers from the pitfalls of the online sector is
that some laws contain even too much con-
sumer protection. They are not based on a

realistic assessment of who consumers are
and how they behave in an information
economy. The example that he gave was the
Uniform Computer Information Transactions
Act (UCITA), a proposed uniform law to
create new rules for software licensing,
online access and other transactions in com-
puter information. Professor Epstein de-
fended standard industry practices, such as
click-wrap licenses and other standard-term
contracts. However, they are target of many
complaints from consumer advocacy groups
(cf. AFFECT 2005b). Professor Jean
Braucher from the University of Arizona
referred to them as “sneakwrap” licenses that
manipulate consumers to make purchases
they might have otherwise avoided. In con-
trast, Professor Epstein claimed that con-
sumer expectations actually support standard
term contracts, and that such practices were
economically and socially efficient.

On the question if consumer protection is
a matter for general or sector-specific law

While some speakers claimed that consumer
legislation does not necessarily respond ade-
quately to the interests and needs of consum-
ers, others demonstrated that laws that were,
so far, not commonly thought of as consumer
protection laws actually might serve this
function rather well. This was a point Profes-
sor Pamela Samuelson made in her presenta-
tion. Professor Samuelson demonstrated that
copyright law, which some experts claim is
not designed to serve the consumer side,
provides for a range of provisions that re-
spond to important concerns of consumers.
Examples brought by Professor Samuelson
were the first sale doctrine, the fair use ex-
ception in US copyright law, the possibility
to use ideas and information in copyrighted
works and the provisions on privacy and the
parental control privilege in the DMCA. An-
other question is to what extent these provi-
sions are still effective in a DRM-ruled envi-
ronment.

Professor Jean Braucher, University of Ari-
zona, explained some of the drawbacks of
general consumer protection law: most con-
sumer protection laws still apply to products
and thereby cause legal uncertainty on
whether, for example, download or subscrip-
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tion services qualify for protection. More-
over, often, general consumer protection law
provisions are kept very general, which is
another reason why they do not provide for
much legal certainty. On the other hand, as
Professor David McGowan, University of
Minnesota, pointed out: using sector specific
laws to protect consumer interests would also
bear the risk of overstretching such laws and
interpreting them too narrowly and in a bi-
ased way. This was a reason why, as Profes-
sor McGowan claimed in response to Profes-
sor Samuelson’s presentation, interpreting
consumer protection rules into copyright law
is “at odds with basic principles of copyright
law”. He also pointed out that the notion of
the consumer is not homogenous. Rules, such
as a prohibition of reverse engineering might
benefit certain parts of the consumer base;
whereas the effect of the prohibition was
neutral as far as other consumers, notably the
group of passive or technically less skilled
consumers, were concerned. This point re-
emphasised another aspect that was brought
forward during the conference, namely that
in order to draft effective rules to protect the
interests of consumers when contracting for
and consuming digital content, it was crucial
to know who are the consumers, and how the
different segments of the market are charac-
terized. Having said this, Professor
McGowan also acknowledged that copyright
law is not exclusively designed to stimulate
creators, as already demonstrated by Profes-
sor Samuelson. He also suggested that a utili-
tarian view of copyright law must not pre-
clude interpreting aspects of consumer pro-
tection into copyright law. The decisive fac-
tor, so said Professor McGowan, is the total
surplus, not only consumer or service pro-
vider surplus.

Conclusions

Consumer protection is far from being an
anachronism in the information economy.
Consumer protection is “hot” for various
reasons. There is a strong social interest in
consumer protection in order to prevent so-
cial exclusion (cf. e.g. European Council
2002) and to safeguard or restore the balance
between distributors and consumers of digital
content. Guaranteeing a strong and inde-
pendent role of consumers can be important

for economic reasons, too, to promote con-
sumers as market drivers and controlling
instances. Protecting consumers in the digital
economy can be hence a way to further both
public and economic interests at the same
time.

Still, the matter is not as simple as that. Ex-
isting consumer protection regulations are
not always drafted to protect the weaker
party in commercial dealings. They can also
be the result of rent-seeking and industry
interests. This finding further emphasizes the
need to learn more about the way consumers
use digital content, what legitimate consumer
interests and expectations are and how they
can be best protected. This is not an easy task
due to the lack of homogeneity of the group
called “the consumers” as well as due to the
difficulty of striking a balance between
sometimes rather conflicting positions, even
on the part of consumers themselves. This is
why the next conference to address the con-
sumer issue should more strongly involve
consumer representatives and consumer or-
ganizations. Moreover, the Seattle confer-
ence again demonstrated that consumer pro-
tection is not a legal issue only, but also a
matter of adequate technical solutions and
business models, thereby stressing the advan-
tages of a more interdisciplinary approach.

One important question that needs further
discussion in both the US and in Europe is to
what extent consumers can be reasonably
expected to protect themselves, and when a
more paternalistic approach in the form of
regulatory intervention is needed. On the one
hand, the new technologies offer consumers
new opportunities to express their prefer-
ences, to benefit from interactivity, choice
and more differentiated service offers. On the
other hand, factors such as the existence of
technical and contractual lock-in situations,
vigorous standard battles, the gap between
highly educated and technically skilled and
badly informed or poor consumers, render
the vision of “the” consumer who is able,
ready and willing to protect himself an illu-
sion. This is why more clarity is needed on
where the responsibility of consumers shall
end, and where liability of service providers
shall begin.
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Another question that deserves future atten-
tion is whether, once it is decided that more
elaborate provisions on consumer protection
are needed, this is a matter for general con-
sumer protection law, competition law or
sector specific laws, such as copyright, patent
and banking law. One key question in this
context is whether the relevant sector specific
laws, such as copyright law, are also de-
signed to protect the consumer side and offer,
among others, the procedural means to en-
force the rights and interests of consumers.
Also this is an issue that is far from being
settled yet.

Bottom line

All speakers were well aware of the fact that
most of the issues discussed that day in Seat-
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A2K: Access to Knowledge — Make it happen
By: Natali Helberger, IViR, Amsterdam, The Netherlands

Abstract: A2K stands for “Access to Knowledge” and is the acronym for a global initiative that
took its start in 2004 and that is progressing quickly. The goal of the A2K initiative is to restore
the instable balance between the interests of holders of exclusive rights in creative content and
users of such content. One element of the initiative is the drafting of a proposal for a treaty to

protect and promote access to knowledge.

Keywords: conference report — consumer rights, developing countries, disabled persons,

intermediaries

Introduction

Access to knowledge — who would not agree
that this is a subject matter that is of great
social and democratic importance, a matter
that can rightly be described as a human
need, in developed as well as developing
countries. Not only is access to knowledge
globally acknowledged as a desirable value,
worthy of being promoted and protected,
there is also a widely shared feeling that in
the so-called “information economy” the
ongoing expansion of intellectual property
law, as well as the way exclusive rights in
contents are exercised, actually threatens
access to knowledge in many ways. Thus it is
surprising to realize that access to knowledge
is an issue that has been rather neglected
when drafting recent pieces of intellectual
property (IP) legislation, such as the World
Intellectual Property Organization (WIPO)
Copyright and Performers and Phonograms
Treaty, the Digital Millennium Copyright
Act, the European Copyright Directive, to
name but some.

The call for access to knowledge gains an
additional dimension from the perspective of
developing countries. As Peter Drahos from
the Australian National University explains:
“For developing countries the coming cen-
tury of knowledge-based growth raises two
basic development priorities. The first is that
these countries must give more urgent atten-
tion to encouraging investment in human
capital and this essentially translates into
investment in health and education. The sec-
ond basic priority is to think creatively about
models of governance for the production of
knowledge that maximize the participation of
developing countries in the processes of in-

novation, that maximizes the spillover bene-
fits of knowledge and that minimize the so-
cial cost of accumulating knowledge.” In
other words, the Information Society is not a
phenomenon that ends at the borders of de-
veloped countries. Access to knowledge is a
matter of great interest for developing coun-
tries as well, and a means to protect and de-
fend their interests in the global economy.

Drafting a treaty on access to knowledge

In May 2005, experts from the US, Serbia,
South Africa, UK, the Netherlands, Spain,
Greece, Italy, Germany, Malaysia, France,
India, Canada, Korea, Brasil, Chile, among
others, met in London for a second round of
drafting a proposal for a Treaty on Access to
Knowledge (A2K 2005). In a two-day mara-
thon a consolidated version of the draft
Treaty was presented for discussion to repre-
sentatives from non-governmental organiza-
tions and consumer organizations, academ-
ics, governments, international organizations,
academics, foundations, standardization bod-
ies and industry players.

The first meeting took place in Geneva ear-
lier this year, when a smaller group of ex-
perts brainstormed and submitted first pro-
posals on what the content of such a Treaty
could be. The original idea for a Treaty on
Access to Knowledge has its origin in a pro-
posal for a development agenda that was
made by Argentina and Brazil at a WIPO
General Assembly in 2004 (WIPO 2004).
Civil society representatives, among them the
Transatlantic Consumer Dialogue (TACD;
cf.sources) and the Consumer Project on
Technology (CPTech; cf sources) recognized
the potential and rightfulness of such a pro-
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posal and engaged in developing it further by
starting a global initiative — the A2K initia-
tive.

Scope and content

The version of a draft Treaty that was pre-
sented in London begins with a Preamble
that describes the motives and guiding prin-
ciples for this initiative. The Preamble ex-
presses concerns about an arbitrary expan-
sion of IP rights and the effect this can have
for individual participation in creation, tech-
nological and economic progress, innovation,
development, research and education. The
goal of the Treaty is to create opportunities
for the accumulation, distribution and sharing
of knowledge, as well as benefiting from
knowledge on a global level. The initiative is
aimed at both developing and the developed
countries; it is aware of possible disparities
and different needs of both, developing and
developed countries.

The actual draft provisions consist of a bun-
dle of ideas on how to promote and protect
access. Most of the suggestions made have
already been subject to extensive research,
and are the result of practical experience or
are inspired by already existing national or
international legal solutions. They cover a
comprehensive agenda of 12 different subject
matters, all of which have in common that
they address ways of how to make knowl-
edge accessible and how to realize the eco-
nomic, academic and social benefits of ac-
cess to knowledge. The draft includes provi-
sions on the nature and scope of obligations
in this draft treaty, its relationship to other
international and regional agreements, provi-
sions on governance and enforcement. It has
provisions regarding limitations and excep-
tions to copyright and related rights, on col-
lecting societies and access to publicly
funded research. Other sections deal with
patents, the promotion of open standards and
the relationship between intellectual property
and competition law. A selection of the sug-
gested provisions that are most relevant for
the INDICARE project will be discussed
more closely in the following. These are the
proposed provisions concerning the excep-
tions and limitations to copyright law and

DRMs. In a last section, an overview of the
next steps of the initiative is given.

Exceptions and limitations to copyright
law

One major section of the draft Treaty sug-
gests provisions regarding limitations and
exceptions to copyrights and related rights,
and here more specifically exceptions and
limitations to exclusive economic exploita-
tion rights (not: moral rights). The principal
idea behind this section is the need to pre-
serve and promote a number of uses of crea-
tive works that should not be inhibited by
exclusive intellectual property rights. This
can be the use of works for education, sci-
ence or preservation. This can be the use by
groups with special needs and interests, such
as persons with disabilities, but also distant
education institutions, the media or develop-
ing countries. This can be the use of works
by intermediaries for the purpose of making
the works accessible to third parties; exam-
ples are search engines and Internet Service
Providers (ISPs).

One issue that generated a good deal of criti-
cal discussion in this context was the rela-
tionship of the suggested exceptions and
limitations in the draft treaty and provisions
in other, existing treaties. This is most cer-
tainly a point that will deserve further atten-
tion during future meetings. Some of the
proposed exceptions already exist in this or a
similar form in other legal texts, such as in
the TRIPs agreement or the European Copy-
right Directive. Others are new, such as an
exception on search engines, which will be
discussed more in depth in the following.

Exceptions for knowledge-intermediaries

In a vast and difficult-to-overview informa-
tion environment, seekers of access to
knowledge rely increasingly on the services
of intermediaries that select, bundle, guide
and offer access to contents. Such knowl-
edge-intermediaries can be search engines,
portals, libraries, archives or schools, to
name but some. Their activity — providing
access to knowledge — must be reconciled
with the interests of holders of intellectual
property rights to control the distribution of
such content. Occasionally, the interests con-
flict. One example are search engines, and
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the search-engine exception in the draft
Treaty is a response to an ongoing discussion
whether search engines, such as google.com
or yahoo.com, conflict with copyright law by
deeplinking and/or caching. If this was the
case, holders of intellectual property rights
could possibly abuse such rights to impede
the function of search engines (cf. BGH
2003). The search-engine exception in the
draft A2K Treaty seeks to avoid the use of
intellectual property rights to impede the
work of search engines. In the version from
May 2005, it reads: “The use of works in
connection with Internet search engines, so
long as the owners of works do not make
reasonably effective measures to prevent
access by Internet search engines, and the
Internet search engine service provides con-
venient and effective means to remove works
from databases upon request of the right
owner” (A2K 2005, article 3-1 (ix)). Addi-
tional exceptions are designed to benefit
institutions that make knowledge accessible,
such as education and research institutions,
distant education universities, archives and
libraries.

The exceptions in favour of knowledge-
intermediaries such as search engines, librar-
ies, archives and academic institution ac-
knowledge that one important precondition
for access to knowledge is the existence of
institutions that make knowledge accessible.
Consequently, one way to stimulate access to
knowledge is to support the work of institu-
tions that generate, aggregate and dissemi-
nate knowledge. The experts at the London
meeting remarked rightly that the work of
such institutions should not stop at national
borders. It was demonstrated that there can
be valid, also economic, arguments to open
for examples archives in one country for
citizens in other countries. Share-as-share-
likewise models can be the basis for sustain-
able and attractive business models and, at
the same time, ensure that citizens from dif-
ferent countries have access to knowledge
hosted in other countries.

In a similar direction — making knowledge
accessible — are provisions in the draft Treaty
that seek to expand and enhance the knowl-
edge commons. Proposals made include the
compulsory licensing of copyrighted works

in developing countries, the making available
publicly of works resulting from govern-
ment-funded research, access to archives of
public broadcasters and government informa-
tion as well as the idea of so-called “Knowl-
edge Commons Databases”. The proposed
Article on Knowledge Commons Databases
stipulates that persons, organizations or
communities that seek to establish open da-
tabases that address an important public in-
terest and are freely available to all should be
exempted for a limited period of time from
the application of exclusive rights.

Exceptions for people with special needs

Accessibility is also at the heart of a set of
exceptions in favour of visually impaired or
hearing impaired persons or persons with
other disabilities. A representative of the
World Blind Union explained the special
situation of these groups. Two major issues
in this context are accessibility and equity.
People with visual, hearing or other impedi-
ments should be able to read same material
as everybody else at the same time. This
means in most cases that the content has to
be adapted beforehand. Where the exercise of
economic rights in contents inhibits the mak-
ing larger of, reformatting and offering of
contents in a format that is compatible with
special player devices, this goes clearly at the
expense of people with disabilities. To im-
prove this situation, exceptions are needed
that allow the formatting of works and also
the importing and exporting of works that
have been already formatted in another coun-
try. The international availability of accessi-
ble content created in one country should not
be restricted because different exceptions
apply in different countries. This is even
more so because the amount of adequately
formatted material is limited. Important was
also the observation that there is no homoge-
nous group of disabled people and that each
group would need its own specific set of
exceptions in order to be able to benefit from
access to knowledge. The representative of
the World Blind Union emphasized that the
different groups of disabled people have a
strong interest in stimulating large commer-
cial production of readable copies and are
therefore interested in active cooperation
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with publishers and in finding ways to recon-
cile the interests of all parties.

Access to knowledge and digital rights
management

Article 3-6 of the draft Treaty is specifically
directed at Digital Rights Management
(DRM) and Technological Protection Meas-
ures (TPM) that are designed to restrict elec-
tronic access to knowledge. In its first part,
the proposed article points towards the risks
of DRMs and/or TPMs for the application of
exceptions and limitations to exclusive
rights, access to knowledge for the visually
impaired or other people with disabilities,
consumers, competitors and archives. The
provision warns that unfair contract terms,
the so-called business rules that are enforced
through DRMs and the inadequate disclosure
of limitations of uses of works can harm
consumers. It, furthermore, calls attention to
the danger of anti-competitive practices as a
consequence of the use of DRMs or TPMs.
Market segmentation and anti-competitive
tying practices may result in higher prices
and reduced innovation. The present wording
of the draft provision acknowledges that
DRMs are part of a larger problem that
reaches into the realms of competition law
and consumer protection. Having said that,
several experts criticized that the provisions
on consumer protection were still too narrow
and required more elaboration, possibly in a
separate article.

The goal of the second part of Article 3-6 is
to ensure that the users of DRMs or TPMs
respect prevailing public interest reasons in
making knowledge accessible. The present
concept of the second part of Article 3-6 of
the Treaty to realize this objective is to say
that legal prohibitions against anti-
circumvention of DRM and TPM measures
shall be restricted or not enforced in certain
cases. Examples are a situation in which
DRMs or TPMs preclude the implementation
of Free and Open Software, in which the
operators of such measures fail to inform
consumers about their restriction modes and
the terms under which they can be invoked or
where DRM and TMPs are used to restrict
access to public domain material. Insofar,
national regulations should not prohibit the

making available of technologies or services
that facilitate circumvention for legitimate or
authorized uses. One of the criticisms that
were expressed regarding this proposal is that
only few consumers will have sufficient con-
fidence in their technical abilities to actually
circumvent DRMs and TPMS. Another prob-
lem is communicating clearly and under-
standably to consumers when they would be
entitled to do so.

Bottom line

As one participant worded it: “Our strength
is diversity, our weakness is too much diver-
sity”. No doubt — the Access to Knowledge
Treaty is an ambitious initiative that seeks to
cover a whole range of areas. The resulting
danger is to loose sight of the ultimate goal
and to get caught in a multitude of different
topics each of which might deserve to be
subject of an initiative of its own. But this is
just one reason more to remember the
strength of the A2K initiative: this is the
ability of its initiators to mobilize a group of
international experts from different disci-
plines and backgrounds that all share a com-
mon motive: being convinced that it is high
time for some action to restore the often de-
plored imbalance between consumers and
producers of electronic content. The compo-
sition of the round of experts that came to-
gether in London enabled the scrutinization
of this first proposal from many different
perspectives and its exposure to constructive
criticism from different disciplines and areas
of expertise.

The present content page of the draft reads
like the wish list of someone who has missed
out the last three year’s Christmas. It gives a
good impression of the range of issues that
have been, on the one hand, caused and, on
the other hand, ignored by recent legal, eco-
nomic and technological developments in the
IP field. It is now for the drafting commit-
tee(s) to extract from this pool of ideas the
most relevant ones and to expose them to
further discussion. For the time being, the
participants in the second A2K meeting left
London exhausted but with the distinct feel-
ing of having taken yet another step in the
right direction.
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First supplement of the INDICARE State-of-the-Art-Report

released
By: INDICARE Team

Abstract: The issue of DRMs and Consumer Concerns is beginning to draw attention. This is
one conclusion of the first supplement of the INDICARE State-of-the-Art Report. After the INDI-
CARE State-of-the-Art Report, published in December 2004, has provided a first overview of the
social, technical, legal and economic discussion about Digital Rights Management (DRM) solu-
tions, the INDICARE-team continued to monitor the developments in this sector. The present
supplement reports on new developments since December 2004. It also responds to a number
of comments INDICARE received on the first report from experts and interested parties. Central
in the present publication is a selection of issues that reflect new developments or that, in the
view of the INDICARE team, deserve more attention in future discussions.

Keywords: announcement — INDICARE

Topics that this publication reports about are,
among others, the authorized domain, recent
studies concerning the position of consumers
with disabilities and DRMs, developing
countries, and international aspects of DRM
in general. The supplement describes recent
legal initiatives in Norway, Germany and
Belgium. It also highlights some important
consultation procedures and initiatives con-
cerning DRMs that were initialised by the
European Consumer Law Group (ECLQG),
The European Consumer Organisation
(BEUC) and the Transatlantic Consumer
Dialogue (TACD). An update on recent
technical developments in the field of copy

protection for different media is given. Fi-
nally, the role of DRM in the information
economy is discussed and if DRM, from the
business perspective, are primarily means of
copy protection or business model enablers.
New DRM-based business models are intro-
duced that are based on viral marketing,
peer-to-peer networks or subscription and
rental services. And then there are alternative
business models, new DRM-free content
offerings that are reported about in this sup-
plement.

The supplement concludes that the DRM
sector is on the move, and that consumer and
DRM issues are slowly but consequently
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generating more attention and triggering new
initiatives in research, business models, and
on the regulatory field. The authors con-
clude: “The issues discussed in this publica-
tion are issues that will very likely see more

Consumer  Acceptability. A Multi-
Disciplinary Discussion of Consumer Con-
cerns and Expectations” is available for free
download at: http://www.indicare.org/tiki-
download file.php?fileld=111

activity in the future. INDICARE will con-
tinue to monitor the sector until the next up-
date end of the year”.

You are kindly invited to give us your feed-
back, please use the “add comment” button
below. Your feedback will be considered in a
The first supplement to the State-of-the-Art second update of the report.

Report on “Digital Rights Management and
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INDICARE consumer survey on digital music published
By: Nicole Dufft, Berlecon, Berlin, Germany

A representative survey among 4852 European consumers finds that a large share of Internet
users already has experience with digital music. However, the survey shows that the main
source for digital music are ripped CDs, not Internet downloads. In addition, the survey reveals
that consumers are not well informed about usage restrictions and DRM applied by online music
stores. As a result, they are confused when technical restrictions keep them from burning, shar-
ing or transferring music between devices. The report also shows that digital music on the Inter-

net is an excellent tool for musicians and their labels to promote new music.

Keywords: announcement — INDICARE

According to the survey that was produced
by Berlecon Research for INDICARE, 69
percent of European Internet users listen to
digital music on their computer, 40 percent
use a MP3 player. Digital music files are,
however, not primarily downloaded from the
Internet. By far the most important source for
digital music are ripped CDs that consumers
either purchased themselves or borrowed
from family members and friends.

Already one third of digital music users have
shopped in online music stores. Their experi-
ences, however, were not always good ones.
The majority of music store customers is not
well informed about usage restrictions and
the application of Digital Rights Manage-
ment (DRM) technology. “This lack of
knowledge often results in problems when
consumers want to use their purchased music
files”, says Nicole Dufft, senior analyst at
Berlecon Research. ”Consumers expect that
they can burn, share, and transfer their digital

music files between different devices. They
are confused and annoyed when technical
restrictions keep them from doing so.” Berle-
con, therefore, recommends online and mo-
bile music stores to significantly improve
their information policy. “This is not only
necessary for the sake of informed consum-
ers but also for the sake of satisfied custom-

2

€r18s.

The survey results confirm that music on the
Internet is very well suited for marketing
activities by musicians and their labels: 64
percent of the digital music users who have
discovered a new artist on the Internet have
subsequently bought a CD by this artist, 16
percent have bought more digital music. This
should be reason enough for the music indus-
try to make it easy for consumers to discover
new music on the Internet, e.g. by supporting
sharing and recommendation features. The
report also reveals that these efforts should
not only center around young user groups but
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should particularly target older Internet users.
Nicole Dufft: “We found that particularly
those older than 40 have spent money on
digital music and CDs after having discov-
ered a new artist.”

The representative survey was conducted in
February 2005 among 4852 Internet users in

Germany, UK, Spain, France, Hungary, The
Netherlands, and Sweden. The survey is part
of the INDICARE project, which aims at
raising the awareness about consumer and
user issues of DRM solutions in Europe.

The survey results are available for free
download at www.indicare.org/survey.
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Editorial of INDICARE Monitor Vol. 2, No 4, 24 June 2005
By: Knud Bdhle, ITAS, Karlsruhe, Germany

Abstract: The nine articles of this issue (one of them an interview) are arranged in a topical
order regulation (4), business (3) and finally technology (2) — knowing of course that in DRM
matters all three dimensions are concurrent. Two articles appear to be especially suited to pro-
voke and raise debate: One severely criticises the CC approach (“Creative Humbug”) and the
other (“Contractual balance in digital content services”) investigates the far reaching implica-
tions of the long-term shift from a product paradigm to a service paradigm in digital media offer-
ings. In the new setting, DRM systems would no longer be understood as restrictions by con-

sumers but as part of a fair bargain.
Keywords: editorial — INDICARE

INDICARE news

The 3rd INDICARE Workshop about “Fair
DRM Use” was organized by the Institute for
Information Law (IViR) and took place in
Amsterdam, 28 May 2005. The findings of
the workshop and the papers presented will
be made available as “workshop report” next
month.

The first INDICARE survey on “Digital Mu-
sic Usage and DRM” published end of May
has been downloaded more than 1,000 times
in one month. An invitation to present the
survey results at Jupiter’s DRM Strategies
Conference (cf. sources) in New York next
month is another indicator that INDICARE’s
European consumer survey has raised inter-
est.

About this issue

Regulation and confusion

We start this issue with an INDICARE-
Interview by Nicole Dufft. She interviewed
Till Kreutzer of iRights.info (an information
portal aiming to help consumers with copy-
right law in the digital world). The interview
is particularly interesting because the criti-
cism of current copyright law is not derived
from sophisticated academic debate but
based on complaints and lack of orientation
felt by consumers. On the one hand copyright
law becomes more and more relevant for
consumers, on the other hand it gets more
complex and more confusing. More informa-
tion is one answer, the other is to rethink
copyright.

Péter Benjamin Toth, a copyright expert,
who has also argued in this journal before to
rethink copyright (Todt 2005) is this time
very polemic about Creative Commons, ac-
cusing CC licenses of being inflexible and
unenforceable at the end of the day. In the
context of an informed dialogue (i.e. INDI-
CARE) it is not the polemic that counts, but
the issue raised. What is at stake is, so to
speak, the “standing” of CC licenses. CC
advocates are of course invited to counter
Toth’s arguments and allegations.

In the next contribution CC advocate Ellen
Euler (Centre for Applied Legal Studies,
Karlsruhe) argues that to be successful, Open
Access requires open content licenses like
Creative Commons Public License, Science
Commons Public License or — relevant in
Germany — Digital Peer Publishing License.
The state and role of CCPL, DPPL, SCPL in
scientific open access publishing is presented
and discussed. In her view, most authors still
do not make their works openly accessible
simply because they are not informed — not
because of shortcomings of licenses avail-
able.

The article by Thomas Rieber-Mohn, Univer-
sity of Oslo, addresses the implementation of
the EUCD Article 6 in Norway. He argues
that the approach taken in Norway contains
innovative elements and would offer real
protection of consumer rights — presumably
more than in any EU member state. Isn’t it
amazing that a non-EU-country is going to
implement the EUCD in a more consumer-

INDICARE Monitor Vol. 2, No 4, 24 June 2005

102



friendly way than any EU member state?
Let’s look again after the law has passed.

Business models and emerging media mar-
kets

The “business section” of this issue is opened
by Timo Ruikka (Nokia). In a type of fore-
sight exercise, he presents the move from
media products to new media services. In
these new media services DRM has another
role to play than in the old “legacy model” of
book and CD purchases. Ruikka believes that
these future DRM-based services (e.g. lend-
ing, rental, “disposable” consumption of
works) will provide significant value to con-
sumers. In this future setting “contractual
balance” will become more relevant.

Philipp Bohn, a new colleague in the INDI-
CARE team working for Berlecon, intro-
duces himself as an analyst with two contri-
butions. In his first contribution he analyses
new music offerings on a subscription basis
by Yahoo!, RealNetworks and Napster — not
yet the future services Timo Ruikka has in
mind. Bohn investigates the different busi-
ness models, the features of the DRM sys-
tems applied, and the advantages and disad-
vantages respectively for consumers, online
retailers and the music industry.

In his second article he elaborates on the
hypothesis that commercialization of P2P
sharing offers potential benefits for consum-
ers and the industry alike — a topic first dealt
with in the INDICARE Monitor by Bill
Rosenblatt (2004). Philipp Bohn analyses
again different business models and evalu-
ates what’s in them for consumers and busi-
nesses. Both articles also add to the findings
of the first INDICARE survey (cf. the article
by Nicole Dufft in the last INDICARE Moni-
tor). While the survey gathered reliable data
on the demand side, i.e. on the preferences
and behaviour of European consumers, the
present articles add information not readily

Sources

available about the supply side (in particular
P2P- and subscription based services).

Technical matters

The last two contributions deal upfront with
technical matters, however they also touch
upon the future of DRM-standardisation and
new application fields. Ernd Jeges from
SEARCH, our Hungarian partner, first de-
scribes the Digital Media Project (DMP)
giving a brief overview of DMP and its ap-
proach. Although we already published an
interview with Leonardo Chiariglione last
year (Chiariglione 2004), we have decided to
deal again with this project, because DRM-
standardisation is one of the crucial issues,
and DMP offers one bottom-up approach to
DRM-standardisation worth following, ana-
lysing and assessing. What we publish in this
issue is just the first part. The second part
will go a step further, attempting to assess
the DMP approach in order to stimulate de-
bate about its merits and possible shortcom-
ings, and more generally about practices of
DRM-standardisation.

Finally Ernd Jeges reports about a three day
course on “Digital Rights Management —
from theory to implementations” organized
by the Université catholique de Louvain
(Belgium). In fact it was an expert meeting
about different technical aspects of DRM.
The report however is not only interesting for
engineers. The course also produced insights
into future application fields of DRM like 3D
object representations, 3D-television, 3D-
Google or digital cinema, all of which seem
to deserve technical protection measures not
yet developed.

Bottom line

This present issue is particularly full of thor-
ough analysis and provocation. Why not use
the comment function of the articles on our
web-site?

» Chiariglione, Leonardo (2004): Chiariglione’s vision: An interoperable DRM platform to the benefit of
all. INDICARE-Interview by Knud Bdhle INDICARE Monitor, Vol. 1, No 6/7, December 2004;
http://www.indicare.org/tiki-read_article.php?articleld=58

» DRM Strategies Conference in New York, July 27-28:

http://www.jupiterevents.com/drm/fall05/index.html
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» Dufft, Nicole (2005): Digital music usage and DRM. Results from a representative consumer
survey INDICARE Monitor, Vol. No 3, 30 May 2005;
http://www.indicare.org/tiki-read_article.php?articleld=109

» Rosenblatt, Bill (2004): Learning from P2P: Evolution of business models for online content. INDI-
CARE Monitor, Vol. 1, No 6/7, December 2004;
http://www.indicare.org/tiki-read_article.php?articleld=61

» Todt, Péter Benjamin (2004): Need for a comprehensive re-thinking of “DRM” systems and copyright
INDICARE Monitor, Vol 1, No 9, 25 February 2005;
http://www.indicare.org/tiki-read_article.php?articleld=79
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Copyright — complexity — confusion
“The basic approach to copyright needs rethinking”

By: Till Kreutzer, iRights.info, Berlin, Germany

INDICARE-Interview by Nicole Dufft, Berlecon Research, Berlin. Copyright has become in-
creasingly complex and difficult to understand. Consumers of digital content as well as content
creators are confused about their rights and obligations arising from copyright law. Better infor-
mation of users of digital content is necessary, but at the end of the day the basic approach of
copyright needs rethinking.

Keywords: interview — consumer behaviour, copyright law, creators, file sharing, private copy,
transparency — Germany

About iRights.info and Till Kreutzer copyright law (the so-called “second bas-
Is private copying a crime? Is it illegal to ket”).

copy a CD or DVD? Or to save a movie to |ND|ICARE: Mr. Kreutzer, why is copyright

my computer’s hard-drive? To answer these  {ecoming increasingly complex and difficult
questions is more difficult than ever, as to understand in the digital world?
changes in copyright law result in a complex-

ity that is hard to oversee even for lawyers — T. Kreutzer: The reasons are manifold. In
let alone for common users. iRights.info, a My opinion there are two main causes for the
new German information portal for copyright increasing complexity of copyright law for
law in the digital world, wants to give users the consumer. First, copyright causes new
orientation. problems for the consumers simply because

it concerns them increasingly. In the “ana-
logue age” copyright was of minor impor-
tance in private life. Reading a book or lis-
tening to a record does not pertain copyright
so there was no need for the user to care
about legal issues when using intellectual
goods in the usual way. This even applied to
private copying. The few (technical) possi-

Till Kreutzer is editor of iRights.info. He is a
lawyer and partner in the “Office for Infor-
mation Law Expertise” in Hamburg. He is
heading the copyright division of the “Insti-
tute for Legal Issues on Free and Open
Source Software” (ifrOSS) and was a mem-
ber of the working group of the German gov-
ernment for the reformation of the German
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bilities to make private copies like photo-
copying an article in a library or recording a
broadcast with a video recorder were indis-
putably permitted by (German) law.

The coming of digital technologies intro-
duced essential changes in the possibilities
for the user to handle copyrighted goods and
in consumer habits. All of a sudden every-
body was able to become a distributor and
creator of copyrighted works with his home
equipment — a normal personal computer was
enough. It seems that still even today most
users don’t accept or don’t understand that
when using the Internet one has to be more
aware of copyright issues. There are signifi-
cantly stricter rules when publishing on the
net than for any use in the private environ-
ment. For example most users don’t seem to
understand that they need permission when
publishing other peoples’ works on the Inter-
net even if they don’t pursue any commercial
interests. Apparently users think putting pic-
tures or texts on the Internet is comparable to
sharing CDs or videos with friends. It is ap-
parently hard to understand for the users that
in terms of copyright law the salient point is
not the lack of commercial purpose but the
making available to the public.

The second reason for the increasing com-
plexity of copyright law for the consumer is a
result of copyright law itself. The modifica-
tion of existing copyright exceptions, the
complexity of the new exceptions and the
legal protection of technical measures like
copy protection and what that means for pri-
vate copying have led to profound problems
of understanding. This happened because the
legislator had to make significant compro-
mises in the face of the massive lobbying of
the various stakeholders. To give an exam-
ple: In 2003 the German legislator introduced
a new copyright exception that allows the
online use of copyrighted works for educa-
tional and scientific purposes. Due to sub-
stantial lobbying of the film industry, among
others, this exception was restricted in regard
to motion pictures. This means that movies
are not allowed to be used in schools or uni-
versities unless two years have passed since
their first performance in the cinemas. What
the legislator did not consider was that many
films, especially those that are of peculiar

interest to education and science, are never
shown in cinemas, for example documenta-
ries and educational films. The legal position
regarding these films, which are indisputably
numerous and significant, is completely
vague. Teachers would have to be copyright
experts in order to be able to decide if the 2-
year rule can be applied to these kinds of
films as well.

INDICARE: What are, in your experience,
the major problems that consumers of digital
content are facing today? What are the most
common topics discussed in your forum?
Where are information gaps most severe?

T. Kreutzer: In my experience, the biggest
uncertainties exist in relation to the private
copy exception (which is mandatory under
German law) and the protection of technical
measures (technical copy protection). Both
the reasoning behind the legal solution and
the legal provisions in detail leave open a
large number of questions.

For example it is difficult to explain why the
lawmaker decided that digital private copy-
ing is still legal but, at the same time, it is
illegal to circumvent technical provisions to
make the copy. The users - who are generally
not familiar with legal issues - seem to think
this is a semantic error.

However, there is even more to it: most users
are  highly alienated by the anti-
circumvention rules in general. In my opin-
ion the reasons are obvious. The term “cir-
cumvention” for example is so vague that
even experts don’t know what it exactly en-
tails. The possible cases are so various and
widespread that many questions remain open
— even if one does have an idea about the
legal issues. Is it illegal to copy a CD that is
labelled “copy protected” by using an ordi-
nary CD recorder and ordinary copying soft-
ware? Am I allowed to make a record of a
protected music file by analogue copying? Is
it allowed to circumvent CSS when other-
wise I would not be able to watch my DVD
on my Linux laptop? These are all frequently
asked questions. On the one hand it is under-
standable that the legislator utilized so many
vague terms in order to make sure that the
law will not be obsolete by the time it is en-
acted. On the other hand it leads to insur-

INDICARE Monitor Vol. 2, No 4, 24 June 2005

105



mountable difficulties when attempting to
apply this law, specifically for the normal
user.

Another point of insecurity for users pertains
to questions of filesharing. We have ob-
served that most users assume that “fileshar-
ing is illegal”. I emphasise this exaggerated,
undifferentiated statement intentionally be-
cause it reflects the misconceptions regarding
copyright very well. Even fairly “informed”
users are not aware of the difference between
file-downloads, that are in most cases permit-
ted according to the private copying excep-
tion, and the provision of files on their hard-
drive for others. For users both acts are di-
rectly related. This perception can be traced
back to the technical environment. In general
the default settings of the filesharing client
software are set up in a way that every
downloaded file will be saved in the “shared
folder” which means that it is automatically
made available for other users to download. I
suppose that most users don’t even know that
the default settings of their filesharing soft-
ware can be changed in order to prevent the
distribution of their files if they made up
their mind to do so.

The uncertainty about private copying was
increased by the amendment to the German
copyright act in 2003. In the course of this
reform the German legislator adopted a re-
striction that prohibits even the download (or
any other form of private copying) from an-
other filesharing user if the source file (i.e.
the file on the other user’s computer) was
“obviously illegally created”. The legislators’
intention was to prevent illegal copies of
protected works from lawful circulation. The
new rule is directly aimed to stop download-
ing in filesharing systems. But the bottom
line is that the restriction is useless because
in the vast majority of cases the downloader
has no possibility of knowing under which
legal circumstances the source copy was
made. After all, the source might be a (legal)
private copy, an original or even produced in
a copyright haven, i.e. a country where no
copyright is granted. Against this background
there is a serious disparity between the use-
lessness of this rule for the rightsholder to
prevent illegal copying and the debilitating
uncertainty it raises for the users.

Let me add one point: These observations
take into account that our (iRights’) users are
quite likely already somewhat informed and
already have a clue about copyright issues.
The level of awareness of other consumers is
pure speculation.

INDICARE: Your portal also addresses
creators of content, such as artists, musicians,
journalists and producers of amateur content.
What are the major challenges they are fac-
ing with respect to copyright issues? What
are the opportunities for creators?

T. Kreutzer: In our experience, many con-
tent creators are confused about their rights
and obligations arising from copyright law.
Information technology and digital formats
make it possible to extract parts of existing
works and to rearrange, recombine and re-
adapt them in order to create new work. This
technical environment produced new art
forms, which came up primarily in the realm
of music, for example Hip Hop, electronic
music and club music. But film making
changed also with the new digital tools.
Problems arise when the authors of these
works are not familiar with procedures of
licensing, with copyright exceptions (like the
quotation right) or collecting societies. Con-
forming to copyright regulations often im-
plies irresolvable problems for the authors of
new art forms. The majority of uses do not
fall under the known copyright exceptions so
that normally every little sample or snippet
has to be licensed and paid for. Needless to
mention, most amateur creators (who nor-
mally don’t earn any money with their work)
are simply not able to comply with these
requirements. This inadequate balance be-
tween copyright protection and the freedom
of arts is in my opinion another fundamental
shortcoming of today’s copyright regula-
tions.

When we talk about authors and creators the
multitudes of private home pages by indi-
viduals should be mentioned. Especially the
enormous group of amateur website authors
is widely confused about their obligations
arising out of copyright law. What content is
protected? What about using pieces of films
or music on my website or in user communi-
ties? What rules apply to fan art (for example
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publishing fan sites that include screenshots
of shows or movies or pictures of actors)?
These are questions which come up often.

INDICARE: In your view, is today’s copy-
right still well suited for the digital world?
Do we need new legislation to cope with the
aspects of digital distribution? Or do we sim-
ply need better information of consumers and
creators of digital content?

T. Kreutzer: As I already mentioned, in my
view the relation between copyright protec-
tion and copyright exceptions is out of bal-
ance today. Copyright regulations neglect the
peoples’ desire for knowledge, which re-
quires access to copyrighted goods. The ful-
filment of this public concern is one of the
most imperative tasks in the information
society. Looking at the present situation and
at the current legislative procedures to me it
seems highly doubtful that the national and
international lawmakers are serious about
proposed objectives like the free flow of
information or the universal access to cul-
tural goods and information. There are many
indicators for this assessment. To give one
example: It is evident that copyright excep-
tions become more and more restricted while
the requirements for the protection are de-
creased and the rights are expanded. I hardly
believe this development is adequate to pro-
mote the information society.

In fact I think that the basic approach of
copyright needs rethinking. New aspects
have to be addressed. In an information soci-
ety it’s not enough to ask how intellectual
property can be protected more efficiently.
Instead it is imperative to find a way how
copyright law can balance all the different
interests it affects. In my opinion the attempt
to transfer the traditional understanding of
copyright to the information society without
reconsidering the fundamental ideas has

Sources
» iRights.info: http://www.irights.info

failed. What we need is a new approach that
keeps in mind that participation in the infor-
mation society requires an acknowledgement
of strong and coequal users’ rights.

More information for consumers and authors
is no cure for this unfortunate state of affairs.
Providing information and transparency is
important in order to increase awareness of
the rights and obligations according to appli-
cable law. In other words: to help the af-
fected groups to make the most out of the
given situation. But providing information
won’t help to solve the underlying problems.

INDICARE: Why are independent informa-
tion portals, like iRights.info, so important?

T. Kreutzer: The particular benefit of
iRights.info is that we provide neutral and
factual information written in plain and gen-
erally understandable language. Most of the
information about copyright issues publicly
available is either written for experts, based
on an uninformed understanding or with a
tendentious slant. Especially the campaigns
of the entertainment industry seem to operate
with selective (often incomplete and some-
times even incorrect) information. I assume
that they aim to promote the uncertainty of
users and to convey the idea that even the
legally permitted forms of usage are prohib-
ited and threatened with severe penalties. To
counter such misinformation campaigns is an
important task for independent services.

The problem is that establishing such ser-
vices is quite a time-consuming and expen-
sive affair. Therefore we are very grateful
that the German government (the Ministry of
Consumer Protection) is financing the
iRights project for 18 months.

INDICARE: Mr. Kreutzer, thank you very
much for this interview!

» Office for Information Law Expertise: http://www.ie-online.de
> Institute for Legal Issues on Free and Open Source Software (ifrOSS): http://www.ifross.de
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Creative humbug

Personal feelings about the Creative Commons licenses

By: Péter Benjamin Téth, ARTISJUS, Budapest, Hungary

Abstract: For me, there is something fishy about the idea of Creative Commons (CC). The
hawkers of this “solution” present the very nature of classical copyright as an alternative solu-
tion. And they forget to inform the creators about the side effects.

Keywords: opinion — Creative Commons, copyright law

Introduction

The “Creative Commons licenses”, a set of
standardized general contract terms and con-
ditions, have conquered the world in a short
time. We could even say, that “A spectre is
haunting the World — the spectre of Com-
monism”. Why could it spread so quickly?
What did it offer in comparison with the
other similar model licences?

Suggestions — demystified

It mainly offers suggestions, in my opinion.
The CC organization is really cautious, so the
main characteristic of their communications
strategy is not written down. The official
explanations can be found at the CC website
(cf. sources) — but the real image of CC is
built up by untold suggestions. 1 would like
to present you some of these implied sugges-
tions — demystified.

You could say that it is easy for me to accuse
CC on the basis of suggestions. I would
rather say: it is very hard to debate with inti-
mations, with a “whispering campaign”; the
real intention of CC remains unclear.

1.) “Classical Copyright” vs. “Creative
Commons”

CC licences suggest, that the main feature of
classical copyright is “All rights reserved.”,
whilst the approach of CC licenses is “Some
rights reserved.”

This juxtaposition is simply false. Copyright
provides a list of exclusive rights to the
rightholder, from which he decides which
ones he wishes to “sell” or grant and which
to retain. The “Some rights reserved” con-
cept is therefore not an alternative to, but
rather the very nature of classical copyright.

Although in the deeper pages of their website
CC acknowledges that their licensing system
is based on copyright itself, you just need to
write the following words: “Creative Com-
mons” and “alternative” into Google to find
out how many people do not recognize this
legally evident acknowledgment, and how
many people are rather impressed by their
suggestion.

2.) “Select a jurisdiction”

The CC likes to stress that their licenses are
adapted to many jurisdictions. Let us look at
a short quotation from The Register (2004):
“Such legal adaptation work is going on now
in around 60 countries”. Sometimes misun-
derstandings arise in this context. Let there
be no mistake: the CC licenses may be
adapted fo many jurisdictions, but they are
not adopted in any jurisdictions.

The CC licenses are freely available model
contract forms, tailored to the requirements
of several jurisdictions. The state is not in a
position to adapt or enforce the use of these
uniform licences.

3.) “Copyright prevents the free flow of in-
formation”

“CC licences are about removing the barri-
ers to sharing information” (Guy and Kelly
2005). This sentence and the whole notion of
CC is based on the misbelief that copyright
prevents the free flow of information.

This again is a false interpretation of copy-
right, which will never protect mere facts or
information. According to the Berne Conven-
tion, Art. 2 (8): “The protection of this Con-
vention shall not apply to news of the day or
to miscellaneous facts having the character
of mere items of press information.” The
1967 international diplomatic conference in

INDICARE Monitor Vol. 2, No 4, 24 June 2005

108



Stockholm gave an authentic interpretation
of this rule. As we can read in the report of
Main Committee I: “The Convention does
not protect (...) miscellaneous facts, because
such material does not possess the attributes
needed to constitute a work” (see e.g. Rick-
etson 2003).

It means that anyone can base his work on
the conclusions and facts and all available
data of scientific works by other authors. It is
only the norms of professional ethics that
prescribes that credit should be given to the
original researcher. To bring another exam-
ple: new and exciting musical chords or per-
forming styles can freely be used by other
musicians — not because the original artists
are generous, just because the scope of copy-
right does not extend to these elements.

4.) “On the internet you do not need a pub-
lisher to reach the public.”

Technically this is true. But let us not forget
that in the last decades it has always been
true regarding the offline world as well. The
musicians have had the possibility to prepare
their own sound recordings and sell them and
to organize their own concerts. The authors
have been able to publish their own works.
The technical and legal possibility however
does not mean that financially these “self-
uses” are profitable.

It is not the “scantiness of goods” in the off-
line world that justifies the existence of pub-
lishers (professional actors in the selling of
content to consumers), rather the “plenitude
of supply” on the market of contents. If you
are not well-known in the public, who will
listen to your music or buy your book from a
list consisting of 5,000,000 elements in al-
phabetic order?

5.) “There is no need for this wide copyright
protection.”

Another implied suggestion of the CC-
ideology is that if many authors decide to
narrow the exercise of their copyrights, it can
be a reason to reduce the strictness of statu-
tory copyright protection. This theoretical
conclusion would be totally mistaken.

Even CC-authors need to eat. They need
money for existence and creation. When they
decide not to exercise some of their copy-

rights, they do not give up their living for the
noble idea of free flow of information — they
have some other intent to do so (for example
they “advertise” themselves to earn money
from personal presentations, or they already
have another constant source of income).
Therefore their decision should not affect the
possibilities of those authors, who need to
secure their living from their works.

Hidden facts — unveiled

The other reason for the quick spread of CC
licences is that some of their characteristics
are concealed, hidden from the public and
hidden from the right holders using them.
Now I would like to present you two of these
circumstances — unveiled.

1.) Commons Deed vs. Legal Code

One of the sources of misunderstanding re-
garding the nature of CC licenses between
the right holders is that there are three forms
of a license:

> one that can only be read by a computer
(Digital Code)

> one that can “only be read” by a lawyer
(Legal Code)

> one that the other part of the world can
read (Commons Deed).

The basic version is of course the Legal
Code, and this version is “translated” into the
other two forms. The problem is that the
authors wishing to use the CC license will
generally read only the “Commons Deed”
version. They will not have the money or
possibility to take advice from a lawyer spe-
cialized in copyright, and therefore most of
them will necessarily lack important infor-
mation regarding the licence.

The CC webpage suggests, that Commons
Deed is nothing else than “a human-readable
summary of the Legal Code (the full li-
cense)”. Unfortunately this is not true; there
is lots of information missing in the Com-
mons Deed form. Every such difference im-
plies the danger of misleading the author.

You can read the Commons Deed form, the
“Frequently Asked Questions” or “Licenses
explained” pages of the CC website (cf.
sources), you will not find some of the most
important elements of CC licences. You can
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only find this information on the bottom of a
deep page:

“Every license

— applies worldwide

— lasts for the duration of the work’s copy
right

— is not revocable”

Has any of you ever noticed it? Is every au-
thor using this licence aware of these condi-
tions?

The CC licences last for the whole term of
copyright, and binding to the heirs of the
authors as well. They are effective world-
wide, and you can never change your mind,
which is anyway clearly forbidden by a
number of copyright acts. It means that a CC
license is even more extortionary than an
exclusive “buy-out” contract from a global
media company, where the author at least
gets some money, and according to the legal
regulations can revoke the license in some
circumstances. To bring another example, a
collecting society is obliged to give the pos-
sibility to its authors to “take back™ their
rights if they are not content with the work-
ing of the society, and they also have the
right to limit the territorial scope of the man-
agement of their rights.

In the CC licences the author does not have
the right to test, to try out this solution. If he
decides — inspired by the insufficient infor-
mation of the over-simplified descriptions —
to use the CC licences, he and his heirs will
never be able to change their mind, even if
they found out that their decision did not
meet their expectations.

Therefore I think that we have to handle with
care the statements of CC that their licences
do not mean the giving away of copyright. At
least it empties the essence of copyright.

2.) Unenforceable rights
An edifying excerpt from the Frequently
Asked Questions of the CC webpage:

“Will Creative Commons help me enforce my
license?

No, we will only provide the license, plus a
plain-language summary and machine-
readable translation of it. We're not a law
firm. We’re much like a legal self-help press

that offers form documentation — at no cost —
for you to use however you see fit. We cannot
afford to provide any ancillary services par-
ticular to your situation and, in any case, our
mission does not include providing such ser-
vices.”

Let me translate it this way: CC provides you
legal tools to retain some of your copyrights.
But when it comes to the enforcement of
these rights, they simply shrug their shoul-
ders. But is it really about not having enough
sources to “include providing such services”?
Is it not about the fact, that the rights that an
author retains when using CC licences are
not enforceable in practice?

Let us try to summarize the enforcement
problems stemming from the use of CC li-
cences:

a.) “Non commercial. You let others copy,
distribute, display, and perform your work —
and derivative works based upon it — but for
non commercial purposes only.”

» although the CC website talks about the
possibility that a work under the “non
commercial licence option” can still earn
money from those who are using it for fi-
nancial gain, in practice this possibility is
minimal, almost non-existent. Why
should anyone invest in works that are al-
ready widely available for free?

» on the other hand: how could an individ-
ual author control the uses of his works?
In many cases the users are able to hide
their financial income, even professional
enforcement bodies are facing difficulties
in finding them. In case someone uses
these works for profit, the authors will
not be able to find the users or to achieve
a fair royalty rate (because they will not
be able to monitor the uses and the in-
comes of the user). And they will also not
be able to trust someone to enforce their
rights on a business basis — because there
is no business in monitoring usually-free
uses.

Although it sounds good for several authors
that only non-commercial uses can be carried
out freely, in practice the author will not be
able to distinguish between commercial and
non-commercial uses. Therefore in many
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cases the “non commercial licence” practi-
cally means that the author puts his works
into the public domain.

b.) Micromanagement. If we see the most
developed part of collective management of
copyright (the licensing of musical works),
we can see that there is a hundred-year-old
equilibrium between the free choice of au-
thors on one hand, and the effective rights
management on the other. Although the au-
thor has the theoretical right to licence every
blond-haired singer to sing one of his songs
every second Saturday afternoon for free,
this right would not be enforceable.

Therefore the collecting societies created a
solution in their field (that is — since the be-
ginning of the 70’s — also accepted by the
European Court of Justice), in which the
decisions of the authors regarding the man-
agement of their rights e.g. (i) always refer to
a certain period (1 year); (ii) always concern
all their works; (iii) are always effective for
all uses in a certain mode of use. Of course
there may be differences between the socie-
ties in the flexibility regarding the choices of
the authors, but one thing is common: they
do not want unenforceable rights. And al-
though this may seem for the outsiders as a
limitation to the free choice of the author, in
reality the value of a less-flexible right may
be higher than the unenforceable “nimble-
ness”. This statement should also be true for
the CC licences.

Sources

c.) Collision of national contract laws. The
contract laws (and in particular copyright
contract laws) of national jurisdictions vary
across a wide range. The CC licences have
their roots in the US law (the “model” is the
American one, and every national adaptation
has to have the approval of the CC-centre),
which differs significantly from continental
law systems.

» One of these problems is that a CC li-
cence is not a contract in itself, it is a uni-
lateral statement (contract proposal) by
the author. In this case the irrevocability
of a statement that licences anyone-
anytime-anywhere to use the work free of
charge, could mean a renunciation of
rights, which is not possible in several ju-
risdictions.

» In some jurisdictions the CC licence will
not meet the requirements of formal va-
lidity of contracts.

The licenses with different scope lead to
licensing chaos and indemnity confusions.

Bottom line

Creative Commons is a system that alleges
that it is more flexible than the classical
copyright licensing models. In reality how-
ever, where this system is flexible, it creates
unenforceable rights. And when it comes to
terms of validity or irrevocability of the li-
cence — it turns out to be inflexible.

» Berne Convention, Art. 2 (8): http://www.wipo.int/treaties/en/ip/berne/trtdocs_wo001.html

» CC website: http://creativecommons.org

» Guy, Marieke and Kelly, Brian (2005): QA Focus information for digital libraries, INDICARE Monitor
Vol. 2, No. 2, 29 April 2005; http://www.indicare.org/tiki-print_article.php?articleld=92

» Ricketson. Sam (2003): WIPO Study on limitations and exceptions of copyright and related rights in
the digital environment, prepared for the Ninth Session of WIPO Standing Committee on Copyright
and Related Rights, 2003 http://www.wipo.int/documents/en/meetings/2003/sccr/doc/scer_9_7.doc,

p.11

» The Register: Germany debuts Creative Commons;

http://www.theregister.co.uk/2004/06/15/german_creative_commons/

About the author: Dr. Péter Benjamin Toth is a legal counsel at the Hungarian musical collect-
ing society ARTISJUS. He is also a member of the Hungarian Copyright Expert Group. He can

be contacted in e-mail ptoth@artisjus.com
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Licences for open access to scientific publications
A German perspective

By: Ellen Euler, Centre for Applied Legal Studies, Karlsruhe, Germany

Abstract: Scientific research depends on easy and timely access to and use of existing scien-
tific and scholarly research results, which in our times are mostly in digital form. Open Access
promises to be a solution to this problem. To realise Open Access it is not enough to archive
publications on a server. Rights have to be granted to the general public by applying licenses.
The state and role of CCPL, DPPL, SCPL is discussed with respect to scientific publishing and
research. What is also required to make Open Access successful is awareness of authors to

which this article wants to contribute.
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Introduction

The scholarly and scientific communication
system is a crucial aspect of social benefit as
it stands for scientific progress and informa-
tion. However this system is in a state of
severe crisis (cf. Boyd and Herkovic 1999,
Parrot 2004, Kuhlen 2004). This information
crisis has two contradictory aspects: on the
one hand the “information overload” and on
the other hand the “information enclosure”.
Even though the sum of the publications is
ever growing due to the ease of producing,
publishing and withdrawing information in
the digital age, the access to and the use of
digital publications is being more and more
restricted by the privatization of scholarly
and scientific information through copyright
and patent law legislation. In Germany for
instance the § 53 a UrhG will be cancelled to
the end of 2006 (§ 137 k UrhG). Formerly
intellectual property rights where the excep-
tion, now they are the rule.

Scientific research depends on easy and
timely access to and use of existing scientific
and scholarly research results that are mostly
digital in our age. Open Access promises to
be a solution to this problem by using the
possibilities of improving the scientific and
scholarly communication chain provided by
electronic delivery methods. The science
commons offers a solution for how open ac-
cess to scientific publications can be gained.
But first of all, what does open access mean
to scientific publications and what is the role
of the science commons license?

Open Access

The definition of “open access” is contained
in the Budapest, Bethesda, and Berlin public
statements. Even though they differ from one
another in small ways, they agree on the es-
sentials. The common ground is called the
Budapest-Bethesda-Berlin or BBB definition
of open access (cf. Suber 2004). Open access
to scientific publications means the world-
wide, cost free, immediate access to the full
text of the publication and the possibility to
distribute and use it, and the deposition in at
least one online repository using suitable
technical standards.

Two models of how Open Access can be
realised are proposed by the open access
movement (cf. also Poynder 2005 with re-
spect to the golden and the green road):

1. freely available electronic journals, and

2. author self-archiving of research papers
on institutional or subject-based reposito-
ries

To realise Open Access means, to archive the
publication and to grant rights to the general
public. But how is it possible to grant the
rights mentioned above?

Licenses

There exists a huge variety of open content
licenses (cf. ifrOSS). To simplify open ac-
cess by “standardisation” it would be helpful
if the scientific community could agree on
the use of a single License. But which one?
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Some of them are described briefly in the
following.

1. Creative Commons Public License

Without doubt the most popular one is the
Creative Commons Public License (cf. Crea-
tive Commons 2005a). Creative Commons
was founded in 2001 at Stanford University
(cf. Creative Commons 2005b). The aim of
the released licenses is to build a layer of
reasonable, flexible copyright into the in-
creasingly restrictive default rules. The li-
censes are a tool to reduce barriers to creativ-
ity. Initially Creative Commons addressed
“Cultural Creatives” (musicians, film-,
photo- and image-makers) but not the artists
of words. In other words the Creative Com-
mons Public License was created for artists
and not authors. But with its different mod-
ules authors can also express which rights
they want to retain and so the licenses are
also used for publications. In this context the
specification “Attribution-no Commercial-no
Derivatives” (cf. Creative Commons 2005¢)
is used most often. This confirms the results
of the RoOMEO study (cf. ROMEO Project)
“How academics wish to protect their OA-
research papers”. The license was adopted in

Table 1: Comparison of CCPL and DPPL

many countries; in Germany it has been
available since June 2004 (cf. Dreier 2004).

2. Digital Peer Publishing License

In October 2003 the German Ministry of
Science and Research of North-Rhine-
Westphalia acted as initiator for the Open
Access Initiative “Digital Peer Publishing
NRW” which created the Digital Peer Pub-
lishing License (cf. DiPP), which was in-
tended to encourage the foundation and ex-
pansion of scientific eJournals when the
Creative Public License was not yet avail-
able. Up to now there exist 10 e-journals
using the license. The DPPL was initially
created for the authors of scientific publica-
tions with the goal of increasing the number
of high-quality scientific publications as well
as developing and establishing new methods
of network-based cooperative information
management, which will in turn enable high-
speed, open, and transparent digital peer
publishing in an appealing environment. In
practice it doesn’t differ very much from the
CCPL. The only significant differences are in
the specifications of retained rights but not in
the application fields.

CCPL

DPPL

- 3 layer system;
Differences -

medium

- Designed for creative content; -

modular building block system; |-
- does not distinguish by carrier

Designed for scientific content;
- three different licences;

distinguishes between electronic and
analogue carriers

- Reference to license;

- no digital rights management | -

- Reference to license;
retention of open access and credit to

- machine-readable metadata -

Obligations (DRM) the author;

- no copyleft; - history

- credit to the author

- internationally networked,; - Proximity to science;
Advantages - building block system; - regional partners;

changes can be restricted in scientifi-
cally specific manner

Disadvantages able;

- Completely or not at all alter-|-

- use cannot be restricted

Low degree of international linkage
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Science Commons

Its specific application to the needs of the
scientific communication distinguishes the
Science Commons Project from the Creative
Commons Project. Science Commons (cf.
Science Commons 2005a) is an exploratory
project to apply the philosophies and activi-
ties of Creative Commons in the realm of
science. As an accomplishment of the Crea-
tive Commons Project it looks at the legal
frictions that hinder reuse of scientific dis-
coveries and might lead to discouraging in-
novation. The project focuses on patent
rights and solutions to the increasing enclo-
sure of in former times non protectable “raw
facts” (for more information see Science
Commons 2005b). The goal is to achieve the
creation of a larger “Science Commons” built
from private agreements, and technical stan-
dardization. The “some rights reserved” ap-
proach is adopted from Creative Commons,
the parent organization. It is intended to sup-
port open access to scholarly research in a
wide range of disciplines. Science Commons
works in three project areas: Publishing,
licensing, and data. This article focuses on
publishing.

The process of scientific publication includes
other applications of licences such as:

» Licenses to other publishers or journals;
Licenses on Pre/postprints;
Licenses for author self-archiving;

|
>
» Mechanisms for author self-archiving;

» Legal implications of Open Access busi-
ness models;

» Application of machine-readable licenses
to documents.

Here in addition to the Creative Commons
licenses, the SCPL is generated. But as men-
tioned above, the Project started in early
2005 and is still at the beginning. Up to now
drafts for licences don’t exist and groups
therefore are being encouraged to use the
Creative Commons standard licenses for the
time being. The initial focus is more on tech-
nical approaches which make self-archiving
easier, and on an education and outreach
campaign so that both institutions and au-
thors understand the importance of the issue.
So far it is unclear at what date the SCPL

will be available in the US, or when or if it
will be adopted (like the CCPL) in European
countries.

A brand new part of the Science Commons
publishing project is the Open Access Law
Program, that supports “Open Access” to
legal  scholarship  (for details see:
http://sciencecommons.org/literature/oalaw).
The Open Access Law Program (OAL Pro-
gram) consists of a set of resources to pro-
mote open access in legal publishing. These
resources include:

» Open Access Law Journal Principles;
» Open Access Law Author Pledge;

» Open Access Model Publishing Agree-
ment.

Unless the SCPL is available in Germany
authors can (and should) use the Creative
Commons Public License as well as the Digi-
tal Peer Publishing License (or both as they
do not exclude each other) to grant rights and
enable Open Access.

1. Practise of granting rights

The practice of granting rights with a Crea-
tive Commons License is very easy. To gen-
erate the License only two questions have to
be answered (Allow commercial use? Allow
Alteration?). The license gets generated in a
HTML-Code, which can be simply inserted
by copy and paste. The website of Creative
Commons also provides a software applica-
tion, the so called “CC Publisher” (cf. Crea-
tive Commons 2005¢). It provides free host-
ing as well through the Internet Archive. The
Science Commons Project is going to extend
this tool to have it more scientifically driven,
as the current interface was designed for
cultural creators. Such a software doesn't
exist for the Corresponding DPPL. The li-
cense has to be inserted manual, which may
hinder the broad use.

2. Author’s Addendum

But the technical problems are only one thing
that has to be solved. Currently another big
problem is the legal impossibility of granting
rights imposed by the contract with the pub-
lisher. While some journal publishers already
utilize author-friendly agreements, others do
not. They still insist on transfer of all exclu-
sive rights from the author, the so called
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“buy-out contracts”, no matter whether there
really is an intention of actually using these
rights later on. Fortunately, many publishers
will agree to changes in their standard
agreement. The uncertainty of what and how
to change such author agreements and mark
up the publisher’s standard agreements could
be solved by the “Author’s addendum” pro-
posed by SPARC (SPARC 2005). It is a sim-
ple form that amends the “Publisher Agree-
ment” and is attached to it. By using the
SPARC Author’s Addendum the author re-
tains his right to make his article available in
a non-commercial open digital archive on the
Web. Up to now there exists only an English
draft of this form, but SPARC Europe is
about to publish the German version (ask
bargheer@mail.sub.uni-goettingen.de for
detailed information).

Bottom line

Currently Open Access to scientific publica-
tions is achieved by archiving the publication
and granting rights. To grant rights means to
license the publication with an Open Content
License. In most cases the Creative Com-

Sources

mons Public License is used as it provides a
good fit for academic research papers. In
addition in Germany the Digital Peer Pub-
lishing License is used. The Science Com-
mons License is not going to be an amend-
ment of the Creative Commons License for
scientific publications, but focuses on other
areas of licenses. Up to now it is yet unclear,
when the licence is going to be available in
the USA, or when or if it will be adopted in
Germany. In the meantime the existing li-
censes should be (and are) used also for sci-
entific publications. To enable the use of
open content licenses by authors, the pub-
lisher agreements have to be amended. This
can be realised by a standardised addendum
as proposed by SPARC. But as it is within
the capacity of the individual author to make
his or her work openly accessible, the most
important thing remains to inform the author.
It is speculated that most of the authors do
not make their work openly accessible be-
cause they are not informed. We need more
education and outreach campaigns, so that
both institutions and authors understand the
importance of the issue.

» Boyd, Stephen and Herkovic, Andrew (1999): Crisis in scholarly publishing: Executive summary;
http://www.stanford.edu/~boyd/schol_pub_crisis.html;
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The protection scheme

As required by EUCD Article 6, the White
Paper proposes a twofold protection scheme
for technological protection measures used
by right holders to protect their works (and
other subject matter): partly, it prohibits (the
act of) circumvention of such measures;
partly, it bans certain preparatory acts of
trafficking in circumvention devices. (Addi-
tionally, the proposal contains a provision
protecting rights management information,
cf. EUCD Article 7, but this provision will
not be treated here).

Protected measures

The proposal does not include any statutory
definition of “technological measures”.
However, it 1s made clear that anti-
circumvention protection only applies to
measures that are used in order to control
either the making of copies or the making
available to the public of a protected work.
This delimitation of protected measures is
not coincidental: The said acts coincide with
those defining the copyright holder’s exclu-
sive rights under Norwegian copyright law;
hence they are referred to in the preparatory
report as “copyright relevant acts”. The de-
limitation of the anti-circumvention protec-
tion to measures that control “copyright rele-
vant acts” reflects one of the Ministry’s
overall intentions, namely to tie the protec-

tion as close as possible to the contours of
the copyright monopoly, without disrespect-
ing the EUCD-requirements.

EUCD Article 6.3 defines “technological
measures” as measures that in the normal
course of their operation, are designed to
prevent or restrict acts “not authorized by the
rightsholder”. From this express reference to
an authorization, the Norwegian Ministry
deducts that Article 6.3 only encompasses
measures controlling acts covered by the
copyright monopoly (!). Arguably, this is not
a “waterproof” deduction, but the reasoning
(of the Ministry) is as follows: For the right
holder to be in a position to authorize certain
uses, such uses must somehow have been
made subject to her supremacy. Relevant in
this relation is (in the Ministry’s view) only
the monopoly granted to her qua copyright
holder. Thus, (again in the view of the Minis-
try) protection is required by the EUCD only
where measures are used to regulate conduct
that falls within the ambits of the statutory
monopolized acts.

This means that a measure that regulates
conduct outside the ambits of the statutory
monopolized acts (e.g. performance of a
work within the private sphere), cannot itself
constitute the basis for anti-circumvention
protection. It also means that “copyright
relevance”, in the sense just described, can-
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not be gained through monopolizing an act
by contract.

It should be pointed out that, whereas the
said definition of “copyright relevant acts”
implies a demarcation towards acts that nei-
ther can be classified as copy making nor
making available to the public, it does not
exclude acts that fit such a classification, but
nevertheless positively have been lifted out of
the copyright monopoly (through copyright
exceptions). If, for instance, a measure
merely controls private copying — a conduct
exempted from the Norwegian copyright
monopoly through a statutory exception — it
will still fall within the sphere of protected
measures, since the conduct as such (copy
making) falls within the ambit of one of the
monopolized acts (copy making). This is
slightly different when it comes to the exclu-
sive right to make available to the public,
since there, the monopolized act itself is de-
limited to the public sphere.

One very important modification has to be
made to the just described point of departure:
Technological measures applied in order to
protect “copyright relevant acts”, but which
also control conduct outside the statutory
monopolized acts (e.g. private performance),
shall still be protected. In other words, the
additional feature of usage rules controlling
non-"copyright relevant” acts shall not dis-
qualify the measure as such from protection
(as long as it also is aimed at controlling a
“copyright relevant” act). If, for instance, a
copy control mechanism at the same time
blocks playback of a work within the private
sphere, it will still — in principle — be within
the sphere of protected measures. However,
as we shall see just below, a special exemp-
tion is introduced as to enable private enjoy-
ment.

Right to circumvent to enjoy within
private sphere on ‘relevant playback
equipment’

Even though such “combined” measures fall
within the sphere of protected measures, one
important — and, compared to the text of the
EUCD, rather innovative — modification 1is
made as to the scope of protection in this
regard: If a “combined” measure hinders
what is called “enjoyment within the private

sphere” of a copy of a work, the consumer
may circumvent the measure in order to “en-
joy” the work on what is called “relevant
playback equipment”. The preparatory report
accentuates, that this is not a delimitation of
the sphere of protected measures, but rather a
limited exception to the ban of circumven-
tion: Even though the measure as such is
protected, the consumer may lawfully cir-
cumvent in order to pursuit this specific pur-
pose.

Of course, the provision raises the question
of which equipment shall be deemed as
“relevant”. According to the initial prepara-
tory report, the relevance is relative to the
format in which the work has been lawfully
acquired. In the end, according to the initial
preparatory report, one must ask which ex-
pectations as to playback equipment the con-
sumer reasonably may have with respect to a
given type of product. Using a musical work
as example, the initial preparatory report
stated that circumvention of a technological
measure applied on a musical CD would be
lawful if needed in order to play the CD on a
CD player, but not if the purpose was a con-
version into MP3. In other words MP3 play-
ers were not to be considered “relevant play-
back equipment” as to the musical files on a
CD. As a curiosity; this last exemplification
in the initial preparatory report (of an excep-
tion to an exception) has resulted in the pro-
posal being named “the MP3 Act” in the
Norwegian public debate.

While writing this article, the first division
hearing in the Parliament has passed with a
majority voting against the Ministry’s pro-
posal to exclude MP3-players as relevant
playback equipment for music files on a CD.
Thus, as it looks at the moment, circumven-
tion will be lawful if necessary in order to
convert the music files on a CD into MP3 (or
similar formats).

The scope of the said “right to circumvent” is
narrowed down considerably by an addi-
tional clarification made in the preparatory
report: If a digital file is made available on-
demand through a digital network and the
parties in this connection agree as to which
media-player can be used to experience the
file, that contractual regulation shall deter-
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mine what shall be deemed “relevant play-
back equipment”. In other words, when it
comes to such services, the “relevance” of
playback equipment shall be subject to con-
tractual freedom. After this, the said “right to
circumvent” is, in practice, reduced to situa-
tions where the copy of the work is distrib-
uted on a physical carrier (e.g. a CD or
DVD) or online-but-not-on-demand. State-
ments during the Parliament hearing indicate
that the scope of the exception might be fur-
ther narrowed down to comprise conversion
from CD to MP3 only.

The said “right to circumvent” in order to
enable private playback within the private
sphere must also be seen in relation to an-
other amendment proposed in the White Pa-
per: The existing freedom of users, under
Norwegian law, to make copies of works for
private use purposes, is upheld. However, it
is made subject to one additional qualifica-
tion: Private-use-copying shall be allowed
only where based on a so-called “lawful
source of copying”. This means that the copy
or transmission, upon which the reproduction
is based, must be lawful; it must have been
produced or made available in accordance
with a permission by law or by the right
holder(s) concerned. In the absence of such
authorisation, for instance if a work has been
illegally uploaded to the Internet or made
available through a p2p-network, the source
will not be lawful and may hence not serve
as the basis for (lawful) private-use-copying.
It is made clear in the White Paper, that if
any copies should be made in connection
with, or as a result of, the performance of the
said “right to circumvent”, such copies shall
not be regarded a “lawful source of copying”.
Thus no further copies may (lawfully) be
made on such a basis.

“Interface” towards copyright exceptions

As required by EUCD Article 6.4, the White
Paper also contains an express “interface”
towards certain copyright exceptions. The
copyright exceptions covered regard certain
uses related to teaching, recording for use by
health institutions, retirement homes, prisons
etc., libraries, museums and archives, dis-
abled persons, ephemeral recordings and
public negotiations, document inspection,

interrogation and evidence. The option of
creating an “interface” for the private copy-
ing exception has so far not been used. In
accordance with Article 6.4 fourth paragraph,
the “interface” shall not apply where a pro-
tected work is being made available to the
public on agreed contractual terms in such a
way that members of the public may access
them from a place and at a time individually
chosen by them (the so-called on demand
services).

The proposed “interface” places an obliga-
tion upon right holders to respect the con-
cerned copyright exceptions while designing
their technological measures. However, the
question of how right holders shall enable
required uses can be regulated through con-
tracts between the parties. If the right holder
does not voluntarily enable the use required
by the relevant exceptions, Sect. 53b second
paragraph provides the following failsafe
mechanism, which can be triggered by the
beneficiary (unofficial translation):

“If the right holder, after a request
from a beneficiary under the above-
mentioned provisions, does not grant
such access as mentioned in the first
paragraph, he may, upon the benefici-
ary’s request, be ordered to provide
the information or other assistance
needed to obtain utilization of the
work in accordance with the purpose.
Requests shall be presented to a com-
mittee appointed by the Ministry ac-
cording to procedures established by
the Government. The committee may,
in addition to such order as mentioned,
decide that a beneficiary under the
mentioned provisions unhindered of
Sec. 53a [the proposed ban of circum-
vention] shall be allowed to circum-
vent applied technological measures if
the right holder fails to comply with
the order within the time limit decided
by the committee.”

Indeed, this provision empowers the benefi-
ciary with an effective means to enforce her
copyright exception privileges — even against
the will of the right holder. The beneficiary
may well negotiate with the right holder
about these matters, but she can always fall
back on claiming the copyright law solution
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to be enforced. Upon her request, such en-
forcement will be carried out. This is done
primarily by obliging the right holder to pro-
vide, within a defined time limit, the infor-
mation or other means needed in order to use
the work as defined in the relevant copyright
exception. Subsidiary, this is done by permit-
ting the consumer to circumvent the measure
if the right holder fails to do so. Thus, ulti-
mately, the Norwegian “interface” grants a
right to circumvent. And — perhaps even
more importantly — it lies with the consumer
to trigger this right.

Bottom line

The proposed Norwegian implementation of
EUCD Article 6 links the definition of pro-
tected measures directly to the acts monopo-
lised by copyright law: as the point of depar-
ture, only measures that are used for the pur-
pose of controlling so-called “copyright rele-

Sources

vant acts” are protected. Further, the ban
shall not apply to acts of circumvention that
are needed in order to enjoy the work within
the private sphere on so-called “relevant
playback equipment”. The proposed “inter-
face” obliges right holders to respect the
relevant copyright exceptions while shaping
their technological measures. If they do not
do so, the beneficiary can file a complaint to
a specialist tribunal empowered with the
authority to — ultimately — grant a permission
to circumvent.

Arguably, the Norwegian Ministry has all in
all adopted a balanced — though perhaps con-
troversial — interpretation of Article 6.
Whereas the EUCD itself, by some, would be
described as rather “toothless” when it comes
to offering real protection to the consumer-
side, the Norwegian proposal certainly puts
power behind the good intentions in this re-
gard.

» EUCD (2001): Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001
on the harmonisation of certain aspects of copyright and related rights in the information society;
http://europa.eu.int/information_society/topics/multi/digital_rights/doc/directive_copyright_en.pdf

» The Norwegian Copyright Act of 12 May 1962 no 2 (unofficial English translation), available on:
http://www.unesco.org/culture/copy/copyright/norway/fr_sommaire.html

» The White Paper (official Norwegian version), available on:
http://www.odin.dep.noffilarkiv/237235/0TP0405046-TS.pdf
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Contractual balance in digital content services
By: Timo Ruikka, Nokia Corporation, Espoo, Finland

Abstract: Alongside copyright balance, the question of contractual balance will gain in rele-
vance as consumption and contract practices change with the evolution of new services. Using
the analytical distinction of “consumption use” and “copyright use” the paradigm shift is demon-
strated between the “legacy model” of book/CD purchase and new services like iTunes music
store and 48-hour online “video rental” services. Admittedly the new focus on contracts goes

together with new challenges.
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copyright law

Introduction

Digital content services delivered over elec-
tronic networks are changing contract prac-
tices in how works are offered to consumers.
Not everyone agrees with me when I claim
that we have seen only early experiments for
digital content services and that many other
and substantially different bargains will be
offered to consumers. But for the sake of
argument, let’s assume that this is so and
consider where this view forward takes us.

The detailed characteristics of new services
are enabled by technical protection measures
such as Digital Rights Management (DRM).
My aim in this article is to illustrate that
technical protection measures serve a dual
purpose — they are not only used to structure
copyright-related aspects of what is offered
to the consumer. They are also to a signifi-
cant extent used to structure the commercial
offering, what is the bargain offered to the
consumer. My suggestion is that this duality
of purpose is relevant for analysis of “fair-
ness” and “balance” of a given offering and
that the perspective of contractual balance is
an important factor in that analysis.

As this article focuses on the contract as-
pects, I largely omit discussion of balance
under copyright law. Copyright balance in-
volves the system of “copyright rights” and
the exceptions and limitations to those rights
defining the respective legal positions of the
rightsholder and the consumer/user. Impor-
tant public policy objectives are also served
by the existing copyright balance system.
These considerations continue to be impor-
tant, but alongside copyright balance, the

question of contractual balance will gain in
relevance as consumption and contract prac-
tices change with the evolution of new ser-
vices.

Consumption use and copyright use:
technical, legal and commercial duality

When the content of a copyrighted work is
accessed in a digital device (computer, TV
set top box, game console, mobile phone),
and if technical protection measures are not
imposed, it is technically easy and conven-
ient to carry out both

> “consumption uses”: rendering and
playback acts of accessing the work such
as listening, viewing and reading; and

» “copyright uses”: exploitation acts such
as generation of further instances of the
work (copies) and distribution, display,
performance or the making available of
the work to others.

I have here adopted the term ‘“consumption
uses” to distinguish consumption opportuni-
ties from the special meaning that the noun
“use” has in copyright law. Vastly simplified,
“copyright uses” are acts within the “copy-
right rights” of the rightsholder. They do not
include what most people associate with
consumption, the enjoyment of a work by a
consumer.

Technical protection measures are the tech-
nical way of addressing risks and opportuni-
ties inherent in the multiplicity of uses en-
abled by the unprotected digital format. Yet
it is more or less impossible to “cleanly”
address only one of these two sets of uses
and not the other. This is due to an overlap of
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the legal and technical ramifications of the
choices in what is enabled in a service: The
more the consumer’s “copyright uses” are
restricted to preserve the rightsholder inter-
ests, the more is the consumption opportunity
also affected. The broader the enabled con-
sumption opportunities are, the greater is the
risk of unauthorized “copyright uses”. But
the overlap is not limited to this techni-
cal/legal dichotomy. Whether a broader or
narrower scope of consumption is offered
also is a matter of commercial choice for the
distributor and a matter of alternative offer-
ings for the user. From the consumer’s per-
spective, a narrower consumption scope can
be quite attractive if it is associated with a
substantially different price point. In this
manner, use of technical protection measures
has technical, legal and commercial dimen-
sions. They enable and are being used for
both:

» the structuring of “copyright uses” af-
forded to the user in a manner that may
not conform to the established contours
of the balance under existing copyright
law; and

> the structuring of “consumption uses”
afforded to the user in a variety of ways
that may significantly alter the contrac-
tual essence of what the user is provided.

Despite some limitations in their design (e.g.
creation of derivative works often cannot be
supported), DRM solutions — and the “rights
expression languages” underlying those solu-
tions — are capable of a very granular articu-
lation of what “consumption use” and what
“copyright use” is afforded to a user. From a
contract lawyer’s perspective, such use of
DRM is very likely to alter the contract, the
bargain in comparison to traditional models,
at least when requirements related to contract
formation are met, such as descrip-
tion/disclosure, transparency of terms, rea-
sonable expectations etc. Structuring of digi-
tal content services in this manner challenges
traditional notions of balance under copy-
right law — and previous contractual models.

The paradigm shift:

old paradigm described

We all are inherently familiar with the
printed book and the CD recording. I con-

sider these to represent the “legacy para-
digm” of the offline/analog era. I include the
(admittedly digital) unprotected CD format
here as it is offered to users in exactly the
same manner as the analog book. At least the
following contractual characteristics typi-
cally are present:

» User purchases a permanent copy of the
work; no contractual restriction is im-
posed on the time during which it may be
consumed;

» Purchaser acquires legal title, ownership
of the physical object — with the property
rights in the physical copy (right to un-
disturbed possession, right to dispose by
resale, gift, inheritance etc.);

» No restriction is imposed on the user
regarding the number of times the con-
tent is accessed, by whom or where this
occurs;

» No restriction is imposed regarding type
or number of devices for play-
back/rendering;

» The contract includes neither a license to
the user under “copyright rights” nor any
curtailment of activities permitted under
“copyright exceptions”.

Outside the contract, the user is authorized to
carry out certain copyright-relevant acts —
e.g. legal ability to create copies for non-
commercial use or to privately display and
perform the work. These authorizations flow
from copyright law, under exceptions and
limitations to copyright “rights”. They have
contractual relevance — one hardly can claim
they are entirely ignored by the contracting
parties. But they are usually not a core part of
the contract. The seller does not, as a rule,
even have legal license to grant (sub)licenses
to consumers and subsequent users under the
rightsholder’s copyright rights. The tradi-
tional book/CD paradigm contractually is a
sale of movable property with no express
elements of a copyright license. Copyright
law fills in the “copyright uses” aspects.

Consumer-oriented discussion about digital
works with technical protection measures
often compares new services with this “leg-
acy model” of book/CD purchase — mostly
unfavourably. To push the point, when one
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takes the unprotected CD as a benchmark,
practically all restrictions present in the pro-
tected digital version tend to be a step back-
ward from the consumer’s point of view.
Close review of the consumption scope
granted, copyright uses enabled and the price
point associated with the modified digital
service offering may however suggest that a
direct comparison to the book/CD paradigm
is flawed.

Further, traditional consumption model ex-
amples structured as a service — rather than a
sale of physical goods — suggest that it is not
always offensive to structure both “copyright
uses” and “consumption uses” by contract in
a manner departing from the book/CD para-
digm. Many services impose contractual
restrictions that arguably extend to acts the
user could engage in without violating copy-
right. Live performances, movies, museums,
galleries etc. prohibit audio taping, videotap-
ing, still photography, creation of painted
replicas etc. (In what I regard to potentially
mark an act of legislative overkill, videotap-
ing of movie performances was recently
(2005) made expressly illegal in the United
States under the Family Entertainment and
Copyright Act, Public Law no. 109-9).

The iTunes offering

Apple’s iTunes service is the technically
protected digital content service that at the
time of writing this article (June 2005) is
receiving the most attention worldwide. The
iTunes music store provides protected audio
content for use on computers and Apple’s
portable iPod devices. Based on a review of
promotional language at the iTunes website
and the U.S. version of the iTunes Music
Store Terms of Service (found at
http://www.apple.com/support/itunes/legal/
terms.html), the commercial proposition on
offer can be identified, albeit with some dif-
ficulty — even the generally user-friendly
Apple site leaves much to be desired in this
regard. The following is a decidedly incom-
plete list of important contractual characteris-
tics, resting on heavy interpretation of Ap-
ple’s license terms and promotional lan-
guage:

» User purchases a “permanent” music
item (and associated artwork) called a
“Product”;

» The Product may be stored and used on
up to 5 computers and portable devices at
any one time, and only on Apple-
authorized devices such as Apple’s own
iPods;

» One iPod can accept and use Products
from a maximum of 5 iTunes accounts at
a time;

» There is an express limitation of the per-
mitted “use” for personal and noncom-
mercial purposes but the legal nature of
possible “uses” does not appear to be de-
fined

» There is no express copyright license to
do so — and an express disclaimer of any
license granted under copyright — but the
user is provided a fairly liberal ability to
convert (“export” or “burn”) Products
into other formats. Of particular rele-
vance is the ability to burn music onto
CD disks with relatively few limitations.

The bargain is in some respects materially
different from the book/CD paradigm. For
instance, the limitation on “use” on Apple-
authorized devices only is a significant de-
parture from the book/CD paradigm. But so
is the express authority to use the Product on
up to 5 devices at the same time — and the
possibility to use Products from 5 different
accounts (e.g. within a circle of friends or a
family) on any one device. While there is no
crystal clear copyright license language
granting the right to create up to 5 reproduc-
tions of each Product to accomplish this, the
disclaimer of most other copyright licenses
clearly does not extend to this ability to put
the music on up to 5 devices. At least to this
writer, it seems that there, then, is a contract
expressly permitting 5 copies and not object-
ing to practically unlimited, but unlicensed,
burns to CDs (as an aside, I note here that
this express authority appears to have rele-
vance to the issue of copyright levies on de-
vices, as the up to 5 reproductions in this
example appear to be affirmatively licensed
and do not rely on copyright exceptions).
Clearly, the bargain is different from the CD
bargain for the same content.
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The relative success of iTunes at this time is
the result of multiple factors — not the least of
which is the exterior design and ease of use
of the iPod device. There reportedly also are
complaints from disappointed users. None-
theless, the sustained growth and rave re-
views of the iTunes/iPod experience seem to
suggest that there also are users who, at least
so far, are satisfied with what they have re-
ceived in terms of the “consumption uses”
and “copyright uses” enabled by the techni-
cal protection measures in the iTunes Prod-
ucts delivered to them.

Network based rental or library loan

A second service example — hypothetical for
the purposes of this article, as I have not
researched whether such a service already
exists — would be a 48-hour online “video
rental” service, which could be technically
enabled to include:

» Download of a copy of a movie;

» Unlimited number of playbacks within a
48-hour time window;

> Possibly restricted to one device at a
time, or to a technically defined location;

» Without technical ability to create per-
manent copies for future playback.

My reason for raising the rental example here
is that, due to its similarity with DVD rentals,
it is likely to be recognized by most consum-
ers. If priced at a sufficient differential to the
“permanently owned” copy of a work (like
DVDs are priced at € 1 or € 2 per rental, in
contrast to € 15 for an “owned” copy), it is
possible to argue that the bargain, also for the
consumer, can contractually be an adequately
balanced one — even when ability to create a
personal permanently usable copy is ex-
cluded. Another service example with sig-
nificant restrictions closely resembling re-
strictive terms of analog services is a DRM-
enabled eBook library loan — see e.g. at
http://ebooks.nypl.org.a description of the
New York City public library’s eBook ser-
vice

New focus on contracts — and new
challenges

Technical protection measures enable an
unprecedented flexibility for distributors of

digital protected works to adhere to or depart
from existing consumption and contractual
paradigm(s) regarding both “copyright uses”
and “consumption uses”. The restrictions on
either use, imposed by technical protection,
are not necessarily offensive. What matters
is: what is “the deal” and how it is under-
stood. One trend of the shift taking place is a
movement away from a product/sale para-
digm towards a service paradigm that can be
flexibly structured.

This new flexibility is not unproblematic —
my objective is not to offer an apology for
overly restrictive services. It is easy to get a
service offering “wrong”: With novel use of
technical protection measures, especially
with poor disclosure and poor marketing,
user disappointment and rejection is often the
result. Second, unlimited versatility means
that it is difficult and frustrating for users to
identify what consumption (and copyright)
uses exactly they are getting when they ob-
tain content from multiple services, all hav-
ing different detailed structures for broadly
similar offerings. In this issue of the INDI-
CARE Monitor Philipp Bohn (2005) ably
describes typical varieties of subscription
services. While variety is welcome in early
experimentation, it is not conducive to
achievement of more mature success in a
mass market. Mass market cannot happen
without broad consumer acceptance.

Many consumer, business and public policy
challenges need to be addressed. To illustrate
the tip of the iceberg in this regard, I here
suggest some obvious areas for development:

» How to harmonize multiple offerings
serving more or less similar consumer
needs, to reduce confusion and match ex-
pectation with experience?

» How to improve transparency of terms
and remove ambiguity of what is on offer
and at what price?

» Should there be some collaborative proc-
ess to foster “best practices”, even cou-
pled with a trust mark to guide consum-
ers?

» What is the role of standard contracts and
how should they be generated?
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» What effective and proportionate con-
sumer protection tools can be used to ad-
dress abuses?

» What kinds of support services are
needed to address ancillary consumer
needs such as restoration of content on
broken (or stolen) devices, availability of
extensions to time limited works, migra-
tion of paid for content between service
providers?

» How to best preserve public policy objec-
tives that may be affected by new con-
tract models utilizing technical protection
— such as information access and library

Sources

service — as well as how to ensure access
for civil, administrative and judicial pur-
poses (heirs, regulatory, tax, law en-
forcement, courts etc.) to information
within technically protected works?

Bottom line

These are major challenges. Yet I believe the
new services can and eventually will provide
significant value to consumers, once the ex-
perimentation dust settles. New opportunities
— lending, rental, even “disposable” con-
sumption of works that one may be quite
willing to purchase several times, if priced
accordingly — are still largely unexploited.

» Bohn, Philipp (2005): Rent-A-Star: Do you subscribe to digital music? INDICARE Monitor, Vol. 2, No
4, June 2005; http://www.indicare.org/tiki-read_article.php?articleld=112

» Helberger, Natali (2005): A2K: Access to Knowledge — Make it happen. INDICARE Monitor, Vol. 2,
No 3, May 2005; http://www.indicare.org/tiki-read_article.php?articleld=102

» Mulligan, Deirdre K.; Han, John; Burstein, Aaron J. (2003): How DRM-Based Content Delivery Sys-
tems Disrupt Expectations of “Personal Use”. In: Proceedings of the 2003 ACM workshop on Digital
rights management Washington, DC, USA Pages: 77 - 89

» Schaub, Martien (2005): Consumer protection law: setting a standard for the use of digital content.
Paper given at the 3rd INDICARE Workshop “Fair DRM Use”, Amsterdam, 28.5.2005
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Rent-A-Star: Do you subscribe to digital music?

By Philipp Bohn, Berlecon Research, Berlin, Germany

Abstract: Apple’s iTunes Music Store (iTMS) has long been regarded as the undefeated cham-
pion of legal music downloads. Recently, companies like Yahoo!, RealNetworks or Napster
have peppered the competition offering music on a subscription basis. This article wants to give
you the basic facts this business is built on. It takes a look at the different business models and
the Digital Rights Management systems involved. The advantages and inconveniences are
weighed from the consumers’, online retailers’ and the music industry’s perspective.
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Placing the bets

Basically, there are two business models
when it comes to selling music online: pay-
per-download (a la carte) or subscriptions.
Consumers are used to owning a CD and

disposing of its content in any way. They
“have been buying music for 50 years. They
want to replicate that experience online”,
says Eddy Cue, Apple’s vice president of
applications and Internet services, overseeing
its benchmark iTMS (Hansell 2004). But
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some people think different: “We see sub-
scription becoming the predominant contri-
bution to our business very soon”, Chris
Gorog, Napster’s CEO (Banerjee and Garrity
2004).

Digital
Music

___________________________

iTMS and most other online music stores
today bill customers by the track or album
they choose to download. In contrast, com-
panies like Napster, Yahoo! and RealNet-
works offer a monthly flat fee in exchange
for unlimited downloads.

fmm——————— e

EPay-per-download Subcription
_____________________________ ! |
| | |
Streaming / Limited use o
Dioi Unlimited
igital / pay to
Radio own use
| | |
PC-tethered Transferable

Figure 1: Online music business models

Figure 1 summarizes the various concepts of
music subscription services (“Pay-per-
download” is mentioned for the sake of com-
pleteness and contrast. The figure is not sup-
posed to suggest homogeneity within that
field). Streaming subscriptions or digital
radio have already been introduced to the
market for some time. This article focuses on
the second environment: subscription. In that
environment, you can listen to and download
as much as you want as long as you pay the
fee. Some services allow consumers to listen
to the music on their PCs only (PC-tethered),
while others make files transferable to port-
able devices. The third scenario is covered by
smaller companies like Wippit from the UK,
which will not be covered by this article.

Basics of usage rights management in
subscription services

While subscription models provide unlimited
access to music, the DRM regime is much
stricter. The main difference between actu-
ally buying songs and merely renting them is

the expiry of files upon cancellation of the
subscription. Once you stop paying the
monthly or annual fee, the files that you have
downloaded cannot be played anymore. If
you want to listen to them again, you must
prolong the contract and the files are
unlocked. In case files are made transferable
to portable devices such as an MP3 player,
licenses are programmed to expire on a set
date. Subscribers need to connect their mo-
bile devices to their PC platform in order to
update usage rights on a regular basis.

The prerequisite for transferring protected
music to portable devices to-date is Micro-
soft’s Windows Media Digital Rights Man-
agement for Portable Devices (WMDRM-
PD, “Janus”). Its real-time clock checks if a
subscription license is still valid. If so, the
file can be played-back until the end-date of
the license. A license contains terms and
conditions, or usage rights, by which content
usage is regulated (Guth 2003).
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In case the consumer has decided to own a
track that does not expire, subscription pro-
viders offer him or her to buy it for a fee on
top of the subscription price. The track can
then be played as long as the consumer
wishes and be burned to a CD a definite
number of times.

The business models

This article takes a look at business models
that are trying to challenge iTunes’ business
model, namely RealNetworks’ Rhapsody,
Napster’s To Go service and the recently
launched Yahoo! Music Unlimited.

RealNetwork’s Rhapsody: Real offers four
different retail schemes. The low-end offer
allows consumers to listen to 25 songs per
month for free and eventually buy one or
more for the usual 99 cents. Upgrading to US
$ 4.99 per month gives access to web radio
with a limited option to personalize. Actual
subscription starts at US $ 8.99, allowing
listening to an unlimited number of tracks on
your home computer. In case consumers
want to transfer the tracks to a mobile device,
the monthly fee is raised to US $ 14.99.
These tracks cannot be kept and burned —
owning costs 89 cents per song. Unlike other
services, tracks are compatible with Apple’s
iPod, which is popular with allegedly 70 %
of consumers (Seff 2005). This issue is
highly debatable, as Real’s policy is in disac-
cord with Apple. Availability to date: United
States only.

Napster: As a basic service, the monthly
subscription fee is US $ 9.95, while you have
to pay 99 cents for a permanent copy. In case
you subscribe to Napster To Go, this fee rises
to US $ 14.95. In return, customers can trans-
fer their files to a portable device. The com-
pany was the first to employ Microsoft’s
Janus DRM system that is necessary if files
are to be transferred to external devices.
Availability to date: United States, Canada,
United Kingdom.

Yahoo! Music Unlimited: There has been
quite a buzz about this service, mainly be-
cause of its pricing scheme: For $6,99 a
month or, alternatively, US $§ 59,98 a year,
subscribers are allowed to access a library of
more than a million tracks and a number of
digital radio stations. In case they decide to

own a particular track, they are billed a mere
79 cents per. Additionally, files are sharable
via instant messenger with other members in
the Yahoo! subscription community. Avail-
ability to date: United States only.

According to a study sponsored by the
Online Publishers Association, more than 60
% of subscription consumers of digital enter-
tainment content decide for a monthly con-
tract (Online Publishers Association 2005). It
remains to be seen whether or not Yahoo!’s
low annual fee will change that behaviour.

Up- and downsides

The consumer: External devices are much
cheaper to fill via a subscription than using
individual downloads. Discovering new art-
ists and styles is easy and painless, as you
can listen to songs full-length without having
to pay for each of them. Some think this is
the next-generation radio (Leonhard and
Kusek 2005; for a take on Yahoo!’s subscrip-
tion service being in fact ad-sponsored web
radio, see Malik 2005).

It can be argued that subscription services
also fulfil people’s need for belonging. Sub-
scribing to a service, they become members
of a club or community, not only customers
of a shop. On the other hand, consumers may
prefer single transactions with different
shops and not binding themselves to one
single online point-of-sale.

But there are disadvantages. Customers do
not own the music they have paid for. If they
cancel the subscription, the files become
useless. This ultimately is a psychological
problem, which is owed to the idea of “own-
ing” music bought on physical media or from
a download music store (Palmer 2005). Oth-
ers say that owning music bought online is
just a myth, as users are ultimately not in
control of what they can do with the music
they have purchased — e.g. burn as often as
they want, share with friends and family, etc.
(Leonhard and Kusek 2005).

Also, the collection of music can be less con-
cise in case of subscription libraries. This is
due to the fact that not the entire catalogue is
available both for subscription and for pur-
chase. For example, Rhapsody has 600,000
tracks available in the subscription section,
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while the music store offers only 500,000
(Garrity 2004). Thus, the customer cannot be
sure in every case that the song he or she
wants to buy really is available.

The consumers’ sceptical attitude is reflected
by results of an INDICARE-survey, in the

course of which consumers state that they
would rather pay 1 Euro for a song that they
can listen to as long as they like vs. 20 cents
for a song they can listen to for one month
only (read: subscribe).

Which of the following alternatives would you prefer?

O] A: A song that you can listen to
for a month for 20 cents

B: A song that you can listen to
as long as you like for 1 euro

20

nj= 4010

T T T
20 0 20 40

In % of digital music users

60 8o

INDICARE / Berlecon Research 2005

Figure 2: Willingness to pay for ownership (Europe)

A survey conducted in the USA asked con-
sumers whether they prefer to buy tracks for
US $ 1 each or pay a US $ 10 monthly sub-

40%

Buy tracks for 1$ each

scription fee: 40 % chose to pay per track vs.
8 % would rather subscribe (Parks Associates
2005).

8%

___

Pay a 10$ monthly subscription fee

Among Portable MP3 Player Owners with Internet Access

Parks Associates 2005

Figure 3: Willingness to pay for ownership (United States)

Subscribing to music is not yet a common
idea with consumers. Especially the Euro-
pean market does not appear to be ready for
that service. There is only Napster offering
subscription in the United Kingdom and
some smaller players like UK’s Wippit.

Online Retailers: One of the greatest advan-
tages is a constant revenue stream derived
from subscription fees. This considerably
reduces economic uncertainty and risk. Sub-
scriptions are also more profitable for them,
as revenues usually are split evenly between

INDICARE Monitor Vol. 2, No 4, 24 June 2005

127



the record labels and retailers. In the pay-per-
track world, about 65 to 70 cents for each 99
cents are transferred to the record companies
(Hansell 2004).

Furthermore, subscription services can be
cross-selling opportunities. If the subscriber
feels positive about the service, he will
probably be willing to buy special releases,
previews, package deals, tickets, merchan-
dise, videos, books, etc. (Leonhard and
Kusek 2005).

But there seems to be quite a long way
ahead, as retailers need to work on two major
issues: DRM and interoperability. Limited
usage rights being the prime obstacle, the
educational challenge is higher. It can be
doubted that customers want to be educated
about anything they spend their money on.

Also, there seems to be a severe misconcep-
tion when it comes to DRM-awareness: Con-
sumers do not know about it and if they do,
they do not care too much (Dufft 2005).
Napster’s CEO, Chris Gorog, possibly mis-
interprets reality when stating: “As we mar-
ket to the consumer that has not yet discov-
ered digital music, he’ll be going out and
purchasing his first MP3 player, and in all
likelihood, he’ll want to make darn sure it’s
Janus-compatible”. He or she hardly knows
about DRM, let alone Janus DRM.

Also, retailers should make sure not to end
up with a “razor and blade” business model
(think Gillette), forcing the consumer to stick
with a single soft- or hardware if the tracks
are supposed to remain playable. Some argue
that ultimately online music stores sell hard-
ware, rather than music (Leonhard and
Kusek 2005). For example, you cannot play
tracks purchased from Napster on an iPod
due to different DRM regimes; or you must
use Yahoo!’s software to access its store.

Music labels: Music subscriptions first of all
are another distribution channel. For some, it
is even the “single greatest defence against
piracy, because it most replicates the illegal
experience of unlimited access to music”
(Chris Gorog).

Given the fact that customers do not have to
pay for each track, subscription models are a
great platform to promote and expose less

known artists. This can significantly increase
track plays, the most important measure of
success in the industry.

If the record companies are aware of their
customers’ perception and need for conven-
ience, subscription services are a great pro-
motional and distributional tool. As holds
true for the online retailers, subscription re-
duces risk and uncertainty by generating a
constant stream of revenue.

Conclusion

Subscription services can deliver real value
to all stakeholders. Consumers are given
access to large libraries of their favourite
music; they do not have to pay separately for
songs they want to listen to only a limited
number of times; it is convenient when it
comes to billing and it is cheaper than a la
carte.

Online retailers and labels must realize that
the biggest challenge is to make consumers
comfortable with renting, as opposed to own-
ing, music. They must also be aware that
consumers do not care about DRM, but sim-
ply want to listen to music. Rights protection
being essential for the success of music sub-
scription, success can only come with smart
and convenient business models.

In the end, subscriptions as well as commer-
cial downloads compete with DRM-free mu-
sic files that are perfect goods: they are
available anytime, anyplace and without
limitations. Some authors say that any cuts
from that should be compensated by reduc-
tions in price or value-added services (Knopf
and Sorge 2003). Others think that every
accommodation short of total DRM-
protection should be compensated by the
consumer (Hansell 2004).

Bottom line

There will only be limited resistance on the
side of consumers once prices drop, DRM-
issues are resolved, and libraries are filled
with millions of easily accessible tracks,
which are interoperable with a multitude of
inexpensive playback devices.
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P2P sharing: Commercialize it!
By Philipp Bohn, Berlecon Research, Berlin. Germany

Abstract: The eminent rise and popularity of P2P networks such as KaZaA show that there is
massive demand for conveniently shareable content. This challenges the success and business
models of major media companies. Recent research shows that consumers are in fact willing to
pay for the right to share files. This article identifies and evaluates business models from the
particular perspective if and how peers are allowed to legally share purchased digital music.
Business models based on legal P2P and sharing can be to the benefit of both the industry and
the customer.

Keywords: economic analysis — business models, consumer behaviour, file sharing, P2P

What's the price for freedom?

Beyond doubt, some features of illegal P2P
networks — such as taste-making and opti-
mized delivery — are desirable for legal ser-
vices (cf. Rosenblatt 2004). But considering
the divergent interests of the entertainment
industry, providers of P2P technologies and
consumers, it seems hard to imagine how

those features can be commercialized. In
view of the copyrights concerned and the
vastness of P2P networks, efficient tracking
and billing of shared files is a complex issue.
Yet, the idea that P2P sharing and commer-
cial distribution of music continue to con-
verge is supported by the results of the first
INDICARE survey, which have recently
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been made available (Dufft et al. 2005). This
article provides an overview of the eco-
system of legal P2P and sharing models. In
the course of this article, a P2P-network is
understood to be a decentralized network that
does not rely on a server-client infrastructure,
circumventing third parties such as online
stores. Sharing is the activity of making digi-
tal content available to peers.

The business of sharing

This article looks at existing and potential
business models for sharing from two major

angles: online vs. offline connectivity and
distributional concepts that allow for sharing
content. Before venturing on the details of
sharing, an important distinction should be
made concerning two prominent features of
digital distribution. Its purpose can be pri-
marily the sharing of content or the recom-
mendation of music. While the industry em-
braces the latter, it is reluctant to provide
ways to legally share copyrighted material.

Sharing
Online Offline
. . Authenticate /
Internet || Streaming || Email / IM
=S Burn

Figure 1: Online vs. offline sharing

Digital channels

The most prominent distinction is online vs.
offline sharing (see Figure 1). If customers
wish to exchange data online, they may
chose — first of all — the Internet to up- and
download content. In this case, sources com-
prise online stores, links on websites and
blogs — both commercial and private — or file
sharing networks. A second option is stream-
ing. In this case there is no permanent
download. Rather, content can only be con-
sumed once. Applications such as Apple’s
iTunes make use of this technology. iTunes
users located within a well-defined subnet (a
division of a computer network) of up to five
peers can browse and stream each other’s
musical libraries. A third channel in the
online domain is email and instant messag-
ing (IM). Peers send each other single files
or playlists that the recipient is free to sam-
ple for a definite number of times. After that,
he is invited to purchase the desired tracks
for a fee.

Sharing is possible offline by means of sim-
ply burning a track to CD or DVD and
physically handing it over to a friend. Most
online distributors allow for burning songs a
number of times. After that, DRM restricts
further burning. There are also business
models built on physical DRM-free distribu-
tion. In that case, consumers are encouraged
to copy promotional CDs and share them
with peers (Reynolds 2005).

Legal P2P business models

Business models can be divided into those
that build on “bulk” or “individual” sharing.
Generally, a P2P network is a decentralized
network that does not rely on a server-client
infrastructure. Bulk sharing models make use
of the most prominent features of file sharing
networks such as Ares, FastTrack, Overnet
or Gnutella: consumers can browse enor-
mous libraries of digital content and conven-
iently share it with peers. On the other hand,
consumers may want to package and share
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their music on a more personal basis. This
usually happens via streaming but also by
downloading and forwarding files (Gasser,
McGuire, et al. 2005). In the case of business

models for sharing, legal means the ex-
change of digital content without the viola-
tion of copyrights.

Business Models for

Intern et Email / IM iSuperdistributiDn i

e e

Sharing
j Private . ]
Bulk Sharing > . individual Sharing
Network
Open Community
Network Network
Flaylouder iMix | ‘Pas.m long |
-+
a’ll]ﬂl]}'l]]ﬂllﬂ

Main purpose: Sharing
Figure 2: Business models from a sharing perspective

We can further differentiate bulk sharing
between open networks and community net-
works, often referred to as “walled gardens”
because of their exclusive nature. One of the
most distinguished business models that
make use of already existing open networks
is Snocap. This back-end technology offers a
licensing service that can be integrated into
any P2P network service, e.g. KaZaA. Copy-
right owners can register their content in the
company’s database. They can then specify
pricing and DRM (Jones 2004, Dean 2005).
Former Grokster president Wayne Rosso’s
newly introduced Mashboxx service also
uses Snocap to identify copyrighted tracks
within networks like eDonkey and Gnutella
(Adegoke 2004). Community networks such
as UK’s Playlouder MSP (MSP stands for
Music Service Provider) offer the end user a
bundle consisting of broadband Internet ac-
cess and a library of musical content that can
freely be shared among peers subscribing to
that service. They cannot share with outside
peers, though (hence, walled garden).

Personal

Main purpose:
Recommendation

Individual sharing business models

On the other hand, consumers may want to
package and share their music in a more per-
sonal fashion. In contrast to bulk sharing,
individual sharing models focus more on
recommendations. In the legal sharing envi-
ronment, users are free to individually share
single tracks or compilations of their favour-
ite music. One example is iTunes’ iMix fea-
ture. Anyone using iTunes can compile
track-lists and share them via email or post
them on the iTunes Music Store. Thus,
friends and peers are invited to browse and
sample previews of music recommended to
them for free and eventually make a pur-
chase. There are other schemes that make use
of email and IM services to allow customers
to share content. PassAlong Networks has
partnered up with eBay and offers a library
of about 200,000 songs available to forward
via IM. Likewise, MSN Music Store allows
using MSN Messenger to share music (Gas-
ser, McGuire, et. al. 2005).

Yahoo!’s Music Unlimited service, that has
just been launched in beta mode in the U.S.,
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is also based on the legal sharing concept. In
contrast to competing, more expensive of-
fers, sharing with peers does not seem to be a
mere accommodation. It rather stands at the
core of the service. Sharing options are heav-
ily integrated into Yahoo’s own messenger
and desktop application. Subscribers may
freely access, browse and stream each other’s
library or send music files to other subscrib-
ers via the company’s own messenger (it is
possible for the customers to opt out of the
sharing features). The company obviously
came to realize that one of the most impor-
tant factors of commercial success is com-
munity building (Dean 2005).

There are also superdistribution models or
promotional networks like Altnet’s PeerPoint
Manager (PPM) that offer incentives to share
specific content. These offers are primarily
distributional or promotional tools. Partici-
pants collect points per file they share. They
may then redeem those points for content or
win prizes.

Finally, there is a grey area in between bulk
and individual sharing. Applications such as
Groupster allow peers to form individual
sharing communities. Each member has to be
authenticated within the network. Once done,
members can freely share all the content they
wish — including of course digital music. As
individual communities are limited to 30
members and mp3 files can only be
streamed, this is argued to fall under the fair
use exemption (in the US copyright envi-
ronment, that is). This clause allows copy-
righted material to be shared with a private
audience, such as close friends and family
(Metz 2005).

What'’s the motivation to engage in P2P?

There are two major reasons for content pro-
viders to offer P2P features: reduction of
distributional costs and recommendation of
content. Distribution costs for musical con-
tent are only 20 cents for each dollar spent on
traditional distribution, e.g. via CD (Palen-
char 2005). Furthermore, for some compa-
nies P2P distribution might also be a way to
cut down on costs for server and broadband
capacity, as there is no need for a centralized
infrastructure (heise online 2005). Opportu-
nities to save on costs make P2P very attrac-

tive especially for independent labels that
command slimmer marketing budgets than
the majors.

Traditionally prone to mass marketing, shar-
ing and recommendation schemes give major
music labels the chance to get down to the
personal level. EMI UK’s chairman and CEO
Tony Wadsworth: “As a concept, any think-
ing person can see that customers turning
other people on to music can be a good
thing” (Anon. 2004). This holds true espe-
cially for legal sharing, which is less anony-
mous than P2P (please refer to Figure 2).

Another important advantage of P2P and
sharing is long-tail distribution. This concept
states that products that are in low demand
can make a substantial market if only the
distribution channel is large enough. Those
items may eventually outsell current
bestsellers and Dblockbusters. Given the
global penetration of broadband networks,
labels are now given the opportunity to sell
content that would be too expensive to
distribute using traditional channels and
targeting smaller audiences (see Anderson
2004 for an introduction to that concept).

Conclusion

The commercialization of P2P sharing offers
potential benefits for consumers and the in-
dustry alike. P2P sharing offers cheap distri-
bution channels. There are innovative ways
to distribute content that formerly was too
expensive using traditional distribution.
From the consumers” perspective, P2P gives
them the opportunity to conveniently share
digital content at any time. Furthermore, it is
a way to obtain recommendations from
trusted personal sources as opposed to
anonymous marketing messages. Finally, if
the right-holders themselves seed their con-
tent into P2P networks, the number of inten-
tionally corrupted files and spoofs will be
reduced. This leads to an increase in content
quality and attractiveness of commercial P2P
sharing.

On the downside, consumers can only chose
between various technologies, services, con-
cepts and platforms that are mostly incom-
patible. Even if the consumer has worked
through that thicket to decide on a service
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that suits his specific needs and consumption
behaviours, he cannot get in touch with peers
outside the particular network. Bundled of-
fers or services tied to certain devices make
sense only so far as they strengthen DRM but

Bottom line

The fact that digital rights need to be
protected and artists to be paid is essential
and unquestionable. With a convenient and
efficient DRM system handled by back-end

limit consumers’ flexibility.

technology and business models that centre
around consumers’ needs and preserving
community spirit within the sharing network
is a promising way to success.
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Digital Media Project — Part |
Towards an interoperable DRM platform

By: Ernd Jeges, SEARCH Laboratory, Budapest, Hungary

Abstract: The Digital Media Project, often referred to as DMP, is the fruit of a grass root move-
ment that developed in 2003. Its main aim is to develop the fundamentals of standardized and
interoperable Digital Rights Management for digital media. Although the project is making pub-
licly available numerous documents on its website (DMP web site 2005), it is not easy to put the
pieces together and to assess the project. Therefore INDICARE dedicates a two part article to
DMP. The present first part aims to give a brief overview of DMP and its approach, while the
second part — scheduled for the next issue of the INDICARE Monitor — will attempt a critical

assessment.

Keywords: review — consumer rights, digital media, fair use, interoperability, stakeholders,

standards

Introduction

Ever since content has existed, it had to be
carried by some physical media, making
possible the handling (viewing, listening,
etc.) of the content by some appropriate
physical device. In the age of the analogue
media the connection between these two
levels, the content and its handling technol-
ogy was very tight, as the usage of the media
always materially affected the content. This
way the distinction between the medium and
the content itself was blurred. This circum-
stance has strongly influenced the evolution
of the media business, policies and legisla-
tion, and has shaped the form in which these
issues exist today.

With the appearance of digital media, both
the existing functionalities of the analogue
media were extended and a wider set of func-
tionalities was made possible. The Digital
Media Manifesto (Manifesto 2003) calls this
new experience, offered by the digital tech-
nology the Digital Media Experience. How-
ever, as the business and legislative models
draw their origin from the analogue world,
many practical solutions are lacking, and
what is worse, some of new and innovative
models appeared to be unprofitable or, some-
times even had to face legal prosecution.

This stalemate has both economic and social
consequences. As digital media has the po-
tential to become the major driver e.g. for the
spreading of broadband access, or for the
development of consumer electronics and the

IT market, these industrial domains suffer
vast economical damage from the stalemate
on digital media. From the social point of
view, further development of digital media
could enhance education, information inter-
change and the overall well-being of indi-
viduals.

The vision of DMP is to break the stalemate
regarding digital media: “The Digital Media
Manifesto proposes to make an improved
Digital Media Experience economically re-
warding on a global scale, legitimate for the
multiplicity of players on the value-chain and
satisfactory for end-users, with the ultimate
goal of realising a fuller Digital Media Ex-
perience”.

The Digital Media Project members — at pre-
sent DMP is an organisation with members
from circa 20 companies from all around the
world —, have realized that the key for
achieving this goal is in standardising DRM
technology. By having a widely accepted
standard for the whole DRM value-chain, the
services and the devices would exploit the
possibilities of the digital media more effi-
ciently, thus not only promoting the accep-
tance of these technologies among the end-
users, but also motivating the content crea-
tors to use digital technologies as new, in-
spiring media to distribute their work, relying
on a dependable remuneration system.
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From decomposition to interoperability

In the terminology of DMP (Terminology,
2005), all actors in the value-chain, irrespec-
tive of being at the beginning, somewhere in
the middle or at the end of the chain are
called users. The consumers, as the actors at
the end of the value-chain are called end-
users. Users perform certain functions to do
business between each other. Functions are
implemented using tools, which represent the
underlying technologies that handle the digi-
tal media. The following figure shows the
value chain as identified by the DMP (Archi-
tecture, 2005):

Create/Adapt
Work

Manifestation

Instantiatior Producer
Content Provider

Content

Content Distributor

Content

Figure 1: Digital media value-chain

Create/Produce
Instance

The technology, thus including the underly-
ing tools, is changing very rapidly, so it can-
not be guaranteed that a function that has
been used recently, or is used today in the
value-chain, will exist unchanged for a
longer period of time. For this reason, identi-
fied functions were decomposed into atom-
istic primitive functions, which, appeared to
be quite stable from an examination of the
development of both analogue and recent
digital technologies. As they were constantly
present in different functions throughout the
continuously developing technologies, it was
obvious that standardisation could be
achieved by the standardisation of these
primitive functions. In this way, any future

function could be either composed using the
already standardized primitive functions, or a
new primitive function would have to be
introduced, without modifying the original
architecture of the standard. Primitive func-
tions describe simple activities like for ex-
ample “Identify data”, “Authenticate user”,
or probably the most evident “Access con-
tent” (IDP Functions and Requirements,
2005).

The primitive functions are derived from the
complex functions being used in today’s
tools, which are on the other hand identified
by examining several media usage scenarios,
called use cases (Use Cases, 2005). As the
use cases are based on the digital technolo-
gies in the form they exist today, or are
planned to exist in the future, their analysis
could result in DRM solutions that would
alter the evolved balance between different
users in the value-chain and modify the way
they usually do or have done their mutual
business. To prevent this effect, DMP has
constructed an imposing list of 88 Tradi-
tional Rights and Usages (TRU-s). These
rights and usages are used as guards to test
whether standardised DRM technology
would violate the scope of traditional expec-
tations of different users in the value-chain,
especially the end-users. As people’s expec-
tations about DRM solutions are based on
their present and past experiences, this is an
effective way to ensure that a proposed DRM
solution would not force the users against
their needs, thus keeping the proposed DMP
standard future-proof.

After having the past, the present and the
future planned tools decomposed to the level
of primitive functions, DMP has a level play-
ing field, in which new standard tools can be
assembled. The set of standardised DRM
tools based on the primitive functions is a
toolkit called the Interoperable DRM Plat-
form (IDP), whose specification is the most
important technical outcome planned by the
Digital Media Project (Interoperable DRM
Platform, 2005). This toolkit could provide
both lightweight and heavyweight DRM
solutions, depending of the specific needs
(Chiariglione’s Vision, 2004).
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In the terms of the DMP, interoperability
means the ability of the users in the value-
chain to execute functions using standardised
tools, which have open specifications and are
independently implemented. The IDP not
only provides potential to implement a great
variety of value-chains using standard tech-
nologies, but these value-chains also remain
compatible, as they are built up from interop-
erable tools. Furthermore, lower prices and
higher level of services are expected for the
benefit of the end-users, not only because of
the reusability of the standard tools, but be-
cause of the higher level of competition be-
tween different device manufacturers and
service providers, as both the tools and dif-
ferent services could be supplied by multiple,
competing parties.

These properties envision, that IDP may re-
lease the tension between interoperability
and information security described in (cf. van
Daalen 2004). In the terms of the DMP every
manufacturer is applying pieces from the
same ‘“democratic” standard, as there are no
producers which  can  be called
“third-parties”, who can be admitted to or
barred from the market, and the regulation of
DRM solutions is not enforced by govern-
ments, but the standard alone. Competing
producers on the market can really concen-
trate on the services their devices offer,
knowing, that the underlying interoperable
DRM solution is secure enough to protect the
contents.

The role Traditional Rights and Usages

There are several actors in the value-chain,
having different interests. Diffusion of a
standard technology is highly influenced by
having the proper respect of the rights of
every value-chain member. In fact it is an
important aspect of standardization to decide
which functions and rights should be manda-
tory in the standard, and which should be left
open to negotiations between different value-
chain users. However meeting the end-users’
expectations has the most important role in
fostering the acceptance of a DRM solution.

To achieve this goal, DMP has stated that
both technological and legal aspects of DRM
need the existing policies to be revised. From
the legal point of view maybe the most im-

portant, but merely general stated goal is that
basic user rights, as traditionally enjoyed by
end-users should be ensured. The list of Tra-
ditional Rights and Usages is an irreplaceable
tool in being attentive to this goal, as DMP
not only improves the support of TRUs by
describing scenarios of how these rights and
usages could be supported, but is also deriv-
ing additional Tools and Use Cases from
scenarios, to see, whether present demands
can be fulfilled relying on the standard being
developed. Being successful in this would
mean that presumably any future demand
would also be met.

On the other hand, from the purely techno-
logical point of view, several main features
are defined, which a widely accepted DRM
solution must provide. Beside the require-
ment that all users in the value chain must
have technical ability to access the standard-
ized DRM platform, and that this access
should be done with a single device for simi-
lar services, it is also stated that the rights
and usages traditionally enjoyed by end-users
should be technically supported.

As for “fair use”, being an essential tradi-
tional use enjoyed by end-users, the DMP
terminology does not talk about the right to
copy content for one’s own purposes, but it
speaks generally about the “ability to make
continued access”, which is again more gen-
eral, but also more abiding. This includes the
“right to time shift” or the “right to space
shift” content, which mean respectively to
access “owned” content anytime and any-
where.

Based on their origin, Traditional Rights and

Usages are classified into the following

groups:

> Already-established legislative TRUs of
content creators and end-users.

» Commercial and remuneration TRUs of
direct economic significance.

» TRUs related to general social liberties.

» Fundamental TRUs from historical prac-
tice and interaction with analogue media.

» Consumer-choice TRUs relevant to the
high-tech environment.
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So, basically, TRUs are here as safeguards,
to protect DMP from derailing; however, an
identified, defined and described TRU does
not necessary mean, that a user should have a
right to use the digital media in the specified
way, but it only indicates that different value-
chain users, especially the end-users would
probably be interested in using the digital
media in the same way. TRUs simply express
the users expectations, which may change
very slowly compared to the technology, but
respecting them has an ultimate role in the
acceptance of a DRM standard.

Bottom line

At the present state of its work the DMP has
released a Call for Contributions “Mapping

Sources

of Traditional Rights and Usages to the Digi-
tal Space” (Call for Contributions, 2005). In
this call the DMP is expecting contributors to
define, in what form Traditional Rights and
Usages could be supported by the Interoper-
able DRM Platform. Several most important
rights and usages are chosen from the list of
TRUs, and as a result of this process, Rec-
ommended Actions will be developed that
are to be presented to governments and regu-
lators. Having presented the basics in this
article, in the next issue of the INDICARE
Monitor we will try to figure out the pros and
cons of the DMP approach

» Architecture (Technical Reference, Approved Document No. 2), 15/04/2005;

http://www.dmpf.org/open/dmp0402.doc

» Call for Contributions on “Mapping of Traditional Rights and Usages to the Digital Space”, 15/04/2005:

http://www.dmpf.org/project/ga06/TRUCfC.htm

» Chiariglione (2004): Chiariglione’s vision: An interoperable DRM platform to the benefit of all. INDI-
CARE-Interview by Knud Bdhle. INDICARE Monitor, Vol. 1, No 6/7, December 2004;
http://www.indicare.org/tiki-read_article.php?articleld=58

» Interoperable DRM Platform (IDP) Functions and Requirements, 28/01/2005;

http://www.dmpf.org/open/dmp0328.doc

» Interoperable DRM Platform (Technical Specification, Approved Document No. 3), 15/04/2005;

http://www.dmpf.org/open/dmp0403.doc

» Terminology (Technical Reference, Approved Document No. 6), 15/04/2005;

http://www.dmpf.org/open/dmp0406.doc

» The Digital Media Manifesto, 30/09/2003; http://www.dmpf.org/open/dmp0022.doc
» The Digital Media Project web site, 2005: http://www.dmpf.org

» van Daalen, Ot (2004): The tension between interoperability and information security, INDICARE
Monitor Vol. 1, No 3, August 2004; http://www.indicare.org/tiki-read_article.php?articleld=36

» Use Cases (Technical Reference, Approved Document No. 1), 15/04/2005;

http://www.dmpf.org/open/dmp0401.doc
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DRM: from theory to implementations

Report from a course in Louvain-la-Neuve, 17-19 May 2005

By: Ernd Jeges, SEARCH Laboratory, Budapest, Hungary

Abstract: This is a report from the course “Digital Rights Management — from theory to imple-
mentations” organized by the Graduate School in Electronics and Communications at Université
catholique de Louvain in Louvain-la-Neuve, Belgium. It was a three-day course from 17" to 19™
May, 2005, focusing on different technical aspects of DRM, like watermarking and steganogra-
phy as means of data hiding in digital contents, key management and traitor tracing in digital

broadcasting systems and much more.

Keywords: conference report — digital broadcasting, technical protection measures,

watermarking

Introduction

The Graduate School in Electronics and
Communications (GSEC) at the Université
catholique de Louvain (UCL) is co-organized
by three UCL laboratories from the Electrical
Engineering Department (ELEC). The
courses of the GSEC are provided both to
gain background knowledge of different ar-
eas, and to gain an understanding of the latest
research. The course “Digital Rights Man-
agement — from theory to implementations”
had the technological aspects of DRM sys-
tems in its focus (AS13). The majority of
attendees were from UCL and other Belgian
universities, but as the course was open to
the public, and the list of invited speakers
offered a promising overview of the latest
results in the area, a great number of people
had registered to the course from all around
Europe.

The three-day course started with a brief
introduction to the cryptological basis of the
technologies widely used in DRM systems,
which was held by Jean-Jacques Quisquater
and Francois Koeune, the hosts of the
course. Their lectures included topics like
symmetric and asymmetric cryptography,
RSA encryption and digital signatures, key
exchange protocols, data hashing and the set-
up of public key infrastructures.

Introduction to watermarking

After the quick mathematical warm-up, we
were thrown into the deep water of water-
marking by Ingemar Cox from UCL (this
time this abbreviation means the University
College London). First of all, the definition

of watermarking and several related terms
were given (Cox).

Watermarking is the practice of unobtru-
sively modifying a work of art (image, song,
software program, geometric model, etc.) to
embed a message about that work. This is
considered a general definition, and may
differ from other definitions, which may
include also imperceptibility, or can refer to
any means of data hiding. Following this
train of thought, we defined data hiding as a
general technology for preventing adversar-
ies from perceiving or finding some kind of
data, and steganography as keeping the exis-
tence of messages secret by hiding them
within objects, media, or other messages. So,
to simplify, hiding data in (digital) content is
the goal, and if the embedded information is
about the carrier content itself, then it is wa-
termarking, but if it is an arbitrary secret
message then we call it steganography.

To detect the embedded watermark, we can
either use some information about the origi-
nal, unmodified content (informed detection),
or not (blind or uninformed detection). The
error rates in watermark detection can be
expressed using the false positive rate, as a
frequency with which we can expect to find
watermarks in content that is not water-
marked; and the false negative rate, the fre-
quency with which we can expect not to de-
tect watermarks in watermarked works. The
acceptable level of these error rates depends
of the particular application.
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The most important properties of watermark-
ing systems are:

» Fidelity — the perceptual similarity be-
tween marked and unmarked works.

» Payload — the amount of information that
a watermark can embed in a single work.

» Robustness — the watermark’s ability to
survive normal processing (e.g. compres-
sion).

» Security — the scheme’s ability to resist
hostile attacks, specifically designed to
defeat the purpose of the watermark.

In DRM systems the most common goal of
watermarking is to imperceptibly and irre-
movably include information about the con-
tent in the content itself for the purpose of
broadcast monitoring, owner identification,
proof of ownership, transaction tracking,
content authentication or copy control.

Applications

The first speaker of the second day was Adi
Shamir, who is presumably often introduced
as “the S from RSA”, just as happened this
time. He presented a key management
scheme in broadcasting systems, where we
have to address a privileged subset of end-
users by broadcasting encrypted content to
them using multiple pre-distributed keys. The
schemes introduced in the talk were based on
a binary-tree with the end-users on the
leaves; we can define inclusions and exclu-
sion of sub-trees on the branching nodes, to
choose the right keys to have the desired
subset of end-users being able to access the
content. The latest improvement in this tech-
nique is the LSD broadcast encryption
scheme (Halevy and Shamir 2002).

After the later mentioned panel discussion
we had a lecture by Yvo Desmedt, who was
speaking about traitor tracing in broadcasting
environments. The goal is to find the sub-
scriber or maybe some conspiring subscrib-
ers, who extract their keys from their devices
(e.g. a set-top-box) to sell them on the black
market. Several schemes were introduced,
discussing their strengths and weaknesses.
The speaker concluded, that traitor tracing is
a useful tool for DRM, especially in broad-
band broadcasting, and is becoming better
and better, but there are some limitations: for

example there is a proven theorem, that a
perfect traitor tracing scheme (where an in-
nocent party is never accused) is impossible
(cf. Desmedt et a.l. 2002).

As nowadays more and more digital applica-
tions, like first-person-shooting games,
medical images, different simulations and
computer aided design (CAD) systems rely
on inner 3D object representation, it has be-
came essential for product or service provid-
ers to protect their intellectual property in-
herent in these models. In the first lecture of
the closing day a watermarking scheme was
introduced, using which a secret message can
be embedded in a 3D model. With the future
appearance of 3D-televisions, this issue can
be essential for content providers, and fur-
thermore, a brave vision of a 3D-Google was
sketched.

In the rest of the closing day a basic model
for access control to content was introduced,
after which the last lecture of the course in-
troduced the digital cinema and its most im-
portant technical issues, focusing on the re-
quirements and challenges of choosing
hardware components based on which a ro-
bust and secure digital cinema hardware can
be built.

The panel discussion

The panel discussion started with a “warm-
up” question directed at Adi Shamir, ques-
tioning what’s new in cryptography and
cryptoanalysis. Mr. Shamir’s feeling was that
the cryptoanalysis of hash functions is an
area, in which not much has happened since
1990’s, and that research has received a
boost lately.

As the majority of lectures focused on wa-
termarking, the discussion concentrated on
this issue. The greatest challenge in this area
today is to develop public-key watermarking
(PKWM), similarly to public-key cryptogra-
phy, which would presumably mean that one
can put watermarks on a piece of content
using a private key, so that everybody would
be able to check the existence of the water-
mark using a public key. As the word pre-
sumably in the last sentence indicates, the
biggest problem is that we don’t even have a
precise definition or even a clear goal yet
concerning the PKWM.
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After a short debate it turned out, that our
expectations in the area of classic watermark-
ing are not clear as well. We are trying to
trace the content by technical means, to find
where it is leaking, but in the end in most
cases it turns out that the leaking point is
some old lady living in a small village, so the
technical solution is barely handy. The
speakers agreed that DRM is more about
psychology, as a leak is not the cause of the
problem, only the syndrome.

The problem in today’s business models
originates from the fact, that those who are
putting protection on contents are not those
who profit from really strong protection. A
strong watermarking scheme, which is still a
wish, could completely restructure currently
failing business models, as in the future con-
tent providers will be able to put the needed
protection in the content themselves. Still,
the only thing that can be done by device
manufacturers today is not to chose a stan-
dard now, but to build upgradeable devices,
and to be prepared for constant improvement
of the schemes, like it was in the case of
smart cards used for phone-cards.

Before the end of the panel discussion, con-
sumer privacy in broadcasting techniques
was discussed. As broadcasting becomes
more and more interactive, providers will be
able to monitor consumers’ activity. This
backward information should also be covered
in forthcoming DRM solutions, thus a strong
demand for two-way DRM systems is aris-
ing, where not only the content providers’

Sources

rights are ensured, but also the consumers’
privacy is protected by technical means.

Conclusions

As a conclusion we can state that the main
challenges to technical solutions of DRM are
moving towards a risk management-based
approach, admitting that piracy cannot be
completely eliminated, but at least it must be
controlled. Watermarking could be a useful
tool in implementing these new protection
schemes, which would need a change in the
current business models. However water-
marking is not strong enough yet to sustain
possible attacks, and it is still questionable,
whether it will ever reach the desired security
and robustness level.

By the spreading of broadband access and
digital broadcasting, the need for technical
solutions to control both the broadcasted
content and the backward information flow is
growing. The panel discussion proved that in
some areas research is demand-driven, but
several areas are developing without clear
definitions and a clear view of the possible
usages, which is admittedly not necessarily a
problem in the early phases of research.

Bottom line

As for the current state of DRM protection
schemes, the summary of the panel discus-
sion, addressing the attendees, can serve as
the overall summary of the course: “Every-
thing is broken, so we are waiting for your
research”. Not so promising, but at least op-
timistic.

» AS13 - Digital Rights Management: from theory to implementations:

http://www.gsec.ucl.ac.be/AS13.php

» Cox, Ingemar J.: http://www.ee.ucl.ac.uk/~icox/

» Desmedt, Y.; Burmester, M.; Kurosawa, K. (2002) On Perfect Traitor Tracing, ISIT 2002:
http://kuro.cis.ibaraki.ac.jp/~kurosawa/2002/I1SIT02.pdf

» ELEC — Département d’électricité: http://www.elec.ucl.ac.be/
» GSEC - Graduate School in Electronics and Communications: http://www.gsec.ucl.ac.be/
» Halevy, D. and Shamir, A. (2002): The LSD broadcast encryption scheme, Advances in Cryptology —

Crypto’02, Berlin, 2002, pp.47-60

» UCL - Université catholique de Louvain: http://www.ucl.ac.be/en/
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Editorial of INDICARE Monitor Vol. 2, No 5, 29 July 2005

By: Knud Bohle, ITAS, Karlsruhe, Germany

Abstract: The articles in this issue comprise a prudent reply by Creative Commons to the po-
lemic published in the June issue of the INDICARE Monitor, a tour d’horizon through European
consumer protection laws in the light of digital products, and an outline of the recommendations
by the Norwegian Board of Technology (NBT) on DRM to the Norwegian Parliament. Further we
have included two market analyses, one on DRM in the eBook area, the other dealing with the
podcasting scene. In addition there are two more technical contributions, one presenting the
European FP6 project TIRAMISU and the other giving a detailed report about the second inter-
national ODRL workshop held this month in Lisbon.

Keywords: editorial — INDICARE

About this issue

Licenses, laws, and policy making

The issue starts with a cautious reply by in-
tellectual property attorney Mia Garlick,
General Counsel of Creative Commons Cor-
poration, to the polemic “Creative Humbug”
by Peter Benjamin Toth (Todt 2005), legal
counsel at the Hungarian musical collecting
society ARTISJUS. Mia’s rebuttal of Todt’s
attacks is very detailed as she substantiates
her arguments with the latest facts and fig-
ures about Creative Commons and examples
where Creative Commons has already been
beneficial. In spite of all differences, she
underlines that both, Creative Commons and
collecting societies like ARTISJUS, are
“working towards the same goals and repre-
senting, potentially, the very same individu-
als”. 1 hope that this peace offer is not the
end of debate about CC. A question which
puzzles me for instance is if there is a path
from CC licenses over encoding these li-
censes in rights expression languages (cf.
ODRL 2005; cf. Guth et al. in this issue) to
the enforcement of theses licenses by techni-
cal measures.

Legal ICT consultant Martien Schaub pro-
vides a breakdown of consumer protection
laws in the light of digital products (which
may come with DRM protection). Her tour
d’horizon though European law touches upon
six directives: Directive 85/374/EEC (liabil-
ity for defective products), Directive
93/13/EEC (unfair terms in consumer con-
tracts), Directive 97/7/EC (protection of con-
sumers in respect of distance contracts), Di-
rective1999/44/EC (sale of consumer goods

and associated guarantees), Directive
2000/31/EC (e-commerce directive), and
Directive 2005/29/EC (unfair business-to-
consumer commercial practices). The legal
provisions turn out to be fuzzy because what
is lawful depends to a large extent on as-
sumed reasonable consumer expectations,
and by nature these vary with technical
changes, learning processes, and differ be-
tween application fields. For example, some
DRM controlled music offers might be ac-
cepted in the mobile environment, but be
rejected in a PC environment or home enter-
tainment domain. The best instrument to
protect the consumer, she concludes, “ap-
pears to be the information duties of the
seller. In case of lacking, inadequate or false
information about the product, a consumer
may successfully base a claim on breach of
contract or unfair practices”.

Christine Hafskjold who works for the Nor-
wegian Board of Technology (NBT) reports
about the results of a project on DRM which
was intended to inform the Norwegian Par-
liament and policy makers in the process of
amending the Norwegian Copyright Act.
Meanwhile the act has passed (June 4th). The
final act is in line with the recommendations
given by NBT. The amendment is considered
consumer friendly, underlining the right to
make private copies and even allowing to
circumvent technical protection measures in
order to copy music from CDs to MP3-
players. In the INDICARE Monitor of last
month Thomas Rieber-Mohn (2005), Univer-
sity of Oslo, wrote specifically about the
implementation of the EUCD Article 6 in
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Norway. The two articles complement one
another perfectly.

DRM in podcasting and eBooks

Nicole Dufft, from INDICARE partner Ber-
lecon Research, draws attention to Podcast-
ing, an amateur movement to use the expres-
sion of Dan Hunter, which is so successful
that commercialization appears to be inevita-
ble. Copyright and consequently DRM how-
ever is an issue. Nicole can imagine com-
mercial, DRM-protected podcasts where
DRM limits, for example, the number of
plays and prevents the extraction of individ-
ual songs. The prime problem of such com-
mercial offerings to be accepted by consum-
ers will be the lacking interoperability of
DRM solutions.

Philipp Bohn, Berlecon Research, takes a
look at recent eBook developments, classify-
ing first the devices able to run eBook soft-
ware and to display eBook content, before he
comes to widely diffused reader software,
namely Adobe Acrobat, Microsoft Reader,
eReader and Mobipocket. He is not con-
vinced of the success of eBooks as long as
interoperability matters are not solved, but he
argues that in principle there are business
models making DRM protected eBooks ac-
ceptable for consumers, e.g. he can imagine a
demand in the educational environment for
“term lease” or “course-packs” if they go
together with price reductions. Who is likely
to reads this article may also want to re-read
Karen Coyle‘s (2005) article dealing with
library lending of e-books in the USA.

Technical matters

The object of project TIRAMISU (The Inno-
vative Rights and Access Management Inter-
platform Solution) is, according to its web-
site, “to unleash the full potential of digital
media, addressing the complete consumption
chain — media creation, delivery and con-
sumption, while removing the Digital Rights
Management (DRM) barriers. TIRAMISU is
an FP6 project sponsored by the European
Commission. Consortium partners are Opti-
base, ARTTIC, Imperial College of London,
Orange, NagraVision, Industrial Technology
Research Institute ITRI (Taiwan), University
of Ljubljana, Ecole Nationale Supérieure des

Télécommunications ENST, France Tele-
com, and Fraunhofer-Gesellschaft.

What makes TIRAMISU particularly inter-
esting for INDICARE is its claim to render
unobtrusive DRM components. So we asked
the project team to explain their approach
and to reflect about barriers to success. In a
few words: they target the “home domain”
(authorized  domain), support  super-
distribution, try to achieve increased security
by the application of smartcards, and base
their developments on open standards such as
MPEG-21.

Those who are less interested in technology
are encouraged to read at least the final sec-
tion headed “Is TIRAMISU the next hot
technology?” in which success factors, i.e.
conditions to be accepted as a worldwide
open international standard, are discussed.

Finally INDICARE informs you about the
ODRL Workshop which took place in Lisbon
in July. More precisely, the three program
chairs of the workshop, Susanne Guth, Re-
nato lannella, and Carlos Serrdo, give you
their briefing.

Although the event focused on ODRL devel-
opments, many relevant topics of the general
DRM debate were addressed. The need for
interoperability and standardization clearly
stimulates convergence and co-operation.
The use of rights expression languages for
identity management links them to Trusted
Computing as the specification profile of
ODRL for CC indicates co-operation with
the commons oriented movement. In between
are attempts to make rights expression lan-
guages “bi-directional” or to otherwise attach
negotiations of rights to the exchange of as-
sets. Pushed by the Open Mobile Alliance
(OMA), convergence of DRM solutions from
mobile over PCs to broadcast is on the
agenda requiring co-operation to be success-
ful.

Co-operation is without doubt on the agenda
of the European Union striving to build ERA,
the European Research Area. One instrument
is the organisation of co-ordination meetings
bringing together different 6th-Framework-
Program (FP6) projects and activities. In the
area of “Networked Audio Visual Systems
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and Home Platforms” (NAVSHP), four dif-
ferent co-ordination groups have been estab-
lished, one of them, CGl, is dealing with
Digital Rights Management. It brings to-
gether members of six FP6 projects (Me-
dianet, Enthrone, Tiramisu, Danae, Avista,
and Visnet), FP5 project ELIN and the Euro-
pean Broadcasting Union. Together they
work, chaired by Leonardo Chiariglione, on
a “DRM Requirements Report that expresses
the common view of NAVSHP on DRM and
the requirements for future DRM technolo-
gies, systems and toolkits in the European
audio-visual sector”. This work is highly

Sources

interesting for INDICARE, and hopefully for
you. It will also be of interest to compare
these requirements with the work in progress
of the Digital Media Project aiming at “Rec-
ommended Actions” to be presented to gov-
ernments and regulators (cf. Jeges 2005).

Bottom line

As always the INDICARE Monitor aims to
stimulate debate and provoke online-
comments through the articles provided. By
the way, for the first time the leading authors
of these articles are in their majority women.

» Coyle, Karen: The role of digital rights management in library lending. INDICARE Monitor, Vol. 2, No
2, 29 April 2005; http://www.indicare.org/tiki-read_article.php?articleld=95

» Jeges, Erné: Digital Media Project — Part |. Towards an interoperable DRM platform. INDICARE
Monitor, Vol. No 4, 24 June 2005; http://www.indicare.org/tiki-read_article.php?articleld=116

» ODRL (2005): ODRL Creative Commons Profile. Specification: 6 July 2005;

http://odrl.net/Profiles/ CC/SPEC.html

» Rieber-Mohn, Thomas: Norwegian implementation of the EUCD Article 6. INDICARE Monitor, Vol. No
4, 24 June 2005; http://www.indicare.org/tiki-read_article.php?articleld=111

» Toth, Péter Benjamin: Creative Humbug. Personal feelings about the Creative Commons licenses

INDICARE Monitor, Vol. No 4, 24 June 2005;

http://www.indicare.org/tiki-read_article.php?articleld=118
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Creative Humbug? Bah the humbug, let’s get creative!

By: Mia Garlick, Creative Commons, San Francisco, USA

Abstract: Creative Commons has been criticized recently, in particular by legal counsel for the
Hungarian collecting society ARTISJUS in a recent article in INDICARE, for being unforthcom-
ing about its purpose and misrepresenting both its mission and licenses. Creative Commons
welcomes the debate about copyright issues and Creative Commons’ role in working to facilitate
the interests of creators and users of copyrighted works. This article seeks to clarify some mis-
understandings and misrepresentations about what Creative Commons is about and about the

Creative Commons’ licenses.

Keywords: opinion — collective rights management, copyright law, Creative Commons,

creators

Introduction

Far from being humbug, Creative Commons
(cf. sources) is a non-profit organization that
has offices in San Francisco, London & Ber-
lin and project leads around the world. Since
2002, Creative Commons has made avail-
able, for free, a range of licenses and tools
for creators to make their works more readily
available on terms that clearly signal what
others may do with their works. In addition,
Creative Commons’ technology enables the
development of search engines, similar to the
Creative Commons-specific search engine
now included as part of Yahoo!’s advanced
search (cf. sources), that permits users to
search for, and find, Creative Commons-
licensed content according to its license
terms.

With over 17 million linkbacks to Creative
Commons licenses — or 1 out of every 530
webpages (based on Yahoo!’s index) now
licensed under a Creative Commons license;
with the Creative Commons licenses
“ported” to 21 different jurisdictions and
another 12 jurisdictions actively in the proc-
ess of porting, Creative Commons is an es-
tablished presence that clearly speaks to the
needs and desires of many people who create
copyright protected works.

On 24 June 2005, Dr. Péter Benjamin Toth
published an article that appeared in the IN-
DICARE Monitor entitled “Creative Hum-
bug” (2005). In it, Dr. Toth expressed his
discomfort with the “fishy smell” that sur-
rounds Creative Commons. Dr. Toth is,
among other things, legal counsel for the

Hungarian musical collecting society AR-
TISJUS.

Creative Commons appreciates the com-
ments and concerns expressed by Dr. Toéth
and welcomes this opportunity to clear the
air, so to speak, and to dispel any concern of
Dr. Téth’s, his colleagues or of any INDI-
CARE readers that Creative Commons en-
gages in a “whispering campaign” or a cam-
paign of suggestions.

Creative Commons & ARTISJUS work
toward similar goals

In his article, Dr. Téth sets up an apparent
opposition between the Creative Commons
licensing model and collective management
systems. Any such opposition is non-
existent, or at least should be. Creative
Commons and collective management or-
ganizations work towards similar goals —
namely, representation of artists’ interests
and education about copyright issues.

It is useful to have the comments of Dr. Toth
given his position as legal counsel for AR-
TISJUS and given the role of ARTISJUS as a
representative of Hungarian author’s rights in
musical and literary works as well as the
rights of foreign rightsholders of public per-
formance, mechanical reproduction and simi-
lar rights.

Creative Commons also works to serve the
interests and needs of creators. Creative
Commons is an enabler for creators to li-
cense their works and publish them more
readily, for example, using our ccPublisher
tool (cf. sources). Perhaps for similar rea-
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sons, ARTISJUS implemented an “arrange-
ment under which members can provide roy-
alty-free access to their works through per-
sonal homepages or a free online storage
space made available by ARTISJUS” (cf.
sources).

Given ARTISJUS is working towards the
same goals and representing, potentially, the
very same individuals as those who are likely
to be Creative Commons license adopters, its
comments assist Creative Commons and the
general public in more fully understanding
creators’ concerns and, thus, enable Creative
Commons to better serve those concerns and
enable the general public to respect these
concerns.

One of Creative Commons’ objectives is to
raise awareness of copyright issues, and in
particular, how they affect individual artists
and creators, as well as users. By opening up
this discussion, both Dr. To6th, ARTISJUS
and Creative Commons can continue to edu-
cate creators and the general public about
copyright law and, hopefully thereby, pro-
mote the dual purposes of copyright law, as
expressed in the Hungarian Copyright Law:
to “create and maintain an equilibrium be-
tween the interests of authors and other
rightsholders, as well as users and the public
at large, taking into account the requirements
of education, culture, scientific research and
free access to information.” (Hungarian
Copyright Law (Act No. LXXVL. of 1999 on

Copyright)).

Creative Commons’ mission is clear &
built on the flexibility inherent in
copyright law but lacking in practice

Creative Commons’ mission is clearly ex-
pressed on its home page as follows:

“Creative Commons offers a flexible
range of protections and freedoms for
authors and artists. We have built
upon the ‘all rights reserved’ of tradi-
tional copyright to create a voluntary
‘some rights reserved’ copyright.
We’re a nonprofit. All of our tools
are free.” (emphasis added)

As is clear from this statement, Creative
Commons is based on the existing system of
copyright. Creative Commons’ approach of

“some rights reserved” rather than being in
opposition to the copyright law per se, is an
alternative to two manifestations of copyright
law in everyday life: (i) the default “all rights
reserved” position that attaches to a copy-
rightable work the minute it is made, often
without the creator’s knowledge; (ii) the
status quo “all rights reserved” model that
serves as the standard business model for
most copyright-based industries to date.

The minute you take the picture, hit the
“save” button on your computer, record your
song, or code your website, you are creating
a copyright-protected work. Many people are
unaware of this when they create copyright
protected works as part of their daily lives or
as part of their creative activity. Conse-
quently, they do nothing about this, even if it
does not accord with their preferences as to
how others may use their work, and, thus, the
default level of copyright protection that
attaches to their work is “all rights re-
served”— in other words, they, as the copy-
right owner, enjoy exclusive rights to control
who may copy, adapt, distribute, transmit
over the Internet, publish etc. (subject to
some limited exceptions) their work by op-
eration of copyright law, immediately upon
having created a work that satisfies copyright
law’s requirements.

An example that illustrates this issue is the
moblogging that occurred during the recent,
horrific attacks on London. Several people,
who were in the tube tunnels during and im-
mediately following the attacks, including a
person called Adam Stacey, took photos,
using their mobile phones, of the scene be-
fore their eyes. (cf. O’Neill 2005, Alfie’s
Discotastic Moblog) The minute those pic-
tures were taken, the default “all rights re-
served” level of copyright protection applied.
However, in the case of Adam Stacey, he
sent the image to his friend Alfie Dennen and
told Alfie that the image was too important,
that it had to get out there. Consequently, the
image was posted to Alfie’s Discotastic
Moblog under a Creative Commons Attribu-
tion License. The Creative Commons Attri-
bution License enables anyone to copy, re-
distribute and adapt the work provided attri-
bution is given to the author. Because of this
license, the image quickly appeared on Sky,
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Associated Press and other news services and
Adam, previously, just a “citizen journalist”
became a nighttime news reporter.

Adam and Alfie were sufficiently aware of
copyright laws to modify their initial “all
rights reserved” position to a “some rights
reserved” position. Creative Commons li-
censes gave them the ready tools to do this,
without having to take the time & expense to
consult a lawyer (by which time the news-
worthiness of the image may have dissi-
pated). No doubt, most other people who use
their mobile camera phone are not as aware
as Adam & Alfie about the copyright impli-
cations of taking a photo and/or similarly do
not have access to a lawyer to draft up more
reasonable license terms; consequently,
without more, their creative works will be
subject to the maximum copyright protection
possible under applicable laws. Anyone who
then comes across these works must either:
assume they are subject to “all rights re-
served” protection and cannot incorporate it
into their website, documentary or book
without first taking the time to track down
the owner and asking for permission; or, if
they are unaware of copyright laws, and do
so, they become an unwitting infringer. This
is the situation even if the creator would have
been happy for them to use the work in this
way.

The other way in which “all rights reserved”
has become the default and standard copy-
right position is through established industry
business models. In the recording and pub-
lishing industries, for example, record labels
and publishing companies frequently take
either a transfer of copyright ownership or an
exclusive license of all rights from the indi-
vidual creator. These companies in turn then
make the music or books available — as you
can see if you check out the imprint page of
the books on your bookshelf or the CDs in
your CD rack—with the statement “© 2005.
All rights reserved.”

Creative Commons licensing is different to
this model. In the first place, under the Crea-
tive Commons licensing model, copyright
ownership can stay with the creator. In the
second place, the copyright notice that is
conveyed to the public states “some rights

reserved” and the Commons Deed (the hu-
man-readable code) sets out the key terms of
which rights are reserved and which rights
are not.

Thus, Dr. Téth’s initial observation that “the
‘some rights reserved’ concept is therefore
not an alternative to, but rather the very na-
ture of classical copyright” is, in some lim-
ited respects, accurate; the Creative Com-
mons licensing model works because it is
based on copyright and thus, obviously the
copyright system enables authors to license
some of their rights and not others. The prob-
lem is that under default copyright rules or a
general silence about the copyright status of
a work and established business models, the
practical application of copyright laws has
trended away from flexibility, in favor of “all
rights reserved.” This is the issue that Crea-
tive Commons seeks to address by educating
people about copyright issues — for creators
by enabling them to make a choice that suits
their preferences and clearly signalling what
use others may or may not make of their
works; for users by causing people to stop,
look & think when they see a Creative
Commons “some rights reserved” button as
to which rights are reserved and which are
not.

Creative Commons license adoption

Although Creative Commons started only
three years ago, currently according to the
Yahoo! Creative Commons-specific search
engine, as noted above, there are over 17
million linkbacks to Creative Commons li-
censes and these linkbacks are spread
throughout the world. In addition, as also
noted above, to date, Creative Commons
licenses have been “ported” (that is linguisti-
cally and legally translated suitable to a par-
ticular jurisdiction) in 21 jurisdictions around
the world including such countries as Japan,
Finland, South Africa, Brazil, Spain, Austra-
lia, Canada and South Korea.

Against this background, Dr. Toéth states that
“[1]et there be no mistake: the CC licenses
may be adapted to many jurisdictions, but
they are not adopted in any jurisdiction...The
state is not in a position to adapt and enforce
the use of these uniform licenses.” (emphasis
in original)
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This argument seems to be confused and is,
thus, not a valid criticism. Two points may
clarify the confusion. Firstly, Creative Com-
mons is not representing, and neither does
The Register article cited by Dr. Téth in con-
nection with his assertion (cf. Emert 2005),
that a state has adapted or enforced a Crea-
tive Commons license. The adaptation work
is carried out by Creative Commons project
leads in each jurisdiction. For example, in
Hungary, Baldzs Bodo of the BUTE Center
for Media Research and Education, Attila
Kelényi of Kiskapu Publishing, Dr. Agnes
Dudas from the FSF.hu Foundation for Pro-
moting and Localizing Free Software in
Hungary and Dr. Aniko Gyenge from the
Legal Center for Infocommunication Issues
at the Hungarian Academy of Sciences are
carrying out this adaptation work. By way of
further example, in Germany (the country
cited in The Register article), Creative Com-
mons worked with Professor Dr. Thomas
Dreier, Ellen Euler, and Oliver Meyer at The
Insitute for Information Law at the Univer-
sity of Karlsruhe and Institut fiir Rechts-
fragen der Freien und Open Source Software
(ifrOSS) to adapt the licenses for Germany.

Secondly, contrary to Dr. Toth’s assertion,
Creative Commons licenses have been
adopted by individual creators in numerous
jurisdictions around the world. For example,
recent statistics indicate that over 440,000
licenses have been adopted in Germany. In
Spain, over 785,100 licenses have been
adopted. In total, as noted above, 17 million
licenses have been adopted and applied to
online works.

Creative Commons is in talks with around 70
countries around the world and thus, we and
our international Commons community are
working to continue expanding global license
adoption in each country that “ports” Crea-
tive Commons licenses.

Understanding the Commons Deed & the
Legal Code

Creative Commons licenses are expressed in
three different formats: the Legal Code (law-
yer-readable), the Commons Deed (human-
readable) and metadata (machine readable).
The Commons Deed — being designed for the
general public to read & understand — merely

summarizes the key components of the Legal
Code to render them effective for the aver-
age, legally untrained user; it clearly explains
what, essentially, a user can and cannot do
with the work.

Dr. Toéth is correct that much of what is in
the Legal Code is not in the Commons Deed
(or the metadata) and no doubt, all legally
untrained people who use the Creative
Commons licenses and/or works licensed
under a Creative Commons license are thank-
ful for this. For example, neither the “War-
ranties, Representations & Disclaimer”
clause, nor the “Limitation on Liability”
clause, nor the “Severability” clause nor the
“No Waiver” clause are included in the
Commons Deed or the metadata. These
clauses — whilst necessary to construct a le-
gal document — do & arguably should (for
the sanity of the general public) remain the
preserve of lawyers and the courts to argue
about and interpret. When I buy a hair-dryer
or park at the parking station, I am told that
there are terms, have the opportunity to re-
view them at my leisure, and am told the key
terms. Similarly, the Creative Commons
Commons Deed links through to the Legal
Code and people have the opportunity to
review the finer points of the legal drafting,
if they chose, or to simply read the key terms
as expressed in the Commons Deed.

The point of Creative Commons’ three dif-
ferent expressions of its licenses is to facili-
tate greater use of copyrighted works, edu-
cate people about respect for copyright and
how to comply with copyright laws and the
Creative Commons licenses. The purpose of
the licenses is not to educate every person to
appreciate the finer points of legal contract
drafting.

One unfortunate obfuscation made in Dr.
To6th’s article is his assertion that

“CC licenses are even more extor-
tionary than an exclusive ‘buy-out’
contract from a global media com-
pany, where the author at least gets
some money, and according to the le-
gal regulations can revoke the license
in some circumstances. To bring an-
other example, a collecting society is
obligated to give the possibility to its
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authors to ‘take back’ their rights if
they are not content with the work-
ings of the society.”

Here, Dr. T6th makes an inaccurate compari-
son between the Creative Commons licens-
ing model and the model of many European
collecting societies and so-called “global
media company[ies]”. The Creative Com-
mons licensing model applies to an individ-
ual work at the creator’s option. It does not
apply to all present and future works of the
creator. Many European collecting societies
require creators to transfer ownership (not
even just license) of certain righs in each and
every one of their present and future works to
the society. Moreover, many established
content companies often require ownership
of or exclusive rights in present work as well
as ownership of or, at least options in, future
works created by an artist. Creative Com-
mons licenses are designed to enable the
artist to retain ownership of their work and
make decisions about how they want to li-
cense that particular work. Applying a Crea-
tive Commons license to one work does not
require application of a Creative Commons
license to any other work. In this way, there-
fore, it is possible for a creator to experiment
with the Creative Commons licensing model.
One clear example of this was the WIRED
CD: Rip. Sample. Mash. Share. which con-
tained tracks from 16 different artists includ-
ing the Beastie Boys, Chuck D, Gilberto Gil,
Thievery Corporation, Zap Mama and David
Byrne all released under one of the Creative
Commons Sampling licenses. (cf. sources)
By releasing one track under a Creative
Commons license, these artists did not
thereby become bound to release any of their
previous or future tracks under a Creative
Commons license.

Moreover, applying a Creative Commons
license to a particular work does not “lock
down” that particular work to Creative
Commons licensing exclusive of any other
form of licensing with respect to that work.
Creative Commons licenses are ‘“non-
exclusive”; thus, an artist can enter into dif-
ferent licenses, including revenue-generating
licenses, in relation to a Creative Commons
licensed work.

The history of Creative Commons license
adoption to date demonstrates that there are
three main ways in which an artist can earn
income in connection with Creative Com-
mons licenses.

Firstly, Creative Commons licenses can be
applied to a work in a particular format to
encourage awareness of the work and, thus,
sales of the work in a different format. One
example of this occurs in the publishing in-
dustry when authors and/or publishers re-
lease a book online under a Creative Com-
mons license whilst selling hardcopies of the
book.

One notable example is (unsurprisingly)
Creative Commons’ Chairman & CEO Law-
rence Lessig who released his book “Free
Culture” under a Creative Commons Attribu-
tion-NonCommercial license. (cf. sources)
The book is now in its third print run.

Another example is Kembrew McLeod s
book “Freedom of Expression®”, which was
also released online in PDF format under a
Creative Commons Attribution license and
sold in hardcopy format. (cf. sources) By
making it freely available online, Kembrew’s
book was able to circulate well beyond its
hardcopy distribution in the United States
and Japan, receiving responses and confer-
ence speaking invitations from people who
shared research interests in various Euro-
pean, Asian, and African countries. In addi-
tion, the publicity surrounding his online
Creative Commons release of the book gen-
erated hardcopy sales through Amazon.com.

A further example in the publishing arena is
the open access law publishing program,
recently launched as part of Creative Com-
mons’ Science Commons publishing project.
(cf. sources) The publishing model adopted
by the program and signed on to by, to date,
23 prominent US, English & Canadian law
journals, enables the author to: retain their
copyright in their paper and grant the pub-
lisher a limited-term, exclusive license for
commercial publication whilst also making
the paper available to the public under a, for
example, Creative Commons Attribution-
NonCommercial-NoDerivatives license. In
this way, the commercial publishing model
of the journals is not disturbed but authors
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and the general public from the greater avail-
ability of the author’s writings.

In the music world, Magnatune is an innova-
tive Internet record label that started in 2002.
(cf. sources) Magnatune releases streams and
downloads of its artists under a Creative
Commons Attribution-NonCommercial
Share-Alike license but sells their albums on
CDs.

Secondly, a Creative Commons license can
be applied to a work to signal to the general
public the terms on which they may use the
work and then interested parties may enter
into a commercial side-deal in relation to the
work. By reason of the Creative Commons’
metadata and Creative Commons-specific
search engines such as that now incorporated
in Yahoo!’s search engine, Creative Com-
mons licensed work can be more readily
located by persons interested in making
commercial uses of their work.

Thus, by licensing content within the Crea-
tive Commons network, access to a person’s
creativity can be substantially increased.
Business 2.0, for example, reported on the
story of a Slovakian artist who used Creative
Commons licenses to make his music avail-
able. That then translated into two commer-
cial contracts with U.S. companies to use his
music in their projects (cf. Raskin 2004).

Thirdly, Creative Commons licensed works
can advertise a creator’s talents and secure
them a commercial arrangement for different
or future works. One such example is that of
“MinusKelvin”, a physics and calculus
teacher by day, a composer by night. (cf.
MinusKelvin 2005) He makes tracks avail-
able to podcasters using Creative Commons
licenses and recently joined the ccMixter
site. ccMixter is a site created by Creative
Commons that enables people to post their
music to the site under Creative Commons
licenses that permit remixing. People can
then remix the tracks and upload their re-
mixes. Runoff Records, Inc. signed Minus-
Kelvin after discovering him on ccMixter.
Together with another ccMixter musician,
Pat Chilla, MinusKelvin will now be doing
the music for the next three seasons of Amer-
ica’s Next Top Model.

Thus, Dr. Toth asks “[w]hy should anyone
invest in works that are already widely avail-
able for free?” The response to that question,
as the above examples illustrate, is that the
reasons are multiple. Digital technologies
make it easier, cheaper & quicker than in the
analogue world for individual consumers to
become a producer of high-quality material;
so professional, indeed, that there have been
reports of photograph printing services refus-
ing to print personal photos of members of
the general public for fear that they are the
work of professional photographers and
even, in some instances refusing to release
people’s personal happy snaps back to them
without a signed copyright release. (cf. Selt-
zer 2005) Just as digital technologies make
us all professional creators, so too do they
enable people to advertise their works and/or
their talent, share their creativity more easily
and more readily, and clearly signal to mem-
bers of the pubic that they welcome the use
and reuse of their work.

Enforceability of Creative Commons
licenses

Finally, license enforcement — a topic close
to many lawyers’ hearts! Dr. Téth queries the
practical enforceability of the Creative
Commons licenses and suggests that the is-
sue of enforcement is somehow more diffi-
cult under the Creative Commons licensing
model, than under a collecting society or “all
rights reserved” model.

This contention is without merit. The issue of
knowing when a person has violated a li-
cense term applies equally in relation to a
Creative Commons licensed work as much as
it does to a work licensed under any other
model. Once you sell a book or allow some-
one to download a track from a site, how do
you know that they will use it consistent with
the license terms and/or any technological
restrictions? This is a challenge that all crea-
tors and organizations that assist them — such
as Creative Commons and ARTISJUS — face.
If artists and the organizations that assist
them work together we can attempt to solve
this problem by teaching people more about
copyright law and why & how to respect.

In addition, Dr. Téth claims that because the
generic license originated in the United
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States, the local licenses adapted to the juris-
dictions of Germany, France, Spain, Japan
etc. will not be sufficiently tailored to the
local laws of those jurisdictions. Somehow,
because CC-HQ has final approval over the
final draft of the jurisdiction-specific li-
censes, the licenses will be invalid under
local laws. Leaving to one side the obvious
factual point of distinction, namely, that the
actual location of the office that engages in
final review of the licenses is in Berlin, Ger-
many, Dr. Téth is clearly insufficiently fa-
miliar with our license finalization process.

Everything about Creative Commons in-
volves community involvement and commu-
nity feedback. This is nowhere more appar-
ent than in the international community, es-
pecially given the expertise that exists within
the international Creative Commons-minded
community. The license “porting” process
involves our local project lead preparing the
first draft of the license, linguistically and
legally adapted for the specific jurisdiction,
this draft is then circulated on an e-mail dis-
cussion list of interested participants in that
jurisdiction. These list participants debate the
various aspects of the license, in particular as
it pertains to their jurisdiction. These com-
ments are then incorporated into a further
draft, which is again submitted for commu-
nity review. A final draft is then prepared
and CC-HQ’s Berlin office confirms license
interoperability and otherwise assists with
drafting issues that may have arisen on the
country discussion list. The role of CC-HQ’s
Berlin office is simply one of assistance and
facilitation. At all times, substantive review
and amendment of the licenses to comport to
local legal requirements is undertaken by
experts in that jurisdiction.

No doubt, the Creative Commons license
will one day be tested in a court of law, simi-
lar to the recent case before a Munich court
involving the GNU-GPL license (cf. Shank-
land) and, when that situation occurs, we will
all observe the enforceability of the license
for the particular dispute in question. Until
this day, however, and most likely even after
this day, there is no basis upon which to
claim that Creative Commons licenses are

unenforceable. Every member of our com-
munity is working to ensure that they are
locally enforceable in anticipation of when a
court date is set, and also, that the licenses
properly represent and respond to the needs
of artists.

For Dr. Téth to imply that because Creative
Commons does not provide legal advice and
enforcement assistance, Creative Commons
“simply shrug[s] their shoulders” when it
comes to helping people enforce their rights,
flies in the face of reality. We receive count-
less queries and requests for assistance and,
to the extent we are able to locate a suitable
volunteer legal service in the inquirer’s juris-
diction, we direct them to that service. In-
deed, to the extent that ARTISJUS provides
pro bono legal assistance to artists, Creative
Commons looks forward to working with
ARTISJUS in this regard.

Bottom line

Creative Commons welcomes the debate and
feedback about our licenses. Creative Com-
mons constantly strives to develop licenses
and tools that are adapted to and serve the
needs of creators and users of copyright
works. Because the Creative Commons li-
censing model is different to the established
business models and the default “all rights
reserved” copyright model that has existed in
practice historically, Creative Commons
often engenders debate, concern and, some-
time, confusion as to what Creative Com-
mons does and how its licenses and tools
operate. Thus, Creative Commons appreci-
ates the opportunity to try to clarify these
issues but, more importantly, the opportunity
to generate discussion of these issues. Par-
ticularly, in the case of ARTISJUS and its
fellow collecting societies, a common ground
exists on which to explore these issues be-
cause all organizations serve similar interest
groups.

Ultimately, however, such discussion serves
an incredibly useful purpose of holding up
the mirror and enabling us all to consider and
opine on how we can all work towards mak-
ing copyright law better fulfil its objectives.
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A breakdown of consumer protection law in the light

of digital products

By: Martien Schaub, Mitopics, Gouda, Netherlands

Abstract: Consumers using digital content will often find themselves confronted with DRM.
Some consumers have attempted, with little success, to argue that these measures interfere
with their "right to a private copy", referring to the exception made with regard to this in copyright
law (Helberger 2004). Another area of law that can be drawn into this is consumer law. Con-
sumer law contains several legal instruments that protect the consumer who is considered to be

the weaker party in relation to a commercial party.
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Introduction

In the first INDICARE Monitor of this year
Riidiger Grimm (2005) remarked: ‘“virtual
goods are made for purchase and usage”.
When using digital products, consumers will
find that some uses are not possible as a re-
sult of DRM. DRMs are used to protect the
interests of the distributors and artists; how-
ever at some level this will interfere with the
interests of the consumer who expects that he
can make certain uses of the content he ob-
tained. This contribution discusses several
legal instruments that might come to the aid
of the consumer in relation to the consump-
tion of digital goods (for an overview of
European consumer protection law see De
Witte 2004).

Preliminary question: are digital products
goods or services?

In law it is important to establish if you are
dealing with either goods or services, be-
cause in some cases there are different rules
for the one and the other. The definition of
“good” generally relates to physical appear-
ance of something, while service provision
concerns the performance of some sort of act
other than the delivery of a good.

Digital content consists of bits and bites that
are normally connected to a physical carrier
such as a CD or a hard drive. If digital con-
tent is connected to a carrier, selling it can be
characterised as the selling of a good, be-
cause a tangible changes hands. A digital
delivery (for example via internet) merely
consists of the transfer of bits and bytes. In

that case, it becomes problematic to charac-
terise such a delivery as the delivery of a
good. In the past this topic has been ad-
dressed in relation to electricity (HR 23-3-
1921) and computer data (Hof Arnhem, 27-
10-1983). In case law these have been con-
sidered to be equal to a good, which can be
stolen. However, this conclusion was drawn
in relation to criminal proceedings. These
solutions however cannot simply be trans-
posed to private law issues.

In the discussion concerning the legal dis-
tinction between goods and services it is
important that the context and the purpose of
the rules of law are taken into account. In the
context of consumer law, it seems unfair to
treat a song differently, depending on the
manner it is formatted or delivered. If con-
sumer rights are dependent on the manner of
distribution, this opens the possibility for
distributors to choose the manner that fa-
vours their position. For practical purposes, it
can therefore be preferable to consider the
delivery of a digital product to be equal to
the delivery of a good. Reference can be
made to the analogy with sale of books and
CDs, which are generally considered to be
sale of goods, regardless of the fact that what
is actually sold is copyrighted material. The
discussion of rights and duties below will
assume that the rules of sale of goods can
apply to the selling of digital content, either
because the product can be qualified as a
good or, if this fails, by analogy.
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Contract law

Non-compliance

In general, contract law requires that the
seller should perform in conformity with the
contract. English law in this respect requires
that the goods supplied should be of satisfac-
tory quality and specifies that this require-
ment is met if the sold good is as fit for the
purpose for which goods of that kind are
commonly bought or as it is reasonable to
expect having regard to any description ap-
plied to them, the price (if relevant) and all
other relevant circumstances. An exception
applies when the buyer’s attention was spe-
cifically drawn to the “defects”.

Dutch law requires that a seller should de-
liver in conformity with the contract and
specifies that this is the case if the good has
the characteristics which are necessary for a
normal use to be made of it and whose pres-
ence he did not have to doubt, as well as all
the characteristics which are necessary for a
special use which has been mentioned in the
contract (for a comparison of Dutch law,
English law and French law on this topic see
Girot 2001).

A similar rule has been laid down in the
European directive on sale of consumer
goods (Directive 1999/44/EC). This directive
states that goods are presumed to be in con-
formity with the contract:

» if they correspond to the description
given by the seller or to a sample or
model shown to the consumer,

» if the goods are suitable for the special
use indicated in the contract,

» if they are fit for the purposes for which
goods of the same type are normally
used,

» if they show the quality and performance
which are normal in goods of the same
type and which the consumer can rea-
sonably expect, given the nature of the
goods and taking into account any public
statements by the seller the producer or
his representative.

Relevant factors to determine if there is
breach of contract (either in England or in the
Netherlands) can be the nature of the product
sold, the knowledge the seller has about the

intended use, price, the state of the market
and reasonable expectations of the consumer.

Applying the legal norms to digital content
equipped with DRM-techniques entails that it
has to be established what can be considered
“normal use” of digital content, what digital
content is “commonly” bought for and what
is reasonable to expect.

Unfair contract terms

Basing a claim on breach of contract is ren-
dered difficult if the use of the DRM-
techniques is accompanied by (pre-
contractual) warnings by the supplier. In that
case the consumer has fewer possibilities to
argue that expectations were not met. How-
ever, this does not affect the possibility to
base a claim on unfair contract terms. In this
context one can think of the Unfair Contract
Terms Act in England, and the rules regard-
ing general terms in Dutch law, which in-
clude a black list of terms that are considered
to be unreasonably onerous and a grey list of
terms which are suspected to be unreasona-
bly onerous. In both countries it is up to
judges to further determine in the context of
each particular case if certain terms are unfair
or unreasonably onerous.

On European level there is the unfair contract
terms directive (Directive 93/13/EEC) har-
monising the laws of the member states with
regard to this issue. According to this direc-
tive terms are unfair if, contrary to the re-
quirement of good faith, they cause a signifi-
cant imbalance in parties’ rights and obliga-
tions arising under the contract, unless the
terms were individually negotiated.

Relevant in the assessment is the nature of
the goods or services, and all other circum-
stances. Circumstances could be the price
and the reasonable expectations of the buyer.
Again, reasonable expectations turn up, as
well as good faith and circumstances of the
case. How does this translate to the supply of
digital content with DRM? Opinions of what
is “reasonable” can vary.

Unfair commercial practices

Related to the rules concerning contract law
are the rules concerning unfair commercial
practices. The laws of the member states will
be harmonised on this point after the imple-
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mentation of the recently adopted directive
on unfair commercial practices (Directive
2005/29/EC). The directive protects the con-
sumers’ economic interests against unfair
practices that take place before, during or
after a commercial transaction. The directive
does not prescribe what is considered to be
“fair”, but instead indicates which practices
are considered to be unfair:

» if it is contrary to the requirements of
professional diligence,

» if it materially distorts or is likely to ma-
terially distort the economic behaviour
with regard to the product of the average
consumer whom it reaches or to whom it
is addressed.

Professional diligence is defined as the stan-
dard of special skill and care which a trader
may reasonably be expected to exercise to-
wards consumers, commensurate with honest
market practice and/or the general principle
of good faith in the trader’s field of activity.
An important factor in the determination if a
certain practice is unfair is the amount and
type of information that is provided to the
consumer.

These open norms such as “good faith” and
“reasonable expectations” make for flexible
legal norms that can be applied to numerous
situations. The downside is that little legal
certainty is offered and the decision will de-
pend on circumstances of the case.

Defective products

The European directive on product liability
protects against material damages afflicted to
persons (death and personal injury) and dam-
age to property (Directive 85/374/EEC).
Apart from the protection measures that are
so aggressive that they will harm the con-
sumers’ computer, the DRM-techniques will
commonly not cause material or personal
damage.

According to the directive a product is defec-
tive if it does not provide the safety, which a
person is entitled to expect, taking all cir-
cumstances into account, including:

» the presentation of the product;

» the use to which it could reasonably be
expected that the product would be put;

» the time when the product was put into
circulation.

Although many consumers may currently
expect that some sort of DRM is connected
to digital content, it is less likely that they
will expect that such measures will cause
damage, such as harm the hard-drive of a PC.
Even if this is clearly communicated towards
the consumer that damage might occur, it can
be argued that a DRM-techniques should not
harm the consumers’ computer. Although
probably effective in protecting intellectual
property rights, it can be argued that this
does not pass the proportionality test: the
punishment is far too grave in relation to the
“crime” committed.

Besides the specific regime concerning de-
fective p