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express the European Commission’s official views. In its views and opinions the INDICARE 
project is independent from the European Commission and the views expressed and all rec-
ommendations made are those of the authors. Neither the European Commission nor the au-
thors accept liability for the consequences of actions taken on the basis of the information 
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Copyright  
This publication is copyright protected and licensed under a Creative Commons License al-
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INDICARE Project 
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Preface 
The INDICARE Monitor is the online-journal of project INDICARE being 
published every last Friday of a month. The present second volume of the 
INDICARE Monitor contains the 12 issues which have been published dur-
ing the second year of INDICARE operation (March 2005 – February 2006). 
It contains more than 100 articles written either by members of the project 
team or external experts.  
 
To add value to this volume we have included again a keyword index and a 
name index. While the keyword index helps to find articles by subject matter, 
regional focus, and article-type (announcement, case study, conference re-
port, country report, economic analysis, editorial, interview, legal analysis, 
news analysis, opinion, policy analysis, review, survey, technical analysis), 
the name index references names of persons mentioned in the articles – not 
including deliberately names of authors. For this edition all articles have been 
checked again in order to diminish typos, to apply the layout rules more con-
sistently, and to attribute keywords more carefully. Thanks to Gabriele 
Kaufmann, secretary at ITAS, for the many hours of skilled word processing 
and layout it took to produce the present publication. 
 
The main purpose of the INDICARE Monitor is to inform on consumer and 
user issues of DRM solutions in Europe and to stimulate public debate. De-
bate means two things here: first, the online-journal itself is scheduled as a 
platform for debate where different opinions and views can be expressed, and 
secondly articles posted on the INDICARE website can be discussed online 
straight away.  
 
Some articles reached an audience of almost 1.000 readers at our website 
within a month. Some articles have already been downloaded more than 
7.000 times. As articles can also be obtained by RSS feed and by download-
ing the whole monthly issue as pdf-file, the effective readership is always 
larger than the counter of article visits indicates.  
 
A more qualitative measure for the success and the quality of articles is the 
fact that articles of the INDICARE Monitor are not seldom referenced, com-
mented or syndicated by other web resources, e.g. PaidContent by Rafat Ali, 
QuickLink by Richard Swetenham, Urs Gasser’s blog at Berkman Center for 
Internet & Society Berkman Center, Stefan Bechtold’s blog at the Center for 
Internet and Society (CIS) at Stanford Law School, Charles W. Bailey’s 
Scholarly Electronic Publishing Bibliography and Scholarly Electronic Pub-
lishing Weblog, or at BillboardPostPlay. Meanwhile the INDICARE Monitor 
has also been included in electronic journal catalogues and is indexed in Li-
brary and Information Science Abstracts (LISA). 
 
The INDICARE Monitor has turned out to be a place of DRM debate,  
– where empirical consumer research is reviewed and presented,  
– where consumer organisations and other relevant NGOs have a voice, 
– where young researchers working on DRM publish original ideas, 
– where interesting interviews with key persons take place,  
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– where national and European research projects on DRM are covered, 
– where the implementation of the European Copyright Directive in mem-

ber states is followed closely, 
– where European and US debate meet, and 
– where you can find information about DRM events which are not cov-

ered elsewhere (e.g. workshop and conference reports). 
 
The keyword index gives an impression which topics ranked especially high. 
Conforming to the scope and the focus of INDICARE it is most naturally that 
the issue of consumer expectations, copyright law, DRMS design, business 
models, as well as standards and interoperability have been dealt with most 
often. Special focus themes helped to address in some depth important issues 
beyond the mainstream discourse such as "DRM and e-payment systems", 
Trust, DRM, and TC", "DRM and disabled" or "DRM and scientific publish-
ing". In the Masthead at the end of this publication (cf. p. 408) you will find 
more information about the dissemination of the journal, the editorial team, 
and the editorial policy. 
 
 
Knud Böhle 
(Editor)   
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Editorial of INDICARE Monitor Vol. 2, No 1, 25 March 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: With the second year of INDICARE we start the second Volume of the INDICARE 
Monitor this month. Beginning with the present issue, the Editorial will always fulfil two pur-
poses. It will announce INDICARE project news and it will introduce the respective issue. Apart 
from payments and DRMs, the current issue continues debate about DRM patents, require-
ments of the European Copyright Directive (EUCD), and adds a further comment of the first 
INDICARE State Of the Art Report – this time from the IT-industry side. We also introduce a 
newly emerging DRM topic, namely the use of DRM systems for computer games, and we pre-
sent a straight forward economic analysis of DRM by two French researchers involved in the 
European IST project MediaNet. 

Keywords: editorial, INDICARE 

  

INDICARE news 
The second INDICARE workshop last month 
on “E-Payment and DRM for Digital Con-
tent”, hosted by INDICARE partner 
SEARCH in Budapest, has been a success in 
terms of quality of speakers and quality of 
participants lively debating. It became clear 
that “paid content” and “protected content” 
require integration, eventually because con-
sumers want easy-to-use services.  

The workshop report documenting the event 
has been released this week and is available 
online (at http://www.indicare.org/tiki-
page.php?pageName=Events). At the 
same page you will also find the speakers’ 
presentations. A brief summary of the Work-
shop, prepared by Kristóf Kerényi, is in-
cluded in this INDICARE Monitor issue.  

About this issue 
The present issue containing the brief sum-
mary of the second INDICARE Workshop 
already mentioned above, also includes an in 
depth interview with Rüdiger Grimm, one of 
the speakers at the workshop. He highlights 
the need for integration of DRM systems and 
payment system, and the role for payment 
service providers as intermediaries. He is 
sceptical about the role of PKI for DRM. In 
his view PKI and signatures are fine for B2B 
rights management but not for B2C e-
Commerce as long as the infrastructure is not 
available for other purposes as well. He also 
warns that “there is a huge privacy bomb out 
there in DRM services”. Both topics are rele-
vant in other articles too, as we will see. 

The debate about DRM patents has been 
taken up already in the last issue with a re-
view of the Berlecon Whitepaper, and an 
Interview with Larry Horn Vice President of 
MPEG LA by Thorsten Wichmann. One of 
the crucial questions is the patent claim of 
ContentGuard with respect to rights expres-
sion languages and the claim of MPEG LA 
with respect to essential OMA 1.0 patents. 
We are delighted that Susanne Guth and Re-
nato Iannella respond to this challenge and 
present their open source advocates view. 
Both are heavily involved in the development 
of ODRL, which is used among others by the 
OMA consortium as rights expression lan-
guage. 

The EUCD is addressed in two articles: 
Dominik Knopf, working at the “Institute of 
Information Law” in Karlsruhe proposes a 
concept how to implement copyright excep-
tions in DRM systems. To achieve this, he 
argues, a paradigm shift: would be required 
from object-oriented DRMs to user-specific 
DRMs linking the content to the person, who 
acquired the rights to use it. By this he con-
tributes to an “emerging scholarship”, as 
Stefan Bechtold termed it (cf. INDICARE 
Monitor, Vol. 1, No 4, 24 September 2004) 
interested in a value-centred design of DRMs 
able to preserve important policy and legal 
values. As Grimm made clear in the inter-
view, as long as the required infrastructure to 
hook up to is not in place, DRMs proposals 
like the one by Dominik Knopf – as the au-
thor admits – have to be taken as feasibility 
studies, not as something we will see soon.  
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Margreet Groenenboom, IViR, reviews a 
paper by Urs Gasser and Michael Girsberger 
on the transposition of the EUCD with re-
spect to the legal protection of technical pro-
tection measures. One of the striking points 
is the spectrum of legitimate interpretations. 
While, following a narrow interpretation, the 
EUCD only prohibits the circumvention of 
those TPMs that prevent or restrain uses that 
are relevant under copyright law, the broad 
interpretation regards any TPM protected 
which aims at preventing or restricting any 
act not authorized by the rightholder. This 
openness of interpretation consequently leads 
to a lower degree of harmonization among 
EU member states.  

Olivier Bomsel and Anne-Gaëlle Geffroy, 
Ecole des Mines de Paris, provide a clear cut 
economic analysis of DRM systems. They 
start from two basic functions of DRM sys-
tems: content protection and versioning. 
Next they distinguish between two types of 
networks: “two-way communication net-
works” like the Internet, where everyone can 
technically broadcast contents, and “one-way 
networks” like broadcast networks. The 
economists hold that the “broadband Internet 
roll-out is largely subsidized by circum-
vented contents available through P2P appli-
cations”. Circumvention would benefit the 
whole range of IT-industries, which could 
not be forced to accept DRMs on open net-
works. The situation seems to be rather dif-
ferent in one-way-networks where content 
owners “control the availability of contents 
and the indirect network effects”. Here, 
equipment manufacturers have to accept 
protection standards demanded by the con-
tent industry. The analysis shows that in or-
der to assess the future of DRMs deploy-
ment, it is most important to distinguish net-
work types as they frame to a certain extent 
the chances of stakeholders to push through 
their respective interests.  

Danny Vogeley, Berlecon Research, ad-
dresses a rather new topic. Only recently the 
computer game industry has started to use 
DRM-based usage control systems. A case in 
point is the most successful Half-Life 2, 
which sold more than 1.7 million copies be-
tween November 2004 and January 2005. 
What Vogeley observes is not merely an 
emerging application field for DRMs. He can 
show that right from the beginning this tech-
nology is used to violate consumer rights. 
Another interesting observation is, how little 
consumers have reacted to this practice. In 
fact it has had no negative effect on sales. 
This shows how important it is to distinguish 
application areas and consumer groups con-
sidering acceptance and acceptability of 
DRMs, What might provoke protests and 
refusal in one area might be acceptable with-
out grumbling in another.   

The last article of this issue is again a com-
ment on the SOAR. Timo Ruikka, Nokia 
Corporation, suggests rethinking consumer 
expectations in a long-term perspective with 
respect to flexibility and transparency re-
quirements. He also says that the INDICARE 
paper “has far too great emphasis on privacy 
aspects, as if DRM was a bigger threat to 
privacy than (for instance) eBay or electronic 
banking or credit card statements”. This 
statement sounds quite different from what 
security expert Rüdiger Grimm had termed a 
“huge privacy bomb out there in DRM ser-
vices”.  

Be this as it may, in any case there is still a 
need for discussion of DRM issues, and IN-
DICARE is the dialogue platform for this 
purpose. Come and comment the articles on 
our website and write for the INDICARE 
Monitor. 

Happy Easter!  
Knud 

About the author: Knud Böhle is researcher at the Institute for Technology Assessment and 
Systems Analysis (ITAS) at Research Centre Karlsruhe since 1986. Between October 2000 and 
April 2002 he was visiting scientist at the European Commission’s Joint Research Centre in 
Seville (IPTS). He is specialised in Technology Assessment and Foresight of ICT and has led 
various projects. Currently he is the editor of the INDICARE Monitor. Contact: + 49 7247 
822989, knud.boehle@itas.fzk.de  

Status: first posted 24/03/05; licensed under Creative Commons 

URL:  http://www.indicare.org/tiki-read_article.php?articleId=91   
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E-Payment and DRM – Integration needed 
A brief summary of the second INDICARE workshop in 
Budapest, February 3, 2005 

By: Kristóf Kerényi, SEARCH laboratory, Budapest, Hungary  

Abstract: The second INDICARE workshop on “E-Payment and DRM for Digital Content” took 
place in Budapest on February 3, 2005. There was good interest in the event, which indicates 
that e-payment and DRM are topics of equally high interest to both the industry and academia. 
The workshop provided some revealing insights into the role of e-payment in complex DRM-
enabled systems, and also called for better integration in order to create more acceptable sys-
tems to consumers.   

Keywords: conference report, INDICARE – business models, collective rights management,  
e-payment, m-payment 

 

Introduction 
When we started organising the second IN-
DICARE workshop with e-payment being 
the intended focus, we thought we would be 
in a difficult situation, since from the techni-
cal point of view e-payment has hardly any-
thing do with DRM. However, we quickly 
found out that from the consumers’ point of 
view the situation is very different. Consum-
ers do not really bother about technical de-
tails, at least they do not wish to. Instead, 
they are looking for easy-to-discover and 
easy-to-use services, which provide them 
with a new experience of consuming digital 
content in fascinating ways. 
Thus recruiting the intended number of a 
dozen speakers and the optimal number of a 
half century of attendees for the workshop 
held in the excitingly modern informatics 
building of the Budapest University of Tech-
nology and Economics was not a difficult 
task at all.  
The workshop was organised around four 
thematic blocks: “e-payment technology”, 
“service providers on DRM”, “content pro-
viders in motion” and “business models for 
consumer satisfaction”. Below I attempt to 
give a very brief coverage on what in my 
view were the interesting conclusions. Inter-
estingly enough, consumer issues came up in 
more cases than expected.  

E-Payment technology  
The first block of presentations was organ-
ised around technical questions of e-
payment. Traditional e-payment solutions 

have been in use on the Internet for years, so 
there is not much current development in that 
area. However, with the expansion of the 
mobile market, and with handheld devices 
making it into our pockets, a transition to m-
payment is taking place. This will be even 
truer as mobile devices open up new oppor-
tunities like near-field communication and 
the use of smart-card-based security. 

Risto Sipilä talked about new touch-based 
services based on near-field communication, 
the so-called Radio Frequency Identification 
(RFID) technology. As opposed to remote 
payments, near-field communication is based 
on locality, where new types of point of sale 
(POS) terminals will accept e-cash or tickets 
(e.g. cinema tickets) directly from the con-
sumer’s mobile phone without having to 
connect to the mobile network. The speaker 
underlined two very important aspects when 
developing new mobile services: on the one 
hand ease of use was very important, from 
easy-to-use terminal (phone) user interfaces 
through easy service discovery to convenient 
payment methods. On the other hand, besides 
user friendliness he urged for open technolo-
gies and open standards.  

Péter Papolczy talked about SEMOPS (Se-
cure Mobile Payment Service), a research 
project funded under the 6th Framework 
Programme for Information Society Tech-
nologies of the European Union. SEMOPS is 
a new concept for a real-time payment ser-
vice, which can be implemented across a 
variety of mobile devices or other handsets, 
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over different data carriers and for a large 
spectrum of payment amounts. SEMOPS is 
differentiated from other e-payment services 
by its consumer-centric design. It provides 
consumers as Papolczy claimed with un-
precedented flexibility, while also ensuring 
privacy. SEMOPS combines consumer ano-
nymity with refundability. This is a quite 
new approach to e-payment, since so far in 
every widespread solution the consumer has 
been traceable.  
Service providers on DRM 
In the second block of presentations two 
speakers brought forward their views on the 
provider side of e-payment and DRM. The 
first of them, Pál Miletics, who came from a 
major mobile service provider, presented 
facts and figures about the mobile telephony 
market and the mobile market in general. In 
his view, customers demand services for 
information access, content download, ticket 
purchase, parking payment, or ordering. He 
underlined that there was a big difference 
between traditional e-commerce and m-
commerce, the latter providing anytime-
anywhere type services limited only by the 
handsets’ capabilities. He also said that con-
sumers usually do not understand the benefit 
of new technologies, so accurate surveying 
of market needs would be very important in 
order to succeed with DRM services. 
In the second presentation by Tamás 
Foltányi, the attendees heard about a selec-
tion of case studies from the technology pro-
vider’s point of view. The speaker pointed 
out that the mobile business environment is 
significantly different in the United States, in 
the EU and in Eastern Europe, so care must 
be taken when one wants to talk about busi-
ness opportunities in general. He said that 
consumer interest in e-payment services is 
present, as is the technical background, so 
using e-payment is not a problem. However, 
when analysing opportunities, one must look 
at the whole “value chain”.  
Content providers in motion 
The first presentation in the third block was 
about general DRM issues, more specifically 
the aim of DRM. Tibor Sas first looked at 
DRM from the infrastructure point of view 
and regarded DRM as infrastructure for the 
management of rights. He concluded that 

also for the DRM infrastructure a critical 
mass of consumers would be necessary to 
pay off. Second, he emphasised the impor-
tance of object identification, and proposed 
the widely used Digital Object Identifier 
(DOI) as a means of solving several DRM-
related problems, especially the collection 
and distribution of fees as a main purpose of 
the DRM infrastructure. He also brought up 
several use cases with inherent problems, e.g. 
component reuse, print-on-demand of small-
volume publishing and mixed-financed learn-
ing materials. He came to the conclusion that 
object identification and DRM could solve 
these, especially by identifying, tracking and 
billing uses of the many small-scale compo-
nents by many parties. Finally, the speaker 
pointed out that in his view the chief problem 
was the lack of e-content materials in the 
appropriate quantity and quality. He con-
cluded that a working DRM infrastructure 
and intensive content protection would en-
courage providers to supply more valuable 
content. 

Péter Benjamin Tóth, a lawyer at a collecting 
society of authors and publishers gave a 
presentation on the role of collecting socie-
ties in a world of DRMs. The main issue of 
the presentation was whether with the spread 
of DRM systems collecting societies will die 
out, or whether collective rights management 
still has some future. He asked if DRM and 
levies can coexist, and if it makes sense to 
use DRMs to make royalty distribution more 
accurate. The answer, he said, might be given 
by the International Confederation of Socie-
ties of Composers and Authors. CISAC’s 
aim is to develop documentation and distri-
bution standards for the sake of better ac-
counting between collecting societies. 
CISAC works together with ISO, and they 
have developed accepted standards for the 
identification of works and rights holders, 
which actually forms also the basis of every 
DRM system.  

Business models for consumer  
satisfaction 
The last block of the day started with an 
analysis of DRM business models. The 
speaker Vural Ünlü categorised content pro-
tection strategies into three groups: technical 
protection, contractual and statutory protec-
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tion and the alignment of business models 
forming structural protection for content. 
The speaker then analysed the optimal level 
of technical content protection. His conclu-
sion was that valuation and content degrada-
tion are major determinants of this optimal 
level, which also rises with the network ef-
fect. Two further findings were that the profit 
of content providers is reduced when protec-
tive measures cause utility decline for con-
sumers, and that the alignment of business 
models may lead to additional revenues. 

Rüdiger Grimm talked about a conflicting 
situation between content providers and their 
potential customers when it comes to digital 
products available on the network. He exam-
ined several alternative business models, 
among them systems based on Light Weight 
DRM, the PotatoSystem, and Music2Share. 
The particular feature of the PotatoSystem is 
to allow reselling by customers and thus pro-
viding incentives not only to legally buy 
digital products but also to contribute to the 
distribution. The speaker talked about digital 
payment methods having to be integrated 
into the purchase procedure. He pointed out 
that payment is not integrated in most of the 
existing DRM systems, and that this is a mis-
take. LWDRM and the PotatoSystem, in 
contrast, have payment integrated in the pur-
chase procedure, he said. His conclusion was 
that a great number of consumers are ready 
to pay for fair use, and providers are ready to 
deliver content for payment, so a mutually 
acceptable level of payment is the key. 
Therefore, he said, payment has to be inte-
grated with DRM and free usage has to be 
enabled after payment. Finally, he called for 
a harmonised solution, technically standard-
ised and widely accepted on the market. 

 

Main conclusions 
Perhaps the main conclusion of the workshop 
was that e-payment solutions must be inte-
grated into the content purchase process. And 
of course if DRM is also used, e-payment has 
to be integrated with DRM, too. Consumers 
do not want to bother about technical and 
contractual details, they just want to see the 
offer as one product and then they can decide 
which one to choose. Of course with today’s 
technical advancements in mobile computing 
and wireless connectivity traditional e-
payment is shifting over to m-payment. Inte-
gration is even more important here, since 
consumers have already got used to the “one 
finger, two buttons, three clicks” rule. Any 
other, more complicated purchase method 
will be less successful. 

Another key result of the workshop was that 
more attention should be given to consumer 
needs and consumer wishes. However, it is 
difficult to establish what they want, since 
they, themselves, do not know exactly what 
the possibilities are. Also, fair use should be 
considered in depth when creating new mod-
els for consumers: alternative compensation 
systems, like the described PotatoSystem, 
could have a bright future. Finding the per-
fect offer for consumers is, and will stay a 
key challenge for markets depending on 
DRM-protected contents.  

Bottom line 
If you have more interest in the Budapest 
workshop, please look at the workshop-site 
where you can download the slides of the 
speakers’ presentations. You might also want 
to read the more extensive workshop report 
(Jeges and Kerényi 2005) – it will bring you 
all of the interesting points of the presenta-
tions and of the panel discussions in detail.  

Sources 
► Jeges, Ernő and Kerényi, Kristóf (ed.) (2005): E-Payment and DRM for Digital Content – Report on the 

2nd INDICARE Workshop, Budapest, 3 February 2005; http://www.indicare.org/tiki-
download_file.php?fileId=98 

► Workshop-site: http://www.indicare.org/events/ 
About the author: Kristóf Kerényi is a researcher at Budapest University of Technology and 
Economics in the SEARCH Laboratory. His interests include mobile and wireless IT security, as 
well as technological aspects of DRM. He received a MSc in computer science from BUTE. 
Contact: kerenyi@mit.bme.hu 
Status: first posted 22/03/05; licensed under Creative Commons 
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Where do DRM- and e-payment systems meet?  
By: Rüdiger Grimm, Technical University Ilmenau, Germany 

INDICARE-Interview by Knud Böhle, ITAS, Karlsruhe, Germany with Rüdiger Grimm, Technical 
University Ilmenau, Germany.  

The interview approaches the relation of DRM systems (DRMs) and payment systems from 
different angles, addressing aspects of technical integration, the need for micropayment-
systems, strategic partnerships, the role of payment intermediaries in content markets, and 
takes a look at the near future.  
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About Rüdiger Grimm: Since September 
2000 he has been professor for multimedia 
applications at the Technical University of 
Ilmenau, Germany. He also heads a re-
search group at Fraunhofer (IDMT – Fraun-
hofer Institute for Media Technology). Re-
search interests include trustworthy and se-
cure e-commerce applications, payment 
systems, business protocols, privacy and 
digital rights. Among the solutions he has 
contributed to are numbered the First Virtual 
payment system, and more recently the 
PotatoSystem and Light Weight DRM. 
Contact: ruediger.grimm@tu-ilmenau.de 

INDICARE: A payment function is often 
regarded an important component of a DRM 
system. Nevertheless it seems as if there is 
not much communication and overlap be-
tween those dealing with e-payments and 
those dealing with DRMs. You are expert in 
both fields – would you agree that both 
communities are strikingly separated?  

R. Grimm: There are two communities, 
partly but not completely separated. Indeed, 
there are a lot of “kernel” DRM systems 
which are not closely linked to a business 
model, such as Windows Media Rights Man-
agement, Helix, Atrac3 or Fairplay. Also, 
payment systems like PayPal or Moneybook-
ers are not directly involved in digital goods 
download through a DRM system. In addi-
tion there are also business models for pro-
tected content, like iTunes and Sony Con-
nect, not associated with a strategic e-
payment system. In this respect: yes, there 
are two different communities which are only 
partly interlinked. 

But there are other examples of strong inter-
relation between these communities: The 

business model of the e-payment system 
Firstgate’s Click&Buy aims at digital goods. 
During the payment process the purchased 
digital goods are tunnelled through the server 
farm of the payment system. This is a DRM 
business system. The same is true for Pay-
best. Paybest is closely linked with the Pota-
toSystem. There is no Potato download with-
out stepping through the Paybest process. 
The provider of Paybest and the PotatoSys-
tem is the same firm. And iTunes in the US 
(not in Europe) offer payment by PayPal, as 
a first step to electronic payment integration. 

INDICARE: This means that on one side we 
see companies who follow an integrated ap-
proach with a business model for virtual 
goods in mind, and on the other side we ob-
serve an approach where different compo-
nents are integrated ex post at the level of the 
eCommerce system. Why ask for co-op-
eration and a common view if in practice 
there is no need for joint action and joint 
systems development? 

R. Grimm: I see two reasons why the two 
strands are not always integrated. Number 
one is the reason you mention: DRM is in the 
first place a technical mechanism. Only 
within a digital goods business system, is 
payment required. Nonetheless, iTunes is 
indeed a business system, and – in Europe – 
it is not interlinked with an electronic pay-
ment system. Number two is that both par-
ties, payment systems and DRM business 
systems, have their own customers. It is not 
easy for one of the two parties to serve the 
customers of the other. Both want to serve 
their own customers. However, this situation 
is uncomfortable for all users. It limits mar-
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ket growth for both sides. Therefore, it is a 
matter of time until successful download or 
file sharing systems conclude strategic part-
nerships with specific payment partners. Just 
like eBay goes with PayPal, payment sys-
tems will concur to become strategic partners 
of successful download or (legal) filesharing 
systems.   

INDICARE: Neither PayPal (with eBay) nor 
credit card payments (with iTunes) are mi-
cropayment systems. Do eContent markets 
need micropayment systems at all?  

R. Grimm: Yes, they do. Payment must be 
(a) strongly interwoven with the purchase 
process, (b) immediate and able to conclude 
the purchase, (c) cheap enough for low-price 
eContent. But there are interesting other 
models beyond micropayment, such as pack-
eting several purchases to one payment, or 
subscription, which make credit card pay-
ment cheaper. 

INDICARE: How big is the demand for 
integrated DRM & E-payment systems and 
what are the most successful systems today?   

R. Grimm: Successful digital goods pur-
chase systems will provoke Internet mi-
cropayment systems. As mentioned above, 
FirstGate Click&Buy is a functioning inte-
gration of micropayment and download of 
digital goods. Paybest and PotatoSystem is 
another example. PayPal and Moneybookers 
are prominent candidates for strategic part-
nerships with download shops, because they 
do have a broad customer base. iTunes in the 
US have already started with PayPal. 

INDICARE: Listening to all the names the 
question of interoperability as a condition for 
a unified consumer experience automatically 
pops up. Won’t we see again lots of incom-
patible islands? How will the interoperability 
problem be solved if not by a winner takes it 
all logics?  

R. Grimm: Exactly so. There are so many 
different DRM solutions on the market, and 
they are all incompatible. Electronic payment 
is not much better. Accounts from one sys-
tem cannot be used to pay with another sys-
tem. So, customers get used to having as 
many logins, accounts, contracts and rules as 
they use download services and payment 

systems. To top this problem: They all play 
with the personal data of their customers. 
There is a huge privacy bomb out there in 
DRM services… 

INDICARE: What exactly do you mean by 
“privacy bomb”?  

R. Grimm: Web surfers purchase more and 
more virtual goods. Traces of personal data 
are created by communication with servers, 
and also in encoded form within the prod-
ucts. Mostly people are not aware of this 
networked information about their behaviour. 
Nor is it utilized so far. However, the infor-
mation is out there, and it is increasing every 
day. Users should insist on being informed 
on the usage of their data. And providers of 
services should know that trust is the most 
important basis of business, therefore it is 
worthwhile to provide transparency on their 
actions. 

INDICARE: Back to payments, do you 
think it is possible to draw lessons from the 
early internet payment systems like First 
Virtual, eCash and CyberCash for the design 
of DRM systems?  

R. Grimm: All three systems worked as 
both, payment, and digital goods purchase. In 
modern language: they managed digital 
rights. But they were not DRM systems in 
the narrow sense: there was no copy protec-
tion or usage control involved. But neverthe-
less there are (at least) three lessons to learn: 
(1) payment and digital goods purchase must 
be simple and cheap: no public key registra-
tion or so! (2) There must be many goods of 
accepted value available on the Internet; (3) 
there must be no privacy threats. 

INDICARE: You mentioned public keys. 
PKI is debated today in the context of DRM 
too, when it comes to the granting of exemp-
tions from the owner’s exclusive rights. At 
the last DRM conference in Berlin (see Or-
wat 2005) Thomas Dreier for example envis-
aged a solution to this problem through DRM 
systems based on PKI. What is your opinion 
on a PKI based DRM approach to achieve 
fair use? 

R. Grimm: PKI are heavy weight for han-
dling. PKI and signatures are fine for B2B 
rights management. Customers will avoid the 
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extra load of care they have to take for their 
keys. PKI will be a solid basis for B2C e-
Commerce if it is available and used for 
other purposes as well. But this is not yet in 
sight.  

INDICARE: Well, in other words this 
means PKI and TTPs are not appropriate 
means to enable users to enjoy their tradi-
tional rights, like making private copies, 
granted by copyright? Do you have a better 
solution in mind how to reconcile DRMs and 
the legal provisions? 

R. Grimm: Trusted Third Parties as service 
providers to enforce additional rights or other 
services (like fair exchange of high-value) 
might indeed be an appropriate business 
model. But PKI for key management just in 
order to sign contracts is an overload on digi-
tal goods, especially in the low value range. 

INDICARE: From PKI to payment systems 
infrastructure is just a tiny step. Payment 
systems and also micropayment systems at 
the end of the day need a channel to commu-
nicate with the banking world and the mone-
tary system. This missing link has been a 
problem for micropayment systems, is it an 
issue for DRM systems? Asked differently, 
what is the role for payment intermediaries in 
the field of paid protected content? 

R. Grimm: The intermediaries must be the 
payment systems themselves. It is the pur-
pose of an e-payment system to map the 
heavy-weight banking system into light-
weight Internet communication. They organ-
ise intermediate accounting to bundle pay-
ment processes for clearance in the “real 
money world” of banks. When they do this, 
they offer additional services such as report-
ing, control of download, re-load of lost 
goods, concluding a purchase. 

INDICARE: Talking about technical infra-
structures, there are (apart from convergence) 
still different types of networks: the open 
Internet, mobile phone networks and digital 
TV. Can we expect to see in the future most 
paid content via digital TV und UMTS mo-
bile networks?  

R. Grimm: The mobile world is special. 
Mobile phones are easier to protect against 
tampering. Individuals accept to pay for ac-

cess to mobile networks. Mobile devices 
carry individual IDs for tracking and ac-
counting. Bringing these points together, 
mobile networks are predestined for DRM-
protected download and payment. Paid 
download of ring tones works extremely 
well. Therefore, the mobile industry has great 
hope, that it will be accepted as a digital 
goods purchase world. However, this will 
only succeed if the systems are compatible. 
OMA - the Open Mobile Alliance - is the 
relevant standardization initiative. Without 
success of OMA there will be no mobile 
DRM business. 

The TV world is completely different. I don’t 
see a strong overlap between the passive-
consumption world of TV with the active 
consumption world of the B2C e-commerce 
– at least in the near future. This might 
change, but not very fast. 

INDICARE: By and by p2p-Networks are 
being recognized by eContent industries as 
an opportunity (see Rosenblatt 2005). How 
will adequate payment systems look like for 
P2P networks? Can we envisage p2p net-
works as exponential “recommender-sys-
tems” with a payment function?  

R. Grimm: A view into the near future, as I 
see it: Payment systems for digital goods 
within p2p-networks play the role of inter-
mediaries between p2p value exchange and 
the real banking clearance. The payment 
system collects different payment activities 
and does the intermediate accounting before 
clearance. All services, such as provisions 
and special offers are managed by the pay-
ment service. Payment customers have ac-
cess to a huge set of digital goods offerings.  

INDICARE: By the way, can you imagine 
upgrading your PotatoSystem to p2p net-
works? 

R. Grimm: Yes, PotatoSystem is prepared 
for an upgrade to p2p communication. This 
requires a close inter-play with an e-payment 
service, just as Paybest today. Already today 
Paybest is a broker for many other e-payment 
services such as Paysafecard, Micromoney, 
Moneybookers, and Click&Buy. 

INDICARE: Isn’t it amazing that we have 
talked all the time about DRMs without even 
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mentioning copy protection? Looks like en-
tering the DRM arena through the payment 
door you automatically think of DRMs in 
terms of business models… 

R. Grimm: Virtual goods are made for pur-
chase and usage, not for being protected 
against usage. It is indeed amazing, that con-
tent providers emphasize copy protection and 
forget so much about new opportunities to 

make money. Payment brings it all together: 
content providers want money and consum-
ers want products. Instead of raising border 
walls of usage protection between them, con-
tent providers should open payment doors to 
their customers and make their goods acces-
sible – and consumable. 

INDICARE: Thank you very much for this 
interview. 

Sources  
► Information about the PotatoSystem mentioned several times is available at   

http://www.potatosystem.com/info/eng/index.html 
► Rosenblatt, Bill (2004): Learning from P2P: Evolution of business models for online content. INDI-
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Critical review of MPEG LA software patent claims 
The usage of open source rights expression languages 
must be royalty free 
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Abstract: This article shows a current software patent case where the MPEG Licensing Ad-
ministration (MPEG-LA) is claiming license fees for the implementation of the (open) rights ex-
pression language ODRL. ODRL has been developed by the international ODRL Initiative, a 
non-profit initiative mainly run by researchers. The article critically discusses the patents for 
rights expression languages and introduces early publications, showing that the concept of 
“rights expression languages or a rights grammar” is not new. Furthermore, it examines the 
patent claims with regard to the Open Mobile Alliance (OMA) DRM. The article is concluded with 
a discussion on the potential future impact of software patents in the field of DRM for open 
source software, research and consumers. 
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Introduction 
In January 2005 the MPEG Licensing Ad-
ministration (MPEG-LA) announced the 
terms of a joint patent portfolio license to be 
offered to implementers of the Open Mobile 
Alliance (OMA) DRM 1.0 specification. A 
royalty payment of USD 1 is due for every 
device that is issued using the OMA DRM 
specification and a further 1% of any transac-
tion in which an end user pays for delivery of 

a digital asset (cf. MPEG-LA, 2005). From 
this patent portfolio, we are reviewing the 
patents that are related to rights expression 
languages (RELs), e.g. the European Patent 
EP 0 715 244 B8 respectively the US Patent 
5,715,403 “System for controlling the distri-
bution and use of digital works … utilizing a 
usage rights grammar” granted to the Xerox 
Corporation. Today the patent is controlled 
by the US Company ContentGuard which is 
owned by Microsoft, TimeWarner, and 
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Thomson. These patents are obviously im-
portant in the MPEG-LA patent claim case, 
as the CEO of ContentGuard recently stated: 

“The OMA didn’t choose to use our 
technology for implementing its Digital 
Rights Language for OMA 1.0, and in-
stead chose to use a system developed by 
IPR systems in Australia. We told them 
that this wouldn’t mean that they could 
escape our patent portfolio and we’ve 
been telling them that all along” (cf. 
Faultine, 2005b). 

The “system developed by IPR systems in 
Australia” identifies the Open Digital Rights 
Language (ODRL). For many years, the au-
thors of this article developed with many 
collaborators the Open Digital Rights Lan-
guage (ODRL). Version 1.1 of ODRL (part 
of the OMA 1.0 and OMA 2.0 specifications) 
has been implemented; license tools for 
ODRL have been created, and devices em-
bedded with ODRL. With the experiences of 
this and other work, the ODRL Initiative 
members have improved and extended the 
ODRL data model and are creating profiles 
to integrate ODRL and adjacent metadata 
standards. The ODRL Initiative is about to 
publish these new research findings in ODRL 
Version 2.0. The new version meets all gath-
ered requirements from the last years of ex-
periences, and it will make the usage, im-
plementation and processing of rights ex-
pression languages more efficient and less 
ambiguous and takes a step towards more 
interoperability between the different exist-
ing RELs. This ODRL research has mostly 
been supported by European and Australian 
research funding and was intended to be 
made freely available (under open licenses) 
for other researchers worldwide.  

The MPEG LA patent claims state that every 
service provider or device seller that imple-
ments the open source rights expression lan-
guage ODRL as per the OMA DRM specifi-
cations shall be obliged to pay a levy to the 
MPEG-LA consortium members. As Con-
tentGuard claims to hold patents on any 
REL, not just only their own solution XrML 
(see also Böhle 2005 and Berlecon Research 
2005), it is unclear on the extent of the patent 
claims to any version of ODRL (now or in 
the future) and other machine-based lan-

guages, such as the open and free Creative 
Commons licenses. At present, the MPEG 
LA patent claims seem targeted at OMA 
DRM implementations only and do not seem 
to apply to other (non-standard) DRM im-
plementations on mobile devices and ser-
vices.  

The business model of open source is to 
freely distribute software and technical speci-
fications and earn money with consulting and 
other services. If the implementation of 
ODRL or the simple usage of ODRL tools 
leads to potential royalty payments, the at-
tractiveness of ODRL will shrink and the 
further work of the ODRL Initiative is seri-
ously jeopardised. RELs like ODRL are 
gaining importance in University and Euro-
pean research projects for the creation of 
platforms to distribute learning material 
(script, slides, and examples) (cf. EducaNext 
2005). 

Rights expression languages are only a small 
building block of the Digital Rights Man-
agement Technology but all other compo-
nents of DRM systems are most likely af-
fected by software patents in the same way. 
This article will focus on the specific case of 
above named patents on rights grammars to 
illustrate problems and confusions arising 
from software patents. 

What is a rights grammar? 
As ContentGuard claims to hold a patent on 
any rights grammar, at this point one has to 
pose the question: What exactly is a rights 
grammar? ContentGuard always uses the 
term “rights grammar” synonymously with 
“rights expression language”. Linguists 
would probably not agree here in the first 
place, however, a rights expression language 
is a language to express usage or access 
rights for parties over assets. A simple rights 
expression in ODRL granting the user sguth 
the right display for the asset proceed-
ings2005 looks as follows: 
<rights> 
 <agreement> 
  <party> 
     <context> 
       <uid>sguth</uid> 
     </context> 
  </party> 
  <permission> 
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      <display/> 
  </permission> 
  <asset> 
    <context> 
       <uid>proceedings2005</uid> 
    </context> 
  </asset> 
 </agreement> 
</rights> 
 

But also consider these two examples:  

► If the system administrator of a Linux 
Server sets the “group” rights of file Z to 
“read, write, execute”, he is using some 
kind of rights grammar. 

► If, in a running computer system, four 
software objects of an access control 
mechanism, e.g. the party object 
drmUser, the asset object musicFile, the 
permission object play, and the constraint 
object untilTomorrow are related to each 
other and therewith constitute a rights 
expression, the system uses some kind of 
object-oriented rights expression lan-
guage, too. 

Do the REL patents now apply to access 
control software in general? Numerous copy-
righted works that describe access control 
mechanisms and their implementation, such 
as discretionary access control (access con-
trol lists, capabilities), role based access con-
trol, etc. were published long before the fil-
ing of the ContentGuard patents. Countless 
research papers also include formal models 
with respect to computer system security (cf. 
Landwehr 1981and Burrows et al. 1991). 
Most rights expression languages existing 
today are technically defined in XML sche-
mas. Not using an XML-based rights expres-
sion language simply means that you grant or 
deny access rights with former programming 
means, i.e. access control information that is 
captured in software objects or variables, as 
shown in the two examples above. The fol-
lowing section will try to clarify the coverage 
of so-called software patents, particularly 
with respect to the above mentioned patents 
on rights grammars. 

Investigation of ContentGuard patents 
with regard to (European) patentable 
inventions  

“European patents are granted for any in-
ventions which are susceptible of indus-

trial application, which are new and 
which involve an inventive step” (cf. 
European Patent Convention, 1973).  

Please note that the proposed software patent 
directive (cf. European Commission, 2002) 
in the EU has not yet passed the EU parlia-
ment. The European patent of ContentGuard 
has been filed under the Convention on the 
Grant of European Patents of 1973. 

In the current European jurisdiction “pro-
grams for computers” are not patentable 
unless they are new and provide a technical 
contribution or further technical effect to the 
prior art. Additionally, to be patentable, an 
invention must have technical character and 
must be non-obvious. 

► The invention must have overall techni-
cal character. This means that the inven-
tion must use technical features and solve 
a technical problem. For example, soft-
ware running on a computer has technical 
character. 

► The invention must be a new technical 
contribution or further technical effect, 
i.e. a solution of a technical problem, e.g. 
an improvement of computing efficiency. 

► The invention must be non-obvious, i.e. 
the invention must be beyond state-of-
the-art and non-trivial for an expert in the 
field. 

► The invention must be new, i.e. the ap-
plicant of the patent must be the origina-
tor of the invention (i.e. not prior art). 

In the following paragraphs, we would like to 
address the named requirements with respect 
to the above mentioned patents on rights 
expression languages. 

Technical character 
What would a software patent in the EU have 
to look like that applies to any rights lan-
guage if the invention must have overall 
technical character? Such an invention 
would have to include the underlying data 
model, the technical specification and im-
plementation of all today’s and tomorrow’s 
rights expression languages. The current 
rights expression languages already serve 
different domains (music industry, publish-
ing industry, education), have different fo-
cuses (licenses, tickets, contracts), thus have 
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varying data models resulting in diverse 
technical specifications, XML schemas, and 
implementations. The above named patents 
need to be investigated with regard to this 
requirement. 

Technical contribution and non-obvious 
invention 
Some facts: In 1969 the first mark-up lan-
guage (GML) was developed by Goldfarb, 
Mosher, and Lorie followed by the Standard 
Generalized Markup Language (SGML), 
becoming ISO standard in 1986 (cf. ISO 
1986). The successor of SGML is XML (eX-
tensible Markup Language) respectively 
XML schema. Today, mark-up languages are 
widely used and state of the art. The impor-
tant inventions and copyrighted work in the 
field of access control were published in the 
1960s and 1970s. 

Rights expressions have existed since hu-
mankind can talk. The example: “I lend this 
book to you until tomorrow” is a human 
readable example of a rights expression lan-
guage. Is a machine readable example of this 
rights expression language a technical con-
tribution to the state-of-the-art if neither the 
means of writing (XML) nor the content 
(access control expression) is new? Since 
mark-up languages are state-of-the-art, ex-
perts use them to describe all kinds of things: 
books, individuals, and also rights. As men-
tioned above, common rights expression 
languages, including MPEG REL, XrML and 
ODRL, use XML Schema for their serializa-
tion. XML Schema can be regarded as state-
of-the-art technology. General, freely avail-
able XML parsers can be used to interpret 
and process MPEG REL, XrML and ODRL 
rights expressions. 

New (prior art) 
For a patent to be accepted, it must pass a 
number of key requirements as outlined 
above. These include that no “prior art” in 
this invention currently exists. The process to 
determine these requirements are “self de-
termined”. That is, the patent applicant ar-
gues in the proposal that the invention meets 
these requirements. The patent administrator 
must make a judgement call based only on 
this information as they are not experts in the 
area of the invention.  

In the case of the ContentGuard patent (‘403) 
– filed on November 1994 - a number of 
prior art inventions where overlooked. In 
particular, the well-known work of Ted Nel-
son’s Xanadu project from the 1980s (cf. 
Samuelson & Glushko, 1991) clearly a dec-
ade before the ‘403 patent submission. Nel-
son’s work is “novel in proposing to use a 
contract-based scheme for commercial distri-
bution of written texts” and was also novel in 
“charging for each and every use of their 
documents” rather then each copy. The 
Xanadu project used an “intuitive rights-to-
do framework”, that is, a system that enabled 
the user rights to be described for content 
that limited its use. Strangely, the ‘403 patent 
references only a 1994 work of Ted Nelson 
but does not discuss it. 

The European ESPRIT Project “Copyright in 
Transmitted Electronic Documents” (cf. The 
CITED Project) from 1990-1993 developed a 
model that provided control, policing and 
remuneration, in respect of the use of copy-
righted material stored and transmitted in 
digital form. The project demonstrated and 
implemented software with mechanisms such 
as “The Use Right Collector (URC) that col-
lects and manages the use right data base and 
links the data with their associated rights”. 

Henry H. Perritt (1993) wrote about the con-
cept of “permissions headers” in which rights 
information would be attached to every digi-
tal work distributed across networks. He 
indicated that “this representation problem 
may benefit from the use of some deontic 
logic, possibly in the form of a grammar 
developed for intellectual property permis-
sions.” 

Summary 
From this understanding, we conclude that a 
patent on any rights expression language is 
not possible under current European jurisdic-
tion and would be highly doubtful world-
wide. Such a patent would only be relevant 
to the specific implementation that it de-
scribes. The technical implementations of 
DRM systems today differ widely from the 
ideas over a decade ago. The original ‘403 
patent authors at Xerox had a “print indus-
try” view of the world and probably would 
not have even contemplated that a REL 



 

INDICARE Monitor Vol.  2, No 1, 25 March 2005 13

would one day be in a small mobile device 
managing music delivery. Therefore, open 
source rights expression languages must be 
untroubled by the software patent levy. 

Examining the ContentGuard patent 
claims with regard to OMA DRM 
MPEG-LA claims that their patent portfolio 
applies to the OMA DRM standards and a 
license must be obtained. MPEG-LA has not 
released the full list of the patents in question 
and how/where they apply to an OMA DRM 
implementation. One needs to take it “on 
faith” that all the patents do apply. 

If we look at the details of the ‘403 REL 
patent as an example, some interesting facts 
are revealed:  

Patent ‘403 claims that “Digital works and 
their attached usage rights are stored in re-
positories” and “The enforcement elements 
of the present invention are embodied in 
repositories” and defines repository functions 
to include “… store digital works, control 
access to digital works, bill for access to 
digital works, loan digital works or automati-
cally handle the commercial reuse of digital 
works, and maintain the security and integ-
rity of the system”. The model is clearly one 
of advanced repositories undertaking the 
major functions of the DRM transactions. In 
the mobile world, it is unlikely that a DRM 
client on a mobile phone would fall into the 
category of a “repository” as defined by pat-
ent ‘403. Additionally, the “enforcement 
elements” of OMA DRM are provided by 
encrypting the content and storing the keys in 
separate protected licenses. The OMA DRM 
model does not use a “repository” to request 
and allow access to content as this is handled 
by a client application on the handset. 

Patent ‘403 claims that “A key feature of the 
present invention is that usage rights are 
permanently attached to the digital work” 
and that “It is fundamental to the present 
invention that the usage rights are treated as 
part of the digital work.” This is quite the 
opposite in OMA DRM implementations. 
The content and license (usage rights) are 
separate data files and are never “perma-
nently attached” to the content. Additionally, 
with superdistribution in OMA DRM, the 

content is sometimes not associated with any 
“usage rights” until after purchase. 

Patent ‘403 claims that “The usage rights 
language is based on the grammar described 
below. A grammar is a convenient means for 
defining valid sequence of symbols for a 
language.” The grammar of the OMA DRM 
licenses is based on XML, and more formally 
on XML Schema, which has its basis on the 
DTD (Document Type Definition) from 
SGML developed in the 1980s, and does not 
resemble the grammar in the ‘403 patent. 

These are just a few examples of aspects of 
the ‘403 patent that need careful analysis for 
their applicability to current implementations 
of DRM systems. 

Discussion 
Is the MPEG LA patent portfolio removing 
uncertainty? 
The MPEG LA is pooling (DRM) patent 
owners and offers implementers of patent 
affected (DRM-)technology a patent portfo-
lio for a certain price (such as USD 1 per 
device and 1% of the digital asset’s cost). 
The Vice President of MPEG LA states that 
“a patent portfolio assists in removing the 
uncertainty surrounding the ‘patent over-
hang’ ” (cf. Horn, 2005), i.e. it is a conven-
ient and efficient way to access the (DRM) 
technology. On the other hand the patent 
pooling makes the patent claim non-
transparent. In the OMA DRM case it is not 
clear which patents apply to which parts of 
the OMA DRM specifications. What conse-
quences would it have if the ‘403 patent 
claims with respect to rights grammars turn 
out to be unjustified? To what extent would 
that reduce the patent levy? What about all 
the other patents in the portfolio? Who pro-
vides an independent analysis of them? From 
this point of view the pooling of patents 
probably causes rather than removes uncer-
tainty. 

In the latest news, the Mobile Entertainment 
Forum (MEF) announced that is has issued a 
statement regarding the licensing program 
proposed by MPEG LA for Mobile Digital 
Rights Management (Mobile DRM) saying 
that: “The terms being considered by MPEG 
LA … could have a devastating effect on any 



 

INDICARE Monitor Vol.  2, No 1, 25 March 2005 14

business involved in mobile and wireless 
entertainment” and “that MPEG LA’s pro-
posed royalty rates are onerous, impractical 
and unclear” (cf. w/o, 2005). 

What are the possible consequences for the 
customer? 

► It was the aim of the Open Mobile Alli-
ance to develop an open standard, to 
minimise any impact of patents, and to 
eliminate royalty payments (cf. Buhse 
2004). Hence, all players in the mobile 
industry had a high motivation to support 
and implement this standard. Now, de-
vice sellers and service providers have 
been faced with a new potential royalty 
payment to MPEG-LA - significant addi-
tional costs that have not been calculated 
in their business models. This may also 
lead some vendors to continue to imple-
ment their proprietary DRM systems as 
there is little benefit in moving to the 
“open” standard. In this case the custom-
ers would have to bear the consequences 
of non-interoperable mobile phones.  

► If the claims of MPEG LA can be im-
posed (and software patents continue to 
be granted), the additional costs of the 
above mentioned patent levy will be 
transferred to the customer. The latest 
news about the adoption of software pat-
ents in Europe (cf. The Copenhagen Post 
2005) shows that software licensing will 
be an important future business of large 
software companies. 

What are the consequences for the ODRL 
Initiative and Open Source Developers in 
general? 
If the claims of MPEG LA are validated, the 
work of the ODRL Initiative and other RELs 

such as the Creative Commons Licenses will 
be critically endangered. No open source 
developer would have a motivation to work 
on new concepts and implementations for 
RELs if the royalties for their application are 
paid to a different organisation. This would 
mean that open source developers, research-
ers and universities would have to now con-
stantly monitor and review software patents 
in future. They will have to apply for patents 
themselves in order to make research freely 
available for the public and other researchers. 
This is costly (maybe not realizable with the 
restricted budgets at universities) and time 
consuming (i.e. disables progress). Addition-
ally, the many software patents are an un-
pleasant surprise for researchers (and others) 
that started their work in a software patent 
free environment and are then faced with the 
fact, that maybe a large part of their work is 
not sufficiently protected by copyright. This 
has happened in Standards groups previously 
and has earned the name “submarine patents’ 
– that could surface at any time in the future. 

Bottom line 
From the concrete case above we can sum-
marize that more transparency is needed with 
respect to the legal basis of software patents 
and its application to DRM technologies. The 
MPEG-LA patents have the clear potential to 
disturb research and development in the field 
of RELs and other DRM technologies. Fur-
thermore, the MPEG-LA patent claims have 
a negative effect on the growth of European 
mobile (entertainment) industry. This article 
is also an appeal to politicians and patent 
offices to rethink the proposed software pat-
ent directive in the EU. 
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networks compared to traditional one-way networks. We then analyze the overall competition 
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Introduction 
This article stems from a study on the eco-
nomic analysis of DRMs (Bomsel and Gef-
froy 2004) carried out within the FP6 IST 
project MediaNet. The objective of this pro-
ject is to remove the obstacles to end-to-end 
digital communications and content ex-
change, from content/service providers to 
customers and between persons. In the Me-
diaNet open architecture model it is crucial 
to examine the conditions under which Digi-
tal Rights Management systems could 
emerge and be reliable enough to ensure the 
compatibility of circulation of both copy-
righted and non copyrighted material.  

Digital Rights Management systems are 
means of assigning access to digital contents. 
This paper deals with the economic charac-
teristics of DRMs. First, it aims at defining 
their economic functions, that is to say con-
tent protection and versioning. We then ana-
lyze the mechanisms of DRMs adoption over 
the Internet. Emphasis is put on the impor-
tance of network effects on complementary 
goods within dynamic vertical relations. We 
underline the difficulty of DRMs roll-out 
over two-way communication networks and 
draw the comparison with traditional one-
way distribution networks. The final question 
is the overall competition between broadcast, 
physical, free and DRMs-based Internet dis-
tribution of digital contents.  

DRMs: Protecting and versioning 
contents in the digital era 
DRMs: Protecting contents in the digital era 
The first goal of DRMs is to protect the ex-
clusive rights of content owners. On the one 
hand – comparably to physical supports or 

entrance tickets – they exclude consumers 
from the consumption of the cultural good if 
they don’t pay the price for it. On the other 
hand, they determine the range of uses 
granted to the consumers like other copying 
control mechanisms. 

DRMs and all other private protection tools 
supplement copyright laws. Yet they follow 
different objectives. While private protection 
measures are designed to maximize rights 
owners’ benefits, copyright law seeks for 
optimal social welfare. It therefore makes a 
trade-off between excludability, which pro-
vides incentives to creation, and the social 
benefits of diffusion. That is why the exclu-
sive rights granted to the content owners are 
limited both in length and in scope by ex-
emptions, like fair use and first sale doc-
trines.  

Digitization has changed the terms of copy-
right laws’ trade-off. By dramatically reduc-
ing the costs of copying, storing and trans-
mitting digital files, it has increased diffusion 
possibilities together with threats to content 
owners’ revenues and incentives to create. 
The DMCA (1998) and the EUCD (2001) 
made a relatively clear choice towards 
strengthening the ownership rules. While the 
first sale doctrine or principle of exhaustion 
cannot apply to digital files, anti-
circumvention rules enable DRMs to over-
ride the traditional fair use limitations of 
copyright laws.  

DRMs: Versioning contents in the digital era 
The second function of DRMs is the version-
ing of contents. Contents address markets 
through a form of price discrimination called 
quality pricing or versioning. The idea is to 
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offer different qualities of the good at differ-
ent prices to get consumers select themselves 
from among these versions, according to 
their different willingness to pay. Think, for 
instance, of hardback and paperback versions 
of a good. 

DRMs enable content owners to make further 
versions of a digital file with respect to the 
liberalities of uses attached to it. They allow 
copyright owners to charge a price that varies 
according to the particular uses authorized. 
To be more concrete, digital files with em-
bedded DRMs may offer various rights to 
modify or excerpt, time of possession, num-
ber of accesses, of copies on different de-
vices or of people one can share with.  

DRMs’ enhanced versioning possibilities not 
only mean that content owners will better 
extract consumers’ willingness to pay and 
increase their profits. Although it seems at 
first unfair to make people pay different 
prices, it may improve consumers’ overall 
welfare. By enlarging the range of prices, 
versioning can allow more people to access 
the good, more consumers to be served. For 
instance, if audio digital file versions with 
restricted uses are sold at far lower prices 
than digital files with more liberal uses or 
than physical supports, new consumers may 
be able to enjoy songs. 

DRMs roll-out and distribution networks 
competition 
DRMs, network effects and standardization 
Contents can’t be taken apart from their dis-
tribution networks and encryption standards 
have to be accepted by the entire vertical 
media chain.  

Networks effects are attached to products for 
which users’ benefits increase with the num-
ber of users. Rolfs (1974) showed that there 
is a critical mass of subscribers below which 
a network cannot be sustainable. Once it is 
reached, every new consumer brings addi-
tional utility to all the others and the roll-out 
speeds up. A general rule to reach the critical 
mass is to subsidize the early adopters.  

Distribution networks roll-out may be subsi-
dized by piracy or circumvention of copy-
righted media contents: the utility of the dis-
tribution industry is increased by the avail-

ability of free contents. This situation existed 
well before digitization. Yu (2003) and Var-
ian (2004) refer both to the American delay 
of the International Copyright Act in the 19th 
century, that enabled the expansion of the 
domestic publishing industry thanks to pi-
rated English novels until the rise of domes-
tic authors at the end of the century (Haw-
thorne, Poe, Twain, etc.). As for content 
owners, they need their content to be pro-
tected against circumvention and benefit 
from its compatibility with the largest range 
of equipment. They have to make equipment 
and delivery networks industries accept a 
protection standard. But it is a different bur-
den in two-way communication networks 
and in traditional one-way distribution ones.  

In the case of one-way networks, like physi-
cal or broadcast distribution, content owners 
control the availability of contents and the 
indirect network effects. Equipment manu-
facturers have to accept their protection stan-
dard. An illustration of this idea is the recent 
broadcast flag agreement for the US over-
the-air digital TV.  

Over two-way communication networks like 
the Internet, everyone can technically broad-
cast contents. Moreover, circumvented con-
tents are made available by individuals and 
not by professional pirates that could be lo-
cated and prosecuted relatively easily. These 
contents are widely compatible thanks to free 
encoding formats like MP3 or DivX. As of 
today, the broadband Internet roll-out is 
largely subsidized by circumvented contents 
available through P2P applications. Circum-
vention benefits all complementary equip-
ment as PCs, microprocessors, operating 
systems, printers, Internet modems, media 
players… . While DRMs oppose these Inter-
net network effects, equipment and networks 
industries are not enforced to accept any 
encryption standard.  

Nevertheless, some actors consider that 
DRMs roll-out is likely to happen in the fu-
ture and are positioning themselves to have 
their proprietary solution accepted as the 
standard. That is for instance the game of 
Microsoft, Apple and Sony in the digital 
music market. This game results in a stan-
dards war bringing incompatibility between 



 

INDICARE Monitor Vol.  2, No 1, 25 March 2005 18

DRMs. It delays DRMs adoption by con-
sumers and extends over time the cross-
subsidy of equipment and networks through 
copyright circumvention. 

DRMs and the overall competition between 
distribution networks  
The standards war on DRMs penalizes legal 
digital content distribution over the Internet 
and therefore benefits alternative diffusion 
systems: circumvention through P2P sharing, 
broadcast on dedicated networks and physi-
cal distribution. The overall competition 
between these different distribution networks 
depends also on price, quality, novelty and 
liberalities of uses. 

► Physical versions could last for more 
than forecasted. They can increase their 
utility through quality and information 
density, decrease its prices or innovate in 
distribution like in the Netflix model 
(online DVD rental choice combined 
with postal delivery and return). Finally 
it can benefit from a valuable equipment 
legacy (the large base of DVD players). 

► Content owners should push dedicated 
distribution networks like television or 
mobile phones. From an economic per-
spective, mobile phones are very compa-
rable to broadcast networks because they 
distribute communication services ac-
cording to a pay-for-service model. 
These distribution networks benefit from 
a stronger content protection and are eas-
ier to standardize. They could therefore 
benefit durably  from a larger range of 
contents 

► As for free contents on P2P networks, 
their total liberty of use contrasts with 

DRMs-files opaque restrictions and the 
advantage of DRMs-files is not system-
atic on quality and novelty. The on-going 
circumvention dynamics may have irre-
versible effects on broadband pricing and 
equipment. Being used to pay for capac-
ity only (storage, processing, bandwidth) 
and to get always more value for his 
money, the broadband consumer may be 
reluctant to pay for services or contents. 
This behaviour may orient future invest-
ment in broadband networks. 

Bottom line 
DRMs are necessary to bring exclusion to 
digital IP goods. They are the only means to 
enable the exclusiveness of intellectual prop-
erty rights and consequently, the sufficient 
incentives to create. While they restrict the 
short term consumers’ benefits of cultural 
goods free diffusion, they insure their long 
term welfare by enabling these cultural goods 
to be financed and produced in the future. 

The success and the pace of DRMs adoption 
will determine the format of the future digital 
libraries, whether encrypted or not. Two 
kinds of networks are presently competing to 
diffuse digital contents. One, the descending 
distribution model, in which the content 
owner masters the utility of the network, is 
DRM friendly. The other, the Internet open 
communication network, carries major cir-
cumvention incentives. A crucial stake in this 
competition is the roll-out of the home net-
work equipment, i.e. the investment made by 
the consumer to equip his home with con-
nected digital devices. This process will be 
shaping the access, the uses and the willing-
ness-to-pay of the consumer for contents.  
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wasn’t a hot topic. This is about to change with the Internet enabling DRM-based online usage 
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be abused to violate consumer rights. Even though most players are heavily complaining about 
the usage control system, most of them do not forgo to play Half-Life 2.  
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Introduction 
Discussions about DRM usually focus on 
digital music or movies. The game market is 
often neglected in these discussions, despite 
its rising market size and the increasing rele-
vance of DRM for the game industry.  

In the USA 2001, the market volume of the 
game industry (9,4 billion Dollars) exceeded 
for the first time the turnover of the movie 
industry (8,1 billion Dollars) (Wirtz 2003, p. 
493). The production and marketing costs of 
high quality games such as “Lord Of The 
Rings – The Two Towers” by market leader 
Electronic Arts was above 25 million Dollars 
(Jensen 2003, p. 49). Successful games like 
Myst have realized revenues of 125 million 
Dollars (Wirtz 2003, p. 493). It is estimated 
that the turnover of the PC and video game 
market worldwide is about 18,8 billion Euros 
(VUD 2005).  

Rising importance of DRM in the game 
market  
Piracy and the emergence of new DRM-
based business models are a big issue in the 

game industry as well. National entertain-
ment software associations worldwide like 
the British ELSPA (www.elspa.com) or the 
German VUD (www.vud.de) are complain-
ing about massive sales losses due to illegal 
circulation of game copies. For example, it is 
estimated that in Germany about 11 million 
blank CDs/DVDs have been illegally used to 
burn copies of games between January and 
June 2004 (GfK 2004).  

Therefore, the most important role of DRM 
in the traditional gaming market has been 
pure copy protection for CDs and DVDs. But 
other roles of DRM are gaining more and 
more importance. Similar to the digital music 
and movie market, DRM systems are now 
more frequently deployed to enable new 
online distribution (streaming, full-
download) or revenue models (subscription 
services, pay per game/time).  

In addition, new roles that are rather unique 
to the game market are gaining significance. 
Examples are the management of the game 
play and persistent online usage control. The 
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management of game play relates to the con-
trol of a played game itself. For example, in 
multiplayer online role games, the developer 
is in charge to supervise a virtual world. 
Among other things, a developer prevents 
cheating among role players or controls the 
trade of virtual assets. Virtual assets, such as 
valuable weapons or virtual money, have 
often been traded on eBay without the per-
mission of the game developer. Therefore, 
DRM can be implemented in virtual assets to 
control or restrict such trading.  

Online usage control encompasses the man-
agement of access to and further usage of 
retail games via the Internet. Retail games 
are sold in CD or DVD boxes, which are 
usually played in offline modus on PCs. Tra-
ditional access control mechanisms of retail 
games are focused on a closed system envi-
ronment: When the copy protection of a 
game has been cracked or a license number is 
shared, it can be easily disseminated to other 
systems beyond the developer’s control. 
However, the Internet has enabled new con-
trol mechanisms, which have the potential to 
manage the access and further use of a game 
persistently. They can be considered as DRM 
technology, because they give a content dis-
tributor a sophisticated means to manage 
game users’ rights persistently. Persistent 
usage control mechanisms have a special 
potential on the game market, because for 
game players there exist incentives to uphold 
an online relationship with the game devel-
oper. Unlike music or movies, games them-
selves are highly adaptable and can be en-
riched with additional features like new game 
levels, maps or weapons. There is a high 
demand for such features for an enhanced 
and continuous game play. 

Online usage control systems force the pur-
chaser of a retail game to validate it via the 
developer’s online platform. If a developer 
assumes an illegal use, he may disable an 
account instantly. Game access activation 
can be required only once during game in-
stallation or repeatedly over a given period. 
The latter gives the game provider an ongo-
ing control system to identify illegal licenses. 
Although a user might have successfully 
registered an unlicensed copy of a game at 
the initial activation process, he cannot be 

sure if this illegal license will not be detected 
the next time. As a result, to crack a game 
only once will not be sufficient any more. 
This is especially efficient against the casual 
user, who often receives cracked games or 
licenses from friends.  

Case Study: Half-Life 2 
The first game developer to use DRM as an 
online usage control system for retail games 
is Valve. Valve uses its online platform 
“Steam” as a Digital Rights Management 
system to verify legitimate access keys and 
to keep control of the further usage of its 
games. Steam is also deployed to administer 
customer billing, to provide updates and to 
allow the users to backup games on CD-Rs 
or DVD-Rs. Valve introduced Steam as a 
DRM system with the release of Half-Life 2 
in October 2004. Half-Life 2 is a so-called 
first-person shooter game, in which the user 
basically takes a first-person perspective in a 
three-dimensional space to battle against 
enemies. It also provides the option to play it 
in a multi-player mode. Half-Life 2 is a long-
awaited sequel to Half-Life in the game 
community. Its production time was several 
years.  

To install Half-Life 2, Valve requires in addi-
tion to an online activation the creation of a 
personalized online account via Steam. If 
Steam detects any identical licenses, it will 
cancel all accounts that have used these li-
censes. Steam even disables the account of 
the user that originally obtained the license 
legally. Valve claims to have cancelled more 
than 50.000 (allegedly) illegal accounts so 
far. 

Beyond the pure authorization of legally 
obtained games, Valve’s Steam also has the 
potential to intensively control the user. For 
example, Steam has been abused to postpone 
the point in time when users were able to 
start playing Half-Life 2. After the official 
release of Half-Live 2 in November 2004, 
purchasers were not able to install and play 
their games for almost one week. Valve had 
been in a contractual licensing dispute with 
its distributor Vivendi, which did not allow 
Valve to unlock Half-Life 2 during this legal 
issue. In this case, the purchasers of Half-
Life 2 were locked in a licensing battle be-
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tween two corporations (Grimmelmann 
2003).  

The relevance of usage control systems will 
gain significance, when they are used to en-
force changes to an End User License 
Agreement (EULA). For example, Valve 
reserves the right to change fees or billing 
methods at any time. Therefore they force 
users to agree to review the EULA periodi-
cally for any amendments: 

“Valve reserves the right to change (…) fees 
or billing methods at any time and Valve will 
provide notice of any such change in at least 
thirty (30) days advance. All changes will be 
posted as amendments to this Agreement or 
in the Rules of Use and you are responsible 
for reviewing the billing section of Steam to 
obtain timely notice of such changes.” 

“Your non-cancellation of your Account 
thirty (30) days after posting of the changes 
on Steam means that you accept such 
changes.” (Steam 2005, section 4b) 

In other words, Valve basically allows its 
customers to use their game only as long as 
Valve wants them to have it. Valve claims 
the right to demand additional fees at any 
time without notifying its customers person-
ally. When a user connects to Steam to re-
ceive additional features or necessary 
patches, which are normally provided for 
free, he cannot be sure if he will not be 
billed. With Steam, any changes in the 
EULA will affect the game user instantly. 
Regardless of whether Valve has the legal 
right or not to disable accounts, Valve can 
simply do it. And if one considers going to 
court, it is especially difficult for non-US 
citizens to sue this US-based company for 
any unfair practice. With Steam in combina-
tion with its EULA, Valve can be described 
as judge, jury and executioner. 

In another section of the EULA, Valve 
claims the right to download via Steam addi-
tional software or updates on users’ com-
puters without noticing them: 

“Steam and your Subscription(s) require (…) 
the automatic download of software, other 
content and updates thereto onto your com-
puter. (…) You understand that Steam may 
automatically update, pre-load, create new 
versions or otherwise enhance the Steam 
Software and accordingly, the system re-

quirements to use the Steam Software may 
change over time.” (Steam 2005, section 2b) 

Users of Half-Life 2 have to agree that Valve 
is going to download software beyond the 
users’ control, when they connect to Steam. 
This can be convenient to keep the game up-
to-date automatically. But the consumers do 
not have the choice whether they are going to 
allow it or not. This lack of control is espe-
cially critical, because Valve does not guar-
antee that the downloads will be virus-free or 
secure (Steam 2005, section 9b). 

Even though playing the game does not re-
quire a connection to Steam after the initial 
activation process, the default setting of 
Half-Life 2 automatically establishes an 
online connection to Half-Life 2. Many game 
players are not aware of the possibility to 
play this game in offline mode and changing 
the default settings is rather complicated. The 
documentation about this function is limited.  

How do the consumers react? 
However, Valve’s online usage control sys-
tem and its restrictive EULA did not result in 
low sales of the game. Quite the opposite can 
be observed: Between November 2004 and 
January 2005 Half-Life 2 has been sold more 
than 1.7 million times. Currently it is still one 
of the best sold games worldwide.  

Looking at different game forums on Half-
Life 2, the online activation via Steam and 
the continuous binding to this online plat-
form is by far the most discussed topic. But 
although there are mostly massive com-
plaints about Valve’s rigid usage control 
system, most of the players would not forgo 
buying the game. In contrast, there are hardly 
any extensive discussions on how DRM sys-
tems might enforce amendments to the End 
User License Agreement. Therefore it can be 
assumed that most users of Half-Life 2 are 
not aware of the content of the EULA. Often 
users of games or other software products do 
not read EULAs. EULAs are considered too 
long and incomprehensible. Above that, 
Valve’s EULA is only available in English, 
which is a hurdle for many non-English 
speakers. It can be assumed that most users 
are not aware of how amendments in the 
EULA can be enforced by Steam. Game 
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players have so far no experience with this 
kind of extensive user control.  

This case is also about transparency. Re-
cently the Federation of German Consumer 
Organisations (VZBV) sent a cease and de-
sist order to Valve and its distributor 
Vivendi, complaining about their insufficient 
DRM information policy. The term “Internet 
connection” as a requirement is merely listed 
in the “other” category on retail boxes. The 
need for online activation is not clearly indi-
cated. Because the EULA is only available in 
English and cannot be read before the pur-
chase it raises the question, whether it is at 
all legally valid. However, Steam is still in 

use and controls 1.7 million customer ac-
counts at its will with its DRM. 

Bottom line 
DRM-based usage control systems can be 
abused to violate consumer rights. It is 
alarming to see how little consumers have 
reacted to this practice and that it has not 
negatively affected sales of the game. This 
could pose an incentive for other developers 
on the game market to use online usage con-
trol system to restrict consumers’ rights. 
DRMs developments on the game market, 
therefore, have to be closely watched in the 
future. 
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How to implement copyright exceptions in DRM systems 
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law  
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Karlsruhe. Copyright exceptions and DRM systems (DRMs) normally do not interact very well. 
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content -, by implementing the exceptions demanded by law directly in the DRMs. Benefits are 
a higher level of trust and an extended global protection of the content, because the content 
never leaves the protection of the DRMs. 
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Introduction 
Currently DRMs are yet unable to reconcile 
the conflict between rightsholders’ interests 
and public access interests. They restrict use 
possibilities and thus curtail the freedom 
granted to users under exceptions to the ex-
clusive rights of copyright holders. Not sur-
prisingly, consumers have begun to develop 
distrust to any new invention regarding con-
tent and rights management.  

So how can trust be regained? To begin with, 
consumers must be assured that their per-
sonal data are as safe as they would be in a 
normal store in the “real” world. Only very 
few consumers would supply information on 
how often and when they hear a piece of 
music. In addition, there is more personal 
and private information at stake, e.g. infor-
mation about a handicap someone has. Next 
consumers will not accept a new system if 
they feel unnecessarily intruded, i.e. if they 
are limited to freely use content once they 
have bought it. Thirdly the ability of DRMs 
to override legal provision, in particular the 
exceptions granted, creates further distrust. 
Obviously there is no easy solution to im-
plement DRMs fulfilling these consumer 
requirements. 

The approach outlined here starts from a 
paradigm shift: from object-oriented DRMs 
to user-specific DRMs. It is proposed to link 
the content to the person, who acquired the 
rights to use the content, and not to the object 
the content is used with. Due to this switch in 

perspective, the implementation of copyright 
exceptions becomes possible. 

The main elements of the approach 
Trusted third parties 
This approach is based on an infrastructure 
which includes a set of trusted third parties 
(TTP). These TTPs work as mediators be-
tween the consumers and the companies. 
Their tasks are: 

► anonymization of the consumers’ data 
► bearing witness to the consumers’ char-

acteristics regarding copyright exceptions 
(e.g. “person A is a student”) 

To guarantee the TTPs’ impartiality, TTPs 
should be state-run or they should be run by 
an independent commission. Exactly which 
TTP is chosen depends on the particular ex-
ception. 
Dongle for identification 
The second part of the infrastructure would 
be a safe way to identify the consumer sitting 
in front of the computer. A system which 
could work well would be a combination of a 
computer dongle as a physical component 
(e.g. an USB device with cryptographic ca-
pabilities) and a personal code to access the 
private key on the dongle. Every dongle is 
unique and can essentially not be copied. 
Technical Protection Measures (TPM) / wa-
termarks 
It should be noted that watermarks – as a safe 
way for linking content to the consumer – are 
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also an essential part of the user specific 
DRMs. Watermarks fulfil an important func-
tion in this approach. It is assumed that wa-
termarks can be integrated in every format 
the consumer wants to use, even in already 
existing standard data formats. Watermarks 
are the essential way to maintain the link 
between the consumer and the content he 
controls. 

How it could work for different kinds of 
exceptions 
The concept outlined above will be demon-
strated by the following three examples. The 
first of these examples describes its realiza-
tion with respect to § 45a UrhG. This excep-
tion was introduced into the German Copy-
right Act in order to protect the access to 
information for handicapped people. The 
second example describes the implementa-
tion of § 52a UrhG which protects the access 
to content for scientific use and use in teach-
ing. The third example is about the imple-
mentation of the much discussed private 
copy exception contained in § 53 UrhG. Ide-
ally all examples described will become fully 
automated. 

Implementation of § 45 UrhG (exception for 
disabled people) 
For this scenario a public office should be 
chosen as TTP, which has already access to 
information regarding the degree and the 
kind of the handicap of the consumer. Con-
sumers, who fall under this exception nor-
mally buy content and contact the TTP af-
terwards and supply a certificate of the con-
tent provider which proves that they bought 
the rights to use the content. The TTP veri-
fies this certificate and asks the content 
owner for a copy of the content, which can 
be used by the consumer. The copy gets per-
sonalized to a new ID and is resent to the 
TTP, which also resends it to the consumer. 
The consumer can now use the content. In 
the case of a copyright infringement, the TTP 
has a connection between the new ID and the 
personal data of the consumer. 

Implementation of § 52a UrhG (exception for 
scientific use and the use in teaching) 
Other TTPs are universities and comparable 
institutions, which have access to informa-
tion regarding students, teachers and lessons 

held. Students are required to register for 
lectures at the TTP to minimize the efforts 
for the participants. The teacher giving the 
lecture registers all relevant content at the 
TTP. When a student needs access to con-
tent, he contacts the TTP, which then con-
tacts the content owner. The procedure then 
follows the steps as set out with regard to the 
implementation of § 45 UrhG. 

A second way of implementation is to add 
the watermark of the student – if he has one – 
to the watermarked version of the professor. 
This can be done by the DRM-application 
itself and there would be no need for a TTP. 
So, students presumably would not distribute 
their copy with their personal data in the 
watermark. 

Implementation of § 53 UrhG (exception 
regarding the private copy) 
This implementation of the private copying 
exception is a little bit more sophisticated. 
Before even implementing this exception, a 
preliminary question has to be asked: Why 
should this exception get implemented at all? 
Well, users have become accustomed to 
making copies of the copyrighted material 
they have bought or accessed for purposes of 
time and place shifting, for format change 
and also for archiving and security reasons. 
By implementing the private copy directly in 
the DRMs, a private copy continues to be 
possible for the consumers and is used more 
reasonably.  

In general, consumers obtain the data pro-
tected by DRM over the internet or in a store. 
In the first case, in the model proposed, data 
gets marked with a personalized watermark 
at the moment of the sale. In the second case, 
data gets personalized when it is used for the 
first time. When a consumer would like to 
copy his data within the limits of the private 
copying exception, depending of the use of 
the data, the consumer uses his or her DRMs 
to generate a copy, which supports the in-
tended use. For example, if the user wants to 
hear a song in a DRM-protected format on 
his MP3-player, his DRM-application con-
verts the data, embeds a watermark and cop-
ies it on the MP3-players, tagging it in such a 
way that it can’t get copied back. If the MP3-
player already supports a proprietary DRMs, 
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the application should be able to convert the 
data to this format. 

A way to use the internet in the last scenario 
could again involve a TTP, which requests a 
DRM-protected, newly watermarked copy of 
the content from the content owner. Conse-
quently there is no need to change water-
marks.  

For the consumer, the private copy still ex-
ists, but in the case of copyright infringe-
ment, his name or ID is on the copy. This 
will limit the consumer’s interest in distribut-
ing the content. But the consumer is still able 
to use his content like he was used to, when 
it wasn’t DRM-protected. 

Discussion 
As with all DRM-approaches, there are some 
advantages and some disadvantages. The 
most evident problem of the present proposal 
is the creation of the infrastructure. The im-
plementation will only be affordable if there 
is a standard system which is usable for a 
broad variety of services. Most likely the 
infrastructure required has to make use of 
other infrastructures being build up, e.g. the 
infrastructure for the German health system 
relying on a health card (Gesundheitskarte) 
with cryptographic abilities. However, if a 
combined system can be violated, the dam-
age would be much greater. Therefore a 
safeguard has to be available. 

A second problem is the dongle. The dongle 
provides more security for the content owner 
and makes content mobile for the consumer, 
but it is also a cost factor. Moreover, the 
consumers’ comfort is somewhat limited by a 
dongle. It may generate technical problems 
and consumers would have to attach it to the 
computer every time they want to use their 
data. 

A third and minor problem is the fact that 
under the model proposed, the TTP gets in-
formation about consumers’ access to the 
services of the content owner. Therefore it 
must be ensured that the TTP adheres to data 
protection and privacy policies.  

Finally, there is a problem that all DRMs 
have in common: The system works only as 
long as cryptographic security (including 

watermarks) can be warranted and if con-
sumers use the system in a responsible way. 
But if, e.g. a dongle gets lost, this will be like 
losing a credit card. This, users will have to 
understand. 

However, as already mentioned in the intro-
duction, there are also some positive ele-
ments in this approach, which compensate 
for the negative ones.  

First of all, because of the effort which the 
content owner undertakes with such a sys-
tem, he demonstrates that he does not really 
want to limit the rights of the consumer any 
further than defined by statutory provisions. 
This brings at least some credibility back and 
should increase the trust on the part of the 
consumers. A certification of such a DRM 
system could further increase this effect. 
Also, consumers’ personal data regarding 
handicaps or relationships between consum-
ers remain safe at the TTPs. Finally the con-
tent owner can be sure that his content never 
leaves the protected circle even if private 
copying is allowed. 

While it is doubtful, that the system will be 
implemented very soon due to the high cost 
factor, it may be an option in the near future, 
when an identification infrastructure exists. 
As more and more people, companies and 
public offices are relying on the new digital 
technologies, the cost of adding TTP-
capabilities in an office or a commission will 
be reduced. It is also imaginable that future 
laws will require the implementation of 
copyright exceptions in DRMs as a prerequi-
site to the granting of legal protection. 

While this approach has been discussed with 
respect to the German copyright exceptions, 
it is possible to use it with minor changes for 
other national transpositions of the European 
copyright directive too.  

Bottom line 
Intellectual property entails rights and re-
sponsibilities. At the moment code tends to 
substitute law. Therefore, code – in this case 
code of DRMs – cannot stay uncontrolled. 
There will be a control instance, either by 
law or by self-regulation. The approach pre-
sented here can be a way to allow for a well-
balanced technical regulation. The paradigm 
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shift proposed should help to represent the 
law more correctly, because the law in fact 
links rights to persons and not to objects. 
Any technology should enable consumers to 
enjoy their rights on whichever device they 

like. DRMs are a great opportunity to solve 
the problem of intellectual property if it is 
used right. But it must work for both sides. 
Due to today’s (dis)abilities of TPMs, the 
natural way of using the content is blocked.  
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Abstract: The paper reviewed analyses how the EU Member States have implemented the 
anti-circumvention rules provided for in the European Copyright Directive (EUCD). It focuses on 
three main issues: (1) definitions, (2) the relationship between the protection of technological 
measures and exceptions to copyright as described in Article 6 of the EUCD, and (3) sanctions 
and remedies according to Article 8 of the EUCD. The review compiles the main findings of the 
excellent paper giving rise to only minor points of criticism.  
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Introduction 
In November 2004 two affiliates of the 
Berkman Center for Internet & Society, Urs 
Gasser and Michael Girsberger, published a 
research paper on the transposition of the 
Articles on technological protection meas-
ures (TPM) of the European Copyright Di-
rective (EUCD) by various European Union 
Member States (Member States). In particu-
lar it gives an overview of the current state of 
implementation of Article 6 (circumvention 
of TPM) and Article 8 (sanctions and reme-
dies) EUCD. Countries that had already im-

plemented the EUCD in the last quarter of 
2004 were: Austria, Denmark, Germany, 
Greece, Hungary, Ireland, Italy, Luxemburg, 
Malta, The Netherlands, Poland, Slovak Re-
public, Slovenia and the United Kingdom. 
The aim of the report is neither to describe 
every single country nor to come up with a 
critical assessment of all approaches taken, 
but to present a representative selection of 
interesting models and to take a critical look 
at the level of harmonization reached in the 
Member States.  
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The report consists of three parts: Part one, 
“how the Genie got in the bottle”, describes 
the history of the EUCD and the current state 
of implementation of the EUCD. Part two, 
“Overview of Article 6 and Article 8 
EUCD”, describes the subject matters that 
the report investigates. Part three, “Country-
specific analysis”, describes the implementa-
tion of the EUCD per subject matter in sev-
eral Member States. 

In this review, the first two parts of the report 
are introduced briefly. As part three is the 
one where it all comes to a head, most atten-
tion is paid to this part. 

Part 1: How the Genie got in the bottle 
The report goes back to the adoption of the 
WIPO Copyright Treaty (WCT) in 1996 and 
to the WIPO Performances and Phonograms 
Treaty (WPPT). Very relevantly, the report 
observes that already in the Articles 11 WCT 
and 18 WPPT, the provisions that deal with 
the circumvention of TPMs, do not define the 
terms “effective” and “technological meas-
ures”. Was this the moment where it already 
went wrong? In my opinion the lack of defi-
nitions allowed for rather different ap-
proaches, the major ones being the DMCA 
(1998) and the EUCD (2001). This part also 
describes the current state of implementation 
of the EUCD. Since several countries still 
have not implemented the Directive and are 
thus still struggling with it, the report con-
cludes saying that “the Genie is stuck in the 
bottle”. 

Part 2: Overview of the Articles 6 and 8 
EUCD 
The second part forms the necessary basis for 
the country specific analysis in the third part. 
It describes the Articles 6 (TPM) and 8 
(sanctions) of the EUCD focussing on (a) 
definitions, (b) the relationship between 
TPMs and exceptions to copyright law, and 
(c) sanctions & remedies.  

(a) Questioning the definitions of the EUCD   
Article 6 EUCD protects TPM against cir-
cumvention and against the trafficking of 
circumvention devices and services.  

When describing Article 6 (3) (the devices), 
attention is paid to the lack of an explicit 

distinction between “access control” and 
“copy control” devices. Where Article 6 (3) 
mentions “through application of an access 
control or protection process such as encryp-
tion, scrambling” this leads according to the 
report to “the presumption that the EUCD 
does analytically distinguish between access 
and copy controls but – unlike the DMCA – 
grants equal treatment to both types of tech-
nology”. The report mentions later (page 13) 
that §1201 of the DMCA makes this distinc-
tion. Indeed, the distinction between “access 
control” (measures that effectively control 
access to a copyrighted work) and “copy 
control” (measures that effectively protect a 
right of a copyright owner) is essential in the 
United States (see DMCA § 1201; see also 
Reese 2003).  

Circumvention (§ 1201 (a) (1) (A) DMCA ) 
as well as trafficking in circumvention de-
vices ( § 1201 (a) (2) DMCA) is not allowed 
with regard to access control mechanisms. 
In this case, civil remedies and criminal pro-
visions under § 1203 and § 1204 DMCA are 
possible. It is not forbidden to circumvent 
copy controls. Trafficking in circumvention 
devices with regard to copy controls is for-
bidden and is subject to the provisions § 
1203 and § 1204 DMCA (§ 1201 (b) (A) 
DMCA). Although circumvention of copy 
controls is not forbidden, remedies are still 
possible for copyright owners. The circum-
vention of copy controls can still lead to li-
ability for copyright infringement under § 
501(a) DMCA because an unlawful repro-
duction or distribution might have taken 
place, but this depends on what is done by 
the circumventor after the circumvention. 

(b) Protection of technological measures and 
exceptions to copyright  
Member States have to take appropriate 
measures to make sure that it is possible for 
beneficiaries to benefit from the exceptions 
that are applicable to the exclusive right of 
the copyright owner (see also Helberger et al 
2004, p.49). The report identifies two main 
categories of exceptions: 

- Public policy exceptions (such as excep-
tions in relation to photocopying, copy 
and archive purposes of educational fa-
cilities). Although these exceptions are 
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mandatory, recital 51 EUCD states that 
appropriate measures should only be 
taken in absence of voluntary measures 
taken by rightholders, including the con-
clusion and implementation of agree-
ments between rightholders and other 
parties. 

- Private copying exception. In this case 
Member States may, but are not obliged 
to take measures to make sure that peo-
ple are able to make a copy for private 
use. 

The public policy exception as well as the 
private copying exception do not apply to on-
demand services. On demand services are 
defined in article 6 (4) as “works made avail-
able to the public on agreed contractual terms 
in such a way that members of the public 
may access them from a place and at a time 
individually chosen by them”. What “appro-
priate measures” are or can include, is not 
specified by the EUCD. 

(c) Sanctions and remedies (Article 8 EUCD)  
Important here, is that Member States are 
obliged to “provide appropriate sanctions and 
remedies”, to “take all the measures neces-
sary to ensure that those sanctions and reme-
dies are applied” and “sanctions have to be 
effective, proportionate and dissuasive”. 

Part 3: Country specific analysis 
The report describes the implementations of 
the Articles 6 and 8 EUCD by several Mem-
ber States. The three aspects introduced in 
the second part in a general way are used her 
e again for the country comparison. The re-
port convincingly shows the difference of 
national approaches when implementing the 
EUCD in Member States.  

Unfortunately it is not clear what criteria 
were used to select the countries that are 
described per subject matter. Sometimes a 
country is mentioned only in relation to one 
aspect (Austria, Ireland, Hungary and Italy), 
sometimes to two (Greece and the Nether-
lands), and sometimes in relation to all three 
aspects (Germany, Denmark and the UK). In 
this review, only countries that have been 
described for that particular subject matter 
are mentioned. 

(a) Problems related to the definition of TPM 
The report perfectly clarifies why definitions 
are very important. As an example, region 
coding of a DVD is used. In practice, two 
main approaches exist in the area of what 
acts the EUCD prohibits:  

1. Only TPMs that prevent or restrain uses 
that are relevant under the copyright law and 
that would result in copyrights infringements 
are protected. This is called the narrow in-
terpretation. 

2. TPMs aimed at preventing or restricting 
any act are protected. This is the broad inter-
pretation. In this scenario there is no connec-
tion with the acts that are relevant under 
copyright law. A connection is made with 
“the acts that are not authorized by the 
rightholder”. Thus, the acts that are not au-
thorized by the rightholder, are protected 
against circumvention.  

Hungary and Denmark are examples for the 
narrow interpretation of the definition of 
TPM. The Danish Act is applicable to TPMs 
“that are designed to protect works from 
copying” and the act excludes mere access 
controls from the protection because access 
control technologies do not necessarily pre-
vent an act that would constitute an in-
fringement by copyright law. This approach 
is quite interesting because if a user circum-
vents a TPM solely to make use of a lawfully 
acquired work (for instance: breaking the 
region code of a lawfully acquired DVD to 
play it on the computer), this circumvention 
is allowed. 

Other countries, like Germany, the UK, and 
the Netherlands, adopted the broad interpre-
tation. Consequently, in these countries con-
trol mechanisms can be protected against 
circumvention even if the mechanisms are 
not designed to prevent exclusively acts that 
are relevant under copyright law.  

(b) TPM and exceptions to copyright, Article 
6(4) EUCD 
With regard to the exceptions to copyright, 
there are major differences between Member 
States. I will have a look at the private copy-
ing exception, the public policy exception, 
what if voluntary measures fail and finally at 
the definition of “on demand services”. 
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► Private copying exception? 
The approach to the private copying excep-
tion is different among Member States. In 
Denmark private copying is not mentioned at 
all. In the UK the act expressively refers to 
“time-shifting” as the only private copying 
exception permitted and in Greece only re-
production for private use on paper or any 
similar medium is mentioned. In Italy it is 
possible to make one copy for personal use 
provided that a) the user has obtained legal 
access to the work and b) the act neither con-
flicts with the normal exploitation of the 
work nor unreasonably prejudices the legiti-
mate interests of the rightholder.  

► Public policy exceptions? 
In Ireland and Greece, rightholders should 
make available means to beneficiaries to 
benefit from the exceptions. The Austrian 
and the Dutch approach is the wait and see 
strategy (using recital 51 EUCD) and there-
fore there are no exceptions to the anti-
circumvention provision. In Austria a re-
cently conducted survey shows that the vol-
untary measures taken by rightholders are in 
compliance with the EUCD (Bericht 
Bundesministerin für Justiz, 2004). Although 
there are problematic areas (i.e. access and 
copy protection technology on CDs and 
DVDs) no legislative measures have been 
announced. 

► What if voluntary measures fail? 
In case rightholders do not take voluntary 
measures or when the measures do not allow 
the use of an exemption in the eyes of the 
beneficiaries, it depends on the country 
which steps need to be taken by beneficiar-
ies. Sometimes beneficiaries may apply di-
rectly to the Copyright License Tribunal 
(Denmark), High Court (Ireland) or Secretary 
of State (UK). In Denmark, when righthold-
ers do not comply with the order within four 
weeks, beneficiaries may legally circumvent 
the TPM, as long as the consumer has gained 
legal access to the work. They don’t need 
approval of the Tribunal or anyone else to do 
this. In other countries, like Greece, the solu-
tion is sought in mediation (with the possibil-
ity to go to Court of Appeal of Athens).  

► On-demand service 
What is noteworthy with regard to the exclu-
sion of the “on demand services” from the 
applicability of Article 6 (4) par 1 and 2, is 
that the countries that implemented excep-
tions (Ireland, UK, Denmark and Greece), all 
use the exact sentence used in the EUCD to 
describe “on demand services” as “works 
made available to the public on agreed con-
tractual terms in such a way that members of 
the public may access them from a place and 
at a time individually chosen by them”.  

(c) Sanctions and remedies, Article 8 EUCD 
The implementation of Article 8 is very di-
verse, in some countries huge criminal sanc-
tions are possible (imprisonment or a fine of 
2,900 – 15,000 Euro in Greece or 10,000 – 
50,000 Euro in Germany), whilst in other 
countries there is no imprisonment and only 
a small fine (Denmark). 

There is a difference in what acts can be sub-
ject to penalties. In the UK, there are no 
criminal sanctions for the circumvention of 
TPMs as long as it is conducted for private 
and non-commercial use. The UK also has a 
special Article in which is stated that the 
infringement that occurs in the course of 
business or “to an extent that prejudicially 
affects the rightholder” can be qualified as a 
criminal offence. 

In Denmark, Greece and Germany, circum-
vention of TPMs as well as the trafficking in 
circumvention devices can be punished under 
civil and criminal law. Imprisonment for 
these acts in Denmark is not possible. In 
Greece imprisonment of at least one year is 
possible. Germany makes a distinction be-
tween the circumvention of TPMs (impris-
onment up to one year or a fine) and the traf-
ficking in circumvention devices (imprison-
ment up to three years in case of professional 
purposes or a fine). Remarkable is the fact 
that in Germany (similar to the UK) no 
criminal sanctions are applied in case the act 
has been exclusively performed for, or in 
relation, to private use by the offender or 
individuals personally connected with him. 

Conclusions of the report 
The report ends with two concluding re-
marks. First of all, the report draws the con-
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clusion that the Member States are still 
struggling “with some problems already 
identified at the level of the EUCD, such as 
the definition of TPMs, scope of protection 
and the interface to exceptions, and the ques-
tion of effective , but also adequate sanctions 
and remedies”. Most countries leave it to the 
national courts and the European Court of 
Justice to “fine tune the new legislation”. 

Secondly, the authors conclude that although 
the EUCD has led to a certain level of har-
monization, significant differences remain. 
Also, it remains to be seen what the ramifica-
tions of these differences will be, for instance 
with regard to the further development of 
digital media markets, technological innova-
tion, and the evolution of the “regulatory 
ecosystem”.  

A bit of discussion 
Overall the report gives a good idea of how 
different some implementations work out 
when they are applied to the examples men-
tioned in the report. The comparison between 
the DMCA and the EUCD regarding the 
distinction between access and copy control 
is interesting and certainly deserves more 
research and discussion in Europe. 

One point of criticism; the report notes in the 
section about the private copy exception, that 
Italy “might stand alone in this issue” be-
cause some recent court rulings in France, 
Belgium and Germany all decided against a 
“right to private copying”. Against this opin-
ion, one could argue that although there may 
not exist a right that consumers can enforce 
as consumer in court, this does not mean that 
the private copying exception ceases to exist. 

Unfortunately (besides the fact that the selec-
tion criteria for the countries chosen are not 
explained) the consequence of working with 
a selection of countries is that it is not possi-
ble to make an overall schedule of which 
countries use a narrow approach, and which 
countries use a broad approach, or to make 
any profound aggregation at all of the im-
plementations of the articles 6 and 8 EUCD, 
because the selected countries for the subject 
matters vary. An overall view of the imple-
mentations would be helpful when assessing 
the implementations of the articles 6 and 8 
EUCD in the Member States. 

Lastly, the issue of region coding mentioned 
by the report is quite interesting. How can 
region coding be qualified and what are the 
consequences of the qualification in combi-
nation with the approach of a Member State 
with regard to the definitions of TPM in the 
EUCD, i.e. does a country use a broad or a 
narrow definition. At the moment, the differ-
ence in treatment regarding region coding in 
different Member States does not result in 
harmonization of “a European approach” at 
all.  

Bottom line 
Overall, the report is very well written and 
easy to read for lawyers and non-lawyers. 
The report also draws an interesting picture 
of the implementation struggle and the diver-
sity of implementation paths with respect to 
the focus chosen. Finally, it invites to further 
investigate the consequences of a narrow or a 
broad interpretation of what TPMs are pro-
tected by the EUCD.  
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Better take a long tail look… 
Three remarks on the INDICARE state-of-the-art-report 
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Abstract: The INDICARE report is regarded overall a good reading and highly useful. However 
three issues shall be highlighted where the author of this review disagrees with INDICARE and 
does propose a broader and longer term perspective of the changes we witness.  
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New business models and flexibility 
offered by DRM 
I found the issue of new business models and 
flexibility offered by DRM to be incom-
pletely articulated in the report. I personally 
believe that there can be HUGE value to 
users in getting something less (in usage 
rights) than what the content industry is 
afraid to distribute in wide circulation (that 
being the freely copiable personal copy like 
the CD disk is today). If it is a good deal, 
users can accept something less than perma-
nent and something that is less than freely 
transferable. This does assume that prices 
also come down from the early trial phase 
that we are witnessing now. In fact, I expect 
the prices to go down so far that users will 
consume content like they consume electric-
ity: without thinking how much a minute 
costs but turning it off when finished – like 
they turn off lights when they go out. 

Also, the flexibility will be in the incredible 
selection (see on this the Wired magazine 
article by Chris Anderson 2004 “The Long 
Tail”) and in the tailoring to changing needs 
and tastes: having a constantly updated top 
100 songs in your pocket is flexibility even if 

you cannot transfer any of those tracks to 
another device... 

Now, if prices do not come down so far, then 
I trust the consumer advocates will make a 
big noise... . 

Consumer expectations that really matter 
Consumers do not really need detailed trans-
parency, they do not want to dread the small 
print of what consumption possibilities are 
offered when they buy content online. In-
stead, they need simplicity and predictability 
of stable, balanced, well defined typical con-
sumption offerings. In my view, the “small 
print” and the detailed scope of the typical 
offerings should be negotiated by all stake-
holders. The result should be as familiar as a 
train ticket: you do not read the fine print 
when you buy one. But you have a pretty 
clear idea about the main variables: monthly 
pass, 2nd class return, 2nd class one way. Or 
all-you-can-eat Eurailpass etc! You get the 
idea. Now 3,000 service providers are invent-
ing the same packages in s-l-i-g-h-t-l-y dif-
ferent ways and it will drive consumers 
crazy. 
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Against the myth that DRM is a privacy 
issue 
Privacy is relevant for DRM-enabled ser-
vices. But this concern is generic to all digi-
tal services, it is not DRM specific. The IN-
DICARE paper has far too great emphasis on 
privacy aspects, as if DRM was a bigger 
threat to privacy than (for instance) eBay or 
electronic banking or credit card statements. 
The privacy aspect is whether a service ac-
cumulates personally identifiable information 
and how it handles that information. DRM 
per se does not generate PII (Personally Iden-
tifiable Information). Nor do DRM systems 
typically “track” users and what they do with 
the content – instead they just limit the func-
tionality of content received by users. The 
main linkage DRM has to privacy is that it 
includes support for digital identities: Device 

identity, domain identity (e.g. a home of 
several devices) and even personal identity 
(if a person’s name is linked to a subscription 
ID like an Internet username and PIN). But 
similar identities are in use in almost all 
Internet services. So let’s not continue the 
myth that DRM necessarily is a privacy is-
sue. Some SERVICE models can be BIG 
privacy issues (like TiVo which collects 
viewing habits and begins to suggest similar 
programs; Amazon does this too). But these 
are based on non-DRM aspects of those ser-
vices. 

Bottom line 
Rethinking flexibility, transparency and pri-
vacy in a long term perspective would further 
improve the quality of the INDICARE State-
of-the-Art-report. 

Sources 
► Anderson, Chris: The Long Tail. Forget squeezing millions from a few megahits at the top of the 

charts. The future of entertainment is in the millions of niche markets at the shallow end of the bit-
stream. Wired Magazine at http://www.wired.com/wired/archive/12.10/tail_pr.html 

► Helberger et al. (2004): Helberger Natali (ed.); Dufft Nicole; Gompel, Stef; Kerényi, Kristóf; Krings, 
Bettina; Lambers, Rik; Orwat, Carsten; Riehm, Ulrich: Digital rights management and consumer ac-
ceptability. A multi-disciplinary discussion of consumer concerns and expectations. State-of-the-art re-
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Editorial of INDICARE Monitor Vol. 2, No 2, 29 April 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: In this editorial we announce a new INDICARE deliverable and introduce the articles 
of this issue of which most focus on DRM in the field of scientific publishing and libraries. As the 
use of DRM systems in this broad application field is complex and raises many questions we will 
continue to address it in the INDICARE Monitor.  
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INDICARE news 
INDICARE was invited by the European 
Commission to the workshop “Towards 
reaching consensus on Digital Rights Man-
agement” held in Brussels on the 6th of 
April, 2005. The aim was “to share the result 
of the informal public consultation and the 
outcome of the High Level Group, and where 
possible to further explore ways to reach 
consensus on DRM” (European Commission 
2005). Carsten Orwat, co-ordinator of pro-
ject INDICARE, gave a presentation titled 
“Analysis of consumers’ issues and paths for 
concrete approaches” which is available 
online like the other presentations (European 
Commission 2005; Orwat 2005). 

This month INDICARE made available a 
compilation of all INDICARE Monitor is-
sues of the first year 2004/2005 in a single 
volume. In a corresponding INDICARE arti-
cle we briefly present this publication adding 
a bit of hindsight and a bit of foresight.  

About this issue 
When we posted our call for papers for this 
issue on “science, higher education, and li-
braries” to an e-mail list of librarians the 
immediate reply was that DRM has no busi-
ness in this field at all because of its charac-
ter as a space of academic freedom. Open 
Access would be the appropriate answer (cf. 
INETBIB 2005). The four thematic articles 
we present in this special issue all recognize 
the special status of this field, however the 
authors come to a rather different conclusion 
about the role of DRM in there. In other 
words, sympathy for the rights of creators 
and cultural institutions like libraries makes 
them advocate prudently for a cautious use of 
DRM systems in these areas. 

The use of DRM technology in this field 
need not necessarily be a fall from grace of 
mankind.  

► First it seems to be often overlooked that 
the expression of rights is not per se the 
enforcement of rights, and that well re-
ceived approaches like Creative Com-
mons are in first place this: a transparent 
expression of rights. Therefore, talking 
about CC is also talking about DRM.  

► Second, what DRM technology is and 
what it is not depends. For example, 
safeguarding integrity and authenticity of 
documents is safeguarding rights of crea-
tors and consumers. Technologies guar-
anteeing integrity and authenticity such 
as digital signatures or watermarks are in 
this sense contingent. A one man’s secu-
rity technology is another man’s DRM 
technology. 

► Third, in some cases DRM systems may 
indeed be a solution to leverage fair use 
exemptions. In the library context these 
include the right to lend, the right to pre-
serve, the right to supply documents to 
third parties, the right to share.  

Taking DRM as a béte noir – to use the ex-
pression of Richard Poynder here –- is ap-
parently not the best approach to cope with 
the complexity of legal, economic and tech-
nical IPR matters. Reducing complexity may 
correspond to the logics of social movements 
facing intransigent opponents, but a balanced 
approach it ain’t.  

In this issue Marieke Guy and Brian Kelly, 
UKOLN, Bath, discuss the use of CC for 
digital libraries presenting the case of a pro-
ject funded by JISC (Joint Information Sys-
tems Committee) in the UK. Their conclu-
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sion is that comprehensible expression of 
rights is of great benefit, and that CC li-
cences are about removing the barriers to 
sharing information. 

Next, Richard Poynder, a freelance journalist 
and an expert in digital assets, investigates 
the role of digital rights management in Open 
Access. He starts where Marieke Guy and 
Brian Kelly had ended, stating that inserting 
machine-readable rights information into 
digital content like CC (in order to control 
how it is used) is “digital rights manage-
ment”. He can show that DRM, understood 
as a “set of tools to help creators maximise 
usage of their work” could support the Open 
Access movement especially with respect to 
the “green road” of OA, i.e. “self-archiving” 
of papers which are published by traditional 
commercial journal publishers.  

Pasi Tyrväinen writes about fair use licens-
ing in a library context. He claims that it is 
possible to support library exemptions and 
still maintain a high level of privacy with 
DRM systems. DRM systems are presented 
in his model as an enabler of the legal library 
exemptions. It is particularly interesting to 
see how – given an appropriate design of 
DRM systems – new business models may 
emerge from a closer interaction of public 
institutions and publishers. Libraries as su-
perdistributors is just one of the ideas Pasi 
Tyrväinen puts forward in the three scenarios 
outlines.  

Karen Coyle, a well known consultant in the 
library field, focuses her article on the role of 
digital rights management with respect to one 
particular library function, namely lending. 
She discusses primarily the state of the art in 
lending electronic books and audio books. 
Her conclusion is that for libraries to manage 
and lend published materials in digital for-
mats some controls are required. She also 
concludes that digital products lead to new 
relationships between publishers and libraries 
involving DRM systems. Today however as 

she points out there are important issues not 
yet solved with respect to acquisition and 
lending of digital materials. To achieve a 
win-win situation, both, libraries and pub-
lishers, have still to learn. 

Out of focus, but with high relevance for the 
role of DRM in the preservation of cultural 
heritage, Michael Rader, ITAS, investigates 
the reissue of historical recordings. The pres-
ervation of the audio heritage is largely being 
undertaken by small enterprises who invest a 
lot in audio restoration. Reissues of historical 
material have generally not been protected 
against copying although such work is pro-
tected as intellectual property and although 
piracy for commercial purposes is signifi-
cant. This brings in DRMs as an option to 
stop abuse. Studying a particular case, Mi-
chael Rader concludes that watermarks might 
be the best solution not to restrict consumer 
rights on the one hand and to facilitate the 
detection of “pirated” works on the other 
hand.  

Last not least, we can include again com-
ments on the INDICARE state of the art re-
port. This time Manon Ress, director infor-
mation society projects at CPTech (a non-
profit organisation) hints particularly to the 
international dimension of DRM and the 
concerns of developing countries in this re-
spect.  

Bottom line 
In the next issue of the INDCARE Monitor 
we will continue the focus theme addressing 
further issues like “Science Commons”, 
DRM and document supply centres, or DRM 
and preservation. If you feel stimulated to get 
involved in the debate about DRM in the 
field of “science, higher education, and li-
braries” feel free to propose a topic and to 
write for the INDICARE Monitor about it. 
The CfP with a list of topics we find relevant 
is still available (see INDICARE CfP 2005).

Sources 
► European Commission (2005): DRM Workshop 2005 “Towards reaching consensus on Digital Rights 
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QA Focus information for digital libraries 
A case study of CC implementation 

By: Marieke Guy and Brian Kelly, UKOLN, Bath, United Kingdom 

Abstract: Creative Commons (CC) licences are a way to clarify the conditions of use of a work 
and avoid many of the problems current copyright laws pose. This article describes how a CC 
licence has been used to maximise take-up of the deliverables from QA Focus, a JISC (Joint 
Information Systems Committee) funded project. It then looks at CC’s potential in the European 
academic sector and discusses relevant issues. 

Keywords: case study – copyright law, cultural heritage, Creative Commons, higher education, 
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What is Creative Commons? 
Creative Commons (CC) was started in 2001 
by Lawrence Lessig as a consequence of an 
unsuccessful law suit. Lessig had put in a 
complaint at the US Supreme Court to pre-
vent fifty-year copyright (following the death 
of the creator) being extended to seventy-
years. As this failed, CC was an attempt to 
“redesign copyright from within” (cf. Dreier 
2004).  

The eleven CC licences are written using an 
American legal model and are available to 
download from the Web site. They allow 
copyright holders to assign a mixture of four 
different conditions (attribution. non-
commercial, no derivative works, share 
alike) to their works. The aim is to clarify the 
conditions of use of a work and avoid many 
of the problems current copyright laws pose 
when attempting to share information. Each 
license is expressed in three ways: legal 
code, a commons deed explaining what it 

means in lay person’s terms, and a machine-
readable description in the form of 
RDF/XML (Resource Description Frame-
work/Extensible Mark up Language) meta-
data. Copyright holders can choose to embed 
the metadata code in their HTML pages, 
which will then aid retrieval. 

Take up of the licences has been very popu-
lar, but because their current wording does 
not work well with the law in other countries 
the International Creative Commons Project 
(iCommons) was instigated to adapt them for 
use outside the US. At the end of March 
2005 the process of writing new licences has 
been completed for fourteen jurisdictions. 
Ten jurisdictions, including the United King-
dom, are at the finalising stages. 

Creative Commons and the education 
sector 
The CC licences obviously have a lot to offer 
artists creating text, audio, video and images 
for use on the Web. But what potential do 
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they have for public sector communities, 
such as the academic and cultural heritage 
sectors? Within higher and further education 
many publicly funded bodies are involved in 
creation of resources that will aid learning 
and teaching of students and enhance re-
search opportunities. One way to encourage 
use of these materials is by assigning CC 
licences.  

A Creative Commons case study:  
QA Focus 
QA Focus was funded by the JISC (Joint 
Information Systems Committee) in the UK 
to develop a quality assurance (QA) frame-
work which would help ensure that project 
deliverables funded under JISC’s digital li-
brary programmes were functional, widely 
accessible and interoperable. The project, 
which was provided by UKOLN (a national 
centre of expertise in digital information 
management based at the University of Bath) 
and the AHDS (Arts and Humanities Data 
Service), successfully developed a quality 
assurance (QA) framework and a wide range 
of support materials. 

Towards the end of the project the decision 
was taken to make QA Focus briefing papers 
available under a Creative Commons licence 
as part of the project’s exit strategy. The 
project deliverables are to be available for at 
least three years after the end of funding, as 
required by the funders. However the project 
team were concerned that a passive approach 
would not be effective in maximising the 
project’s impact across the community and 
that the approach advocated and lessons 
learnt could be forgotten or ignored. There 
was also a concern that the project’s deliver-
ables would become invalid or inaccurate 
over time, as a result of technological, legal, 
etc. changes. To ensure the deliverables con-
tinued to promote good practice in the long-
term, a policy was developed to allow free 
use and modification of briefing papers. 

What licence? 
After discussions it was decided that users 
should be allowed to adapt and refine the QA 
Focus resources, enabling them to reflect 
local requirements, and to be distributed 
without seeking permission. A number of 

possible licence models were investigated 
and three approaches considered: 

1. Develop a bespoke licence 
2. Modify an existing licence 
3. Use an existing licence. 

As the QA Focus framework encourages use 
of interoperable open standards an existing 
licence that matched requirements was con-
sidered the most effective route. There are 
several licences that encourage users to im-
prove, manipulate, or build on existing work 
in any way (General Public Licence, Mozilla 
Public Licence, etc.). These place importance 
upon collective efforts to improve a digital 
resource rather than the more restrictive re-
quirements of classical copyright. However 
many are primarily intended for software 
code and cannot be applied to information 
papers without modification. 

After a review of available options the Crea-
tive Commons licence was chosen mainly 
because it is easy to understand by non-
experts and widely recognised within the 
academic community.  

CC version 2.0 offers six licences that allow 
unrestricted distribution but tailor specific 
use of the resource e.g. non-commercial, no-
derivatives, etc. To satisfy the QA Focus 
requirements a CC licence was chosen that: 

► Allows others to copy, distribute and 
modify briefing papers, on the provision 
that credit is given for the creation of the 
original documents (attribution) 

► Is used for non-commercial purposes 
only (non-commercial) 

► Specifies that derivatives must be classi-
fied under the same licence (sharealike). 

Confirmation was obtained from host institu-
tions to ensure they supported the policy 
decision and the recommended licence.  

The choice of an existing solution 
significantly reduced the time required to 
develop and implement a licence. It was 
agreed that the licence would only apply to 
the briefing documents as the case studies 
contained project-specific information which 
would be inappropriate for others to modify. 
The decision also avoided the need to spend 
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time in obtaining permission from third 
parties to apply this licence to their materials.  

The briefing papers were updated to include 
the CC logo and text. In addition the 
machine-readable description of the licence 
was embedded in RDF format on the HTML 
pages.  

Discussion 
The assignment of CC licences to the QA 
Focus briefing papers was a relatively 
straightforward process, but there are a num-
ber of issues that need to be considered be-
fore committing to a CC licence. 

Legal status of CC 
One area for concern in the past has been that 
the legal status of CC licences in the UK has 
yet to be clarified, although consensus is very 
near indeed. The same applies to many other 
European countries. However if the licences 
have no legal standing this should make little 
difference to those wanting to share re-
sources. Until the time each country’s li-
cences become legal they will at least pro-
vide an indication of intention. QA Focus felt 
that this slight uncertainty should not hinder 
the policy decisions or the implementation of 
the licences. 

Free availability and/or income generation 
Another area for consideration is the tension 
between allowing resources to be freely 
available and the need for income generation. 
Although use of a CC licence is principally 
about allowing resources to be used by all 
this does not mean that there has to be no 
commercial use. One option is dual licensing, 
which is fairly common in the open source 
world. A copyright holder can chose to have 
a business model, which involves licensing 
their work for free alongside a commercial 
licence. MySQL, TrollTech, Red Hat and 
Sleepy Cat are all software developers who 
have all successfully used a dual licensing 
approach. The commercial work can have 
some form of added value, such as extra edi-
torial content. Distributing work under a CC 
licence is also a very good way of advertising 
your expertise, potential as a speaker etc. 
Many feel that their academic writing makes 
them more money through advice giving than 
it ever would through article sales.  

CC not always appropriate 
When choosing a CC licence or working on a 
policy for the use of such licences it is vital 
to take into account scope. The same CC 
licence may not be appropriate for all re-
sources available and sometimes a CC li-
cence may not be appropriate at all, for ex-
ample when external people have also con-
tributed to work; as was the case with the QA 
Focus case studies. When using work com-
missioned from external parties it is also 
important to clarify the rights issues prior to 
publishing.  

Expected impact of using CC licenses 
As mentioned earlier, using a Creative 
Commons licence, as a means of maximising 
impact across the community, was part of 
QA Focus’s exit strategy. At present there is 
no formal proof that use of the licences has 
increased impact, although interest in QA 
Focus documents by both the community and 
funding bodies continues. At present an offi-
cial announcement of the documents’ CC 
licence status has yet to be made, mainly 
because the QA Focus team are waiting for 
CC to have legal status in the UK. Once 
wider dissemination takes place QA Focus 
will be monitoring closely use and modifica-
tion of the documents through site statistics 
and close watch of the community. Using 
works that have CC licences attached will be 
easier in the future as more search engines 
allow searching of the machine-readable 
code embedded in pages. Search engines like 
Google and Yahoo now allow users to search 
for freely available material, but at present do 
not index UK CC space. In the future this 
could provide richer searching without any 
additional effort needed within institutions 
and if felt to be useful could provide motiva-
tion for dedicated searching tools within the 
community. Adding a CC license could have 
significant impact on shaping Internet user’s 
behaviour as they may well search initially 
for resources which have liberal licence con-
ditions. 

What can Creative Commons offer the 
European academic sector? 
The use of CC licences for academic re-
sources is an area of great potential. Many 
academic organisations have a vast amount 
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of material available for users. Making it 
clear to these users, through a comprehensi-
ble expression of rights, how these resources 
can be used is of great benefit. It will allow 
resources to have a consistently wide impact 
and will help minimise difficulties in repur-
posing in the future. In the UK JISC is in-
creasingly encouraging reuse of learning 
resources and CC licences are a way to 
achieve this goal. 

Recently many academic organisations have 
begun to use CC licences as part of their 
preservation strategy. Projects like the UK 
Web Archiving Consortium Pilot Project are 
investigating the long-term feasibility of 
archiving selected Web sites. Rights issues 
cause many problems and having them re-

solved prior to the end of a project can really 
help uptake of resources.  

In awareness of the potential of their licences 
for the academic sector Creative Commons 
have begun initiating a number of academic 
focused activities. Most notably in January 
2005 they launched Science Commons, an 
exploratory project to apply the philosophy 
of Creative Commons in the realm of sci-
ence. The mission of Science Commons is to 
encourage scientific innovation by making it 
easier for people to share scientific intellec-
tual property.  

Bottom line 
CC licences are about removing the barriers 
to sharing information. Surely this is what 
education is all about. 

Sources 
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The role of digital rights management in open access 
By: Richard Poynder, Freelance Journalist, United Kingdom 

Abstract: Growing conviction that scientific progress will significantly benefit if scholarly articles 
and research papers are made freely available on the Web has given rise to the Open Access 
(OA) movement. While there is some awareness that OA articles may require digital rights 
management (DRM), there is currently only low-level interest in the topic, with many OA advo-
cates maintaining that it has no relevance to OA. The issue is complicated by the fact that there 
are currently two ways in which research papers are made OA, each of which has different im-
plications from a rights point of view.  

Keywords: policy analysis – copyright law, Creative Commons, DRMS design, open access, 
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Introduction 
OA has gained a lot of traction over the last 
year, but it has also attracted considerable 
resistance from commercial and society pub-
lishers. Since they currently generate sub-
stantial incomes from selling subscriptions to 
their journals scholarly publishers fear that if 
research is made freely available on the 
Internet these revenues will be significantly 
threatened. 

Given the consequent struggle simply to 
make Open Access happen many OA advo-
cates argue that worrying about DRM today 
could prove a distraction from the more im-
portant task of “freeing the refereed litera-
ture.”  

Since many also view DRM as synonymous 
with the use of “technical measures” de-
signed to restrict access, rather than as a 
broad set of tools for managing rights in a 
digital environment, there is a tendency to 
see DRM as an issue for proprietary interests 
alone. The danger is, however, that if the OA 
movement fails to engage with the topic 
those proprietary interests may set the DRM 
agenda, to the possible detriment of OA. 

Nevertheless, some preliminary work on 
DRM is being done by the OA movement, 
and the growing success of the Creative 
Commons (cf. sources) may encourage OA 
advocates to take a greater interest in the 
topic. 

What is DRM? 
Any discussion of DRM in the context of OA 
has first to seek to define the term. The con-

tinuing controversy surrounding P2P and 
illegal file swapping, for instance, has led 
many to conclude that DRM amounts to little 
more than “locking up” content with elec-
tronic padlocks. Indeed, since this perceived 
emphasis on restricting access is viewed as 
the very antithesis of OA, DRM has become 
the béte noir of many OA advocates. 

What this overly narrow view of DRM over-
looks, however, is that digital rights man-
agement implies something broader than 
access control alone. It can also be used, for 
instance, to ensure correct author attribution, 
to certify document integrity and provenance, 
to prevent plagiarism, and indeed to enable 
creators assert their rights in ways that en-
courage – rather than restrict – access. 

It may be helpful in this regard to view DRM 
as a two-layered cake. In this model the first 
layer consists of metadata that define the 
usage rules (rights) associated with the con-
tent. Then on top of this can be placed an 
(optional) second layer of software-imposed 
limitations on copying, printing, viewing etc. 
(i.e. technical measures) in order to enforce 
the usage rules. 

Some OA advocates argue that neither layer 
is relevant in an OA environment. After all, 
they say, the aim of OA is to make research 
papers available to everyone, without restric-
tion. It may be that the use of technical 
measures – even for apparently harmless 
purposes such as ensuring document integrity 
– will prove “politically” unpalatable for the 
OA movement (although Frederick Friend’s 
INDICARE article (Friend 2004) appears to 
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demur on this). There are, however, strong 
reasons for arguing that the use of rights 
metadata does have an important role to play, 
and will for this reason be the main focus of 
this article. 

What authors require 
It is clear, for instance, that in making their 
research freely available on the Web re-
searchers have no intention of giving away 
their IPR. Their only aim is to allow others to 
read and build on their work without facing 
the obstacle of the toll-barriers represented 
by increasingly expensive journal sub-
scriptions. 

In fact we know researchers want to maintain 
control over their work on the Web because 
they have told us so. In 2002, for instance, 
when the JISC-funded Rights MEtadata for 
Open archiving (RoMEO) Project (cf. 
sources) asked researchers for their views 55 
percent of those surveyed (both OA and non-
OA authors) said they wanted to limit usage 
of their works to certain purposes – e.g. edu-
cational or non-commercial. 

And while over 60% were happy for third 
parties to display, print, save, excerpt from 
and give away their papers, they wanted this 
to be on condition that they were attributed 
as the authors and that all copies distributed 
were done so verbatim.  

What RoMEO made clear, says Steve 
Probets, a lecturer in information science at 
UK-based Loughborough University who 
was involved in the RoMEO Project, is that 
“authors are interested in maintaining some 
form of control over who can do what with 
their articles.” 
As Brian Simboli, a science librarian at Le-
high University in Bethlehem, PA puts it: 
“The shift from toll-access to open access 
may (illogically) encourage people to assume 
that the whole concept “intellectual property” 
has or should undergo some sort of sea 
change. Intellectual property is still intellec-
tual property, regardless of how it is ac-
cessed.” 

Some rights reserved 
What the RoMEO survey also revealed, 
however, is that the “all rights reserved” 
model of classical copyright is more than 

most researchers want. “[T]he protection 
offered [to] research papers by copyright 
law,” the report concluded “is way in excess 
of that required by most academics.”  

In other words, when releasing their work on 
to the open seas of the Web OA authors are 
interested in asserting only some of the rights 
of traditional copyright (e.g. the right to be 
named as author), while waiving other rights 
(e.g. the right to copy or make derivative 
works). That is, their wish is to make their 
papers available on a “some rights reserved” 
basis. 

But if researchers don’t make clear to their 
readers on what basis a paper has been re-
leased, how will their readers know? They 
may mistakenly assume, for instance, that a 
paper has been made available without any 
restriction on its use and reuse, as if it had 
simply been placed in the public domain. 
Alternatively, they may feel constrained 
about using a paper in the more liberal way 
the author intends, for fear of legal reprisal 

Consequently, if they dismiss DRM OA au-
thors risk depriving themselves of a useful 
mechanism for specifying on what basis they 
are making their work “freely” available.  

Expression of rights 
For this reason, in 2002 Project RoMEO 
began developing an XML-based system 
designed to express rights and permissions in 
an OA environment. These issues are not 
unique to OA authors however. Motivated by 
the same desire to provide greater licensing 
flexibility for web-based content, for in-
stance, in 2002 a number of intellectual 
property lawyers, including Lawrence Lessig 
(cf. sources) and James Boyle (cf. sources), 
founded Creative Commons (CC). 

By separating out the basket of rights pro-
vided by classical copyright Creative Com-
mons aims to give creators greater flexibility 
to mix and match those rights they wish to 
assert, and those they want to waive.  

The applicability of Creative Commons to 
OA was immediately apparent to the Project 
RoMEO team, who incorporated CC licences 
into the work they were doing. Explains 
Probets: “[T]he feelings of the Romeo Pro-
ject were that the Creative Commons li-
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cences would be sufficient to specify the 
majority of restrictions/conditions required 
by authors (e.g. that authors are attributed, or 
that derivative works or commercial uses are 
allowed).” 

Probets, however, questions whether insert-
ing rights metadata into OA papers can be 
classified as DRM. “I’m not sure that I 
would regard these licences as a DRM solu-
tion”, he says. “[They] indicate the ways the 
work can be used; they do not technically 
enforce that these conditions/restrictions are 
applied.” 

This, however, is surely too narrow a view of 
DRM. How better to describe the process of 
inserting machine-readable rights informa-
tion into digital content in order to control 
how it is used than “digital rights manage-
ment”? 

Others argue that utilising rights metadata 
without any means of enforcing their prohibi-
tions is pointless. By the same reasoning, 
however, we might conclude that it is a waste 
of time creating any rule, or law, unless it 
can be physically enforced at the point of 
potential infringement. We also know that 
anyone happy to infringe copyright law can 
circumvent most if not all the electronic pad-
locks devised to date. 

Two roads to OA: The case of the “Gold 
Road” 
For researchers wanting to better manage the 
rights in their papers, however, there is a 
more immediate problem than enforcement – 
namely how they establish and define their 
rights in the first place. And since there are 
two ways in which researchers can make 
their papers OA a one-size-fits-all approach 
is not currently possible.  

For researchers using the “Gold Road” to OA 
matters are relatively straightforward: they 
can simply publish in one of the new-style 
scholarly journals produced by OA publish-
ers like BioMed Central (BMC) (cf. sources) 
and the Public Library of Science (PLoS) (cf. 
sources). By reversing the traditional sub-
scription model and charging authors (or 
more likely their funders) a fee to publish, 
rather than charging readers to read, golden 
publishers are able to make research papers 

freely available on the Web without any ac-
cess costs. 

More importantly, by treating publishing as a 
service provided to the author, rather than as 
a property transaction in which the publisher 
acquires copyright in return for publishing a 
paper, both BMC and the PLoS are happy to 
use the Creative Commons Attribution Li-
cence (cf. sources) as a default option. The 
terms of this licence are printed as a copy-
right notice on all their articles, as well as 
being inserted into them as machine-readable 
metadata.  

Why that particular licence? Because, ex-
plains PLoS’ Andy Gass, the CC Attribution 
Licence best meets the OA criteria outlined 
in the Bethesda (cf. sources) and Berlin OA 
declarations (cf. sources). These, he says, 
specify that in making their papers OA au-
thors grant “to all users a free, irrevocable, 
worldwide, right of access to, and a license to 
copy, use, distribute, transmit and display the 
work publicly, and to make and distribute 
derivative works, in any digital medium for 
any responsible purpose, subject to proper 
attribution of authorship … [as well as] … 
the right to make small numbers of printed 
copies for their personal use.” 

But while the Gold Road is the most logical 
route for researchers wanting to make their 
papers OA there are today only 1,600 (out of 
a total of 24,000) golden scholarly journals in 
which to publish. 

Two roads to OA: The case of the “Green 
Road” 
For this reason many researchers opt instead 
for the “Green Road”. Rather than publishing 
with an OA publisher, they continue to pub-
lish in traditional subscription-based schol-
arly journals, but then “self-archive” an elec-
tronic copy of their papers, either on their 
home pages, or in an e-print archive such as 
their institutional repository or a centrally-
based archive like PubMed Central (cf. 
sources) or arXiv (cf. sources).  

However, the rights situation on the green 
road is complex, since traditional subscrip-
tion-based journals generally insist that au-
thors assign copyright as a condition of pub-
lication. As a consequence, researchers relin-
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quish all control in how their IPR is man-
aged. The RoMEO study, for instance, found 
that in 90 % of cases authors are asked to 
transfer the copyright in their papers. More-
over, while 92 % of scholarly journals now 
allow their authors to self-archive it is a far 
from ideal solution. As authors are not per-
mitted to use the publisher’s PDF, for in-
stance, the self-archived version may be 
somewhat different from the publisher’s ver-
sion.  

More problematically, the rights status of 
self-archived papers is vague and frequently 
misunderstood. Indeed, there are reasons to 
believe that general confusion and uncer-
tainty over copyright represents one of the 
greatest obstacles to self-archiving today, and 
perhaps explains why still only 15 % of au-
thors self-archive. “The fact is that copyright 
raises its head all the time when authors are 
asked about OA, and it is acting as a deter-
rent to self-archiving,” says Alma Swan 
(Swan 2005), co-founder and director of UK-
based scholarly publishing consultancy Key 
Perspectives (KPL). “So it can’t be ignored”. 

The solution, suggests John Ober, director of 
the policy, planning and outreach office of 
scholarly communication at the California 
Digital Library (cf sources), is for publishers 
to “turn their publication copyright policies 
into the appropriate ‘set’ of Creative Com-
mons elements”  

This would clarify the situation over self-
archiving, confirm its legitimacy, and so give 
self-archiving authors the same transparency 
over rights as is currently available to those 
publishing in golden journals. As a conse-
quence OA would receive a significant boost. 

Reducing the value of self-archiving  
Far from helping to facilitate self-archiving, 
however, most subscription-based publishers 
today appear more intent on emasculating it. 
The fact is that as research funders like the 
National Institutes of Health (NIH) (cf. 
sources) and Wellcome Trust (cf. sources) 
increasingly encourage researchers they fund 
to self-archive their papers, publishers are 
becoming more and more concerned that 
their revenues are under serious threat. In 
response, they are actively seeking ways in 
which they can hobble self-archiving. 

Having succeeded in persuading the NIH to 
water down its policy on public access to 
research (cf. NIH 2005), for instance, more 
and more publishers are insisting that papers 
are only self-archived on an embargoed ba-
sis, demanding delays of between 6 and 
twelve months between publication and self-
archiving. This, say critics, significantly re-
duces the value of self-archiving, particularly 
in areas like biomedicine.  

Publishers are also insisting that authors pro-
vide a link from the archived version to the 
official version of the article on the pub-
lisher’s web site, and that they include the 
article’s unique Digital Object Identifier 
(DOI) (cf. sources). The aim is to drive users 
away from the free version of the article that 
has been self-archived, to the for-fee version 
on the publisher’s web site. 

The next stage in this strategy may be for 
publishers to change direction and, instead of 
prohibiting authors to self-archive the pub-
lisher’s PDF, to actively encourage it. This 
would give publishers an opportunity to reas-
sert their ownership of the article, to rein-
force their brand, and to charge authors in the 
process. But the real attraction is perhaps that 
the PDF file format is ideally suited to the 
use of second-layer DRM (technical meas-
ures) enabling publisher-determined usage 
rights to be incorporated into the articles. 

The logic here is compelling. After all, as 
Chris Barlas, a senior consultant at Right-
scom (cf. sources) points out, to date schol-
arly publishers have seen little need for 
DRM. As he puts it: “[M]ost of the STM 
publishers currently use some kind of sub-
scription system with password protected 
access to sites as their form of protection.” 
As scholarly papers increasingly leak out of 
these proprietary databases, however, pub-
lishers will surely want to establish new 
ways to protect their proprietary interests. 

Certainly Springer Science+Business Media 
(cf. sources), the second largest STM pub-
lisher, has begun to go down this road. While 
it permits authors to self-archive their own 
versions of papers, Springer now also invites 
them to self-archive the final published PDF. 
To do this, explains Springer’s executive 
vice president corporate communications 
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Sabine Schaub, authors can purchase 
Springer’s PDF file from DRM vendor Aries, 
to whom Springer has outsourced the func-
tion. Aries will then “download the article 
from Springer Link [Springer’s online data-
base], wrap it with a DRM system called 
DocuRights, and send it to the author for 
posting or distribution”.  

Once it is encased in DocuRights, explains 
Aries’ Lyndon Holmes, the article becomes a 
“pay-per-view object” with usage rules de-
termined by the publisher. “The publisher 
can, for instance, specify the number of 
computers a particular PDF can be opened 
on”. Amongst other things, DocuRights also 
allows publishers to restrict the number of 
times a paper is printed and/or viewed. 

The attraction to researchers is that using the 
publisher’s PDF allows them to offer the 
final, definitive version of their article, in a 
clean professional format. Moreover, since 
today 78 % of authors who have never self-
archived are unaware of how to go about it 
publishers are clearly in a powerful position 
to persuade them that archiving a PDF re-
print is a better way of providing OA. How-
ever, while authors will still be able to pro-
vide Open Access (by themselves prepaying 
for usage) it is not the kind of solution envis-
aged by OA advocates. 

Take the initiative 
Confronted by continuous publisher foot 
dragging over OA some have concluded that, 
rather than accepting whatever terms pub-
lishers impose, it is time for authors to take 
the initiative over rights. To this end the 
Scholarly Publishing and Academic Re-
sources Coalition (SPARC) (cf. sources) has 
produced a downloadable Author’s Adden-
dum (SPARC 2005) that researchers can 
print and attach to the publication agreement 
publishers ask them to sign on the acceptance 
of their articles.  

The aim of the Addendum is to modify the 
publisher’s agreement to make explicit the 
fact that the author is retaining sufficient 
rights to self-archive, and to also require that 
the publisher provides a free PDF version of 
the article – moreover, with no DRM func-
tionality incorporated into it. More specifi-
cally, explains Michael Carroll a law profes-

sor at Villanova University who authored the 
Addendum, it ensures “that the author retains 
all rights necessary to grant a Creative 
Commons Non-Commercial-Attribution 
License”. A second version of the Addendum 
that will allow the author to simultaneously 
reserve these rights and then grant the Crea-
tive Commons license is now in draft, ex-
plained Carroll in a recent post to the libli-
cence mailing list (Carroll 2005).  

Will this prove acceptable to publishers? 
While agreeing that “the intent of the Ad-
dendum is entirely reasonable”, Peter Banks, 
a publisher at the American Diabetes Asso-
ciation (ADA) responded to Carroll’s post by 
cautioning that several clauses in the Adden-
dum were unacceptable. “Were we presented 
with this Addendum, we would decline to 
publish the paper. I am quite sure a majority 
of publishers would do the same” (Banks 
2005) 

In reality it is highly unlikely that subscrip-
tion-based scholarly publishers will allow 
authors to manage their own rights. Indeed, 
many have come to see copyright ownership 
as key to their survival. While they could 
adapt by converting to an OA publishing 
model, most publishers view this as far too 
risky financially, and certainly less profit-
able. Publishers’ efforts, therefore, appear to 
be focused on reducing the impact of self-
archiving. Embargoes are one way to do that. 
A more powerful long-term strategy would 
be to encourage authors to self-archive the 
publishers’ version and arm it with second-
layer DRM. As such, the self-archived article 
would potentially become a Trojan horse 
capable of transforming OA articles into 
“pay-per-view objects”. Such doomsday 
scenarios are no doubt overblown. But they 
serve to remind us that ignoring rights issues 
could prove a risky strategy for the OA 
movement.  

For the moment, however, most OA advo-
cates appear happy to sit on their hands. It is, 
for instance, nearly two years since the fund-
ing for Project RoMEO ended. While its 
work was inherited by the Open Archives 
Initiative (OAI) rights group (cf. OAI 2004), 
to date most of that group’s efforts have been 
devoted to developing rights expressions for 
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OA records, not for the underling resources! 
This means that even where OA publishers 
and self-archiving authors include rights 
metadata in their papers there is currently no 
OA infrastructure able to exploit those meta-
data to good effect. 

Given the continuing scepticism over rights 
this is perhaps unsurprising. “It is harmless to 
make rights explicit in metadata, but that’s 
not the priority”, says leading OA activist 
Stevan Harnad. “The priority is the content 
(for which these metadata would be part of 
the decoration)”. In other words, until the 
number of self-archived papers increases 
there is no point in fussing over rights. But as 
Swan points out, uncertainties over rights are 
a major deterrent to self-archiving today – 
suggesting the movement may face a chicken 
and egg stalemate.  

Moreover, since the 1,600 gold journals can 
at most make just 5 % of scholarly research 
OA such a stalemate would represent a sig-
nificant obstacle to the wider movement. 
Harnad insists, however, that all that is nec-
essary today is for governments and other 
research funders to mandate self-archiving. 
After that, he says, all the other dominoes 
will “fall naturally (and anarchically) of their 
own accord”.  

But is that enough? After all, the NIH’s deci-
sion not to mandate (but merely encourage) 
its researchers to self-archive appears to have 
been partly influenced by uncertainties over 
copyright. This suggests that until the copy-
right situation is clarified uncertainty over 
rights – and how they are managed – will 
remain a serious obstacle to OA. What better 
reason for OA advocates to seize the DRM 
nettle? 

Summary and outlook  
One can view DRM in two ways: as a pro-
prietary and totalising means of locking up 
content and forcing restrictive usage rules on 
users in order to maximise revenues; or as a 
set of tools to help creators maximise usage 
of their work (without ceding ownership) by 
specifying what rights they wish to retain and 
what rights they are happy to waive. 

While some question whether the use of 
Creative Commons licences can be classified 

as “digital rights management” their heavy 
reliance on machine-readable metadata to 
control usage suggests it is entirely reason-
able to use the term DRM. After all, why 
should proprietary interests bent only on 
locking down content have a monopoly on 
the term. Why should not this overly proprie-
tary definition be challenged? 

More importantly, perhaps, the OA move-
ment faces the clear danger that if it does not 
more actively promote an alternative view of 
DRM, then proprietary interests may succeed 
in foisting a more restrictive model on schol-
arly publishing, with the risk that some of the 
OA movement’s recent gains could be lost. 
With luck, the growing success of the Crea-
tive Commons – and the recent founding of 
the Science Commons – may help OA advo-
cates see the relevance of DRM, and encour-
age them to promote a broader definition of 
rights management. 

At the very least, by assisting researchers to 
utilise more liberal Creative Commons li-
cences when publishing in traditional jour-
nals, OA advocates could introduce greater 
certainty about the legitimacy of self-
archiving. Not only would this provide a 
boost to the movement, but it would help to 
demonstrate that digital rights management is 
not just about “monetising” content, but is 
part of a larger initiative focused on creating 
a rights management regime more suited to a 
networked environment.  

“Personally, I think DRM is really important 
in the context of OA”, says Herbert Van de 
Sompel, a member of the OAI rights group. 
“It can, indeed, be about protecting authen-
ticity of works, and avoiding plagiarism … 
[and] … and even CC licences would cover 
this. But there is another increasingly impor-
tant aspect. Readers of the future will more 
and more be robots that will try and make 
sense of what they ‘read’ (by mining con-
tent), and present their analysis to humans. It 
is important that such use be explicitly al-
lowed; in the current environment, one really 
doesn’t know whether it is OK to mine con-
tent from OA repositories”. 

Bottom line 
Until there is much greater clarity over 
rights, and how they are managed, the OA 



 

INDICARE Monitor Vol. 2, No 2, 29 April 2005 45

movement may struggle to make significant 
progress. Increasingly it appears that only by 

grappling with these complex issues can the 
movement hope to achieve its objectives. 
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Fair use licensing in library context  
A privacy-preserving lending service with a revenue sharing 
business model  
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Abstract: Any technical solution intended to support library exemptions and other fair use pro-
visions has to take into account national regulation, the local use context, and the requirements 
of business models. In this article a model is proposed for dealing with these challenges. It is 
exemplified for the library context claiming that it is possible to support library exemptions and 
still maintain a high level of privacy with DRM systems. Finally new business models for libraries 
are sketched based on revenue sharing using superdistribution and delivery chain tracking. 
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Introduction 
Consumers see digital rights management 
(DRM) systems primarily as a tool for piracy 
protection in digital content distribution. 
These DRM systems provide access to en-
crypted content only on the hardware identi-
fied in a digital license. This kind of hard-
ware locking restricts fair use, e.g., when 
lending digital material from libraries or by 
preventing copying content for private use. 
There is common agreement on the need to 
design DRM systems and electronic com-
merce business models which allow fair use 
(ACM 2003). Various means have been pro-
posed to implement fair use, e.g. by imple-
menting it with licensing rules in DRM sys-
tems (Mulligan and Burstein 2002), by li-
censing protocols, by watermarking, by 
authorising protocols etc (see reviews of 
alternative designs in Bechtold 2004, and 
Tyrväinen 2005). However, the intelligence 
about contextual factors needed for interpret-
ing the legal limits of fair use cannot be 
100 % implemented in the licensing rules of 
DRM systems, especially in the US legal 
context (von Lohmann 2002).  

Fair use, identification and privacy  
In this paper we use the term fair use (or fair 
dealing) as a general concept referring to the 
legally protected right of people to use con-
tent based on exemptions and limitations of 
national copyright laws (EU2001/29/EC, US 
2000). These variations in national legisla-
tion increase the complexity of implementing 
it within DRM systems. Nevertheless, ap-

proximating fair use by licensing would be a 
useful service for the customers. With such a 
service one could avoid the need for costly 
human evaluation of fairness of use in a vast 
number of cases and thus encourage content 
providers to support fair use cases – although 
a small percentage of the cases would still 
need human intervention. In both cases iden-
tification of the use context and of the per-
sons or the organization in question is 
needed. 

Identification is a double-sided problem with 
respect to fair use. Customers registering for 
a media provider’s service with their account 
identity or credit card identity can be traced 
and media distributors can link together all 
customer purchases, which threatens cus-
tomer privacy. DRM systems connecting the 
right to use content products to a hardware 
identity enable the use of this hardware iden-
tity for tracing even when customers pur-
chase their products from multiple vendors. 
However, media vendors would certainly like 
to identify the context in which they enable 
free use of products based on fair use exemp-
tions. For example, they would like to iden-
tify the party claiming to be a library and 
requesting rights to lend copies to their cus-
tomers. In case the library can be identified, 
the media provider may trust the library and 
let it identify the library customers, to the 
extent needed. Clearly, some fair use cases 
have higher requirements for identification of 
trusted second parties (such as the library) 
than what is expected from an individual 
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(here the third party) borrowing content from 
the library. 

From product copy management to license 
management 
Prior to digitization, illegal content use could 
most easily be recognized at the point of 
creation of copies. This is mostly true also 
for digital products. But when DRM systems 
are used, the focus shifts from creating cop-
ies of protected content products to the crea-
tion of licenses enabling use of the content 
products. In superdistribution (Mori and 
Kawahara 1990) protected content is distrib-
uted freely, but requires purchasing a license 
for use. Thus creating the licenses enabling 
use of the content is the context where fair 
use should be evaluated.  

The next question is, should the usage rights 
declared in the licenses be based on the iden-
tity of the person or on the identity of the 
hardware? Use of hardware identity is com-
monly considered less user-friendly. How-
ever, in the library customer case, linking all 
the content borrowed by a customer with the 
customer identity would be more likely to 
infringe privacy than linking the products 
with multiple hardware identities unknown to 
the library. 

Proposed approach for fair use licensing  
Supporting privacy with product copy     
managers 
To improve privacy we propose an arrange-
ment, where the customer is able to get a 
temporal digital license from another trusted 
party in order to use the content on his hard-
ware. For this purpose, the customer needs to 
pass some information received from the 
trusted library to the other trusted party. The 
primary role of the new trusted party is thus 
to create digital licenses for the customer 
hardware. Secondly, the trusted party should 
keep record of the number of product copies 
lent by the library with the license of the 
library, to satisfy the requirements of media 
vendors. For this reason, we refer to this 
trusted party as a product copy manager 
(PCM). Although this particular PCM knows 
the hardware identities associated with the 
product, it will not be able to connect the 
data with any identification of the customers 
or to connect it with other data located at the 

various places of purchases (or other PCMs 
when multiple equipment is used).  

By separating multiple places of purchases, 
multiple trusted PCMs and multiple hard-
ware identities we avoid many problems 
encountered by related approaches. These 
include the single dongle problem (e.g. single 
hardware identity) and the problem of cumu-
lating customer data by a trusted party as 
observed by Knopf (2005). Note that in the 
approach of Knopf there exists a role of a 
TTP (trusted third party), while we separate 
the roles of a trusted second party (a library) 
and the role of a trusted PCM. Knopf also 
uses watermarks for personalizing the con-
tent for consumers while we prefer carrying 
hardware identification information in li-
censes embedded in the content or transmit-
ting separately from the content according to 
the superdistribution mode. Note also, that a 
PCM should not be mixed with the actual 
DRM systems controlling the use of content 
(for further details see Tyrväinen 2005). 

Two-phase approach for fair use licensing 
In the library case the library was the second 
trusted party, which was identified to the 
extent needed for the fair use license during 
the license acquisition process. The third 
party (a customer) communicated only with 
the trusted second party and the PCM bind-
ing the license to a specific hardware, in the 
context identified by the special library li-
cense granted to the second party. This can 
be generalized as a two-phase approach for 
fair use licensing.  

► In the first phase, the second party (the 
library) is identified to the extent needed 
for trusting it; the special license is pur-
chased (e.g. a library license), and the 
second party will receive a license tem-
plate (e.g. a library customer template), 
to be delivered to third parties. Special 
cases may require human judgement (for 
further details see Tyrväinen 2005 and 
Erickson 2003). Note that according to 
the EUCD fair use should be enabled 
only when content has been legally pur-
chased. 

► In the second phase, the third party (a 
library customer) trusted by the second 
party receives the template and acquires 
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the hardware locked digital licenses for 
his equipment from the PCM. This sec-
ond process does not include monetary 

transactions or negotiations and can be 
automated.

Figure 1: Two-phase model for fair use licensing 

The fair use exemptions included in national 
law define the kinds of license templates 
needed; library licenses, educational licenses, 
and personal copy licenses being probably 
the most common. Each of the exemptions 
may require a different level of identification 
of the second party at the point of sales and 
in the templates as well as in between the 
second and the third party. Also the condi-
tions of the licenses vary.  

Fortunately, the same content can be used 
with a multiplicity of license types each de-
fined for a specific fair use case in each na-
tional context, and the same license types can 
be applied to large categories of products 
(e.g., to all songs) simplifying the product 
management problems of media distributors. 
However, fairness will have to be determined 
by human judgement in some percentage of 
the cases even when using this approach, 
depending on the national regulations. The 

following examples will demonstrate how 
the context of the process is captured. 

Product copy owner identity supporting  
privacy of personal copies  
In the case of personal copies the same per-
son purchasing a content product in the role 
of a second party, can acquire hardware 
locked licenses for other equipment with 
personal copy templates from a PCM. In this 
case the media distributor trusts the person to 
use these personal copies for personal use 
only, within the legal limits of fair use. The 
PCM can limit the number of personal copies 
per person for each product, for example, 
using product copy owner identity in the 
templates. Still the PCM is unable to identify 
the person behind the product copy owner 
identity and unable to connect the data with 
other products purchased by that person. 
However, in some cases the customer might 
like to be identified as the distributor of li-
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cense templates using customer identity 
rather than the product copy owner identity 
known only to the point of sales selling the 
license to the second party. 

Customer rewarding in peer-to-peer market-
ing  
Consider a case, where a customer (the sec-
ond party) has purchased a content product 
for private use and receives, among others 
things, a promotion license and a distribution 
template, which the customer delivers to a 
third party with the protected content. Using 
the promotion license the third party is per-
mitted a limited use of the content on any 
hardware, e.g. to play the first 15 seconds of 
a song.  
If the third party decides to purchase a per-
sonal license and uses the distribution tem-
plate containing the identity of the second 
party, the distributor can reward the second 
party for the sales activity. This type of re-
warding can be considered fair, but requires 
disclosing identity of the second party, to 
some extent (for further details on delivery 
chain tracking in peer-to-peer marketing, see 
Tyrväinen, Järvi and Luoma 2004). 

There exists a trade-off between privacy and 
identification of the parties. The level of 
customer identification needed for customer 
rewarding in the peer-to-peer marketing 
model is not necessary for content products 
purchased for private use without intent to 
receive reward for sharing it with friends. 
Thus the level of tracking applied for the 
delivery chains needs to follow the require-
ments of each fair use case or business 
model.  

New business models for libraries and 
other public institutions 
When libraries lend content to customers, 
whom they have identified (face to face), the 
proposed approach provides a high level of 
privacy for the customers, whose identity is 
not connected with the product data in any 
phase of the process, and whose one hard-
ware identity is connected with the product 
copy identity of the library in one PCM. 
However, there are also situations, where the 
libraries and schools would like to disclose 
their identity to more than one point of li-
cense sales. 

In libraries and in educational use we can 
envision cases, where a library customer or a 
student at school would like to purchase the 
content product after getting familiar with it. 
In these cases the library or the school would 
already have been identified properly, and 
would certainly be very happy to receive a 
share of the revenue, to prop up the restricted 
budget of a public administration entity. The 
impact of schools and libraries on the pur-
chase of content products is well known, and 
being able to quantify the impact would con-
tribute to the creation of business models. 
This closer interaction of public institutions 
and media vendors can be seen either as an 
opportunity for the institutions or as a threat 
to the independence of public services.  

One possible future scenario includes in-
creased revenue from media vendors to the 
libraries and schools. In this scenario the 
libraries and schools would still purchase the 
content products from media vendors with 
prices similar to those under current discount 
policies. In case some of the customers or 
students would like to purchase the product 
after using it with the special license, the 
second party identity would be used to direct 
sales provision to the library or school in 
question. This would probably guide the 
purchases of libraries to follow closely their 
customer demand, towards the content with 
most marketing effort. 

Another scenario includes outsourcing of 
content product lending to external service 
providers. In this scenario the technical effort 
and market follow-up is outsourced while the 
control over selection provided is kept in the 
hands of the library or the school, with rea-
sonable costs. 

In a third scenario the service providers 
would not need public funding. It would 
suffice to get their income solely from the 
media companies in the form of sales reve-
nue sharing. This scenario is somewhat simi-
lar to the use of promotional versions or pre-
releases for product marketing used com-
monly in the software sector of content busi-
ness. It is likely, that in this last scenario 
public libraries would be needed to maintain 
a balanced offering of content products for 
the public.  
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Bottom line 
It is possible to support library exemptions 
while maintaining a high level of privacy and 
enabling use of personal copies with DRM 

systems. This includes an opportunity to gain 
shared revenue when lending is combined 
with content superdistribution and delivery 
chain tracking. 
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The role of digital rights management in library lending 
By: Karen Coyle, Digital Library Consultant, Berkeley, CA, USA  

Abstract: Libraries purchase and lend a wide variety of materials, from the most common of 
trade items to small press publications and even ephemeral resources. They also serve hetero-
geneous communities with a wide range of interests, skills and resources. As cultural materials 
become available in new technologies libraries endeavour to make these available to their tar-
get communities. From the very earliest digital products, libraries have worked to present these 
to their users. Libraries are now lending electronic books and audio books using technology that 
is very similar to that used for the sale of these same formats. But both libraries and publishers 
need a paradigm shift before digital materials achieve the revolution over the Gutenberg legacy. 

Keywords: policy analysis – business models, e-books, e-payment, lending, libraries,  
preservation – USA 

 

Introduction 
As new technologies come into being, the 
world’s cultural objects change shape ac-
cordingly; from the clay tablet to papyrus, 
from the printed book to web-based docu-
ments, each takes the form of the technology 
of its era. Over thousands of years libraries 
have collected, organized, and made works 
available (to all, or to a select few) in these 
formats, and library services have developed 
to take advantage of the new technologies. In 
particular, the portability of the printed book 
in 18th century and beyond meant that librar-
ies could lend works to users, and the mass 
production of printed texts in the 19th and 
20th centuries saw a great proliferation of 
libraries and the extension of library use and 
lending to the general population. 

The inexpensive reproduction of works has 
allowed libraries to move their energies from 
the conservation of objects to the dissemina-
tion of highly mobile containers. While the 
term “library lending” evokes an image of 
books for most of us, some public libraries in 
the United States count non-book materials 
such as music discs, films, and spoken books, 
as a full thirty percent of the materials they 
lend. Library lending, however, is both costly 
and insecure, with both wear and non-returns 
taking their tolls. Wouldn’t it be great to be 
able to lend materials that could not be dam-
aged or stolen, and that would be guaranteed 
to return at the appointed time? This, then, is 
the promise of digital lending. 

 

Libraries and digital delivery 
Libraries have been delivering works in digi-
tal formats for over a decade. The delivery of 
digital works to library users follows two 
basic models: there is the “all you can eat” 
model in which users have access to a data-
base of digital materials with no restrictions 
on how many users can access an item at a 
time (although licenses may restrict total 
simultaneous uses to the database from any 
institution); the other model is an imitation of 
the lending of hard copy works, and is often 
called the “one user/one book” model. 
Within these two models there are different 
possible delivery options, with some systems 
presenting portions of materials on the screen 
but not allowing downloads or offline use, 
while others do allow downloading of digital 
items. It is in this latter case where technical 
enforcement of license terms comes into 
play, and this is the type of protection that is 
most often referred to as digital rights man-
agement. 

The “all you can eat model” is primarily used 
for research materials, especially journal 
articles. With the development of large data-
bases of digital full text, academic library 
users are well-served with instant access to a 
significant collection of materials. Access to 
these journal articles is through an institu-
tional subscription, not unlike the subscrip-
tion to the same materials in paper format. 
The only technical controls for these materi-
als are on access, which is generally man-
aged through a proxy server on the institu-
tion’s network, and which limits access to 
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members of that institution’s community. 
Users can download and keep copies of arti-
cles, somewhat like making a photocopy of 
articles in the analogue world. The 
downloaded articles, which are predomi-
nantly in Adobe PDF format, have no techni-
cal protection that would further restrict 
copying or printing, although they may be 
protected against alteration. This model 
works well for academic materials and will 
probably continue to do so, although there is 
some tension between publishers and librar-
ies over costs and over the relationship be-
tween the digital license and the hard-copy 
subscription.  

This model is not viable for those materials 
where units are normally sold individually, 
especially those materials that might be 
deemed of a “popular” nature. Books, videos, 
and musical recordings are in this category. 
These materials need to use the “one 
user/one book” model, and require some 
technical protection on the content files to 
satisfy publishers that the materials will not 
be pirated once they have been delivered to 
end users. In the entertainment arena we have 
seen the struggle between users and publish-
ers over the unauthorized trading of works in 
digital form. Books and other lengthy texts 
have not had the same degree of problems 
with piracy (for both technical and market 
reasons), but book publishers have been cau-
tious about delivering their products in a 
digital form that would open the door to pi-
racy.  

The first electronic book products were 
available only on proprietary hardware, such 
as the Gemstar (later Rocket) e-book reader. 
The device protected against unauthorized 
copying by allowing communication only 
with the e-book vendor site through phone 
lines or an Ethernet connection. Some librar-
ies experimented with lending these e-book 
devices pre-loaded with a selection of books, 
but the devices did not catch on commer-
cially and the e-books themselves eventually 
became unavailable.  

The first computer-based e-book lending 
systems that were developed for libraries in 
the late 1990’s, in particular the netLibrary 
system (cf. sources), required users to read 

the books online with only one page image 
downloaded to their computer at a time. This 
method was used because there was no avail-
able technical protection for downloaded 
files. The books were “checked out” to the 
library patron and could not be viewed by 
another library user until the lending period 
ended. The check out process effectively 
locked the book so that it could not be ac-
cessed until the current loan period ended. 
Although called “lending,” from the user’s 
view this was not at all like using printed 
books, especially in terms of the quality of 
the reading experience.  

Library lending becomes reality 
Although there hasn’t been a breakthrough 
technology that would make electronic read-
ing as popular as its paper counterpart, the 
availability of software that both facilitates 
the reading experience and secures the digital 
content has greatly increased both the will-
ingness of publishers to make their content 
available and the desire of consumers to pur-
chase that content. Digital content can now 
by downloaded by consumers to a variety of 
devices, and can be read off-line.  

Libraries have been able to take advantage of 
the fact that the lending of digital content is 
compatible with the sale of that same con-
tent. In fact, OverDrive (cf. sources), the 
company whose software is used in book-
related e-commerce, is also a major provider 
of electronic content systems for libraries. In 
a sense, library lending is the same as a sale, 
only with a time limit imposed. At the end of 
that time limit, the rights management soft-
ware in the downloaded file turns off file 
access an thus prevents further uses of the 
content. The book “returns” to the library 
automatically with no action required on the 
part of the borrower. 

The first lending systems had only one way 
for the book to return to the virtual shelf, and 
that was through the expiration date on the 
loan. This required no communication be-
tween the downloaded file and the lending 
system; each acted independently on the time 
limit. Even if a user no longer needed the 
item, it remained checked out and unavail-
able to others for the duration of the loan 
period, and because of this libraries were 
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setting very short loan periods, which was 
discouraging to some users. With current 
lending technology, users can return a book 
to the library at any time before the return 
date. Through an interaction between the 
checkout system and the rights technology 
protecting the item on the user’s device. This 
is just one example of how developments in 
digital rights management (DRM) have made 
it possible for libraries to provide better ser-
vice to their users.  
Libraries purchase electronic books just like 
they do their print counterparts through com-
panies that serve the library market. The 
information about the books is entered into 
the library catalogue, but instead of a number 
indicating where the book can be found on 
the shelf there is a link that takes the user to 
the virtual shelf of the e-book lending sys-
tem. All interactions with the e-books go 
through the library’s system, which has user 
information and authentication routines, and 
which must record the status of an item (“on 
shelf,” “checked out”) for display to library 
staff and users. Although the user’s impres-
sion is that the e-book is in the library, in fact 
the books are stored on a third-party site that 
delivers the DRM-enabled file to the user’s 
device. At this point in time, the economics 
of DRM technology do not allow libraries to 
securely store and deliver electronic files.  

Points of purchase for e-books offer consum-
ers a choice of formats corresponding to 
various brands of reading software and the 
particular DRM of that brand. Libraries have 
to select a format when they purchase an e-
book. If they wish to have more than one 
format available they have to purchase each 
separately, and generally at full price. For 
this reason, libraries tend to limit their selec-
tion to the most widely available software, 
which today is the Adobe Acrobat format. 
The Adobe Reader software is available for 
free for most operating systems, including 
those of the common hand-held devices 
which are popular with e-book enthusiasts.  

Lending beyond text 
Because lending uses technology that is very 
similar to the technology for sales, in essence 
any digital formats that can be sold can also 
be loaned by libraries once the additional 

lending capabilities are in place. A small 
number of libraries are beginning to lend 
audio books. Books “on tape” are very popu-
lar items in libraries that lend them, espe-
cially in areas where automobile commuting 
is common. Library lending follows the same 
model of services as provided by sales points 
for these files: end users can download the 
audio book to a personal computer or to a 
mobile device, or they can burn the audio 
book onto CDs. All of these actions are se-
cured by the lending system to prevent unau-
thorized copying of the files to other devices. 
Although the CD format is unprotected, only 
uncompressed files are released for these 
copies. This is the same format that is used in 
the CD audio books that are sold in stores, 
and therefore represents a level of risk that 
publishers have found acceptable. 

Lending of musical works and of motion 
pictures could become technically possible 
but are not currently available. Some of the 
issues relate to industry expectations, and 
others to technology capabilities such as 
bandwidth. It may also be the case that rights 
management techniques that are sufficient to 
protect one form of content will not be suit-
able for all forms of content. As we see with 
the relatively low level of protection on aca-
demic journals, risks vary both by format and 
by commercial expectations for different 
materials. It does appear, though, that the 
level of rights management that is appropri-
ate for the sale of content is also that which 
protects the content for library lending. 

Libraries: what do they really want? 
Lending of e-books and digital audio books 
by libraries is still very new, and libraries are 
in the learning stages in terms of what works 
and what doesn’t. From the point of view of 
libraries, there are some unsolved issues re-
lating to the acquisition and lending of digital 
materials. These are: 

► Book publishers have a revenue model 
based on the hard copy world of sales of 
physical items, but the technology of 
digital lending does not allow the librar-
ies to actually take possession of the digi-
tal item. Libraries must purchase items 
over which they cannot exercise normal 
rights of ownership. 
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► The storage, delivery, and control of 
digital materials require sophisticated se-
cure systems. These systems are not af-
fordable to individual libraries, but are 
usually run as a central service by a ven-
dor. Libraries are dependent on the ven-
dors both for current services and for 
long term access to materials they own. 
Should companies fail, and some have, 
libraries lose access to books they have 
purchased. 

► There is no one standard format for digi-
tal delivery, yet each formatted version of 
an item requires a separate purchase. At 
the same time, libraries cannot forego ob-
taining materials in analogue formats, so 
increasingly libraries are needing to pur-
chase multiple copies of an item to sat-
isfy the format needs of their clientele.  

► Library services attempt to provide a 
unified view of the cultural and intellec-
tual sphere, with items from many differ-
ent publishers and sources treated equally 
in terms of organization and access. 
There are many different sources for 
digital materials, often with their own 
proprietary technology for access. This 
may serve the marketing of materials, but 
it is not conducive to end-user research or 
bibliographic services. 

► The proprietary formats in which digital 
materials are issued are not suitable for 
long-term preservation and access. 

Most of these points evidence the difficulties 
of a transition period in terms of content 
technology, where the capabilities of the new 
technology and the market structures in place 
based on earlier technology are not compati-
ble. The use of individual copies as the basis 
for the market breaks down in an environ-
ment where copies are made each time a user 
opens a work. One of the promises of digital 
rights management is that it could re-focus 
content delivery around rights rather than 
copies, which could make it possible to solve 
some of the problems listed above. For ex-
ample, libraries could be allowed to trans-

form materials to different end-user formats 
as long as the total number of items in use 
does not exceed the library’s license. The 
problem of the need for persistent access 
over time could also be solved by allowing 
libraries to store a specially formatted archi-
val copy that is not delivered to end users, 
while at the same time they lend protected 
copies in consumer formats. All of these 
capabilities require DRM that guarantees that 
the digital files will be secure and that pub-
lishers will receive payment as agreed. 

What this will eventually mean is a move 
from a market based on copies to a market 
based on rights. The technology that this will 
require is not yet in existence, but the re-
quired changes are not just technological; 
huge leaps must be made in the intellectual 
property markets and in the habits of librari-
ans and those they serve. Some desired fea-
tures, such as the ability to lend multiple 
copies when user demand increases for a 
particular title, are well within the capabili-
ties of the current lending technology but do 
not meet the accounting needs of publishers, 
whose system of royalty payments makes the 
use of micro payments particularly complex. 
Improvements in the e-commerce middle 
layer will allow us to experiment with new 
models of secure file delivery. 

Bottom line 
Many library professionals view digital 
rights management as a restriction on use, 
and it is true that the capability to create re-
strictive technologies exists. But for libraries 
to manage and lend published materials in 
digital formats will necessarily require some 
controls. If libraries can learn to view digital 
formats as delivery mechanisms rather than 
as a substitute for physical copies we may be 
able to develop a suitable paradigm that is 
beneficial to libraries and to their users. And 
if publishers can transition to a revenue 
model that is based on licenses rather than 
copies, we will be able to make use of the 
advantages that digital formats have over 
their analogue equivalents. 

Sources 
► Ebook Library (EBL): http://www.eblib.com/ 
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► netLibrary: http://www.netlibrary.com/ 
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Preservation versus exploitation 
Dilemmas in the reissue of historical recordings 
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Abstract: While the market for the reissue of historical recordings seems sufficiently attractive 
for there to be multiple reissues of the same recordings, there is the additional aspect of the 
preservation of the audio heritage. This is largely being undertaken by private actors who invest 
substantial time and money in audio restoration and research. A recent court decision acknowl-
edges that such work is protected as intellectual property. Even so, different interests in this 
field are a barrier to enforcement of rights so that digital watermarks might prove the most ac-
ceptable solution. 
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Introduction 
The reissue of historical recordings has in 
general been very much a niche market cater-
ing for collectors rather than the more gen-
eral customer. In Europe and most other re-
gions with the exception of the US, re-
cordings older than 50 years enter the public 
domain. In view of the restricted market, it 
might surprise bystanders to discover that 
there are multiple reissues of recordings con-
sidered more readily marketable, e.g. in the 
classical domain the works of early 20th cen-
tury tenor Enrico Caruso, in the jazz area 
recordings by such household names as Louis 
Armstrong, Benny Goodman, Glenn Miller or 
Django Reinhardt. Competition will proba-
bly increase when recordings by Elvis 
Presley and the wealth of recordings from 
the 50s and 60s which are still heard on the 
radio, gradually enter the public domain in 
Europe.  

For more casual buyers, competition is via 
prices, but there is in addition the aspect of 
sound quality which also plays a role in the 
preservation of the heritage of sound re-

cordings. This preservation work is being 
done almost exclusively on private initiative. 
Sound restoration work is protected by intel-
lectual property rights as “minimally creative 
work”. This has been acknowledged in a 
recent court decision. What follows obvi-
ously also applies to films which have been 
restored for reissue on DVDs. 

The issue 
While the average consumer might want to 
buy historical recordings to play as a novelty 
at parties, because a certain type of music is 
currently fashionable, like swing a couple of 
years back, or because curiosity has been 
piqued by such films as “The Aviator”, there 
have always been collectors of vintage re-
cordings. 

There have always been concerns about the 
durability of early recordings which were 
made of breakable material in the first place 
so that it is surprising that so many have sur-
vived until the present. There are sometimes 
only single known copies of recordings. In 
addition, there are recordings in circulation 
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which were never widely issued or intended 
for issue, such as test pressings, private re-
cordings, recordings made for publicity pur-
poses, all of which are of interest to some 
collectors or historians. Preservation is of 
particular interest for so-called vernacular 
music, meaning music outside the well-
documented elite cultures. Examples are 
performances of jazz and blues, tango and 
other ethnic music, which would largely be 
lost without recordings. There is also interest 
in performances by legendary performers in 
the classical realm, such as the previously 
mentioned Caruso. 

While there are collectors who jealously 
guard their treasures and allow no-one else to 
hear them, the domain is characterised 
largely by willingness to share and preserve 
for posterity. Some actors in this field state 
that they do not own the records, but are 
simply their custodians during lifetime with 
the duty to hand them down to future genera-
tions. 

Since the major companies have little interest 
in the field due to limited return on invest-
ment, this is an area where small independent 
companies are very active. In the past, there 
was a very thin line separating reissue activi-
ties from piracy and one early company actu-
ally called itself “Jolly Roger” after the pirate 
flag with the skull and crossbones. However, 
gradually many recordings considered wor-
thy of reissue have entered the public do-
main, at least outside the US and are thus 
legal. Even so, it is strictly speaking illegal to 
sell certain European reissues in the US. 
There is reluctance to take legal action 
against competitors due to prevailing ethos 
and also due to the costs of taking lawyers. 
Many companies are run by producers with 
day jobs outside the music business and these 
prefer to invest any money they make out of 
reissues on new productions rather than in 
legal action. 

Reissue policies vary a great deal. Some 
obviously only want to take the money and 
run. They do not care about such things as 
audio quality or presentation and will use 
virtually any source. Even in the days of 
long-playing records, it was common prac-
tice to simply copy individual tracks or entire 

albums from other LPs. Other labels have 
ambitious programs wishing to reissue every-
thing irrespective of sound quality and source 
(original recording, LP or cassette). Still 
others regard themselves as preservationists 
and take great pride in quality and presenta-
tion, sometimes going to great lengths to 
track down rare items and doing, or commis-
sioning, impressive research work to unearth 
information about rather obscure artists by 
today’s standards.  

Audio restoration and production of accom-
panying material result in substantial costs. 
To some extent, the values in this field have 
changed. Instead of on “noise suppression”, 
there is a premium on preserving the sounds 
originally contained in the grooves. This 
means that there is still demand for “new” 
restoration work. Although digital equipment 
for audio restoration is readily available, its 
use requires considerable skill. The best au-
dio engineers in these fields have reputations 
among collectors and their name on a prod-
uct is regarded as a hallmark of quality, just 
as certain labels have good reputations.  

Probably as much for financial reasons as for 
any other, reissues of historical material have 
generally not been protected against copying 
in any way, so that it is easy to infringe on 
any intellectual property rights which might 
exist in the field.  

The “Bear Family” court decision –  
acknowledgement of IPR protection for 
restoration work 
Readers of the INDICARE Monitor will no 
doubt remember the “Jib Jab” incident in the 
recent US presidential election (cf. Böhle 
2004). In this, the current copyright owners 
of Woody Guthrie‘s “This Land is Your 
Land” took action against the owners of the 
JibJab website for unauthorised use of the 
work in a parody on the US election. One of 
the ironies of the case was that the melody of 
the Guthrie song was itself not an original 
composition but the reuse of a song of unde-
termined origin which had been copyrighted 
by A.P. Carter of the Carter Family re-
cording artists in the early 1930s. Many ref-
erences were made in the discussion of Jib-
Jab to currently available recordings by the 
Carter Family, most frequently to a box set 



 

INDICARE Monitor Vol. 2, No 2, 29 April 2005 57

produced by a company called JSP located in 
London. 

Precisely this box set and second box of re-
cordings by the Carter Family were the sub-
ject of a court ruling by the Hamburg district 
court (Landgericht Hamburg, 3 February 
2004, cf. Byworth 2004). This was the result 
of action taken by the German specialist la-
bel, Bear Family, against the unauthorised 
use, by the London-based company, of re-
cordings originating from a 12 CD box set 
“In the Shadow of Clinch Mountain”, which 
contains the complete works by the Carter 
Family with audio restoration work commis-
sioned and paid for by Bear Family. Such 
work is protected as intellectual property 
even if the recordings themselves have 
passed into the public domain and can theo-
retically be reissued by anyone. Such intel-
lectual property rights on restoration work 
are indicated by the (p) sign, which can also 
apply to a compilation. 

The court decision was taken in the absence 
of the defendant, the owner of JSP, who had 
previously been ordered to refrain from the 
manufacturing of the box sets containing 
copied recordings. The conviction was for 
improper business practices and the court 
instructed the British company to provide 
Bear Family with all information relating to 
production and sales of the box sets and to 
provide compensation for damages resulting 
from production and sales. 

The decision was based on testimony by an 
expert witness, but the decisive factor was 
the inclusion in both sets of a unique re-
cording which had been tracked down by 
Bear Family. 

While both companies’ countries are mem-
bers of the European Union, the Hamburg 
court decision had to be registered at a Brit-
ish court to take effect, which again required 
the services of a lawyer, another cost which 
most producers would not be willing to take 
on even temporarily. Even so, the court deci-
sion, which Bear Family’s lawyer, Ulrich 
Poser, describes as “path breaking for the 
branch” (cf. Anon 2004) has actually resulted 
in the payment of substantial damages and 
has encouraged at least two more producers 
to take action against another German com-

pany which is notorious for its piracy prac-
tices.  

A collector, who also writes for a web-based 
publication on film music (Schlegel 2004), 
describes how this German company pirated 
copies of film soundtracks. Among other 
things, he attempted to invoke assistance by 
the German collecting society, GEMA, 
which was initially very reluctant to take any 
action. When it finally did, it emerged that a 
license for intellectual property on the sound-
tracks had been registered in the Czech Re-
public, preventing action from any lawful 
owners. 

As readers who have come this far will have 
guessed, piracy of audio restoration work is 
far from exceptional. Bear Family has thus 
taken the consequence of adding a water 
mark to its own productions. According to 
Bear Family director Hermann Knülle, such 
watermarks are tamper resistant, while allow-
ing “legal” copying, for example for use on 
devices such as MP3 players belonging to the 
owner of a copy of the recording. The wa-
termark remains perceptible even after ex-
treme compression, independent of recording 
technology for copying (microphones, radio, 
connecting CDs to sound cards) and pre-
sumably following further audio processing 
by any third party. It can be “individualised” 
to the extent that a copy is traceable to a par-
ticular copy of a series. Of course it is inau-
dible (for details you may see: 
http://www.ipsi.fraunhofer.de/merit/media_s
ecurity/). 

Actor interests 
Only a small fraction of all sound recordings 
ever made has actually been reissued. A pri-
vate initiative, “Project Gramophone”, which 
aims at making every recording ever made 
publicly available via the internet, has en-
countered unexpected problems due to a 
“cobweb of laws” in the United States (Nor-
ing 2003). The ultimate impact of this situa-
tion is that most recordings from before 
1972, when a Federal law on intellectual 
property took effect, are effectively locked 
away until February 15, 2067. As a result, 
the project is considering relocation to Can-
ada where other laws prevail, but the entire 
initiative is still private. Public organisations, 
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such as museums, usually lack the resources 
to engage in large-scale audio (or video) 
restoration and preservation work. 

As a result, the bulk of restoration work is 
being done by small private companies not 
usually run to earn a livelihood but to invest 
in further “preservation work”. Satisfaction 
for producers is largely in non-material 
terms, such as acknowledgement by their 
fellows and interactions with like-minded 
people. Understandably, they are not amused 
when others simply re-use work they have 
paid for without as much as acknowledge-
ment: in the case of the Carter Family, JSP 
actually advertised their set as far cheaper 
than the more expensive Bear Family box 
(personal communication by Hermann 
Knuelle, 8 March 2005). 

To be fair, the British company originally 
earned a reputation in its field for high qual-
ity reissues using restoration work by well-
known engineers that it had paid for and was 
certainly pirated itself. It is only recently, 
that it has started ripping off others’ work for 
issue in “value for money” boxes. Its current 
business model (cf. Levine 2003) probably 
would not function if the label had to pay for 
all of its restoration work. Worse still from 
the viewpoint of preservation, there are other 
labels which do not invest any money at all 
on original work but regularly get good re-
views in periodicals and on the internet as 
“value for money”. 

Collecting societies and enforcement agen-
cies for intellectual property rights are not 
interested sufficiently to take action of their 
own accord, presumably because there is no 
pressure from the major record companies. 
Newspapers and periodicals also see no need 
to concern themselves with the topic even if 
they are not dependent on advertising reve-
nue from the pirates, which sometimes is the 
case. 
Most dealers are unaware of any problems in 
this field and quite readily sell pirated mate-
rial along with legitimate productions. Ama-
zon, for example, shifts responsibility for 
infringements on intellectual property rights 
to its suppliers. 

Consumers are obviously faced with a di-
lemma – the wish to buy first-class music at 

a low price versus the danger that supplies 
will dry up when producers refrain from new 
work for fear of being pirated or because 
they no longer recoup their investments. 
Again, the first problem is that most consum-
ers are blissfully unaware of anything evil 
afoot in this field. When confronted with the 
facts, reactions differ from “stealing is steal-
ing and no two ways about it”, to “I’m on a 
restricted budget and would dearly like to 
buy xx if I could afford it. If I can get it at a 
better price on yy, why not and to hell with 
morals”.  

Producers doing restoration work would 
probably tolerate re-use of the work they 
own if they were to benefit from it, e.g.  

► Through receiving credits for the work if 
only individual tracks are used. This 
might attract new customers to their pro-
ductions; 

► License money for re-use in other prod-
ucts. Again, an important condition 
would be acknowledgement of credit for 
original work. 

In this way it would be possible for the spe-
cialist companies to continue their preserva-
tion work. In view of existing experience, 
this would not be possible without protective 
measures such as digital watermarks. 

Bottom Line 
In view of the conflicts between actor inter-
ests, a non-intrusive watermark might be the 
ideal solution as it does not infringe on con-
sumer rights and enables the detection of 
“pirated” work produced at a grander scale, 
be it in the shape of physical products such 
as CDs or DVDs, be it in the shape of files 
distributed over networks. Decisions on 
prosecution would then be at the discretion 
of the victim if he wishes to prosecute genu-
ine file sharing among friends or only prac-
tices aimed at commercial gain. 
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The Consumer Project on Technology 
The Consumer Project on Technology 
(CPTech) is one of the organisations that 
deal with DRM issues globally. CPTech, a 
Washington-based non-profit organisation, 
focuses among others on issues such as intel-
lectual property rights, electronic commerce 
and competition policy. CPTech operates 
globally. Accredited at WIPO, the Consumer 
Project on Technology is actively involved in 
IP legislatory processes at the international 
level, including the negotiations about the 
WIPO Broadcaster Treaty and the establish-
ment of a Development Agenda for WIPO. 

CPTech is also a driving force behind the 
Transatlantic Consumer Dialogue (TACD).  

CPTech’s comments on the INDICARE 
State of the Art Report (SOAR) 
Consumer concerns in Europe have been 
adequately highlighted in the SOAR and 
CPTech supports the conclusion of Chapter 3 
on consumer comcerns (cf. Helberger et al. 
2004, pp. 19-43). The INDICARE report 
demonstrates that interests and concerns of 
consumers are insufficiently considered in 
the context of DRM-protected digital con-
tent. We would like to see, however, more 
considerations for consumer concerns inter-
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nationally and more specifically for the 
weakest consumers such as consumers in 
developing countries. Also, an overview of 
international aspects of DRM and the poten-
tial impact of DRMs technologies on devel-
oping countries would be useful.  

The following paragraphs will pinpoint some 
pressing issues in this context, paying par-
ticular attention to the matter of DRM and 
developing countries, but also jurisdiction 
issues and the role of governments and inter-
national organisations.  

CPTech’s opinion on pressing issues 
DRM – an international discussion  
DRM is being discussed in various interna-
tional fora from industry led “dialogues” to 
intergovernmental bodies. Examples are 
WIPO, but also the American National Stan-
dards Institute (ANSI) the International Tele-
communications Union, ITU-R Working 
Party 6M. Some organisations active in this 
field are, apart from CPTech, the Electronic 
Frontier Foundation (www.eff.org), the Un-
ion for the Public Domain (www.public-
domain.org), the Open Knowledge Forum 
(www. okfn.org), IP Justice (www. ipjustice. 
org), Alternative Law Forum (Bangalore) 
(www.altlawforum.org) and the Canadian 
Internet Policy & Public Interest Clinic. 
European and US-based consumer groups 
such as the members of the TransAtlantic 
Consumer Dialogue (TACD.org) are also 
discussing DRMs and putting forward their 
concerns.  

DRM – uncertainties and concerns of  
consumers at the international level 
Consumers have expectations about how 
they are able to access and use content 
whether the content is local or global. Con-
sumer expectations are based on practices, on 
how they acquire content with or without 
authorization (such as what has been possible 
so far on the Internet). Consumers sometimes 
feel entitled to make personal copies but 
often concede that some form of payment 
must be made. While these expectations are 
often shaped by the legal framework in 
which consumers reside, increasingly DRM 
technologies are limiting or excluding con-
sumers’ rights where there is no legal re-
quirement to do so. Technologies that restrict 

access and use are not welcomed by consum-
ers locally and internationally. Since many 
internet transactions of information goods are 
cross-border, it is necessary to 1) clarify ex-
isting rules and 2) examine their impact on 
the dissemination of information goods and 
innovation.  

Public domain materials are a good example 
of documents that for most consumers are 
available without requiring any authorization 
(at least in some jurisdictions like the US). 
Consumers/users are not certain about the 
legal status of DRMs that might be used to 
deliver public domain materials. In some 
jurisdictions, it is lawful to circumvent 
DRMs that lock content not subject to copy-
right and since there are no uniform positions 
by rights holders or DRM providers on this 
issue, it creates uncertainty for consumers. 

Another example is the issue of exceptions 
and limitations to anti-circumvention provi-
sions: there is no harmonization among the 
exceptions or limitations. Consumers in dif-
ferent countries have different legal abilities 
to access and use content. Therefore a large 
class of users (consumers, educators, librari-
ans, visually impaired people etc) have to 
accept “uncertainty” and in some cases con-
fusing and contradictory rules to accommo-
date the requirements of right holders or 
DRM providers. If DRMs are applied indis-
criminately at the international level or in a 
future broadcasting treaty, consumers will 
not only lose some of the current freedoms of 
access and use of content they currently en-
joy, but will also experience further restric-
tions on the scope of limitations and excep-
tions. Furthermore, in the case of abuse of 
DRM technologies, consumers do not have 
access to international legal mechanisms for 
recourse.  

The use of DRMs also raises privacy issues 
that seem difficult to solve at the national 
level. The technologies that facilitate the 
gathering of consumers’ personal informa-
tion by rights holders and DRM providers are 
difficult to monitor outside of one’s own 
jurisdiction. In some jurisdictions but not 
others, consumers are permitted to circum-
vent technologies to prevent collection or 
dissemination of personal data.  
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DRM and developing countries 
Regarding specific threats to developing 
country consumers, the Canadian Internet 
Policy and Public Interest Clinic (CIPPIC) 
paper on TPMs and developing countries 
says it best: “It is no secret that DRM and 
anti-circumvention laws have proved dan-
gerous to the developed world. These harms 
are well-documented in Canada, the United 
States and elsewhere” (CIPPIC 2005). DRM 
is dangerous to developing nations for these 
same reasons.  

However, there are also reasons why DRM is 
even more dangerous to developing nations. 
By releasing content using DRM, foreign 
rights-holders may attempt to trump local 
copyright law and exceptions through unfair 
contract terms. In other words, because DRM 
permits consumers to access and play content 
pursuant to automatically-enforced license 
terms, contract law governs the relationship, 
not copyright law. Foreign rights-holders 
thereby bypass developing nations’ copyright 
laws. By locking-up content in DRM, foreign 
rights-holders will prevent people in devel-
oping nations from accessing and using 
copyright works in ways that those nations’ 
laws may allow, even for free. DRM may 
also prevent legal re-sale of copyright pro-
tected goods, particularly through the use of 
region-coding which has never proved posi-
tive for developing regions. 

Further, to the extent that, like Canada and 
unlike the United States, developing nations 
are net importers of cultural products pro-
tected by copyright, DRM and anti-
circumvention laws will aggravate the cul-
tural deficit that may already exist in those 
countries. DRM and stronger copyright laws 
will have a net negative cultural and eco-
nomic impact in developing nations because 
royalty payments to foreign rights-holders, 
particularly those in the United States, may 
increase as a result.  

Finally, DRM and anti-circumvention laws 
could have a significant negative effect on 
the innovation agendas of developing na-
tions. Developing nations depend on a tech-
nological and legal environment that fosters 
innovation. The American experience with 
DRM has shown that copyright owners inap-

propriately use DRM technology and anti-
circumvention laws to stifle competition and 
create artificial monopolies. These inappro-
priate uses of technology and law favor big-
ger, established market players and artifi-
cially increase the market risk faced by 
smaller companies and new entrants to the 
markets.  

Jurisdiction issues cross-border 
DRMs are used to protect and deliver content 
on a cross-border basis. There are many legal 
questions that have not been answered and 
that need to be answered before DRMs be-
come the international norm for protecting 
content.  

For example: which jurisdiction and what 
law applies to the protection of the DRM and 
the content in the context of a cross-border 
dispute? Which country’s anti-circumvention 
law applies to the protection or the circum-
vention of the DRM? The country of origin 
or destination? Which law applies to the use 
of the content protected by the DRM? Which 
national law would apply to the agreement 
regarding the delivery of the content via the 
DRM? 

The country’s law and jurisdiction may apply 
for acts of circumvention and for distribution 
(but personal jurisdiction is difficult to get if 
it’s a foreign distributor). For online access 
and use, international principles are still 
evolving (see the Hague Project). 

The question of jurisdiction is also raised in 
contracts. To date, there is no international 
agreement on which law should apply if 
there is no agreement between the parties of 
the contract. In the EU, (the Ecommerce 
directive) it’s a “country of origin rule”. In 
the US, each State has a choice of law prin-
ciples that vary.  

Again, consumers/users have no clear indica-
tion of where they stand legally which de-
pends on where they are, where the content 
they want to access or use is... and how it is 
delivered. 

In the US, we have seen some of the impact 
of this lack of clarity on makers and distribu-
tors of circumvention tools. For instance, non 
US cryptographers and security researchers 
have refused to post details of vulnerabilities 
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they’ve found in security technologies out of 
fear that they would be breaking the law in 
the US, and might be arrested if they visited. 
For example, although Dmitry Sklyarov‘s 
computer program was legal in Russia, 
where he wrote it, according to the US Gov-
ernment, it was an illegal circumvention tool 
under US law.  

Role of governments and international  
organizations  
Right holders and DRM providers strongly 
believe that governments should not be in-
volved in setting standards (for interoperabil-
ity for example). However, they ask govern-
ments to ensure compliance with their private 
solutions and especially international solu-
tions (the WIPO internet treaties for example 
were created to help industries threatened by 
piracy). Governments should also consider 
how they could cooperate at WIPO or any 
other international body such as UNESCO or 
ITU to protect “content and technologies” 
and “access and use”.  

DRM and anti-circumvention technologies 
have had negative impacts such as chilling 
academic research, stifling of innovation and 
increased anti-competitive and monopolistic 
practices. Moreover, libraries and educa-
tional institutions have found it more and 
more difficult to provide their services. Con-
sumers have less choice, face increased costs 
for consumer goods and have expressed con-
cerns for their personal use rights as well as 
privacy protection.  

Today WIPO and other international bodies 
are examining DRMs and providing issue 
papers or requesting comments. For WIPO’s 
credibility as a United Nations’ agency, it is 
important to promote an implementation of 
the internet treaties that would be consistent 
with the development agenda goals. DRMs 
are controversial in the developed world and 
are seen as a threat to development for many 
developing countries. The rights holders 
from the North can disregard local copyright 
law exceptions and limitations using unfair 
contract terms. They can limit access or curb 
second hand sale or legal re-sale of copy-
righted goods (which is important for devel-
oping countries). In addition, since many 
developing countries are mostly importers of 

cultural and educational goods, the increase 
cost will slow development efforts to in-
crease access to cultural and educational 
materials. The innovation agendas of many 
developing countries are threatened by the 
negative effects of abusive DRM technolo-
gies. 

WIPO can and should play an important role 
in ensuring that DRMs are deployed in a way 
that is consistent with the promotion of the 
arts and sciences, taking into account the 
rights holders and users. A fundamental task 
for WIPO is to make available to the member 
states the different choices available for im-
plementation of treaties and their effects and 
potential effects.  

Another important task is to deal with the 
disparities among exceptions and limitations 
at the international level. An examination of 
the crisis created by DRM technologies for 
consumers, libraries, educators, visually im-
paired and rights holders is necessary before 
new treaties containing such provisions are 
drafted. The impact of DRM technologies on 
local production of informational, cultural 
and educational goods for developing coun-
tries should also be examined closely.  

Finally, as it is the case in the US and the 
EU, where there is a periodical review of 
implementing legislation for the so-called 
Internet treaties, an international body such 
as WIPO and/or UNESCO must collect data 
and review the extent to which DRMs are 
used cross-border and their effects on legiti-
mate uses of information goods and innova-
tion worldwide.  

Summing up 
CPTech strongly endorses the comment in 
the INDICARE report “currently costs seem 
to outweigh the benefits of DRM from a 
consumer point of view. Many arguments in 
favour of DRM either do not bear a closer 
examination or need time and further devel-
opment until they become valid” (p. 101). 

International bodies such as WIPO and its 
member states must 1) look for global solu-
tions that will not harm developed and de-
veloping country consumers/users of digital 
goods and services and 2) set preconditions 
of minimum rights for consumers before 
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granting legal protection to DRMs. To this 
end, CPTech would like to see more attention 
being paid – in an international context – to 
the following issues: 

1. The ensuring of access to and use of 
content. 

2. Respecting privacy rights.  
3. Interoperability.  
4. Transparency. 
5. Security, and that DRM software should 

not hamper the normal functioning of 
consumers computing equipment. 

6. Measures against anti-competitive be-
haviour.  

7. Clearly defined and enforceable rights 
for consumers, such as the right to pri-
vate copy, the right to fair commercial 
practices, the right to be informed and re-
funded for faulty products, the right to 
privacy and data protection and the right 
to free speech or the local equivalent. 

An appropriate framework for dealing with 
these issues could be the Development 
Agenda, which was proposed by Argentina 
and Brazil and on which establishment the 
WIPO General Assembly agreed on October 
4, 2004. The Agenda calls on WIPO to focus 
more on the needs of developing countries. 

Bottom line 
It is timely and necessary for WIPO and its 
member states to take concrete steps to en-
sure that DRM technologies do not trump 
national sovereignty and countries’ social 
and economic goals. 
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All in one! Volume 1 of the INDICARE Monitor for download 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: One of the deliverables of project INDICARE is a compilation of all INDICARE Moni-
tor issues of the first year 2004/2005 in one volume. This article draws attention to the added 
value of this publication, shares the results of our self-assessment of the INDICARE Monitor, 
presents future directions, acknowledges the support by external experts, and finally asks for 
your support for the second year.  
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About the INDICARE Monitor 2004/2005 
The first volume of the INDICARE Monitor 
2004/2005 announced here contains the nine 
issues which were published during the first 
year of INDICARE operation. It contains 62 
articles written either by members of the 
project team or external experts. For this 
edition all articles have been checked again 
in order to diminish typos, to apply the lay-
out rules more consistently, and to attribute 
keywords more carefully. 

This publication has been optimized in view 
of its printed version. To add value we have 
included a keyword index and a name index. 
While the keyword index helps to find arti-
cles by article-type (editorial, interview, re-
view, legal analysis, policy analysis, techni-
cal analysis, announcement, hands-on-
experience), subject matter and regional 
focus, the name index references names of 
persons mentioned in the articles – not in-
cluding deliberately names of authors. For 
some citing and quoting of articles might 
have become more convenient with page 
numbers. For those using the electronic ver-
sion, of course searching or following active 
links to hundreds of sources may be more 
convenient than before when dealing with 
single issues or articles. 

Note: As the present publication is basically 
a compilation of INDICARE Monitor issues, 
content has not been changed, validity of 
links has not been checked again, and infor-
mation about the authors has not been up-
dated. 

Looking back 
The main purpose of the INDICARE Moni-
tor is to inform on consumer and user issues 

of DRM solutions in Europe and to stimulate 
public debate. Debate means two things here: 
first, the online-journal itself is scheduled as 
a platform for debate where different opin-
ions and views can be expressed, and sec-
ondly articles posted on the INDICARE 
website can be discussed online straight 
away.  

Some articles reached an audience of almost 
1000 readers at our website within a month. 
As articles can also be obtained by RSS feed 
and by downloading the whole monthly issue 
as pdf-file, the effective readership is always 
larger than the counter of visits indicates. A 
more qualitative measure for the success and 
the quality of articles is the fact that articles 
of the INDICARE Monitor are not seldom 
referenced, commented or syndicated by 
other web resources, e.g. PaidContent by 
Rafat Ali, QuickLinks by Richard Sweten-
ham, Urs Gasser‘s blog at Berkman Center 
for Internet & Society Berkman Center, 
Stefan Bechtold‘s blog at the Center for 
Internet and Society (CIS) at Stanford Law 
School, or at BillboardPostPlay (cf. sources).  

In our view the INDICARE Monitor turned 
out to be among others a place,  

► where empirical consumer research is 
reviewed and presented,  

► where young researchers working on 
DRM can present original ideas and re-
search, 

► where interesting interviews with key 
persons in the field take place,  

► where European and US debate meet, 
► where different approaches of value-

centred DRM systems design are pre-
sented and scrutinized, and 
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► where you can find information about 
DRM events which are not covered else-
where (e.g. workshop and conference re-
ports). 

The keyword index gives an impression 
which topics ranked especially high. Con-
forming to the scope and the focus of INDI-
CARE it is most naturally that the issue of 
consumer expectations, copyright law, 
DRMS design, business models, as well as 
standards and interoperability have been 
dealt with most often. In terms of application 
field, developments of online music markets 
were hottest.  

Looking forward 
For the future we want to increase the num-
ber of articles from industry stakeholders, the 
number of cases studies, hands-on-
experiences, and critical descriptions of 
DRM systems. We also want to give more 
attention to institutional customers as con-
sumers and users of DRM solutions, espe-
cially in the public research sector (including 
higher education and libraries). We also en-
visage broadening the European coverage of 
experts writing for the INDICARE Monitor, 
and of course we aim to make the INDI-
CARE Monitor known more widely, and to 
increase our subscriber base. We would be 
pleased if you could be part of the solution 
helping us to achieve our goals.  
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Bottom line 
We invite you to get involved and to help us 
make the second Volume (2005/2006) of the 
INDICARE Monitor at least as interesting as 
the first one.  
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Editorial of INDICARE Monitor Vol. 2, No 3, 30 May 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: In this editorial we announce two new INDICARE deliverables: the first INDICARE 
consumer survey on digital music and DRM, and the first update of the INDICARE State-of-the-
Art-Report. In this issue you will find, apart from announcing and presenting our new findings, 
three articles which continue the focus we started in April on DRM in the field of scientific pub-
lishing and libraries. In further articles, results of a survey addressing user perceptions of DRM 
systems are presented, the role of DRM systems in computer games is investigated, and two 
thoughtful conference reports are provided, one addressing the balance between rightholders 
and consumers at the international level, the other questioning consumer law in the information 
economy. 
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INDICARE news 
INDICARE has published the results of its 
representative consumer survey on digital 
music and DRM which was conducted in 
February 2005 in 7 European countries 
(Germany, UK, Spain, France, Hungary, The 
Netherlands, and Sweden) with nearly 5,000 
Internet users participating. The main results 
are compiled in a special INDICARE Moni-
tor article in this issue by Nicole Dufft who 
managed the survey.  

We are also happy to announce the first up-
date of the INDICARE State of the art report 
on “digital rights management and consumer 
acceptability” dealing with new develop-
ments since December 2004 and responding 
to expert comments we have received and 
published in past INDICARE Monitor issues.  

About this issue 
In this issue we continue to publish articles 
dealing with DRM systems in science and 
libraries. This time the focus covers a case 
study of one of the big document supply 
centres, the British Library. Andrew Braid, 
head of licensing and copyright compliance 
at the British Library explains the reasons 
why a DRMs had to be introduced, how it 
was implemented, how it works and what the 
current state of experience is. In an e-
interview with Tobias Steinke of the German 
National Library (Die Deutsche Bibliothek) 
we explore the area of long-term archiving 
and the DRM- and copyright matters in-
volved. The third contribution to the focus 
theme is from Dan Hunter, a professor teach-

ing intellectual property law and cyberlaw at 
the University of Pennsylvania. He analyses 
the phenomenon of mass amateurization 
which means new ways of non-commercial 
content creation and distribution. This con-
cept is especially interesting as it allows 
overcoming the simple dichotomy between 
legal commercial content on the one side and 
illegal content of the “darknet” on the other 
side. There is often an alternative, a third 
option, and that’s amateur content. Hunter 
argues that DRM systems have to play a role 
in amateur content.  

The remainder of the present issue contains 
another four articles. Marc Fetscherin, who 
already presented findings from consumer 
research in the INDICARE Monitor before, 
this time shares with us results from his own 
consumer survey he undertook for his PhD 
thesis. His findings on how technological 
requirements and usage restriction by DRM 
systems are perceived by consumers and how 
this should be taken into account in business 
strategies arouse interest in the thesis. Danny 
Vogeley who worked for INDICARE when 
he was at Berlecon as an intern made us 
aware already earlier of the dynamic field of 
computer games and the increasing role of 
DRM systems in this context. This time he 
introduces us to “massive multiplayer online 
role-playing games”, MMORPG, and devel-
opments in these worlds which encourage 
DRM systems. Last not least, Natali Helber-
ger was present at two relevant events report-
ing and reflecting about them. One report is 
on a meeting of the A2K initiative – with 



 

INDICARE Monitor Vol. 2, No 3, 30 May 2005 67

A2K meaning “Access to Knowledge” – 
striving for a new balance between right-
sholders and consumers of content giving 
special attention to the problems of develop-
ing countries. In May 2005 the initiative met 
in London to continue their work on a 
“Treaty on Access to Knowledge”. The sec-
ond conference Natali attended took place in 
Seattle, State of Washington, in March 2005. 
“Is consumer protection an anachronism in 
the information economy?” was the title. 

While the spontaneous answer to this ques-
tion is of course “No”, the conference report 
reveals that consumer protection laws may 
not always be the best means to achieve this 
goal.  

Some of you will have noticed that the IN-
DICARE Monitor appears this time last 
Monday instead of last Friday of the month 
as usual. This however is not due to a change 
in editorial policies, but just to a flu the edi-
tor caught. So, my apologies for the delay. 
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Digital music usage and DRM 
Results from a representative consumer survey 

Nicole Dufft, Berlecon, Berlin, Germany 

Abstract: Information about the acceptance of DRM solutions by consumers is difficult to ob-
tain, since the largest part of consumers has no, or at least no clear knowledge, of DRM. If we 
want to understand how consumers might benefit from or be restricted by DRM technologies, 
we need to learn more about the way they use digital goods and the channels through which 
they obtain them. The objective of the first INDICARE survey among 4852 Internet users was, 
therefore, to gather reliable data on the preferences and behaviour of European consumers with 
respect to digital goods and on their awareness and acceptance of DRM. 

Keywords: survey – INDICARE, consumer behaviour, consumer expectations, consumer,  
music markets – EU, France, Germany, Hungary, Spain, Sweden, United Kingdom, 
The Netherlands 

 

Introduction 
This survey was the first of two planned sur-
veys of the INDICARE project and was fo-
cused on digital music. This focus allowed us 
to ask detailed questions about current be-
haviour and preferences, rather than giving 
just a broad overview over different usage 
forms. The survey was conducted on the 
Internet in February 2005 among 4852 Inter-
net users in seven European countries: Ger-
many, United Kingdom, Spain, France, Hun-
gary, The Netherlands, and Sweden. These 

seven countries account for about 70 % of 
the GDP and for 64 % of the total population 
in the 25 member states of the European 
Union (Eurostat 2005). The seven countries 
were chosen to cover various dimensions 
such as large and small countries, countries 
from east and west, as well as from north and 
south. The level of broadband penetration 
was taken as another decisive factor. The 
survey results are representative for all Inter-
net users in the respective countries from age 
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10 with respect to age, gender, education and 
Internet usage frequency.  

A large share of Internet users has 
experience with digital music 
The results of the INDICARE survey show 
that large parts of the population have al-
ready gained first experience with digital 
music. 69 % of all Internet users have ex-
perience with music on a computer and 40 % 
use MP3 players. Particularly younger Inter-
net users frequently use their computers or 
mobile devices to listen to music. But the 
older age groups also show strong interest in 
digital music and intend to try this new form 
of music in the future.  

Survey results reveal, however, that digital 
music is not equal to downloads from the 
Internet. By far the most important source for 
digital music are CDs that consumers have 
either purchased themselves or CDs from 
family members and friends. Online music 
stores do not yet play a major role as a source 
for digital music: 29 % of the European digi-
tal music users have obtained music from 
online music stores, but only 9 % frequently 
use them. 

Information about DRM and copyright is 
urgently needed 
With digital music being so popular, one 
would expect that consumers have at least a 
basic understanding of the legal and technical 
foundations of digital music.  

Our survey results disclose, however, that the 
majority of digital music users do not have 
the basic knowledge that seems necessary to 
make informed decisions. The majority of 
users is not well informed about the legality 
of their actions with respect to digital music. 
More than half of the digital music users 
either do not care whether the music they 
download onto their computers is copy-
righted or do not know exactly what copy-
right means. This holds true especially for 
young Internet users who are at the same 
time the most frequent users of digital music.  

The survey results also illustrate that a very 
significant knowledge gap about DRM exists 
in Europe. 63 % of the European users of 
digital music have never heard of Digital 

Rights Management, an additional 23 % does 
not exactly know what DRM is. 

It can be concluded that significant informa-
tion efforts are needed to ensure that con-
sumers have a basic understanding of DRM, 
copyright, and the legal foundations for the 
usage of digital music. Such understanding 
seems necessary not only to prevent illegal 
behaviour, but also to defend consumer 
rights against possible violations. 

Online music stores have to improve their 
information policy and customer care 
The lack of information does not only con-
cern digital music users in general but also 
users of online music store in particular. 79 
% of the users of digital music stores did not 
know whether the music they purchased was 
DRM-protected or not. In addition, most 
users did not know whether any usage re-
strictions applied. Of those that knew about 
usage restrictions, the majority did not know 
the details of the restrictions.  

It can be concluded that the information pol-
icy of online music stores about the applica-
tion of DRM systems and/or the application 
of usage restrictions needs to be significantly 
improved. Online music stores that apply 
DRM technologies at least have to inform 
their customers that certain restrictions apply 
and how they are implemented. This is not 
only necessary for the sake of informed con-
sumers. It is also necessary for the sake of 
satisfied customers, since a lack of knowl-
edge about usage restrictions often results in 
problems when consumers want to use their 
purchased music files.  

This is confirmed by survey results showing 
that about half of all digital music store users 
are not sure what they are allowed to do with 
the purchased content and have technical 
difficulties when using it. 

Consumers are not willing to give up 
flexibility 
The survey identifies device interoperability 
as the key demand of consumers. In addition, 
consumers frequently burn, share, and store 
music files. They will therefore hardly accept 
digital music offerings that do not support 
this behaviour. Commercial digital music 
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offerings have to make sure that their applied 
DRM systems support these demands of 
consumers. Otherwise they might lose cus-
tomers to services that allow, for example, 
the easy transfer of files between devices or 
the sharing with others.  

Our survey results also confirm that consum-
ers “don’t want all for free but they want 
value for money”. The majority of users is, 
for example, willing to pay for music files 
that offer them more flexible usage rights, 
the ability to transfer files between devices, 
and the ability to share. Obviously, users are 
not willing to give up their flexibility in the 
use of digital music, even if restricted content 
were offered at half the price. It follows that 
DRM systems have to aim at supporting de-
vice interoperability and sharing features and 
apply relatively relaxed usage rules in order 
be accepted by consumers.  

The Internet is an excellent tool to 
promote new music 
Findings from the INDICARE survey also 
indicate that digital music on the Internet is 
an excellent tool for musicians and their la-
bels to promote new works and foster sales. 
This is particularly true for less known musi-
cians, since many digital music users dis-
cover new music and unknown artists over 
the Internet.  

Even more interesting is that many Internet 
downloaders spend money on music after 
they have discovered new music: 64 % of the 
digital music users who have discovered a 
new artist on the Internet have subsequently 
bought a CD by this artist, 31 % have visited 
a concert, and 16 % have bought more digital 
music by this artist. The music industry 
should, therefore, aim at making it easy for 
consumers to discover new music on the 
Internet, e.g. by supporting sharing and rec-
ommendation features.  

Older usage groups offer potential for 
online music stores 
An interesting finding of the INDICARE 
survey is that older users are a very interest-
ing target group for the providers of digital 
music. While young Internet users are cur-
rently the most frequent users of digital mu-
sic, older age groups show strong interest in 

using e.g. MP3 players in the future. Digital 
music users above 40 download music from 
P2P networks less often, but purchase music 
from online music stores as often as younger 
user groups do. Older users often (more often 
than on average) spend money on digital 
music and CDs after having discovered new 
music. 

The efforts of digital music stores should 
therefore not only focus on teenagers but 
particularly target older Internet users who 
are most inclined to spend money on new 
music. They typically care more about copy-
right and are better informed about DRM and 
legal issues than younger users. 

Opinion on subscription services differs 
between countries and age groups  
Subscription services are attractive to less 
than half of the users of online music stores. 
The opinion on subscription services differs 
quite considerably across countries and age 
groups. Subscription services are most attrac-
tive to Hungarian and French users. They are 
least attractive to teenagers.  

We also find that the willingness to pay for 
music files that expire after a subscription 
period is limited: 80 % would rather pay 1 € 
for a song that they can listen to for as long 
as they like than paying only 20 Cents for a 
song that they can listen to for only a month. 
Accordingly, services where DRM technol-
ogy makes songs expire after a certain sub-
scription period are only attractive to a lim-
ited share of users. Providers of subscription 
services, therefore, carefully have to identify 
their specific target groups and pricing poli-
cies. 

Frequent P2P users are also paying 
customers for the music industry 
A more detailed analysis of frequent users of 
P2P networks reveals that the common per-
ception of file sharers that generally do not 
want to pay for music is too simplified. Fre-
quent P2P users are generally very active 
users of digital music, they use portable au-
dio players or their mobile phone more often 
than the average Internet user does. And 
many of those who do not use those devices 
yet, consider doing so in the future. 
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We find that P2P users who have discovered 
new music on the Internet, subsequently buy 
CDs or purchase music from online music 
stores almost as often as the average digital 
music user does. The share of frequent P2P 
users who have bought music from online 
music stores or used subscription services 
over the past 6 months is even above aver-
age. We can conclude from these results that 
P2P users are not just free riders, but also an 
interesting target group for the music indus-
try. 

Highest share of frequent digital music 
users in Sweden 
If we look at results on the country level, no 
consistent picture about trends in different 
countries emerges. Some selected results are 
nevertheless interesting to observe. The sur-
vey results reveal, for example, that the high-
est percentage of frequent digital music users 
can be found in Sweden. At the same time, 
however, Swedish Internet users have the 
lowest level of information on DRM and 
copyright.  

Hungary has the highest share of users that 
know about DRM and has, at the same time, 
the lowest share of frequent P2P users. The 

highest percentage of frequent P2P users can 
be found in Spain and the Netherlands. 

Internet users from Germany and the UK are 
most inclined to spend money on digital mu-
sic: Germany and the UK have the highest 
share of online music store users and the 
highest share of users who bought digital 
music or CDs after they had discovered new 
music on the Internet. 

Bottom line 
Despite the popularity of digital music in 
Europe, most digital music users do not 
know what DRM is, do not know or do not 
care about copyright and are not well in-
formed about the legality of their actions 
with respect to digital music. This lack of 
knowledge and awareness can have a number 
of consequences: First, it might result in ille-
gal behaviour when using digital content. 
Second, the lack of knowledge often results 
in problems when consumers want to use 
music files they have purchased in digital 
music stores. And, third, when consumers do 
not have a basic understanding of the legiti-
mate rights they have when using digital 
music, they will hardly be able to defend 
these rights against possible violations. 
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The use of digital rights management in document supply 
By: Andrew Braid, The British Library, Boston Spa, Wetherby, United Kingdom 

Abstract: The paper, based on Braid (2004), describes the use of DRM in providing a secure 
document supply service; the reasons for implementation of a DRM system by the British Li-
brary; the system adopted, with reasons for the rejection of some systems; and insight into how 
the chosen system has been received by users.  
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Introduction 
Electronic document delivery (EDD) is a 
relatively new addition to the older traditions 
of document supply and inter-library loan. 
EDD involves the supply of a non-returnable 
surrogate copy of the required item, usually 
an article in a journal, by an electronic 
method which is very fast and can be instan-
taneous. It has proved very popular with 
users who can easily obtain a copy of an 
article that is not held locally. This is the 
very reason that publishers find it unattrac-
tive. They claim that EDD permits libraries 
to cancel subscriptions to journals and rely 
on document suppliers and other libraries 
instead – the so called “just-in-case” versus 
“just-in-time” argument. Arguments to 
counter these claims (Russon 2001) have 
been met with a degree of scepticism by pub-
lishers. 

These arguments have been heard for some 
considerable time but the recent addition of 
EDD to the document supply process has 
intensified the debate. Publishers see the 
possibility of users obtaining copies of arti-
cles almost at the same speed as if they were 
available on a local subscription. Document 
suppliers on the other hand see instant supply 
as a natural progression in the evolving na-
ture of the document supply process. They 
want to be able to offer a service that does 
compete effectively with local supply. 

One method of controlling EDD is by the use 
of digital rights management on the transmit-
ted file. This article offers a background on 
the use of such systems and describes the 
implementation of such a system by one ma-
jor document supplier. 

 

Digital Rights Management 
Digital Rights Management (often referred to 
as DRM) can either mean the digital man-
agement of rights, as in the context of this 
article, or the management of digital rights. 
The latter term, which is a market enabling 
technology, encompasses the identification 
and description of content and includes in-
formation about the rights and permissions 
associated with that content; usually this is 
done in such a way as to be interoperable 
with other content and access systems. 

The digital management of rights means the 
technical protection measures that are added 
to (or wrapped around) a piece of content. 
This usually involves the use of some form 
of encryption and access control mechanism. 
As well as preventing unauthorised access, 
the controls limit various aspects of use of 
the content. Such limitations include the 
number of copies that may be printed, 
whether the file may be copied, the length of 
time that the file may be accessed and 
whether the content may be “cut and pasted”. 
Unlike the management of digital rights, 
where work has been done by several organi-
sations, for example BIC in the UK, in pro-
posing standards for the electronic trading of 
rights, there is little standardization in the 
digital management of rights. Several sys-
tems have been developed and have found 
use in controlling many digital objects, typi-
cally e-books. Here the user, after download-
ing the necessary access software, can obtain 
an e-book and obtains rights using a variety 
of business models. Many of these are based 
on analogies with borrowing physical books, 
for instance the length of time the e-book is 



 

INDICARE Monitor Vol. 2, No 3, 30 May 2005 72

available can be controlled and the item can 
be lent to another user. 

Reasons for implementing DRM for 
document supply 
At least three major document suppliers, the 
British Library, CISTI (cf. sources) and In-
fotrieve (cf. sources), have now implemented 
a method of secure electronic delivery. Al-
though the three systems differ technically 
they have all been implemented for the same 
reason. That is because, unless such systems 
are in place, publishers will not grant the 
necessary rights for EDD to be provided.  

This may seem an irrational response from 
publishers, nearly all of whom allow unse-
cured access to their online journals for sub-
scribers and pay-per-view customers but they 
are unwilling to grant similar access through 
document suppliers. The reasons for this are 
that (i) publishers are not in direct control 
when supply is through a third party; (ii) they 
fear that inappropriate use might result; and 
(iii) as stated above they fear erosion of sub-
scriptions. DRM systems do not provide a 
solution to all of these fears but they do give 
comfort to publishers in controlling inappro-
priate use. 

The British Library and electronic 
document delivery 
The British Library has experimented with 
several forms of EDD over the years (Braid 
1993). Many of the systems described have 
not come to fruition, although the Ariel (cf. 
sources) system has been used since the late 
1990’s. In 2003 the Library upgraded its 
copying processes and replaced all the pho-
tocopy machines with electronic scanners 
using the Relais system (cf. sources). Al-
though principally used for output in print 
format, this gave the possibility to supply any 
item from the collection by electronic deliv-
ery, if the necessary rights are in place. To 
obtain these rights it was necessary to come 
to an agreement with either individual pub-
lishers or their agent in the UK, the Copy-
right Licensing Agency (CLA). For the rea-
sons stated above, in order to obtain the re-
quired rights it was necessary to implement a 
secure electronic delivery system. 

 

The chosen system 
Several forms of secure electronic delivery 
were investigated. All of these were based on 
DRM systems. Many of the early systems 
were rejected for one or more of three main 
reasons: (i) they were too expensive; (ii) they 
were too complicated; or (iii) they did not 
work properly. Trials began with one system 
in 2001 but it proved to be inadequate tech-
nically.  

During 2002, the British Library worked 
closely with Elsevier to develop a system 
which, it was hoped, might develop into an 
industry standard. The Adobe Content Server 
and Adobe eBook Reader systems were cho-
sen. These permit the encryption of existing 
PDF files in real time and allow a variety of 
security levels to be set. Initially, the follow-
ing parameters were chosen: 

► Use of the file limited to the machine on 
which it is downloaded; 

► Printing set to one copy only; 
► Saving and viewing of the article permit-

ted, but for a limited period of time. (The 
time period varies depending whether the 
article originates from a scanned image, 
when the item is only available for print-
ing for 14 days, or a digital original, 
when the article is available for viewing 
for up to three years)  

► Forwarding and copying disabled; 
► Annotations and conversion to speech 

permitted. 

The other advantage was that, for users, they 
had software that was provided at no cost by 
a well known and reputable company. Many 
of the other systems rely on plug-in software, 
often supplied from very small companies. 
Since the initial work Adobe have integrated 
their eBook Reader software into Adobe 
Reader from version 6 onwards. This has the 
added advantage that, as most users already 
use Acrobat Reader, it is not necessary to 
install any additional software to use the 
system. However, the requirement for ver-
sion 6 has caused some problems – see later. 

It was also decided that rather than “push” 
the PDF file to the requester it would be bet-
ter for the requester to ‘pull’ the file from a 
British Library server. There were several 
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reasons for this, but many of the problems 
associated with the transmission of large files 
as email attachments and firewalls are over-
come if the requester controls the process. 
The drawback is that, for the standard re-
questing methods, the user is not online to 
the British Library and so cannot initiate the 
downloading process at the time of placing 
the request. However, the British Library 
does offer two services (Inside and British 
Library Direct) where the user searches and 
orders documents in the same online session 
and these will permit online delivery.  

Both these services allow users to search for 
and select individual articles from the listing 
of journal content pages. Individual articles 
can be requested for delivery through a web 
interface. The British Library has agreements 
with some publishers for the storage and use 
of online journals. These publishers permit 
the delivery of requested articles to be online 
(a PDF icon alongside the bibliographic cita-
tion signifies that the article is available for 
immediate downloading). When such a re-
quest is placed, the PDF file is encrypted 
using Adobe Content Server and downloaded 
for viewing using Adobe Reader. The file is 
secured according to the parameters listed 
above. 

For material held in paper format a different 
approach has been adopted. After the article 
has been scanned it is encrypted in the same 
way as above. The article is then stored on a 
server. An email message containing a link to 
the article is sent to the user. Because the 
security permits only the person who opens 
the link to download the file, it is important 
that the requester should be the person to do 
this. Thus, if the request is sent via an inter-
mediary, it is important that the intermediary 
should forward the email message to the 
original requester before downloading takes 
place. An added advantage is that, as the 
encryption and access software is exactly the 
same for born-digital and scanned files, both 
types can be transmitted in exactly the same 
way. 

The system in practice 
The system has been operational since De-
cember 2002 for Inside users, with the name 

Secure Electronic Delivery (SED; cf. 
sources). Because of the relatively small 
number of documents that are available take-
up was not great. Problems were also caused 
when Adobe changed the reader software 
from eBook Reader to Adobe Reader v6 in 
June 2003. The system linked to scan on 
demand from paper originals became opera-
tional in December 2003. At the time of writ-
ing (May 2005) use has grown considerably 
and SED is now responsible for over 10 %of 
all items supplied.  

There are still some problems to be resolved. 
The main ones are: 

► Some large organisations have shown 
reluctance to upgrade to the latest version 
of Adobe Reader 

► Some customers who mediate requests 
have asked for a mechanism whereby the 
item can be checked to see if it is the cor-
rect item and complete before it is for-
warded to the end user. At present the 
system does not permit this.  

► There were some problems in the authen-
tication of version 6 of the Adobe Reader 
software. These have been resolved with 
the release of version 7 of Adobe Reader 

For those who have used it reaction to the 
system has been very positive. Many users 
have commented favourably on the speed of 
delivery and the ease of using the system.  

Bottom line 
The DRM system chosen by the British Li-
brary has proved to be successful. It is now 
responsible for over 10% of all items deliv-
ered. At first sight, the use of such a complex 
system for what is a relatively low-cost 
product may seem overkill, but it proved to 
be the only way that the British library could 
obtain the rights that it required to be able to 
continue to offer electronic document deliv-
ery. It is hoped that, as both publishers and 
users become more familiar with the use of 
such technology, a less obtrusive system of 
control might be possible. 
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National libraries, preservation and digital rights 
management  
”The challenges of long-term preservation require continuous proc-
esses of migration and/or emulation. But the goal of DRM is to pre-
vent exactly this” 

By: Tobias Steinke, Die Deutsche Bibliothek, Frankfurt, Germany  

INDICARE-Interview by Knud Böhle, ITAS, Karlsruhe, Germany. The interview explores major 
problems and current developments in long-term archiving and preservation trying to identify 
possible entry points for DRM systems in this area.  
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Tobias Steinke is a computer scientist work-
ing at Die Deutsche Bibliothek, the German 
National Library. He is specialized in long-
term archiving and preservation and is part-
ner project manager of the German project 
kopal. Contact: steinke@dbf.ddb.de.  

INDICARE: DDB, Die Deutsche Bibliothek 
(the German National Library), made it re-
cently to the news with headings like “Ger-
man Library Allowed To Crack Copy Protec-
tion” (cf. EDRI-gram 2005). What exactly is 
the agreement about between DDB and the 

German Federation of the Phonographic In-
dustry (Bundesverband der phono-
graphischen Wirtschaft) and the German 
Booksellers and Publishers Association 
(Börsenverein des Deutschen Buchhandels)? 

T. Steinke: In principle it’s about our need 
to bypass copy protection in order to fulfil 
our legal obligations. The use of programs 
able to do so is normally forbidden in Ger-
many due to the legal anti-circumvention 
rules. The urgent need behind this agreement 
was the fact that the German Music Archive 
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(Deutsches Musikarchiv), which is part of 
DDB, has already collected numerous copy 
protected audio CDs. To ensure the preserva-
tion of these CDs it is necessary to make 
legal copies. In principle DDB has the right 
to make copies, but without the agreement 
we wouldn’t be allowed to use computer 
programs which enable us to effectively do 
so. So far we have no experience with copy 
protection beyond audio CDs. You can find 
all official information available about the 
agreement on our website (DDB 2005) – an 
English translation “The Frankfurt Group” 
(2005).  

INDICARE: How can you ensure that the 
staff of DDB is skilled enough to hack and 
crack whatever protected content comes 
along? Think of a situation where circumven-
tion-tools are not available legally… 

T. Steinke: We will think about this when 
we get this kind of material. As a basic prin-
ciple, we want deliveries without any copy 
protection. 

INDICARE: You probably know about the 
agreement between KB, Koninklijke Biblio-
theek (National Library of the Netherlands), 
and Elsevier (and other publishers) about the 
preservation of scientific electronic journals. 
In this agreement KB is clearly specified as 
responsible institution for long-term archiv-
ing. What are the differences and the simi-
larities between the task and the approach of 
KB and DDB?  

T. Steinke: First, DDB in Germany and KB 
in the Netherlands are the very institutions 
responsible for long-term archiving of elec-
tronic journals among others. While it is still 
voluntary to deposit an electronic copy at 
DDB (according to the present legal deposit 
law, i.e. Gesetz über Die Deutsche Biblio-
thek, DBiblG), this will change with the on-
coming new law making the legal deposit of 
electronic copies mandatory. The proposed 
bill passed cabinet this month. Many pub-
lishers have already signed delivery contracts 
with DDB (e.g., Springer, Wiley-VCH) in 
this way anticipating the future legal situa-
tion.  

Second, DDB has accumulated considerable 
experience with, for example, online theses 

and dissertations, while KB has gathered 
more experience with other materials. As 
both institutions have to fulfil roughly the 
same tasks, they are well advised to share 
their experiences with specific publication 
types to their mutual benefit. There is already 
an ongoing co-operation with the KB at sev-
eral levels, especially regarding long-term 
archiving. 

INDICARE: It appears as if DDB as well as 
KB prefer agreements on a private basis be-
tween publishers and libraries instead of a 
legal regulation on exemptions for libraries. I 
heard some library experts advocate for a 
legal regulation to ensure that libraries can 
fulfil their tasks without being dependent on 
bargaining power or the good will of pub-
lishers. What is your view? 

T. Steinke: Your assumption is not entirely 
true. If legal regulations could be found rep-
resenting equally the interests of all institu-
tions involved, no further agreements would 
be necessary. Indeed this would be the ideal 
case: Legal regulations providing sufficiently 
clear structures. If, however, the legal regula-
tions are not sufficient to guarantee the ful-
filment of our tasks (e.g., technical protection 
measures must not be broken) then it is of 
course useful to get individual contracts with 
publishers or publishers’ interest groups 
(e.g., allowing DDB to crack TPM). Realisti-
cally, in the future there’ll be no way to 
avoid a dualism of both strategies, because 
the publication variance in the electronic 
sector is too widespread for any law to cap-
ture. Individual agreements can help to sim-
plify the co-operation (e.g., a publisher 
agrees with DDB not to apply the TPM to the 
copies delivered to DDB). As for that, we 
understand the legal fixation of our rights as 
a clarification that helps avoiding uncertain-
ties on both sides. That doesn’t alter the need 
to actively seek and to intensify our contacts 
with publishers. 

INDICARE: Let me turn to some more 
technical questions. I would assume that 
different publication types go together with 
rather different technical requirements for 
preservation. A database of online journals is 
one thing, while an item like an e-book is 
quite a different animal. 
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T. Steinke: We accept all file formats for 
publications we are obliged to collect. Cur-
rently the most common formats for elec-
tronic publications are PDF, XML, and 
HTML. But numerous other formats are in 
use, some of them are indeed very exotic. 
These formats complicate of course long-
term preservation. Because electronic jour-
nals are mostly delivered to end-users in PDF 
or HTML, we get them in these formats as 
well. Therefore, from a technical point of 
view, e-journals are also single objects. We 
don’t collect the complete presentation as it 
is on the publisher’s site (webpage with da-
tabase and shopping system). 

INDICARE: As the field of scientific pub-
lishing is as international as science itself, a 
network of journal archives would seem 
more appropriate than a huge effort of one 
central library…  

T. Steinke: Yes, definitely, and that’s true 
from a national perspective too. There’s no 
way for DDB to collect all available elec-
tronic publications on its own in one huge 
effort. We are thinking of building-up a net-
work of reliable partners (such as regional 
libraries, university libraries etc.) which col-
lect part of the publication production (not 
only journals but also websites etc.) in a 
well-defined geographical area. The collec-
tions of all these partners will then be ar-
chived at DDB without further (bibliographi-
cal) processing. By this DDB will at the 
same time function as backup for the partner 
institutions. At present we are in the state of 
planning this network on a national level. At 
the international levels discussions about co-
operation and the way to chose are ongoing. 
With respect to web-harvesting a co-
operation of national libraries and the Inter-
net Archive (cf. sources) is already in place, 
however DDB has not yet joined in.  

INDICARE: Well, I would have expected 
that international co-operation in the field of 
scientific publications would be most ad-
vanced. What is the state in this segment?  

T. Steinke: The collecting duties and activi-
ties of a national library are normally defined 
by national law and target the national pro-
duction of publications. Although the Ameri-
can Library of Congress also collects Ger-

man books, this does not exempt us from our 
duty to collect them. Therefore co-operation 
among national libraries is primarily related 
to technical issues. We are trying to establish 
common technical standards and to share our 
different experiences. 

INDICARE: Building archives for digital 
objects will need standards at different lev-
els. I have heard e.g. of OAIS (Open Archi-
val Information System) and SAN (Storage 
Area Network).  

T. Steinke: The OAIS model is very impor-
tant in the long-term preservation commu-
nity. It is a theoretical model defining func-
tional entities. It was originally developed by 
NASA and enhanced within the European 
project NEDLIB (cf sources). This model 
defines a terminology to ease comparison of 
archival systems at the conceptual level and 
in the phase of planning. However, the OAIS 
model doesn’t say anything about the imple-
mentation of these systems. 

SAN is a technical term of network technol-
ogy meaning a specific technical realisation 
of storage techniques. From the viewpoint of 
long-term preservation, concepts should be 
independent of particular technical realisa-
tions, because these are constantly changing. 
But it’s necessary to have agreements about 
the degree of reliability and about suitable 
service concepts (backup, refreshment). 

INDICARE: I mentioned SAN, because 
Manfred Osten (2004, pp. 88-90) presented it 
in his book as a key technology to solve 
problems of long-term archiving by a distrib-
uted system architecture. Independent of 
SAN, the idea of distributed long-term ar-
chives exchanging information remains in-
triguing – especially when you envisage 
them to be used remotely by end-users all 
over the world. 

T. Steinke: The idea of creating a shared 
archival system based on shared storage is, 
e.g. realised in the project LOCKSS (Lots of 
copies keeps stuff safe) at the University of 
Stanford (cf. sources). However long-term 
preservation (LTP) is not primarily about 
sharing documents, and sharing is not one of 
the main problems of long-term preservation 
for which we try to find solutions. A high 



 

INDICARE Monitor Vol. 2, No 3, 30 May 2005 77

degree of technical skills and continuous 
development is needed for long-term preser-
vation, and therefore central organisations 
should care about preservation and availabil-
ity of committed material. These specific 
organisations could be understood as kind of 
a bank, in which you have a safe deposit box 
accessible for you only. A goal of our project 
kopal (cf. sources) is to create this kind of 
basis. Based on a stable technical solution of 
this kind we aim to develop a co-operatively 
usable archival system for long-term preser-
vation. The system itself will then be hosted 
by a technical service provider, who is re-
sponsible for providing the requested techni-
cal competencies. 

INDICARE: Digital technology blurs the 
border between archives and digital libraries 
and both may strive to offer their users per-
manent access. How should the borderline 
between digital archives and digital libraries 
be defined today?  

T. Steinke: First some words of clarification 
why long-term preservation of electronic 
documents is needed and what the essential 
problems are. There are two problems in the 
field of long-term preservation: On the one 
hand it is about the preservation of the binary 
bit stream as storage technologies only guar-
antee duration for a limited time. Therefore 
service guidelines are needed to guarantee 
the migration to new storage technologies 
right in time. The second problem is more 
complex. Every file format is only usable 
within a given context (software, operating 
system, hardware). As a consequence rela-
tively soon it will not be possible to access 
the content of the preserved binary bit 
stream. There are two concepts to address 
this problem. Migration is a process to con-
vert a file format to another file format as 
long as it is still possible to interpret the 
source file. Of course the target file should 
have the same content afterwards. Emulation 
is a simulation of an old system environment 
needed for a chosen file on a current system. 
Both strategies require a continuing high 
effort and there is always the risk of losing 
some information. But it’s the only chance to 
access any of the content in the future. A 
digital archive for long-term preservation 
should deal with these problems. A digital 

library on the other hand emphasises sharing 
and organisation of digital objects and can 
rely on current technologies. 

There will be lots of digital libraries; nearly 
every institution has set up one already. Not 
every institution, however, has the task 
and/or resources to set up a digital archive 
for long-term preservation. True digital ar-
chives will only exist on well-defined foun-
dations, e.g., connected to the legally defined 
deposit task of regional and national librar-
ies. Most other libraries will be digital librar-
ies which may guarantee to provide all e-
publications for a limited time (~5 years). 
After that, digital archives – at the well-
defined (higher) level – will get into place to 
serve as a backup (as said above) and as in-
stitutions making these publications available 
after a defined timeframe.  

INDICARE: What happens when copyright 
of archived digital publications expires?  

T. Steinke: Access to our whole collection is 
possible via the OPAC (Online Public Ac-
cess Catalogue). You can use the OPAC on 
our webpage (http://opac.ddb.de/) or at PCs 
in our library. If a catalogue entry refers to an 
electronic resource you will get a link to the 
corresponding file. Depending on permis-
sions, some links are displayed on PCs in the 
library only. In other words we are able to 
grant or cede access at any time when re-
quired. 

INDICARE: Recently I heard library ex-
perts saying that libraries and archives would 
be willing to accept and employ DRM sys-
tems if on the other hand publishers are will-
ing to let the libraries do their preservation 
job. Would you say that this kind of bargain 
will be typical in the future? Are there al-
ready archives with DRMS in place? 

T. Steinke: As said before the challenges of 
long-term preservation require continuous 
processes of migration and/or emulation. But 
the goal of DRM is to prevent exactly this. 
Therefore a digital archive for long-term 
preservation is not able to preserve DRM 
protected material. DRM is suitable within 
access components for end-users.  

For example, at present links to some of the 
objects are not shown within the web-
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accessible OPAC. It would be imaginable to 
have an agreement with the right holders to 
show these links but to put some kind of 
DRM on them, on-the-fly during access. 
Note however, this process would not be 
connected to the archival system itself in any 
way. It is like fetching ware from a ware-
house and sticking your label on it before 
selling it to the customer. 

INDICARE: Is there a role of TPM and 
DRM in safeguarding integrity and authen-
ticity of electronic documents stored in digi-
tal libraries and archives?  

T. Steinke: Digital archives for long-term 
preservation should be as trustworthy as 
banks. Of course, within the archives tech-
niques like checksums are used to ensure 
authenticity. In the end, customers of those 
archives have to trust in getting the “right” 
objects and the right content. It is the same as 
with books, which could be manipulated. 

Either you trust a library to not tear out pages 
or you don’t. But we expect that we will have 
to use digital signatures for end-user access 
in the future. 

INDICARE: A final question, more and 
more information is being made available by 
others than professional publishers forming 
part of our cultural heritage as well. Will this 
development change the task of national 
libraries and are they aware of the challenge?  

T. Steinke: Yes, and it’s a very difficult 
issue. Are all web pages worth being col-
lected? What are German web pages at all? 
These questions are being discussed, but 
there are no clear answers yet. We only know 
for sure that we have to start collecting 
online publications (which we already have 
done), otherwise a lot of today’s publications 
will be lost.  

INDICARE: Thank you very much for this 
interview. 
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Digital rights management and mass amateurization 
By: Dan Hunter, University of Pennsylvania, Philadelphia, United States of America  

Abstract: The production of culturally-valuable, expressive content is moving out of sole com-
mercial control and into the hands of amateurs. This movement promises to provide meaningful 
alternatives to the commercial production of content, and equally promises to be a brake on 
commercial over-reaching in the DRM arena. Further, DRM has the possibility of spurring the 
uptake in amateur content (especially in the amateur content fields like open source and open 
access) by providing a simple and effective way of denoting attribution interests for the long 
term. 
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Introduction 
Over the last twenty years we’ve seen ex-
traordinary changes in the landscape of intel-
lectual property, wrought by the speed of 
adoption of the general purpose computer 
and the internet. Even as recently as a decade 
ago only visionaries like John Perry Barlow 
understood that the widespread ability to 
reproduce and distribute digital content 
would change the assumptions that under-
pinned the music, and movies industries 
(Barlow 1994). He suggested that intellectual 
property was going to be set loose from its 
physical moorings, and the digital age would 
see the overthrow of large segments of the 
music, movie, and content businesses. Now, 
after the rise-and-fall of Napster and the rise-
and-rise of bitTorrent, it is clear to everyone 
that the business model of established con-
tent providers is under threat. And so access 
control and Digital Rights Management 
(DRM) have emerged from the incumbent 
content industries as their last, best hope to 
control the uncontrollable spread of content 
that they used to be able to regulate through 
the architectures of cost structures and 
physical limits. 

The war over content can, then, be seen as a 
fairly simple battle between file-sharers and 
their supporters versus the music and movie 
industries. This is a war fought on the battle-
grounds of technology, and in the courts and 
legislatures around the world. But viewing it 
only in this way is a mistake. Focusing on 
this war misses the profound changes that 
have occurred for those who don’t create 

content for the purpose (primarily) of com-
mercial gain. The digital revolution makes it 
easy to share sound recordings; but it has 
also reduced the cost of creation, production, 
and dissemination for amateur producers of 
content, and the significance of these pro-
ducers represent the most extraordinary 
change in intellectual property that we’ve 
seen in hundreds of years.  

It probably has always been the case that 
brilliant authors, artists and creators have 
always been walking amongst us, unrecog-
nized. But now these creators can produce 
their culturally-significant, expressive work, 
and send it out into the world to compete for 
attention with professionally-produced con-
tent. Examples abound: the eight or ten mil-
lion blogs that are challenging mainstream 
media sources; open source software like 
Linux, Apache and mySQL; the open access 
movement within scholarly literature; the 
citizen journalism experiments of online 
newspapers like South Korea’s Ohmynews; 
the Wikipedia, the growing list of amateur 
podcasters; and so on. These disparate ex-
amples represent the beginning of the ama-
teur content movement, a movement that has 
been largely ignored by the commercial con-
tent industries. But this movement is quite 
radical, and gaining in significance. 

The purpose of this essay is to sketch some 
issues that the amateur content movement 
poses for DRM, and vice versa. In the next 
sections I want to focus on some aspects of 
amateur content, and ask how they intersect 
with DRM. Then I’ll look at the open access 
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and open source movements. As I’ll demon-
strate, the mass amateurization of content 
generates interesting, counter-intuitive re-
sponses to DRM. 

Mass amateurization  
In order to understand why amateur content 
is only now becoming significant, it’s neces-
sary to look at our assumptions of copyright 
and the way that expressive content has tra-
ditionally been generated. Copyright has 
played an important social role because it 
provides incentives to the intermediaries of 
the content industries – publishers, agents, 
movie studios, retail stores, etc. –where the 
processes of moving content from creator to 
user have been capital-intensive. These “con-
tent processes” include the creation of the 
content, the selection of the content for 
commercial publication, its production and 
dissemination, its marketing and its eventual 
use. Each of these processes has been too-
expensive or too-difficult or too-specialized 
for amateurs to undertake. Consider maga-
zine or book publishing: apart from the crea-
tion of the text, each stage in getting the 
work to market either costs money (offset 
printing requires large print runs, and large 
amounts of expensive paper), requires spe-
cial knowledge (how does one request an 
International Standard Book Number?), or is 
just plain difficult (try to get a bookstore to 
devote shelf-space to your self-published 
magazine). Hence we have needed highly-
capitalized intermediaries to provide these 
services, and this has reduced the opportuni-
ties for all but the most devoted amateurs. 

But as Greg Lastowka and I have explain 
elsewhere, each of the content processes 
have moved into the hands of amateurs 
(Hunter and Lastowka 2005). With the ad-
vent of the general purpose computer - to-
gether with content-creation software for 
desktop publishing, music creation, film 
editing, and so forth - the cost of creation 
and production has fallen. To give you an 
idea, Jonathan Caouette‘s first movie, Tar-
nation, was shown at the Sundance Festival. 
It is probably the first feature-length film 
edited entirely on iMovie, and it cost $ 
218.32 in videotape and materials 
(Silverman 2004). Beyond creation and pro-

duction, the internet means that distribution 
is effectively costless for digital content. 
Which leaves us only with the selection and 
promotion processes, which have tradition-
ally involved expensive advertisements, and 
specialized marketing expertise. But recently 
we’ve seen the development of social soft-
ware, which leads users to content they will 
like, without the intervention of marketers. 
An example of this is the Amazon.com fea-
ture that suggests other purchases based on 
the metric that “People who bought this book 
also bought…” This type of algorithm can 
suggest all manner of content that users 
might be interested in, based on their previ-
ously expressed preferences. This means that 
the amateur content-producer is no longer 
dependent on the highly-capitalized pub-
lisher, record label, or movie studio for se-
lection and promotion of content.  

As a consequence of all of these changes we 
will see the flowering of amateur content 
that will move directly from the creators to 
the users. Highly-capitalized intermediaries 
are no longer necessary for the creation, 
production, dissemination, and use of cultur-
ally-significant content. Witness the rise of 
blogs and amateur journalism, along with the 
various other examples: the band Wilco’s 
success in its net-release of Yankee Hotel 
Foxtrot; the extraordinary rise of the 
Wikipedia; the success of web-based car-
toons that do not have print syndication; and 
so on.  

Amateurs are increasingly competing with 
professional outlets, even though they lack 
all manner of the appurtenances that we ex-
pect of content creation. They don’t have 
paid editors, they don’t have any type of 
“quality control” et cetera. And yet, through 
various means - often involving large num-
bers of amateurs contributing small amounts 
of time to the project - they manage to fact-
check, manage output, and maintain quality 
standards as high as their professional com-
petitors. And in areas like web-logs, open 
source software, and textual references 
works, the amateurs are beating the profes-
sionals at their own game. 
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DRM and amateurization  
The operation of DRM within the amateur 
content environment is extremely interesting. 
Amateurs, by definition, are not in it for the 
money, so they have little need for access 
control to “protect their investment”. Ama-
teur content is therefore likely to be released 
without DRM; indeed it’s hard to think of 
one amateur content provider which uses any 
type of access control on its content. This 
means that, as more and more commercial 
content is released with access control via 
DRM, we will see unlocked alternatives 
produced by amateurs. Consumers dislike 
the reduced functionality generated by DRM 
because they can’t use the content they’ve 
paid for, in ways that they consider fair but 
which don’t suit the content provider. The 
increasing reliance of commercial providers 
on hard forms of DRM is likely, therefore, to 
push users towards amateur substitutes for 
commercial content.  

This leads to the somewhat counter-intuitive 
result that we might positively encourage 
commercial content providers to use DRM 
access control to lock up their content as 
tightly as they can, under the most restrictive 
terms imaginable, for as long as they want. If 
there were no competition to this type of 
locked content then we should be justifiably 
concerned about rent-seeking by monopoly 
holders, and we would see a reduction in 
creative activity, and a stifling of cultural 
expression. But as the amateur content 
movement progresses, competition in the 
marketplace for content will affect the de-
gree to which professional providers want to 
offer this sort of locked content. If a record 
label wants to digitally-lock Christina Aguil-
era‘s latest album and make it unplayable for 
a large number of consumers, then they 
should be free to do so (subject to some 
other policy concerns that they should not be 
free to break people’s computers in locking 
their content; nor should they be able to 
break into other people’s computers to lock 
their content; and so on). We can expect a 
range of amateur content to enter the market 
to compete on value, quality, and degree of 
access prohibition. We are likely to see two 
themes emerge from this. First, DRM access 
control in commercial content will encour-

age amateur content production (which is a 
good thing). And second, amateur content 
production will act as a natural brake on the 
imposition of over-broad access control by 
commercial content providers (which is also 
a good thing). 

Thus the amateur content movement demon-
strates that culturally-oriented and consumer-
based concerns about DRM are (probably) 
less troubling than first imagined. However, 
two concerns remain, even if amateur con-
tent production provides some basis for 
hope. First, like many parts of our cultural 
experience, amateur content relies on the 
ability to reuse and remix existing material. 
Access control using DRM has the potential 
to affect the ability of individuals to engage 
in this type of creative reinterpretation (Les-
sig 2004). This point has been made before 
and I don’t want to belabor the point again. 
But it is important to note that amateur con-
tent production cannot occur without the 
ability to use (to some extent) material which 
is part of our cultural heritage. To the extent 
that DRM stops this from happening, then 
we need to place limits on the ability of 
commercial content owners to stop amateur 
content reuse. 

Second, the above comments about access 
control do not extend to its bad big brother, 
trusted systems computing. In trusted sys-
tems, only content signed by certain provid-
ers can be used by the computer system. An 
example of this is found in Microsoft’s new-
est Media player. This type of DRM is an 
actively bad thing for amateur content, since 
amateurs are unlikely to be able or unwilling 
to obtain the appropriate license for their 
content to be used by the trusted system ma-
chine. To the extent that one thinks that ama-
teur content is a good thing - and I think it’s 
a very good thing indeed - trusted systems 
must be resisted. The market acceptance of 
trusted computing has been low to date, but 
future generations may have wider uptake. 
This is likely to reduce the opportunities for 
amateurs, and we should think seriously 
about changing copyright laws and using 
antitrust actions to ensure that amateurs re-
tain the same access to users as multinational 
media companies. 
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Open Access and Open Source  
The open access and open source movements 
can also be characterized as elements of 
mass amateurization, since they both stem 
from the same technological changes and 
they both rely on non-commercial motiva-
tions of the producers. Moreover, both 
movements demonstrate important lessons 
about amateur content and DRM. 

”Open access” is the label for the principle 
that scholarly publishing should be freely 
available to everyone, without charge, politi-
cal censorship, or commercial interference 
(Bethesda Statement 2003). The idea is, in 
short, to provide a publicly-accessible and 
useable commons of scholarly literature for 
everyone. “Open source”, on the other hand, 
usually refers to collaborative mechanisms 
of content production. Open source, like 
open access, does involve the free distribu-
tion, copying and use of creative content, but 
it adds the requirement that users are also 
free to alter the content (Open Source Initia-
tive 2005). Open source software - like 
Linux or MySQL - provides the model for 
distributed production of complex creative 
objects, and the open source model has been 
adapted for the production of news, com-
mentary, and many other types of content.  

Open access and open source usually have 
no truck with DRM. Clearly the common 
view of DRM - that it is about access control 
- is inconsistent with both open access and 
open source philosophies. One cannot sub-
scribe to open source or open access princi-
ples without accepting that the user is free to 
pass the material on to others, to read with-
out cost, use and reuse, and so on. But as 
Poynder (2005) explains in an earlier INDI-
CARE article, if one views DRM in its wid-
est form, it is not necessarily inconsistent 
with open access. He makes the important 
point that open access authors still want to 
retain some rights, most notably the right of 
attribution, and he suggests this interest can 
be supported by DRM. Purists might argue 
that this can be achieved with digital water-
marking, which is of course correct. But 
watermarking is a form of DRM; and this 

form of DRM happens to support the inter-
ests of open access. 

I agree here with Poynder, and suggest that 
the same interest can be found in the open 
source movement, in the rise of amateur 
content generally, and in Creative Commons 
licenses. The vast majority of Creative 
Commons licenses that have been adopted to 
date (around 95%) require the licensee to 
attribute the work to its author, no matter 
what other conditions of use are attached. 
The lesson of this, and of various other ex-
amples of amateur content, is that the attribu-
tion interest is probably the most fundamen-
tal incentive of creativity in areas that are not 
driven by commercial concerns. It is possible 
then that a truly beneficial role for DRM 
exists in making attribution run with content, 
so that the author will know that her name 
will live as long as the content is being used. 

Of course this is not the traditional view of 
DRM, and indeed DRM generally speaking 
does not handle this particularly well. While 
the emphasis in DRM is to remove content 
from use, it will be inimical to the open ac-
cess and open source movements. But if one 
looks to the future, it is possible to suggest a 
beneficial role for DRM within the amateur 
content movement. 

Bottom line 
Amateur content is the elephant-in-the-
kitchen of content production. It’s been 
around us so long that we no longer see it, 
even as we walk around it. In its newly visi-
ble form it promises to provide meaningful 
alternatives to commercial content, and 
equally promises to be a brake on commer-
cial over-reaching in the DRM arena. Fur-
ther, DRM has the possibility of spurring the 
uptake in amateur content (especially in the 
amateur content fields like open source and 
open access) by providing a simple and ef-
fective way of denoting attribution interests 
for the long term. We should be careful 
therefore to assume that DRM is always bad, 
and that commercial use of DRM will al-
ways trend towards over-control of the con-
tent. 

 



 

INDICARE Monitor Vol. 2, No 3, 30 May 2005 83

Sources 
► Barlow, John Perry (1994): The economy of ideas, 2(3) Wired (1994), available at 

http://www.wired.com/wired/archive/2.03/economy.ideas_pr.html 
► Bethesda Statement on Open Access Publishing (2003) available at 

http://www.earlham.edu/~peters/fos/bethesda.htm 
► Hunter, Dan and Lastowka, Gregory F. (2005): Amateur-to-Amateur 46 Wm & Mary L. Rev. 951 
► Lessig, Lawrence (2004): Free Culture (Penguin) 
► Open Source Initiative: Open Source Definition: http://www.opensource.org/docs/definition.php 
► Poynder, Richard (2005): The role of digital rights management in Open Access. The INDICARE Moni-

tor. April 2005; http://www.indicare.org/tiki-read_article.php?articleId=93 
► Silverman, Jason (2004), “Here’s the price of fame: $218.32”, Wired News, Jan 20 2004, 

http://www.wired.com/news/digiwood/0,1412,61970,00.html 

About the author: Dan Hunter (BS LLB (Hons) LLM PhD) is the Robert F. Irwin IV Term Assis-
tant Professor of Legal Studies at the Wharton School, University of Pennsylvania, where he 
teaches intellectual property law and cyberlaw. He previously taught at the law schools of the 
University of Melbourne (Australia), and Cambridge University (England). He regularly publishes 
on issues related to cyberspace law & policy, and intellectual property. He is currently research-
ing a book on information policy for the coming era of amateur content production. Contact: 
hunterd@wharton.upenn.edu 

Status: first posted 30/05/05; licensed under Creative Commons 

URL:  http://www.indicare.org/tiki-read_article.php?articleId=106  

 

Consumer acceptance of digital rights management  
systems 
By: Marc Fetscherin, Harvard University, Cambridge, Massachusetts, USA  

Abstract: This article presents parts of an empirical study undertaken by the author in respect 
to his PhD thesis. It deals with consumer acceptance of Digital Rights Management Systems 
(DRMS), with a focus in this article on the implications of the various technological and rights 
management requirements on consumer behavior and the demand for digital content. This arti-
cle shows that there are some technological requirements as well as user rights restrictions 
which consumers might not accept when downloading legal content.  

Keywords: survey – consumer behaviour, consumer expectations, consumer research, content 
industries, music markets, piracy 

 

Introduction 
Consumers have various methods, channels, 
and possibilities for accessing, copying, us-
ing, sharing, and providing digital content. 
They can either copy it illegally over peer-to-
peer networks or purchase it by downloading 
the files from legal music providers such as i-
Tunes. In that respect, content control is one 
of the most important aspects for content 
providers to fight piracy and also to success-
fully distribute and commercialize digital 
content. However, when implementing con-
trol systems, such as Digital Rights Man-
agement Systems (DRMS), it is unclear what 

the effects on consumer behavior are and 
whether consumers accept such restrictions 
and to what extend. It is therefore very im-
portant to understand the implications of the 
implementation of DRMS on consumer be-
havior, choices and the resulting demand for 
originals. The questions are: Do consumers 
accept specific technology requirements for 
legal downloads and are there any differ-
ences between technologies? Do consumers 
accept usage or rights requirements on digital 
content and are there any differences? These 
questions will be discussed in this article and 
we provide first empirical results about the 
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consumer acceptance of Digital Rights Man-
agement Systems in that respect.  

Empirical study 
The study is based on a sample consisting of 
about 500 students, which is a sufficiently 
large number to represent the wide diversity 
of students adequately. We got 174 responses 
from the anonymous web-questionnaire. 
Although students do not represent the entire 
consumer segment, they account for a con-
siderable proportion of all consumers of 
these products and are part of a consumer 
group in which copying and sharing of digi-
tal content is prevalent. Students are also part 
of the group which has already been identi-
fied as being more prone to copyright viola-
tions and piracy.  

Consumer acceptance of technological 
requirements 
There are a number of technologies used by 
DRMS that control the access to and the 
usage of digital content. The respondents 

were therefore asked which of the various 
technologies used would keep them from 
downloading content legally. A 5-point 
Likert scale was used to measure the accept-
ability of the various technologies from a 
consumer’s point of view. The Likert scale 
ranged from 1 (strongly disagree), over 2 
(disagree), 3 (indifferent/undecided), and 4 
(agree) to 5 (strongly agree). The question 
asked was: Which of the following (techno-
logical) requirements would keep you from 
downloading legally? The technologies to be 
rated were: The requirement of a username, 
the requirement of a password, the encryp-
tion of content, the presence of an embedded 
watermark on the content, the need for spe-
cific software to use the content, and the 
need for specific hardware. The results are 
provided in Figure 1, in which the horizontal 
line represents the various DRM technolo-
gies used and the vertical line the rating of 
each, represented by the median value. 
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Figure 1: Technological requirements 

Technologies perceived as obstacles form a 
consumer’s perspectives are encryption and 
the necessity for specific software and hard-
ware to use the digital content. The technolo-
gies not perceived as obstacles by respon-
dents are the requirements for a username 
and a password. Respondents seem to be 
indifferent to watermarks or not having any 
clear idea. However, two questions arise 

when a Likert scale is used: Does the ques-
tion measure the perception in a useful way? 
Second, does the scale measure what it is 
meant to measure? In that respect we have to 
conduct a reliability and validity test of the 
answer provided. One way to measure the 
reliability and validity is by calculating a 
Cronbach alpha. We obtained a value of α = 
0.7970, which is higher than the required α = 
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0.6, indicating that the results obtained are 
consistent and reliable.  

Consumer acceptance of rights 
restrictions 
Content providers grant consumers various 
usage rights and attributes of these rights for 
the digital content acquired, most often ex-
pressed in a rights model. These rights can 
include the right to play, copy, burn, or move 
the content where the attributes of rights 
might be the number of times a song can be 
copied onto a CD. In most cases, they are 
expressed in a rights language such as XrML 
or ODRL. The questions arise, which of 
these rights restrictions and underlying at-
tributes of rights consumers are willing to 
accept? Are there differences for the various 
rights and if so, which? We therefore asked 

the respondents to rate a variety of state-
ments, each including a type of right (play, 
burn, and copy/move) and an attribute of that 
right. The question asked to respondents was: 
Which of the following (rights) restrictions 
would keep you from downloading legally? 
The statements to be evaluated were: Limited 
playability (in number), limited burning on a 
CD/DVD (in number), limited copying onto 
a PC (in number), limited copying onto mo-
bile devices (in number), limited encoding 
into other file formats (conversion), and lim-
ited playability (in time). Again, a 5-point 
Likert scale was used to rate these state-
ments, ranging from 1 (strongly disagree) to 
5 (strongly agree). The results are illustrated 
in Figure 2, where each statement is outlined 
on the horizontal line and the median value 
recorded for it provided on the vertical line.  

Pl
ay

 (t
im

e)

En
co

di
ng

C
op

y 
M

ob
ile

C
op

y 
PC

Bu
rn

Pl
ay

 (n
um

be
r)

M
ed

ia
n

5.0

4.0

3.0

2.0

1.0

 
Figure 2: Rights restrictions

According to Figure 2, any restriction on 
playability (either in the number or in time) 
is not going to be accepted by consumers, as 
consumers perceive it as a constraint in their 
use of the digital content. The restrictions on 
the right to burn, copy onto a PC, and copy 
onto mobile devices are not perceived as key 
obstacles by respondents and might therefore 
be acceptable as also other studies have 
shown. Finally, respondents were indifferent 
about the possibility of converting media 
files from one format to another (i.e., encod-
ing). As in the previous question, we con-
ducted a reliability and validity test for the 

scale used and the answers provided. We 
arrived at Cronbach α = 0.8646, which is 
higher than the required α = 0.6 and thus 
indicates that the results obtained can be 
accepted as consistent and reliable. 

Bottom line 
Consumers have different options for acquir-
ing digital content, either to pirate or to pur-
chase. Thus far, the possibilities to copy or 
pirate for consumers, especially for music, 
are diverse, easy and most of the time of low 
risk in terms of security threats such as vi-
ruses or legal prosecution. Implementing 
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control systems like DRMS may make pur-
chasing less attractive than copying for con-
sumers as the legal products restrict them in 
their usage. However, the question arises 
which of these technologies and rights re-
strictions consumers perceive as obstacles 
and hence may reduce the utility of the origi-
nal. Our results have shown that consumers 
dislike encryption and the requirement for 

specific software and/or hardware to use the 
digital content, and they don’t like any re-
strictions on playability. Overcoming these 
obstacles may be a way for content providers 
to make some consumers switch from copy-
ing to purchasing, or even to make consum-
ers switch from not consuming any digital 
content to purchasing it online.  
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Real money for virtual items: A case for DRM? 
By: Danny Vogeley, Berlecon Research, Berlin, Germany 

Abstract: A phenomenon in massive multiplayer online role-playing games (MMORPG) is the 
immense interest of players to monetize virtual items in exchange for real money. MMORPG 
developers do not welcome such behaviour, which has been so far beyond their control. As a 
result, developers are considering restricting user rights for the trade of virtual items. This article 
analyses DRM in a potential new role in the game market to define and to enforce developers’ 
claimed rights to virtual items in virtual worlds.  

Keywords: economic analysis – business models, consumer expectations, games, secondary 
markets 

 

Introduction: Welcome to the virtual 
worlds of role-playing games 
Digital Rights Management in the online 
game market usually applies to copy protec-
tion, online distribution models and online 
access control (Vogeley 2005). Beyond these 
common roles, DRM can also be used in a 
broader sense to manage the gameplay of 
virtual worlds. Especially in massive multi-
player online role-playing games 
(MMORPGs), the management of user rights 
is gaining increased relevance. 

MMORPGs are persistent virtual worlds, in 
which thousands of players are interacting 

simultaneously with each other via the Inter-
net. Each player is symbolized as a graphical 
representation, a so-called avatar. These vir-
tual worlds are persistent, i.e. they continue 
whether an individual avatar is logged in or 
not (Wikipedia 2005). Usually, avatars are 
interacting with each other and work together 
in a range of different activities. The devel-
oper is in charge of supervising this virtual 
world to guarantee new activities and chal-
lenges for players. Users usually pay a 
monthly fee between € 10 and € 15 in addi-
tion to the initial purchase of the game. The 
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genre reaches from fantasy settings to realis-
tic environments. 

The most popular MMORPGs have more 
than 300.000 subscribed players. Among 
them are EverQuest by Sony, Ultima Online 
by Electronic Arts, and World of Warcraft by 
Blizzard. Since its release in December 2004, 
World of Warcraft has become one of the 
most successful games today. They recently 
announced their 500.000th subscriber in 
Europe (worldwide 1.5 million) (Blizzard 
2005/03/17).  

The trade of virtual items for real money 
as a phenomenon in MMORPGs 
A phenomenon in MMORPGs is the trade of 
virtual items among the players. These items 
are traded via external online platforms in 
exchange for real money. Virtual items in-
clude coins, weapons, spells or buildings. 
Usually MMORPG developers did not intend 
this kind of trade, when they implemented 
transfer mechanisms for virtual items be-
tween avatars.  

There is a high demand for specific and 
scarce virtual items, which give the owner 
enhanced power to accomplish further chal-
lenges. Usually, to receive such items re-
quires much time and effort. Many players 
do not have the required time to “earn” these 
items. They simply buy the desired items 
outside of MMORPGs on platforms such as 
eBay. After a purchase, buyer and seller meet 
inside the virtual world to hand over the 
traded item.  

This has led to a prosperous external market 
with a high monetary value for in-game 
items and with remarkable transactions. Re-
cently, a player of the MMORPG Project 
Entropia bought a virtual island for US $ 
26,500 (Lettice 2004/12/17). This purchase 
included mining and hunting rights, owner-
ship of all land on the island and a castle (no 
furniture included). The current number one 
seller of World of Warcraft items on eBay 
has earned more than 44.000 $ each month in 
early 2005 (Leupold 05/06/05). Altogether, 
the secondary market for virtual goods is 
estimated at between US $ 800 and US $ 900 
million annually (Terdimau 04/12/20). It is 

notable that players have created this secon-
dary market by themselves. 

This development has led to a big contro-
versy among MMORPG developers about 
the legitimacy of these markets. Popular 
MMORPGs such as EverQuest, Ultima 
Online or World of Warcraft do not welcome 
external online trade beyond their control. 
They claim intellectual property rights to 
every item in their worlds and deny any real-
world economic value of virtual items (Ter-
dimau 04/12/20). Users have to comply with 
these assignments in the corresponding End 
User License Agreement (EULA).  

One reason for this point of view is the in-
creasing number of complaints from angry 
players, who have been defrauded by sellers. 
Although the developers are not responsible 
for these kinds of problems, their customer 
services are getting increasingly confronted 
with them. Another aspect deals with the 
customer life cycle: Revenue models of 
MMORPGs are usually based on monthly 
subscription fees. Therefore, developers are 
designing evolving worlds where users will 
constantly have to spend significant time to 
collect powerful items or to achieve higher 
levels. When the players can easily buy de-
sired items outside the game, they can over-
come the time needed to collect all necessary 
credits. This leads to reduced income for the 
developers. As a result, most of the largest 
MMORPGs have taken legal action to fight 
external trading. For example, the 
MMORPGs EverQuest and Asheron’s Call 
forced eBay to remove every auction with 
items from their corresponding world (Rol-
ston 01/01/19; Beckers 04/05/14). Blizzard is 
continuously cancelling accounts of players 
who have been identified as traders on online 
platforms (Klaß, 05/03/14).  

DRM to control external trade of 
MMORPGs  
However, these approaches by the developers 
are not sufficient to stop further trading ef-
fectively. On the contrary, the focus on eBay 
has led to the emergence of other less-
tractable online platforms such as IGE or 
ItemBay.com. IGE organizes trade for more 
than 15 different MMORPGs and provides 
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an exchange rate between virtual items and 
real money (www.ige.com).  

As a result, developers are considering using 
in-game tools in MMORPGs to manage the 
trade inside of MMORPGs more effectively 
(Leupold 05/06/05). Microsoft for example 
announced (cf. Feldman 05/03/16) that the 
selling of virtual items via their next-
generation game console Xbox will be possi-
ble allowing the purchase of new levels, 
maps, weapons or skins via a one-stop-shop. 
This leads to a new and interesting potential 
role of Digital Rights Management – either 
to control the trade of items or to enable new 
business models. DRM as a tool to manage 
further trading of items opens up a variety of 
possibilities for MMORPG developers 
(MacInnes et al. 2004, p. 4). For example, 
developers can determine special rights of 
valuable items to prevent the handover to 
other avatars. World of Warcraft uses this 
concept on specific items: Once the item is 
picked-up by an avatar, it cannot be trans-
ferred to another. It is also possible to deter-
mine the maximum number of items, which 
can be created in a given period. DRM can 
also be used to demand taxes on every trans-
ferred item. On the other side, DRM can be 
implemented to broadly allow item trading. 
The MMORPG “Second Life” by Linden 
Lab (www.secondlife.com) gives users the 
right to sell items they have created by them-
selves. 

DRM in this context is an appropriate term, 
because MMORPGs are not simply games, 
where a set of mandatory game rules by the 
developer applies. Rather, MMORPGs 
should be regarded as social spaces, where 
users create characters, dynamic economics, 
and an evolving culture (Taylor 2005, p. 4). 
Unlike pure computer games, MMORPGs 
are leading to a convergence between virtual 
and real life: Virtual goods do already have 
an economic value outside of MMORPGs 
and are also increasingly affecting national 
laws. For example, a Shanghai MMORPG 
gamer has killed a man in real life for selling 
his virtual sword (Slocombe, 05/03/31). 
Gradually, the boundaries between virtual 
and real are more and more blurred.  

The role of DRM as a tool to manage, i.e. to 
restrict, trading is currently in its infancy. 
Among MMORPGs developers there is in-
tense discussion on how to find a balance 
between restricting real-world exchange 
without limiting in-game trading too much 
(Ondrejka 2004, p. 2). In a widely discussed 
attempt by Randy Farmer to describe a com-
plete eBay-resistant virtual economy, he 
concluded that it would lead to the removal 
of too many interesting features (Farmer 
2004).  

What the players think about the 
restriction of trade 
Regardless whether developers are tolerating, 
battling or supporting the trade of virtual 
items, they will hardly be able to achieve 
consent among the majority of their custom-
ers. According to a survey by Sony among its 
EverQuest customers, the position for, 
against or neutral towards external trading is 
evenly split (Leupold 05/06/05). This leads 
to the interesting situation that one customer 
group would welcome the deployment of 
DRM to stop trade, while the other group 
would not. The main argument of the trade 
opponents is the unfairness of players paying 
for desired items rather than achieving them 
through skills and labour.  

But it is likely that more and more players 
will be engaged in external trade and will 
constitute the dominant group. According to 
the survey by Sony, 20 to 25 % are already 
involved in trading. In South Korea, which 
has a mature MMORPG market with the 
largest penetration rate of MMORPG players 
worldwide, the vast majority is already in 
favour of trading (MacInnes et al. 2004). 

The crucial dispute between players and de-
velopers is the question of copyright owner-
ship of created items. Many players regard 
items, which they have earned or built 
through countless hours of game-play, as 
their own intellectual property with a meas-
urable value outside the game. A survey by 
the Korea Game Development & Promotion 
Institute (KGDI) among 1.247 players of the 
worldwide biggest MMORPG Lineage 
shows that 78 % claim to own the items. 
Only 3 % accepted ownership of the devel-
opers (MacInnes et al. 2004, p. 9). Develop-
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ers have to acknowledge the massive interest 
of players in monetizing their items.  

Bottom line 
The emergence of MMORPGs has led to an 
unexpected convergence between virtual and 
real life. MMORPG developers have to ac-
knowledge that there is a dynamic social and 
economic change in their virtual worlds, 
which they have only partly under control. 

DRM mechanisms will play an increasingly 
important role for MMORPG developers to 
define and enforce claimed rights to virtual 
items. But in-game trading is already com-
mon practice and broadly perceived by the 
players as their personal right. Therefore, to 
balance the interests between developers and 
players it is crucial to adapt the increasing 
dynamics of MMORPGs. 
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Abstract: Is consumer protection an anachronism in the information economy? US and Euro-
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techniques for selling and managing electronic content have on consumers, and the role that 
consumer protection law should play in the information economy. INDICARE was there to re-
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Introduction 
Seattle was once the gateway to the gold-
fields of the Yukon. Today, it was the setting 
for discussing the implications of a different 
kind of rush – the digital-content rush. Is 
consumer protection an anachronism in a 
time when vendors are rushing to explore 
new sources of revenues and selling elec-
tronic content to consumers? This was the 
theme of the conference that took place in 
Seattle on Friday, March 4 in 2005. Or, as 
the organizers themselves described the topic 
of the conference: “If technology can correct 
market failure better than regulatory inter-
vention can, will consumer protection law be 
superseded by the growth of competition? Or 
does innovation merely create new mecha-
nisms to exploit consumers that should be 
controlled with new legislation? This confer-
ence will consider the impact of technologi-
cal innovation on the foundations of con-
sumer advocacy, contracting behaviour, con-
trol over intellectual capital, and information 
privacy.” 

The organizers, among them Prof. Jane 
Winn, from the Shidler Center for Law, 
Commerce and Technology at the University 
of Washington (cf. sources for conference 
page) succeeded in drafting an inspiring 
agenda and bringing together an impressive 
range of excellent, mostly US but also Euro-
pean experts in matters of consumer protec-
tion in Seattle. The presentations pivoted 
around what Professor Iain Ramsay from 
York University, Toronto, Canada called the 
“Renaissance of consumer protection law”. 
The speakers highlighted various consumer 

law issues in e-commerce. Although not spe-
cifically directed at DRM issues, the role of 
electronic content protection technologies for 
the distribution of creative content figured 
prominently. Moreover, one section was 
dedicated specifically to address the contro-
versial relationship between innovators and 
consumers in intellectual property law.  

Consumer protection is no anachronism 
in the information economy 
Rob McKenna, Attorney General in the State 
of Washington answered in his key-note 
already the question that gave the conference 
its title. He left no doubt about his opinion 
that the information economy needs con-
sumer protection law, and his intention to 
give more prominence to this subject matter 
in the future. In his opinion, technology does 
not make consumer protection abundant, 
however, consumer protection can benefit 
from technological developments. But the 
Attorney General did not restrict himself to 
statements; he came to Seattle with concrete 
suggestions. One was the suggestion to raise 
the budget for the consumer protection divi-
sion of the State of Washington – its first 
budget rise since 1993. The additional re-
sources should be invested, so said Rob 
McKenna, in hiring more attorneys who are 
specialized in technology and consumer pro-
tection matters, in the enforcement of con-
sumer protection laws as well as in the edu-
cation of consumers. Rob McKenna’s as-
sessment of the role that consumer protection 
law has to play in the digital economy was 
shared by many of the subsequent speakers. 
The presentations that followed also demon-
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strated, however, that the devil has settled 
persistently in the “how” and “where”.  

Transparency is a controversial form of 
front-line defence 
Even the issue of transparency – a fairly ac-
knowledged interest in consumer protection 
law – and the statement that “education is a 
front-line defence” of consumers against 
fraud was discussed controversially. There 
was a broad agreement among participants 
that transparency is an essential element of 
facilitating the education of consumers on 
how to deal with digital content and how to 
protect themselves against fraud and disad-
vantageous business deals. As Professor 
Pamela Samuelson, University of California, 
Berkeley, pointed out, transparency is also an 
important instrument to stimulate competi-
tive markets, a factor that again can contrib-
ute to enhancing consumer welfare. Professor 
Glynn Lunney, Tulane University, explained 
that transparency obligations can be an ele-
ment not only of traditional consumer protec-
tion laws. Patent law, a form of intellectual 
property law, also includes elements of 
transparency obligations in the form of the 
requirement of proper attribution. The pres-
entations and the discussion that followed 
revealed, however, that the opinions are still 
divided on how to achieve transparency, how 
much information consumers need and on 
how useful transparency actually is as an 
instrument to consumer protection. Professor 
Thomas Rubin, University of Pennsylvania, 
for example, intervened that in his opinion, 
the idea of using disclosure obligations to 
protect consumers can be inefficient for vari-
ous reasons: the information provided is not 
comprehensible, there is too much informa-
tion available, or transparency obligations 
pose unreasonable burdens on producers. 
Accordingly, he doubted, whether the in-
creased availability of information would 
correct information asymmetries and thereby 
eliminate the problem of market failure. 
What consumer needed, so said Professor 
Rubin, was to be able to understand the es-
sential features of competing products and 
select the product that offers the best terms. 
In other words, what consumers need in or-
der to be effective market actors is, according 
to Professor Rubin, education and “wisdom”. 

In this context, other conference participants 
pointed out that the effect of transparency 
obligations is to impose the burden of con-
sumer protection on the shoulders of con-
sumers themselves. In this sense, transpar-
ency obligations might be a rather convenient 
way for producers and service providers to 
rid themselves of eventual responsibilities 
regarding consumers (cf the reasoning in 
Helberger 2005).  

The idea of the active consumer – an 
anachronism? 
One issue that is at the heart of the matter is 
the notion of the “informed consumer”, and 
to what extent consumers can be reasonably 
expected to protect themselves. Enlightening 
was a study by Professors Robert Hillmann 
and Jeffrey Rachlinski from Cornell Univer-
sity titled “Consumer Standard Form Con-
tracting Practices on the Internet” (Hillmann 
and Rachlinski. 2001). The authors studied 
consumer demand as a factor to discipline 
market power. Informed consumers would 
shape markets and generate market pressure, 
which again would motivate businesses to 
offer services at fair, reasonable terms. On 
the other hand, the authors had to admit that 
the potential power of consumers does not 
yet play a major role in practice. One reason 
to explain this is that most consumers do not 
even read contractual notices. Only 4 % of 
the 92 responding interviewees generally 
read contractual notices and 44 % never read 
them. The authors concluded that transpar-
ency obligations benefited in the best case a 
fraction of the consumer-base – the reading 
consumers – and left other parties aside, such 
as poorer and less educated consumers. This 
could be an argument against relying on 
transparency obligations alone and in favour 
of taking recourse to additional, stricter obli-
gations for service providers. The study 
warned, however, against lawmakers failing 
to take into account the cost-benefit relation 
of legal interference. This was also a refer-
ence to the self-healing powers of the market. 
In this context, Professor Jean Braucher, 
University of Arizona, introduced an interest-
ing project - the “Stop before you click cam-
paign”. This is a campaign by AFFECT 
(Americans for Fair Electronic Commerce 
Transactions; cf. sources) to promote fair 
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business practices and to guide sellers, users 
of digital products and policymakers in de-
veloping balanced law to govern purchases 
of off-the-shelf software and digital products. 
The initiative is the result of co-operation 
between consumer advocates, industry repre-
sentatives, non-governmental organizations 
and academics and has resulted in 12 princi-
ples for fair commerce in software and other 
digital products (cf. AFFECT).  

Far away from idealizing consumer 
protection law 
The need to approach consumer protection 
laws with a sound portion of critical consid-
eration was another conclusion from this 
conference. Not all laws that are labelled 
consumer protection laws are indeed de-
signed to take care of the interests of con-
sumers. This was a point that was made, for 
example, very clearly by Professor Norman 
Silber, Hofstra University. Professor Silber 
demonstrated that consumer protection laws 
can be also pieces of rent-seeking-
legislation-in-disguise, by formulating rules 
that respond in reality to the needs and inter-
ests of very different interest groups beside 
consumers. One consequence is that con-
sumer protection rules, instead of protecting 
consumers, can have occasionally very det-
rimental effects on the position of consum-
ers. This is not to say that there are no good 
and effective consumer protection laws. 
However, as Professor Silber pointed out 
correctly one should be aware of the diffi-
culty of designing laws that respond to the 
real needs of consumers in an age that he 
described as one of “misinformation and 
widespread consumer victimization”.  

Other conference participants warned against 
overestimating the impact of information 
technologies on the position of consumers. 
Many problems that were identified as con-
sumer-issues in the online sector were not 
new at all, but actually well-known already 
from the offline world. Professor Richard 
Epstein, University of Chicago, was a clear 
advocate of this point of view. He claimed 
that one result of the urge to protect consum-
ers from the pitfalls of the online sector is 
that some laws contain even too much con-
sumer protection. They are not based on a 

realistic assessment of who consumers are 
and how they behave in an information 
economy. The example that he gave was the 
Uniform Computer Information Transactions 
Act (UCITA), a proposed uniform law to 
create new rules for software licensing, 
online access and other transactions in com-
puter information. Professor Epstein de-
fended standard industry practices, such as 
click-wrap licenses and other standard-term 
contracts. However, they are target of many 
complaints from consumer advocacy groups 
(cf. AFFECT 2005b). Professor Jean 
Braucher from the University of Arizona 
referred to them as “sneakwrap” licenses that 
manipulate consumers to make purchases 
they might have otherwise avoided. In con-
trast, Professor Epstein claimed that con-
sumer expectations actually support standard 
term contracts, and that such practices were 
economically and socially efficient.  

On the question if consumer protection is 
a matter for general or sector-specific law 
While some speakers claimed that consumer 
legislation does not necessarily respond ade-
quately to the interests and needs of consum-
ers, others demonstrated that laws that were, 
so far, not commonly thought of as consumer 
protection laws actually might serve this 
function rather well. This was a point Profes-
sor Pamela Samuelson made in her presenta-
tion. Professor Samuelson demonstrated that 
copyright law, which some experts claim is 
not designed to serve the consumer side, 
provides for a range of provisions that re-
spond to important concerns of consumers. 
Examples brought by Professor Samuelson 
were the first sale doctrine, the fair use ex-
ception in US copyright law, the possibility 
to use ideas and information in copyrighted 
works and the provisions on privacy and the 
parental control privilege in the DMCA. An-
other question is to what extent these provi-
sions are still effective in a DRM-ruled envi-
ronment. 

Professor Jean Braucher, University of Ari-
zona, explained some of the drawbacks of 
general consumer protection law: most con-
sumer protection laws still apply to products 
and thereby cause legal uncertainty on 
whether, for example, download or subscrip-
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tion services qualify for protection. More-
over, often, general consumer protection law 
provisions are kept very general, which is 
another reason why they do not provide for 
much legal certainty. On the other hand, as 
Professor David McGowan, University of 
Minnesota, pointed out: using sector specific 
laws to protect consumer interests would also 
bear the risk of overstretching such laws and 
interpreting them too narrowly and in a bi-
ased way. This was a reason why, as Profes-
sor McGowan claimed in response to Profes-
sor Samuelson’s presentation, interpreting 
consumer protection rules into copyright law 
is “at odds with basic principles of copyright 
law”. He also pointed out that the notion of 
the consumer is not homogenous. Rules, such 
as a prohibition of reverse engineering might 
benefit certain parts of the consumer base; 
whereas the effect of the prohibition was 
neutral as far as other consumers, notably the 
group of passive or technically less skilled 
consumers, were concerned. This point re-
emphasised another aspect that was brought 
forward during the conference, namely that 
in order to draft effective rules to protect the 
interests of consumers when contracting for 
and consuming digital content, it was crucial 
to know who are the consumers, and how the 
different segments of the market are charac-
terized. Having said this, Professor 
McGowan also acknowledged that copyright 
law is not exclusively designed to stimulate 
creators, as already demonstrated by Profes-
sor Samuelson. He also suggested that a utili-
tarian view of copyright law must not pre-
clude interpreting aspects of consumer pro-
tection into copyright law. The decisive fac-
tor, so said Professor McGowan, is the total 
surplus, not only consumer or service pro-
vider surplus.  

Conclusions 
Consumer protection is far from being an 
anachronism in the information economy. 
Consumer protection is “hot” for various 
reasons. There is a strong social interest in 
consumer protection in order to prevent so-
cial exclusion (cf. e.g. European Council 
2002) and to safeguard or restore the balance 
between distributors and consumers of digital 
content. Guaranteeing a strong and inde-
pendent role of consumers can be important 

for economic reasons, too, to promote con-
sumers as market drivers and controlling 
instances. Protecting consumers in the digital 
economy can be hence a way to further both 
public and economic interests at the same 
time. 

Still, the matter is not as simple as that. Ex-
isting consumer protection regulations are 
not always drafted to protect the weaker 
party in commercial dealings. They can also 
be the result of rent-seeking and industry 
interests. This finding further emphasizes the 
need to learn more about the way consumers 
use digital content, what legitimate consumer 
interests and expectations are and how they 
can be best protected. This is not an easy task 
due to the lack of homogeneity of the group 
called “the consumers” as well as due to the 
difficulty of striking a balance between 
sometimes rather conflicting positions, even 
on the part of consumers themselves. This is 
why the next conference to address the con-
sumer issue should more strongly involve 
consumer representatives and consumer or-
ganizations. Moreover, the Seattle confer-
ence again demonstrated that consumer pro-
tection is not a legal issue only, but also a 
matter of adequate technical solutions and 
business models, thereby stressing the advan-
tages of a more interdisciplinary approach.  

One important question that needs further 
discussion in both the US and in Europe is to 
what extent consumers can be reasonably 
expected to protect themselves, and when a 
more paternalistic approach in the form of 
regulatory intervention is needed. On the one 
hand, the new technologies offer consumers 
new opportunities to express their prefer-
ences, to benefit from interactivity, choice 
and more differentiated service offers. On the 
other hand, factors such as the existence of 
technical and contractual lock-in situations, 
vigorous standard battles, the gap between 
highly educated and technically skilled and 
badly informed or poor consumers, render 
the vision of “the” consumer who is able, 
ready and willing to protect himself an illu-
sion. This is why more clarity is needed on 
where the responsibility of consumers shall 
end, and where liability of service providers 
shall begin.  
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Another question that deserves future atten-
tion is whether, once it is decided that more 
elaborate provisions on consumer protection 
are needed, this is a matter for general con-
sumer protection law, competition law or 
sector specific laws, such as copyright, patent 
and banking law. One key question in this 
context is whether the relevant sector specific 
laws, such as copyright law, are also de-
signed to protect the consumer side and offer, 
among others, the procedural means to en-
force the rights and interests of consumers. 
Also this is an issue that is far from being 
settled yet.  

Bottom line 
All speakers were well aware of the fact that 
most of the issues discussed that day in Seat-

tle were not US specific problems. Currently, 
similar issues are on the agenda in Europe. In 
some fields, this was at least the impression 
one got from the discussion, Europe is re-
garded as an example when it comes to ad-
dressing consumer issues. Accordingly, there 
was lively interest during the conference for 
the way Europe is dealing with questions 
such as privacy, consumer policy and stan-
dardization. Many agreed with the presenta-
tion of Professor Peter Swire from the Ohio 
State University and former Chief Privacy 
Counselor, who emphasized the importance 
of comparative research and information 
exchange. In such an exchange, both the US 
and Europe could not only learn from each 
other but also inspire the discussion on both 
continents. 
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took its start in 2004 and that is progressing quickly. The goal of the A2K initiative is to restore 
the instable balance between the interests of holders of exclusive rights in creative content and 
users of such content. One element of the initiative is the drafting of a proposal for a treaty to 
protect and promote access to knowledge. 
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Introduction 
Access to knowledge – who would not agree 
that this is a subject matter that is of great 
social and democratic importance, a matter 
that can rightly be described as a human 
need, in developed as well as developing 
countries. Not only is access to knowledge 
globally acknowledged as a desirable value, 
worthy of being promoted and protected; 
there is also a widely shared feeling that in 
the so-called “information economy” the 
ongoing expansion of intellectual property 
law, as well as the way exclusive rights in 
contents are exercised, actually threatens 
access to knowledge in many ways. Thus it is 
surprising to realize that access to knowledge 
is an issue that has been rather neglected 
when drafting recent pieces of intellectual 
property (IP) legislation, such as the World 
Intellectual Property Organization (WIPO) 
Copyright and Performers and Phonograms 
Treaty, the Digital Millennium Copyright 
Act, the European Copyright Directive, to 
name but some. 

The call for access to knowledge gains an 
additional dimension from the perspective of 
developing countries. As Peter Drahos from 
the Australian National University explains: 
“For developing countries the coming cen-
tury of knowledge-based growth raises two 
basic development priorities. The first is that 
these countries must give more urgent atten-
tion to encouraging investment in human 
capital and this essentially translates into 
investment in health and education. The sec-
ond basic priority is to think creatively about 
models of governance for the production of 
knowledge that maximize the participation of 
developing countries in the processes of in-

novation, that maximizes the spillover bene-
fits of knowledge and that minimize the so-
cial cost of accumulating knowledge.” In 
other words, the Information Society is not a 
phenomenon that ends at the borders of de-
veloped countries. Access to knowledge is a 
matter of great interest for developing coun-
tries as well, and a means to protect and de-
fend their interests in the global economy.  

Drafting a treaty on access to knowledge  
In May 2005, experts from the US, Serbia, 
South Africa, UK, the Netherlands, Spain, 
Greece, Italy, Germany, Malaysia, France, 
India, Canada, Korea, Brasil, Chile, among 
others, met in London for a second round of 
drafting a proposal for a Treaty on Access to 
Knowledge (A2K 2005). In a two-day mara-
thon a consolidated version of the draft 
Treaty was presented for discussion to repre-
sentatives from non-governmental organiza-
tions and consumer organizations, academ-
ics, governments, international organizations, 
academics, foundations, standardization bod-
ies and industry players.  

The first meeting took place in Geneva ear-
lier this year, when a smaller group of ex-
perts brainstormed and submitted first pro-
posals on what the content of such a Treaty 
could be. The original idea for a Treaty on 
Access to Knowledge has its origin in a pro-
posal for a development agenda that was 
made by Argentina and Brazil at a WIPO 
General Assembly in 2004 (WIPO 2004). 
Civil society representatives, among them the 
Transatlantic Consumer Dialogue (TACD; 
cf.sources) and the Consumer Project on 
Technology (CPTech; cf sources) recognized 
the potential and rightfulness of such a pro-
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posal and engaged in developing it further by 
starting a global initiative – the A2K initia-
tive. 

Scope and content  
The version of a draft Treaty that was pre-
sented in London begins with a Preamble 
that describes the motives and guiding prin-
ciples for this initiative. The Preamble ex-
presses concerns about an arbitrary expan-
sion of IP rights and the effect this can have 
for individual participation in creation, tech-
nological and economic progress, innovation, 
development, research and education. The 
goal of the Treaty is to create opportunities 
for the accumulation, distribution and sharing 
of knowledge, as well as benefiting from 
knowledge on a global level. The initiative is 
aimed at both developing and the developed 
countries; it is aware of possible disparities 
and different needs of both, developing and 
developed countries.  

The actual draft provisions consist of a bun-
dle of ideas on how to promote and protect 
access. Most of the suggestions made have 
already been subject to extensive research, 
and are the result of practical experience or 
are inspired by already existing national or 
international legal solutions. They cover a 
comprehensive agenda of 12 different subject 
matters, all of which have in common that 
they address ways of how to make knowl-
edge accessible and how to realize the eco-
nomic, academic and social benefits of ac-
cess to knowledge. The draft includes provi-
sions on the nature and scope of obligations 
in this draft treaty, its relationship to other 
international and regional agreements, provi-
sions on governance and enforcement. It has 
provisions regarding limitations and excep-
tions to copyright and related rights, on col-
lecting societies and access to publicly 
funded research. Other sections deal with 
patents, the promotion of open standards and 
the relationship between intellectual property 
and competition law. A selection of the sug-
gested provisions that are most relevant for 
the INDICARE project will be discussed 
more closely in the following. These are the 
proposed provisions concerning the excep-
tions and limitations to copyright law and 

DRMs. In a last section, an overview of the 
next steps of the initiative is given.  

Exceptions and limitations to copyright 
law 
One major section of the draft Treaty sug-
gests provisions regarding limitations and 
exceptions to copyrights and related rights, 
and here more specifically exceptions and 
limitations to exclusive economic exploita-
tion rights (not: moral rights). The principal 
idea behind this section is the need to pre-
serve and promote a number of uses of crea-
tive works that should not be inhibited by 
exclusive intellectual property rights. This 
can be the use of works for education, sci-
ence or preservation. This can be the use by 
groups with special needs and interests, such 
as persons with disabilities, but also distant 
education institutions, the media or develop-
ing countries. This can be the use of works 
by intermediaries for the purpose of making 
the works accessible to third parties; exam-
ples are search engines and Internet Service 
Providers (ISPs). 

One issue that generated a good deal of criti-
cal discussion in this context was the rela-
tionship of the suggested exceptions and 
limitations in the draft treaty and provisions 
in other, existing treaties. This is most cer-
tainly a point that will deserve further atten-
tion during future meetings. Some of the 
proposed exceptions already exist in this or a 
similar form in other legal texts, such as in 
the TRIPs agreement or the European Copy-
right Directive. Others are new, such as an 
exception on search engines, which will be 
discussed more in depth in the following. 

Exceptions for knowledge-intermediaries 
In a vast and difficult-to-overview informa-
tion environment, seekers of access to 
knowledge rely increasingly on the services 
of intermediaries that select, bundle, guide 
and offer access to contents. Such knowl-
edge-intermediaries can be search engines, 
portals, libraries, archives or schools, to 
name but some. Their activity – providing 
access to knowledge – must be reconciled 
with the interests of holders of intellectual 
property rights to control the distribution of 
such content. Occasionally, the interests con-
flict. One example are search engines, and 
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the search-engine exception in the draft 
Treaty is a response to an ongoing discussion 
whether search engines, such as google.com 
or yahoo.com, conflict with copyright law by 
deeplinking and/or caching. If this was the 
case, holders of intellectual property rights 
could possibly abuse such rights to impede 
the function of search engines (cf. BGH 
2003). The search-engine exception in the 
draft A2K Treaty seeks to avoid the use of 
intellectual property rights to impede the 
work of search engines. In the version from 
May 2005, it reads: “The use of works in 
connection with Internet search engines, so 
long as the owners of works do not make 
reasonably effective measures to prevent 
access by Internet search engines, and the 
Internet search engine service provides con-
venient and effective means to remove works 
from databases upon request of the right 
owner” (A2K 2005, article 3-1 (ix)). Addi-
tional exceptions are designed to benefit 
institutions that make knowledge accessible, 
such as education and research institutions, 
distant education universities, archives and 
libraries.  

The exceptions in favour of knowledge-
intermediaries such as search engines, librar-
ies, archives and academic institution ac-
knowledge that one important precondition 
for access to knowledge is the existence of 
institutions that make knowledge accessible. 
Consequently, one way to stimulate access to 
knowledge is to support the work of institu-
tions that generate, aggregate and dissemi-
nate knowledge. The experts at the London 
meeting remarked rightly that the work of 
such institutions should not stop at national 
borders. It was demonstrated that there can 
be valid, also economic, arguments to open 
for examples archives in one country for 
citizens in other countries. Share-as-share-
likewise models can be the basis for sustain-
able and attractive business models and, at 
the same time, ensure that citizens from dif-
ferent countries have access to knowledge 
hosted in other countries.  

In a similar direction – making knowledge 
accessible – are provisions in the draft Treaty 
that seek to expand and enhance the knowl-
edge commons. Proposals made include the 
compulsory licensing of copyrighted works 

in developing countries, the making available 
publicly of works resulting from govern-
ment-funded research, access to archives of 
public broadcasters and government informa-
tion as well as the idea of so-called “Knowl-
edge Commons Databases”. The proposed 
Article on Knowledge Commons Databases 
stipulates that persons, organizations or 
communities that seek to establish open da-
tabases that address an important public in-
terest and are freely available to all should be 
exempted for a limited period of time from 
the application of exclusive rights.  

Exceptions for people with special needs 
Accessibility is also at the heart of a set of 
exceptions in favour of visually impaired or 
hearing impaired persons or persons with 
other disabilities. A representative of the 
World Blind Union explained the special 
situation of these groups. Two major issues 
in this context are accessibility and equity. 
People with visual, hearing or other impedi-
ments should be able to read same material 
as everybody else at the same time. This 
means in most cases that the content has to 
be adapted beforehand. Where the exercise of 
economic rights in contents inhibits the mak-
ing larger of, reformatting and offering of 
contents in a format that is compatible with 
special player devices, this goes clearly at the 
expense of people with disabilities. To im-
prove this situation, exceptions are needed 
that allow the formatting of works and also 
the importing and exporting of works that 
have been already formatted in another coun-
try. The international availability of accessi-
ble content created in one country should not 
be restricted because different exceptions 
apply in different countries. This is even 
more so because the amount of adequately 
formatted material is limited. Important was 
also the observation that there is no homoge-
nous group of disabled people and that each 
group would need its own specific set of 
exceptions in order to be able to benefit from 
access to knowledge. The representative of 
the World Blind Union emphasized that the 
different groups of disabled people have a 
strong interest in stimulating large commer-
cial production of readable copies and are 
therefore interested in active cooperation 
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with publishers and in finding ways to recon-
cile the interests of all parties.  

Access to knowledge and digital rights 
management 
Article 3-6 of the draft Treaty is specifically 
directed at Digital Rights Management 
(DRM) and Technological Protection Meas-
ures (TPM) that are designed to restrict elec-
tronic access to knowledge. In its first part, 
the proposed article points towards the risks 
of DRMs and/or TPMs for the application of 
exceptions and limitations to exclusive 
rights, access to knowledge for the visually 
impaired or other people with disabilities, 
consumers, competitors and archives. The 
provision warns that unfair contract terms, 
the so-called business rules that are enforced 
through DRMs and the inadequate disclosure 
of limitations of uses of works can harm 
consumers. It, furthermore, calls attention to 
the danger of anti-competitive practices as a 
consequence of the use of DRMs or TPMs. 
Market segmentation and anti-competitive 
tying practices may result in higher prices 
and reduced innovation. The present wording 
of the draft provision acknowledges that 
DRMs are part of a larger problem that 
reaches into the realms of competition law 
and consumer protection. Having said that, 
several experts criticized that the provisions 
on consumer protection were still too narrow 
and required more elaboration, possibly in a 
separate article.  

The goal of the second part of Article 3-6 is 
to ensure that the users of DRMs or TPMs 
respect prevailing public interest reasons in 
making knowledge accessible. The present 
concept of the second part of Article 3-6 of 
the Treaty to realize this objective is to say 
that legal prohibitions against anti-
circumvention of DRM and TPM measures 
shall be restricted or not enforced in certain 
cases. Examples are a situation in which 
DRMs or TPMs preclude the implementation 
of Free and Open Software, in which the 
operators of such measures fail to inform 
consumers about their restriction modes and 
the terms under which they can be invoked or 
where DRM and TMPs are used to restrict 
access to public domain material. Insofar, 
national regulations should not prohibit the 

making available of technologies or services 
that facilitate circumvention for legitimate or 
authorized uses. One of the criticisms that 
were expressed regarding this proposal is that 
only few consumers will have sufficient con-
fidence in their technical abilities to actually 
circumvent DRMs and TPMS. Another prob-
lem is communicating clearly and under-
standably to consumers when they would be 
entitled to do so.  

Bottom line 
As one participant worded it: “Our strength 
is diversity, our weakness is too much diver-
sity”. No doubt – the Access to Knowledge 
Treaty is an ambitious initiative that seeks to 
cover a whole range of areas. The resulting 
danger is to loose sight of the ultimate goal 
and to get caught in a multitude of different 
topics each of which might deserve to be 
subject of an initiative of its own. But this is 
just one reason more to remember the 
strength of the A2K initiative: this is the 
ability of its initiators to mobilize a group of 
international experts from different disci-
plines and backgrounds that all share a com-
mon motive: being convinced that it is high 
time for some action to restore the often de-
plored imbalance between consumers and 
producers of electronic content. The compo-
sition of the round of experts that came to-
gether in London enabled the scrutinization 
of this first proposal from many different 
perspectives and its exposure to constructive 
criticism from different disciplines and areas 
of expertise.  

The present content page of the draft reads 
like the wish list of someone who has missed 
out the last three year’s Christmas. It gives a 
good impression of the range of issues that 
have been, on the one hand, caused and, on 
the other hand, ignored by recent legal, eco-
nomic and technological developments in the 
IP field. It is now for the drafting commit-
tee(s) to extract from this pool of ideas the 
most relevant ones and to expose them to 
further discussion. For the time being, the 
participants in the second A2K meeting left 
London exhausted but with the distinct feel-
ing of having taken yet another step in the 
right direction.  
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First supplement of the INDICARE State-of-the-Art-Report 
released 
By: INDICARE Team 

Abstract: The issue of DRMs and Consumer Concerns is beginning to draw attention. This is 
one conclusion of the first supplement of the INDICARE State-of-the-Art Report. After the INDI-
CARE State-of-the-Art Report, published in December 2004, has provided a first overview of the 
social, technical, legal and economic discussion about Digital Rights Management (DRM) solu-
tions, the INDICARE-team continued to monitor the developments in this sector. The present 
supplement reports on new developments since December 2004. It also responds to a number 
of comments INDICARE received on the first report from experts and interested parties. Central 
in the present publication is a selection of issues that reflect new developments or that, in the 
view of the INDICARE team, deserve more attention in future discussions.  

Keywords: announcement – INDICARE 

 

Topics that this publication reports about are, 
among others, the authorized domain, recent 
studies concerning the position of consumers 
with disabilities and DRMs, developing 
countries, and international aspects of DRM 
in general. The supplement describes recent 
legal initiatives in Norway, Germany and 
Belgium. It also highlights some important 
consultation procedures and initiatives con-
cerning DRMs that were initialised by the 
European Consumer Law Group (ECLG), 
The European Consumer Organisation 
(BEUC) and the Transatlantic Consumer 
Dialogue (TACD). An update on recent 
technical developments in the field of copy 

protection for different media is given. Fi-
nally, the role of DRM in the information 
economy is discussed and if DRM, from the 
business perspective, are primarily means of 
copy protection or business model enablers. 
New DRM-based business models are intro-
duced that are based on viral marketing, 
peer-to-peer networks or subscription and 
rental services. And then there are alternative 
business models, new DRM-free content 
offerings that are reported about in this sup-
plement. 

The supplement concludes that the DRM 
sector is on the move, and that consumer and 
DRM issues are slowly but consequently 
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generating more attention and triggering new 
initiatives in research, business models, and 
on the regulatory field. The authors con-
clude: “The issues discussed in this publica-
tion are issues that will very likely see more 
activity in the future. INDICARE will con-
tinue to monitor the sector until the next up-
date end of the year”. 

The first supplement to the State-of-the-Art 
Report on “Digital Rights Management and 

Consumer Acceptability. A Multi-
Disciplinary Discussion of Consumer Con-
cerns and Expectations” is available for free 
download at: http://www.indicare.org/tiki-
download_file.php?fileId=111 

You are kindly invited to give us your feed-
back, please use the “add comment” button 
below. Your feedback will be considered in a 
second update of the report. 

Status: first posted 27/05/05; licensed under Creative Commons 
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INDICARE consumer survey on digital music published 
By: Nicole Dufft, Berlecon, Berlin, Germany  

A representative survey among 4852 European consumers finds that a large share of Internet 
users already has experience with digital music. However, the survey shows that the main 
source for digital music are ripped CDs, not Internet downloads. In addition, the survey reveals 
that consumers are not well informed about usage restrictions and DRM applied by online music 
stores. As a result, they are confused when technical restrictions keep them from burning, shar-
ing or transferring music between devices. The report also shows that digital music on the Inter-
net is an excellent tool for musicians and their labels to promote new music. 

Keywords: announcement – INDICARE 

 

According to the survey that was produced 
by Berlecon Research for INDICARE, 69 
percent of European Internet users listen to 
digital music on their computer, 40 percent 
use a MP3 player. Digital music files are, 
however, not primarily downloaded from the 
Internet. By far the most important source for 
digital music are ripped CDs that consumers 
either purchased themselves or borrowed 
from family members and friends. 

Already one third of digital music users have 
shopped in online music stores. Their experi-
ences, however, were not always good ones. 
The majority of music store customers is not 
well informed about usage restrictions and 
the application of Digital Rights Manage-
ment (DRM) technology. “This lack of 
knowledge often results in problems when 
consumers want to use their purchased music 
files”, says Nicole Dufft, senior analyst at 
Berlecon Research. ”Consumers expect that 
they can burn, share, and transfer their digital 

music files between different devices. They 
are confused and annoyed when technical 
restrictions keep them from doing so.” Berle-
con, therefore, recommends online and mo-
bile music stores to significantly improve 
their information policy. “This is not only 
necessary for the sake of informed consum-
ers but also for the sake of satisfied custom-
ers.” 

The survey results confirm that music on the 
Internet is very well suited for marketing 
activities by musicians and their labels: 64 
percent of the digital music users who have 
discovered a new artist on the Internet have 
subsequently bought a CD by this artist, 16 
percent have bought more digital music. This 
should be reason enough for the music indus-
try to make it easy for consumers to discover 
new music on the Internet, e.g. by supporting 
sharing and recommendation features. The 
report also reveals that these efforts should 
not only center around young user groups but 
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should particularly target older Internet users. 
Nicole Dufft: “We found that particularly 
those older than 40 have spent money on 
digital music and CDs after having discov-
ered a new artist.” 

The representative survey was conducted in 
February 2005 among 4852 Internet users in 

Germany, UK, Spain, France, Hungary, The 
Netherlands, and Sweden. The survey is part 
of the INDICARE project, which aims at 
raising the awareness about consumer and 
user issues of DRM solutions in Europe. 

The survey results are available for free 
download at www.indicare.org/survey. 

Status: first posted 24/05/05; licensed under Creative Commons 
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Editorial of INDICARE Monitor Vol. 2, No 4, 24 June 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: The nine articles of this issue (one of them an interview) are arranged in a topical 
order regulation (4), business (3) and finally technology (2) – knowing of course that in DRM 
matters all three dimensions are concurrent. Two articles appear to be especially suited to pro-
voke and raise debate: One severely criticises the CC approach (“Creative Humbug”) and the 
other (“Contractual balance in digital content services”) investigates the far reaching implica-
tions of the long-term shift from a product paradigm to a service paradigm in digital media offer-
ings. In the new setting, DRM systems would no longer be understood as restrictions by con-
sumers but as part of a fair bargain. 

Keywords: editorial – INDICARE 

 

INDICARE news 
The 3rd INDICARE Workshop about “Fair 
DRM Use” was organized by the Institute for 
Information Law (IViR) and took place in 
Amsterdam, 28 May 2005. The findings of 
the workshop and the papers presented will 
be made available as “workshop report” next 
month. 

The first INDICARE survey on “Digital Mu-
sic Usage and DRM” published end of May 
has been downloaded more than 1,000 times 
in one month. An invitation to present the 
survey results at Jupiter’s DRM Strategies 
Conference (cf. sources) in New York next 
month is another indicator that INDICARE’s 
European consumer survey has raised inter-
est.  

About this issue 
Regulation and confusion 
We start this issue with an INDICARE-
Interview by Nicole Dufft. She interviewed 
Till Kreutzer of iRights.info (an information 
portal aiming to help consumers with copy-
right law in the digital world). The interview 
is particularly interesting because the criti-
cism of current copyright law is not derived 
from sophisticated academic debate but 
based on complaints and lack of orientation 
felt by consumers. On the one hand copyright 
law becomes more and more relevant for 
consumers, on the other hand it gets more 
complex and more confusing. More informa-
tion is one answer, the other is to rethink 
copyright. 

Péter Benjamin Tóth, a copyright expert, 
who has also argued in this journal before to 
rethink copyright (Tódt 2005) is this time 
very polemic about Creative Commons, ac-
cusing CC licenses of being inflexible and 
unenforceable at the end of the day. In the 
context of an informed dialogue (i.e. INDI-
CARE) it is not the polemic that counts, but 
the issue raised. What is at stake is, so to 
speak, the “standing” of CC licenses. CC 
advocates are of course invited to counter 
Tóth’s arguments and allegations. 

In the next contribution CC advocate Ellen 
Euler (Centre for Applied Legal Studies, 
Karlsruhe) argues that to be successful, Open 
Access requires open content licenses like 
Creative Commons Public License, Science 
Commons Public License or – relevant in 
Germany – Digital Peer Publishing License. 
The state and role of CCPL, DPPL, SCPL in 
scientific open access publishing is presented 
and discussed. In her view, most authors still 
do not make their works openly accessible 
simply because they are not informed – not 
because of shortcomings of licenses avail-
able. 

The article by Thomas Rieber-Mohn, Univer-
sity of Oslo, addresses the implementation of 
the EUCD Article 6 in Norway. He argues 
that the approach taken in Norway contains 
innovative elements and would offer real 
protection of consumer rights – presumably 
more than in any EU member state. Isn’t it 
amazing that a non-EU-country is going to 
implement the EUCD in a more consumer-
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friendly way than any EU member state? 
Let’s look again after the law has passed. 

Business models and emerging media mar-
kets 
The “business section” of this issue is opened 
by Timo Ruikka (Nokia). In a type of fore-
sight exercise, he presents the move from 
media products to new media services. In 
these new media services DRM has another 
role to play than in the old “legacy model” of 
book and CD purchases. Ruikka believes that 
these future DRM-based services (e.g. lend-
ing, rental, “disposable” consumption of 
works) will provide significant value to con-
sumers. In this future setting “contractual 
balance” will become more relevant. 

Philipp Bohn, a new colleague in the INDI-
CARE team working for Berlecon, intro-
duces himself as an analyst with two contri-
butions. In his first contribution he analyses 
new music offerings on a subscription basis 
by Yahoo!, RealNetworks and Napster – not 
yet the future services Timo Ruikka has in 
mind. Bohn investigates the different busi-
ness models, the features of the DRM sys-
tems applied, and the advantages and disad-
vantages respectively for consumers, online 
retailers and the music industry. 

In his second article he elaborates on the 
hypothesis that commercialization of P2P 
sharing offers potential benefits for consum-
ers and the industry alike − a topic first dealt 
with in the INDICARE Monitor by Bill 
Rosenblatt (2004). Philipp Bohn analyses 
again different business models and evalu-
ates what’s in them for consumers and busi-
nesses. Both articles also add to the findings 
of the first INDICARE survey (cf. the article 
by Nicole Dufft in the last INDICARE Moni-
tor). While the survey gathered reliable data 
on the demand side, i.e. on the preferences 
and behaviour of European consumers, the 
present articles add information not readily 

available about the supply side (in particular 
P2P- and subscription based services). 

Technical matters  
The last two contributions deal upfront with 
technical matters, however they also touch 
upon the future of DRM-standardisation and 
new application fields. Ernő Jeges from 
SEARCH, our Hungarian partner, first de-
scribes the Digital Media Project (DMP) 
giving a brief overview of DMP and its ap-
proach. Although we already published an 
interview with Leonardo Chiariglione last 
year (Chiariglione 2004), we have decided to 
deal again with this project, because DRM-
standardisation is one of the crucial issues, 
and DMP offers one bottom-up approach to 
DRM-standardisation worth following, ana-
lysing and assessing. What we publish in this 
issue is just the first part. The second part 
will go a step further, attempting to assess 
the DMP approach in order to stimulate de-
bate about its merits and possible shortcom-
ings, and more generally about practices of 
DRM-standardisation. 

Finally Ernő Jeges reports about a three day 
course on “Digital Rights Management – 
from theory to implementations” organized 
by the Université catholique de Louvain 
(Belgium). In fact it was an expert meeting 
about different technical aspects of DRM. 
The report however is not only interesting for 
engineers. The course also produced insights 
into future application fields of DRM like 3D 
object representations, 3D-television, 3D-
Google or digital cinema, all of which seem 
to deserve technical protection measures not 
yet developed. 

Bottom line 
This present issue is particularly full of thor-
ough analysis and provocation. Why not use 
the comment function of the articles on our 
web-site? 
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Copyright – complexity – confusion 
“The basic approach to copyright needs rethinking”  

By: Till Kreutzer, iRights.info, Berlin, Germany 

INDICARE-Interview by Nicole Dufft, Berlecon Research, Berlin. Copyright has become in-
creasingly complex and difficult to understand. Consumers of digital content as well as content 
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mation of users of digital content is necessary, but at the end of the day the basic approach of 
copyright needs rethinking. 

Keywords: interview – consumer behaviour, copyright law, creators, file sharing, private copy, 
transparency – Germany 

 

About iRights.info and Till Kreutzer 
Is private copying a crime? Is it illegal to 
copy a CD or DVD? Or to save a movie to 
my computer’s hard-drive? To answer these 
questions is more difficult than ever, as 
changes in copyright law result in a complex-
ity that is hard to oversee even for lawyers – 
let alone for common users. iRights.info, a 
new German information portal for copyright 
law in the digital world, wants to give users 
orientation.  

Till Kreutzer is editor of iRights.info. He is a 
lawyer and partner in the “Office for Infor-
mation Law Expertise” in Hamburg. He is 
heading the copyright division of the “Insti-
tute for Legal Issues on Free and Open 
Source Software” (ifrOSS) and was a mem-
ber of the working group of the German gov-
ernment for the reformation of the German 

copyright law (the so-called “second bas-
ket”). 

INDICARE: Mr. Kreutzer, why is copyright 
becoming increasingly complex and difficult 
to understand in the digital world?  

T. Kreutzer: The reasons are manifold. In 
my opinion there are two main causes for the 
increasing complexity of copyright law for 
the consumer. First, copyright causes new 
problems for the consumers simply because 
it concerns them increasingly. In the “ana-
logue age” copyright was of minor impor-
tance in private life. Reading a book or lis-
tening to a record does not pertain copyright 
so there was no need for the user to care 
about legal issues when using intellectual 
goods in the usual way. This even applied to 
private copying. The few (technical) possi-
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bilities to make private copies like photo-
copying an article in a library or recording a 
broadcast with a video recorder were indis-
putably permitted by (German) law. 

The coming of digital technologies intro-
duced essential changes in the possibilities 
for the user to handle copyrighted goods and 
in consumer habits. All of a sudden every-
body was able to become a distributor and 
creator of copyrighted works with his home 
equipment – a normal personal computer was 
enough. It seems that still even today most 
users don’t accept or don’t understand that 
when using the Internet one has to be more 
aware of copyright issues. There are signifi-
cantly stricter rules when publishing on the 
net than for any use in the private environ-
ment. For example most users don’t seem to 
understand that they need permission when 
publishing other peoples’ works on the Inter-
net even if they don’t pursue any commercial 
interests. Apparently users think putting pic-
tures or texts on the Internet is comparable to 
sharing CDs or videos with friends. It is ap-
parently hard to understand for the users that 
in terms of copyright law the salient point is 
not the lack of commercial purpose but the 
making available to the public. 

The second reason for the increasing com-
plexity of copyright law for the consumer is a 
result of copyright law itself. The modifica-
tion of existing copyright exceptions, the 
complexity of the new exceptions and the 
legal protection of technical measures like 
copy protection and what that means for pri-
vate copying have led to profound problems 
of understanding. This happened because the 
legislator had to make significant compro-
mises in the face of the massive lobbying of 
the various stakeholders. To give an exam-
ple: In 2003 the German legislator introduced 
a new copyright exception that allows the 
online use of copyrighted works for educa-
tional and scientific purposes. Due to sub-
stantial lobbying of the film industry, among 
others, this exception was restricted in regard 
to motion pictures. This means that movies 
are not allowed to be used in schools or uni-
versities unless two years have passed since 
their first performance in the cinemas. What 
the legislator did not consider was that many 
films, especially those that are of peculiar 

interest to education and science, are never 
shown in cinemas, for example documenta-
ries and educational films. The legal position 
regarding these films, which are indisputably 
numerous and significant, is completely 
vague. Teachers would have to be copyright 
experts in order to be able to decide if the 2-
year rule can be applied to these kinds of 
films as well. 

INDICARE: What are, in your experience, 
the major problems that consumers of digital 
content are facing today? What are the most 
common topics discussed in your forum? 
Where are information gaps most severe?  

T. Kreutzer: In my experience, the biggest 
uncertainties exist in relation to the private 
copy exception (which is mandatory under 
German law) and the protection of technical 
measures (technical copy protection). Both 
the reasoning behind the legal solution and 
the legal provisions in detail leave open a 
large number of questions.  

For example it is difficult to explain why the 
lawmaker decided that digital private copy-
ing is still legal but, at the same time, it is 
illegal to circumvent technical provisions to 
make the copy. The users - who are generally 
not familiar with legal issues - seem to think 
this is a semantic error. 

However, there is even more to it: most users 
are highly alienated by the anti-
circumvention rules in general. In my opin-
ion the reasons are obvious. The term “cir-
cumvention” for example is so vague that 
even experts don’t know what it exactly en-
tails. The possible cases are so various and 
widespread that many questions remain open 
– even if one does have an idea about the 
legal issues. Is it illegal to copy a CD that is 
labelled “copy protected” by using an ordi-
nary CD recorder and ordinary copying soft-
ware? Am I allowed to make a record of a 
protected music file by analogue copying? Is 
it allowed to circumvent CSS when other-
wise I would not be able to watch my DVD 
on my Linux laptop? These are all frequently 
asked questions. On the one hand it is under-
standable that the legislator utilized so many 
vague terms in order to make sure that the 
law will not be obsolete by the time it is en-
acted. On the other hand it leads to insur-
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mountable difficulties when attempting to 
apply this law, specifically for the normal 
user.  

Another point of insecurity for users pertains 
to questions of filesharing. We have ob-
served that most users assume that “fileshar-
ing is illegal”. I emphasise this exaggerated, 
undifferentiated statement intentionally be-
cause it reflects the misconceptions regarding 
copyright very well. Even fairly “informed” 
users are not aware of the difference between 
file-downloads, that are in most cases permit-
ted according to the private copying excep-
tion, and the provision of files on their hard-
drive for others. For users both acts are di-
rectly related. This perception can be traced 
back to the technical environment. In general 
the default settings of the filesharing client 
software are set up in a way that every 
downloaded file will be saved in the “shared 
folder” which means that it is automatically 
made available for other users to download. I 
suppose that most users don’t even know that 
the default settings of their filesharing soft-
ware can be changed in order to prevent the 
distribution of their files if they made up 
their mind to do so.  

The uncertainty about private copying was 
increased by the amendment to the German 
copyright act in 2003. In the course of this 
reform the German legislator adopted a re-
striction that prohibits even the download (or 
any other form of private copying) from an-
other filesharing user if the source file (i.e. 
the file on the other user’s computer) was 
“obviously illegally created”. The legislators’ 
intention was to prevent illegal copies of 
protected works from lawful circulation. The 
new rule is directly aimed to stop download-
ing in filesharing systems. But the bottom 
line is that the restriction is useless because 
in the vast majority of cases the downloader 
has no possibility of knowing under which 
legal circumstances the source copy was 
made. After all, the source might be a (legal) 
private copy, an original or even produced in 
a copyright haven, i.e. a country where no 
copyright is granted. Against this background 
there is a serious disparity between the use-
lessness of this rule for the rightsholder to 
prevent illegal copying and the debilitating 
uncertainty it raises for the users.  

Let me add one point: These observations 
take into account that our (iRights’) users are 
quite likely already somewhat informed and 
already have a clue about copyright issues. 
The level of awareness of other consumers is 
pure speculation. 

INDICARE: Your portal also addresses 
creators of content, such as artists, musicians, 
journalists and producers of amateur content. 
What are the major challenges they are fac-
ing with respect to copyright issues? What 
are the opportunities for creators? 

T. Kreutzer: In our experience, many con-
tent creators are confused about their rights 
and obligations arising from copyright law. 
Information technology and digital formats 
make it possible to extract parts of existing 
works and to rearrange, recombine and re-
adapt them in order to create new work. This 
technical environment produced new art 
forms, which came up primarily in the realm 
of music, for example Hip Hop, electronic 
music and club music. But film making 
changed also with the new digital tools. 
Problems arise when the authors of these 
works are not familiar with procedures of 
licensing, with copyright exceptions (like the 
quotation right) or collecting societies. Con-
forming to copyright regulations often im-
plies irresolvable problems for the authors of 
new art forms. The majority of uses do not 
fall under the known copyright exceptions so 
that normally every little sample or snippet 
has to be licensed and paid for. Needless to 
mention, most amateur creators (who nor-
mally don’t earn any money with their work) 
are simply not able to comply with these 
requirements. This inadequate balance be-
tween copyright protection and the freedom 
of arts is in my opinion another fundamental 
shortcoming of today’s copyright regula-
tions. 

When we talk about authors and creators the 
multitudes of private home pages by indi-
viduals should be mentioned. Especially the 
enormous group of amateur website authors 
is widely confused about their obligations 
arising out of copyright law. What content is 
protected?  What about using pieces of films 
or music on my website or in user communi-
ties? What rules apply to fan art (for example 



 

INDICARE Monitor Vol. 2, No 4, 24 June 2005 107

publishing fan sites that include screenshots 
of shows or movies or pictures of actors)? 
These are questions which come up often. 

INDICARE: In your view, is today’s copy-
right still well suited for the digital world? 
Do we need new legislation to cope with the 
aspects of digital distribution? Or do we sim-
ply need better information of consumers and 
creators of digital content? 

T. Kreutzer: As I already mentioned, in my 
view the relation between copyright protec-
tion and copyright exceptions is out of bal-
ance today. Copyright regulations neglect the 
peoples’ desire for knowledge, which re-
quires access to copyrighted goods. The ful-
filment of this public concern is one of the 
most imperative tasks in the information 
society. Looking at the present situation and 
at the current legislative procedures to me it 
seems highly doubtful that the national and 
international lawmakers are serious about 
proposed objectives like the free flow of 
information or the universal access to cul-
tural goods and information. There are many 
indicators for this assessment. To give one 
example: It is evident that copyright excep-
tions become more and more restricted while 
the requirements for the protection are de-
creased and the rights are expanded. I hardly 
believe this development is adequate to pro-
mote the information society.  

In fact I think that the basic approach of 
copyright needs rethinking. New aspects 
have to be addressed. In an information soci-
ety it’s not enough to ask how intellectual 
property can be protected more efficiently. 
Instead it is imperative to find a way how 
copyright law can balance all the different 
interests it affects. In my opinion the attempt 
to transfer the traditional understanding of 
copyright to the information society without 
reconsidering the fundamental ideas has 

failed. What we need is a new approach that 
keeps in mind that participation in the infor-
mation society requires an acknowledgement 
of strong and coequal users’ rights.  

More information for consumers and authors 
is no cure for this unfortunate state of affairs. 
Providing information and transparency is 
important in order to increase awareness of 
the rights and obligations according to appli-
cable law. In other words: to help the af-
fected groups to make the most out of the 
given situation. But providing information 
won’t help to solve the underlying problems.  

INDICARE: Why are independent informa-
tion portals, like iRights.info, so important? 

T. Kreutzer: The particular benefit of 
iRights.info is that we provide neutral and 
factual information written in plain and gen-
erally understandable language. Most of the 
information about copyright issues publicly 
available is either written for experts, based 
on an uninformed understanding or with a 
tendentious slant. Especially the campaigns 
of the entertainment industry seem to operate 
with selective (often incomplete and some-
times even incorrect) information. I assume 
that they aim to promote the uncertainty of 
users and to convey the idea that even the 
legally permitted forms of usage are prohib-
ited and threatened with severe penalties. To 
counter such misinformation campaigns is an 
important task for independent services.  

The problem is that establishing such ser-
vices is quite a time-consuming and expen-
sive affair. Therefore we are very grateful 
that the German government (the Ministry of 
Consumer Protection) is financing the 
iRights project for 18 months.  

INDICARE: Mr. Kreutzer, thank you very 
much for this interview! 

Sources 
► iRights.info: http://www.irights.info 
► Office for Information Law Expertise: http://www.ie-online.de 
► Institute for Legal Issues on Free and Open Source Software (ifrOSS): http://www.ifross.de 

Status: first posted 24/06/05; licensed under Creative Commons  

URL: http://www.indicare.org/tiki-read_article.php?articleId=119  



 

INDICARE Monitor Vol. 2, No 4, 24 June 2005 108

 

Creative humbug 
Personal feelings about the Creative Commons licenses 

By: Péter Benjamin Tóth, ARTISJUS, Budapest, Hungary 

Abstract: For me, there is something fishy about the idea of Creative Commons (CC). The 
hawkers of this “solution” present the very nature of classical copyright as an alternative solu-
tion. And they forget to inform the creators about the side effects.  
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Introduction 
The “Creative Commons licenses”, a set of 
standardized general contract terms and con-
ditions, have conquered the world in a short 
time. We could even say, that “A spectre is 
haunting the World – the spectre of Com-
monism”. Why could it spread so quickly? 
What did it offer in comparison with the 
other similar model licences? 
Suggestions – demystified 
It mainly offers suggestions, in my opinion. 
The CC organization is really cautious, so the 
main characteristic of their communications 
strategy is not written down. The official 
explanations can be found at the CC website 
(cf. sources) – but the real image of CC is 
built up by untold suggestions. I would like 
to present you some of these implied sugges-
tions – demystified.  

You could say that it is easy for me to accuse 
CC on the basis of suggestions. I would 
rather say: it is very hard to debate with inti-
mations, with a “whispering campaign”; the 
real intention of CC remains unclear.  

1.) “Classical Copyright” vs. “Creative 
Commons” 
CC licences suggest, that the main feature of 
classical copyright is “All rights reserved.”, 
whilst the approach of CC licenses is “Some 
rights reserved.” 

This juxtaposition is simply false. Copyright 
provides a list of exclusive rights to the 
rightholder, from which he decides which 
ones he wishes to “sell” or grant and which 
to retain. The “Some rights reserved” con-
cept is therefore not an alternative to, but 
rather the very nature of classical copyright. 

Although in the deeper pages of their website 
CC acknowledges that their licensing system 
is based on copyright itself, you just need to 
write the following words: “Creative Com-
mons” and “alternative” into Google to find 
out how many people do not recognize this 
legally evident acknowledgment, and how 
many people are rather impressed by their 
suggestion. 

2.) “Select a jurisdiction” 
The CC likes to stress that their licenses are 
adapted to many jurisdictions. Let us look at 
a short quotation from The Register (2004): 
“Such legal adaptation work is going on now 
in around 60 countries”. Sometimes misun-
derstandings arise in this context. Let there 
be no mistake: the CC licenses may be 
adapted to many jurisdictions, but they are 
not adopted in any jurisdictions. 

The CC licenses are freely available model 
contract forms, tailored to the requirements 
of several jurisdictions. The state is not in a 
position to adapt or enforce the use of these 
uniform licences.  

3.) “Copyright prevents the free flow of in-
formation” 
“CC licences are about removing the barri-
ers to sharing information” (Guy and Kelly 
2005). This sentence and the whole notion of 
CC is based on the misbelief that copyright 
prevents the free flow of information. 

This again is a false interpretation of copy-
right, which will never protect mere facts or 
information. According to the Berne Conven-
tion, Art. 2 (8): “The protection of this Con-
vention shall not apply to news of the day or 
to miscellaneous facts having the character 
of mere items of press information.” The 
1967 international diplomatic conference in 
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Stockholm gave an authentic interpretation 
of this rule. As we can read in the report of 
Main Committee I: “The Convention does 
not protect (...) miscellaneous facts, because 
such material does not possess the attributes 
needed to constitute a work” (see e.g. Rick-
etson 2003).  

It means that anyone can base his work on 
the conclusions and facts and all available 
data of scientific works by other authors. It is 
only the norms of professional ethics that 
prescribes that credit should be given to the 
original researcher. To bring another exam-
ple: new and exciting musical chords or per-
forming styles can freely be used by other 
musicians – not because the original artists 
are generous, just because the scope of copy-
right does not extend to these elements. 

4.) “On the internet you do not need a pub-
lisher to reach the public.”   
Technically this is true. But let us not forget 
that in the last decades it has always been 
true regarding the offline world as well. The 
musicians have had the possibility to prepare 
their own sound recordings and sell them and 
to organize their own concerts. The authors 
have been able to publish their own works. 
The technical and legal possibility however 
does not mean that financially these “self-
uses” are profitable. 

It is not the “scantiness of goods” in the off-
line world that justifies the existence of pub-
lishers (professional actors in the selling of 
content to consumers), rather the “plenitude 
of supply” on the market of contents. If you 
are not well-known in the public, who will 
listen to your music or buy your book from a 
list consisting of 5,000,000 elements in al-
phabetic order?  

5.) “There is no need for this wide copyright 
protection.”   
Another implied suggestion of the CC-
ideology is that if many authors decide to 
narrow the exercise of their copyrights, it can 
be a reason to reduce the strictness of statu-
tory copyright protection. This theoretical 
conclusion would be totally mistaken. 

Even CC-authors need to eat. They need 
money for existence and creation. When they 
decide not to exercise some of their copy-

rights, they do not give up their living for the 
noble idea of free flow of information – they 
have some other intent to do so (for example 
they “advertise” themselves to earn money 
from personal presentations, or they already 
have another constant source of income). 
Therefore their decision should not affect the 
possibilities of those authors, who need to 
secure their living from their works.  

Hidden facts – unveiled 
The other reason for the quick spread of CC 
licences is that some of their characteristics 
are concealed, hidden from the public and 
hidden from the right holders using them. 
Now I would like to present you two of these 
circumstances – unveiled. 

1.) Commons Deed vs. Legal Code 
One of the sources of misunderstanding re-
garding the nature of CC licenses between 
the right holders is that there are three forms 
of a license: 

► one that can only be read by a computer 
(Digital Code) 

► one that can “only be read” by a lawyer 
(Legal Code) 

► one that the other part of the world can 
read (Commons Deed). 

The basic version is of course the Legal 
Code, and this version is “translated” into the 
other two forms. The problem is that the 
authors wishing to use the CC license will 
generally read only the “Commons Deed” 
version. They will not have the money or 
possibility to take advice from a lawyer spe-
cialized in copyright, and therefore most of 
them will necessarily lack important infor-
mation regarding the licence.  

The CC webpage suggests, that Commons 
Deed is nothing else than “a human-readable 
summary of the Legal Code (the full li-
cense)”. Unfortunately this is not true; there 
is lots of information missing in the Com-
mons Deed form. Every such difference im-
plies the danger of misleading the author. 

You can read the Commons Deed form, the 
“Frequently Asked Questions” or “Licenses 
explained” pages of the CC website (cf. 
sources), you will not find some of the most 
important elements of CC licences. You can 
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only find this information on the bottom of a 
deep page: 

“Every license  
– applies worldwide 
–  lasts for the duration of the work’s copy
 right 
–  is not revocable” 

Has any of you ever noticed it? Is every au-
thor using this licence aware of these condi-
tions? 

The CC licences last for the whole term of 
copyright, and binding to the heirs of the 
authors as well. They are effective world-
wide, and you can never change your mind, 
which is anyway clearly forbidden by a 
number of copyright acts. It means that a CC 
license is even more extortionary than an 
exclusive “buy-out” contract from a global 
media company, where the author at least 
gets some money, and according to the legal 
regulations can revoke the license in some 
circumstances. To bring another example, a 
collecting society is obliged to give the pos-
sibility to its authors to “take back” their 
rights if they are not content with the work-
ing of the society, and they also have the 
right to limit the territorial scope of the man-
agement of their rights. 

In the CC licences the author does not have 
the right to test, to try out this solution. If he 
decides – inspired by the insufficient infor-
mation of the over-simplified descriptions – 
to use the CC licences, he and his heirs will 
never be able to change their mind, even if 
they found out that their decision did not 
meet their expectations. 

Therefore I think that we have to handle with 
care the statements of CC that their licences 
do not mean the giving away of copyright. At 
least it empties the essence of copyright. 

2.) Unenforceable rights 
An edifying excerpt from the Frequently 
Asked Questions of the CC webpage: 

“Will Creative Commons help me enforce my 
license? 

No, we will only provide the license, plus a 
plain-language summary and machine-
readable translation of it. We’re not a law 
firm. We’re much like a legal self-help press 

that offers form documentation – at no cost – 
for you to use however you see fit. We cannot 
afford to provide any ancillary services par-
ticular to your situation and, in any case, our 
mission does not include providing such ser-
vices.” 

Let me translate it this way: CC provides you 
legal tools to retain some of your copyrights. 
But when it comes to the enforcement of 
these rights, they simply shrug their shoul-
ders. But is it really about not having enough 
sources to “include providing such services”? 
Is it not about the fact, that the rights that an 
author retains when using CC licences are 
not enforceable in practice? 

Let us try to summarize the enforcement 
problems stemming from the use of CC li-
cences: 

a.) “Non commercial. You let others copy, 
distribute, display, and perform your work – 
and derivative works based upon it – but for 
non commercial purposes only.” 

► although the CC website talks about the 
possibility that a work under the “non 
commercial licence option” can still earn 
money from those who are using it for fi-
nancial gain, in practice this possibility is 
minimal, almost non-existent. Why 
should anyone invest in works that are al-
ready widely available for free? 

► on the other hand: how could an individ-
ual author control the uses of his works? 
In many cases the users are able to hide 
their financial income, even professional 
enforcement bodies are facing difficulties 
in finding them. In case someone uses 
these works for profit, the authors will 
not be able to find the users or to achieve 
a fair royalty rate (because they will not 
be able to monitor the uses and the in-
comes of the user). And they will also not 
be able to trust someone to enforce their 
rights on a business basis – because there 
is no business in monitoring usually-free 
uses. 

Although it sounds good for several authors 
that only non-commercial uses can be carried 
out freely, in practice the author will not be 
able to distinguish between commercial and 
non-commercial uses. Therefore in many 
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cases the “non commercial licence” practi-
cally means that the author puts his works 
into the public domain. 

b.) Micromanagement. If we see the most 
developed part of collective management of 
copyright (the licensing of musical works), 
we can see that there is a hundred-year-old 
equilibrium between the free choice of au-
thors on one hand, and the effective rights 
management on the other. Although the au-
thor has the theoretical right to licence every 
blond-haired singer to sing one of his songs 
every second Saturday afternoon for free, 
this right would not be enforceable. 

Therefore the collecting societies created a 
solution in their field (that is – since the be-
ginning of the 70’s – also accepted by the 
European Court of Justice), in which the 
decisions of the authors regarding the man-
agement of their rights e.g. (i) always refer to 
a certain period (1 year); (ii) always concern 
all their works; (iii) are always effective for 
all uses in a certain mode of use. Of course 
there may be differences between the socie-
ties in the flexibility regarding the choices of 
the authors, but one thing is common: they 
do not want unenforceable rights. And al-
though this may seem for the outsiders as a 
limitation to the free choice of the author, in 
reality the value of a less-flexible right may 
be higher than the unenforceable “nimble-
ness”. This statement should also be true for 
the CC licences. 

c.) Collision of national contract laws. The 
contract laws (and in particular copyright 
contract laws) of national jurisdictions vary 
across a wide range. The CC licences have 
their roots in the US law (the “model” is the 
American one, and every national adaptation 
has to have the approval of the CC-centre), 
which differs significantly from continental 
law systems.  

► One of these problems is that a CC li-
cence is not a contract in itself, it is a uni-
lateral statement (contract proposal) by 
the author. In this case the irrevocability 
of a statement that licences anyone-
anytime-anywhere to use the work free of 
charge, could mean a renunciation of 
rights, which is not possible in several ju-
risdictions. 

► In some jurisdictions the CC licence will 
not meet the requirements of formal va-
lidity of contracts. 

The licenses with different scope lead to 
licensing chaos and indemnity confusions. 

Bottom line 
Creative Commons is a system that alleges 
that it is more flexible than the classical 
copyright licensing models. In reality how-
ever, where this system is flexible, it creates 
unenforceable rights. And when it comes to 
terms of validity or irrevocability of the li-
cence – it turns out to be inflexible. 
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Introduction 
The scholarly and scientific communication 
system is a crucial aspect of social benefit as 
it stands for scientific progress and informa-
tion. However this system is in a state of 
severe crisis (cf. Boyd and Herkovic 1999, 
Parrot 2004, Kuhlen 2004). This information 
crisis has two contradictory aspects: on the 
one hand the “information overload” and on 
the other hand the “information enclosure”. 
Even though the sum of the publications is 
ever growing due to the ease of producing, 
publishing and withdrawing information in 
the digital age, the access to and the use of 
digital publications is being more and more 
restricted by the privatization of scholarly 
and scientific information through copyright 
and patent law legislation. In Germany for 
instance the § 53 a UrhG will be cancelled to 
the end of 2006 (§ 137 k UrhG). Formerly 
intellectual property rights where the excep-
tion, now they are the rule.  

Scientific research depends on easy and 
timely access to and use of existing scientific 
and scholarly research results that are mostly 
digital in our age. Open Access promises to 
be a solution to this problem by using the 
possibilities of improving the scientific and 
scholarly communication chain provided by 
electronic delivery methods. The science 
commons offers a solution for how open ac-
cess to scientific publications can be gained. 
But first of all, what does open access mean 
to scientific publications and what is the role 
of the science commons license? 

Open Access 
The definition of “open access” is contained 
in the Budapest, Bethesda, and Berlin public 
statements. Even though they differ from one 
another in small ways, they agree on the es-
sentials. The common ground is called the 
Budapest-Bethesda-Berlin or BBB definition 
of open access (cf. Suber 2004). Open access 
to scientific publications means the world-
wide, cost free, immediate access to the full 
text of the publication and the possibility to 
distribute and use it, and the deposition in at 
least one online repository using suitable 
technical standards. 

Two models of how Open Access can be 
realised are proposed by the open access 
movement (cf. also Poynder 2005 with re-
spect to the golden and the green road):  

1. freely available electronic journals, and  
2. author self-archiving of research papers 

on institutional or subject-based reposito-
ries  

To realise Open Access means, to archive the 
publication and to grant rights to the general 
public. But how is it possible to grant the 
rights mentioned above?  

Licenses  
There exists a huge variety of open content 
licenses (cf. ifrOSS). To simplify open ac-
cess by “standardisation” it would be helpful 
if the scientific community could agree on 
the use of a single License. But which one?  
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Some of them are described briefly in the 
following. 

1. Creative Commons Public License 
Without doubt the most popular one is the 
Creative Commons Public License (cf. Crea-
tive Commons 2005a). Creative Commons 
was founded in 2001 at Stanford University 
(cf. Creative Commons 2005b). The aim of 
the released licenses is to build a layer of 
reasonable, flexible copyright into the in-
creasingly restrictive default rules. The li-
censes are a tool to reduce barriers to creativ-
ity. Initially Creative Commons addressed 
“Cultural Creatives” (musicians, film-, 
photo- and image-makers) but not the artists 
of words. In other words the Creative Com-
mons Public License was created for artists 
and not authors. But with its different mod-
ules authors can also express which rights 
they want to retain and so the licenses are 
also used for publications. In this context the 
specification “Attribution-no Commercial-no 
Derivatives” (cf. Creative Commons 2005c) 
is used most often. This confirms the results 
of the RoMEO study (cf. RoMEO Project) 
“How academics wish to protect their OA-
research papers”. The license was adopted in 

many countries; in Germany it has been 
available since June 2004 (cf. Dreier 2004). 

2. Digital Peer Publishing License 
In October 2003 the German Ministry of 
Science and Research of North-Rhine-
Westphalia acted as initiator for the Open 
Access Initiative “Digital Peer Publishing 
NRW” which created the Digital Peer Pub-
lishing License (cf. DiPP), which was in-
tended to encourage the foundation and ex-
pansion of scientific eJournals when the 
Creative Public License was not yet avail-
able. Up to now there exist 10 e-journals 
using the license. The DPPL was initially 
created for the authors of scientific publica-
tions with the goal of increasing the number 
of high-quality scientific publications as well 
as developing and establishing new methods 
of network-based cooperative information 
management, which will in turn enable high-
speed, open, and transparent digital peer 
publishing in an appealing environment. In 
practice it doesn’t differ very much from the 
CCPL. The only significant differences are in 
the specifications of retained rights but not in 
the application fields.  

 

Table 1: Comparison of CCPL and DPPL 

 CCPL DPPL 

Differences 

- Designed for creative content; 
- 3 layer system; 
- modular building block system; 
- does not distinguish by carrier 

medium  

- Designed for scientific content; 
- three different licences; 
- distinguishes between electronic and 

analogue carriers 

Obligations 

- Reference to license; 
- no digital rights management 

(DRM) 
- no copyleft; 
- credit to the author 

- Reference to license; 
- retention of open access and credit to 

the author; 
- history  

Advantages 

- internationally networked; 
- building block system; 
- machine-readable metadata 

- Proximity to science; 
- regional partners; 
- changes can be restricted in scientifi-

cally specific manner 

Disadvantages 
- Completely or not at all alter-

able; 
- use cannot be restricted 

- Low degree of international linkage 
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Science Commons 
Its specific application to the needs of the 
scientific communication distinguishes the 
Science Commons Project from the Creative 
Commons Project. Science Commons (cf. 
Science Commons 2005a) is an exploratory 
project to apply the philosophies and activi-
ties of Creative Commons in the realm of 
science. As an accomplishment of the Crea-
tive Commons Project it looks at the legal 
frictions that hinder reuse of scientific dis-
coveries and might lead to discouraging in-
novation. The project focuses on patent 
rights and solutions to the increasing enclo-
sure of in former times non protectable “raw 
facts” (for more information see Science 
Commons 2005b). The goal is to achieve the 
creation of a larger “Science Commons” built 
from private agreements, and technical stan-
dardization. The “some rights reserved” ap-
proach is adopted from Creative Commons, 
the parent organization. It is intended to sup-
port open access to scholarly research in a 
wide range of disciplines. Science Commons 
works in three project areas: Publishing, 
licensing, and data. This article focuses on 
publishing.  

The process of scientific publication includes 
other applications of licences such as: 

► Licenses to other publishers or journals; 
► Licenses on Pre/postprints; 
► Licenses for author self-archiving; 
► Mechanisms for author self-archiving; 
► Legal implications of Open Access busi-

ness models; 
► Application of machine-readable licenses 

to documents. 

Here in addition to the Creative Commons 
licenses, the SCPL is generated. But as men-
tioned above, the Project started in early 
2005 and is still at the beginning. Up to now 
drafts for licences don’t exist and groups 
therefore are being encouraged to use the 
Creative Commons standard licenses for the 
time being. The initial focus is more on tech-
nical approaches which make self-archiving 
easier, and on an education and outreach 
campaign so that both institutions and au-
thors understand the importance of the issue. 
So far it is unclear at what date the SCPL 

will be available in the US, or when or if it 
will be adopted (like the CCPL) in European 
countries.  

A brand new part of the Science Commons 
publishing project is the Open Access Law 
Program, that supports “Open Access” to 
legal scholarship (for details see: 
http://sciencecommons.org/literature/oalaw). 
The Open Access Law Program (OAL Pro-
gram) consists of a set of resources to pro-
mote open access in legal publishing. These 
resources include:  

► Open Access Law Journal Principles; 
► Open Access Law Author Pledge;  
► Open Access Model Publishing Agree-

ment. 

Unless the SCPL is available in Germany 
authors can (and should) use the Creative 
Commons Public License as well as the Digi-
tal Peer Publishing License (or both as they 
do not exclude each other) to grant rights and 
enable Open Access.  

1. Practise of granting rights 
The practice of granting rights with a Crea-
tive Commons License is very easy. To gen-
erate the License only two questions have to 
be answered (Allow commercial use? Allow 
Alteration?). The license gets generated in a 
HTML-Code, which can be simply inserted 
by copy and paste. The website of Creative 
Commons also provides a software applica-
tion, the so called “CC Publisher” (cf. Crea-
tive Commons 2005c). It provides free host-
ing as well through the Internet Archive. The 
Science Commons Project is going to extend 
this tool to have it more scientifically driven, 
as the current interface was designed for 
cultural creators. Such a software doesn`t 
exist for the Corresponding DPPL. The li-
cense has to be inserted manual, which may 
hinder the broad use.  

2. Author`s Addendum 
But the technical problems are only one thing 
that has to be solved. Currently another big 
problem is the legal impossibility of granting 
rights imposed by the contract with the pub-
lisher. While some journal publishers already 
utilize author-friendly agreements, others do 
not. They still insist on transfer of all exclu-
sive rights from the author, the so called 
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“buy-out contracts”, no matter whether there 
really is an intention of actually using these 
rights later on. Fortunately, many publishers 
will agree to changes in their standard 
agreement. The uncertainty of what and how 
to change such author agreements and mark 
up the publisher’s standard agreements could 
be solved by the “Author’s addendum” pro-
posed by SPARC (SPARC 2005). It is a sim-
ple form that amends the “Publisher Agree-
ment” and is attached to it. By using the 
SPARC Author’s Addendum the author re-
tains his right to make his article available in 
a non-commercial open digital archive on the 
Web. Up to now there exists only an English 
draft of this form, but SPARC Europe is 
about to publish the German version (ask 
bargheer@mail.sub.uni-goettingen.de for 
detailed information). 

Bottom line 
Currently Open Access to scientific publica-
tions is achieved by archiving the publication 
and granting rights. To grant rights means to 
license the publication with an Open Content 
License. In most cases the Creative Com-

mons Public License is used as it provides a 
good fit for academic research papers. In 
addition in Germany the Digital Peer Pub-
lishing License is used. The Science Com-
mons License is not going to be an amend-
ment of the Creative Commons License for 
scientific publications, but focuses on other 
areas of licenses. Up to now it is yet unclear, 
when the licence is going to be available in 
the USA, or when or if it will be adopted in 
Germany. In the meantime the existing li-
censes should be (and are) used also for sci-
entific publications. To enable the use of 
open content licenses by authors, the pub-
lisher agreements have to be amended. This 
can be realised by a standardised addendum 
as proposed by SPARC. But as it is within 
the capacity of the individual author to make 
his or her work openly accessible, the most 
important thing remains to inform the author. 
It is speculated that most of the authors do 
not make their work openly accessible be-
cause they are not informed. We need more 
education and outreach campaigns, so that 
both institutions and authors understand the 
importance of the issue.  
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The protection scheme 
As required by EUCD Article 6, the White 
Paper proposes a twofold protection scheme 
for technological protection measures used 
by right holders to protect their works (and 
other subject matter): partly, it prohibits (the 
act of) circumvention of such measures; 
partly, it bans certain preparatory acts of 
trafficking in circumvention devices. (Addi-
tionally, the proposal contains a provision 
protecting rights management information, 
cf. EUCD Article 7, but this provision will 
not be treated here). 

Protected measures 
The proposal does not include any statutory 
definition of “technological measures”. 
However, it is made clear that anti-
circumvention protection only applies to 
measures that are used in order to control 
either the making of copies or the making 
available to the public of a protected work. 
This delimitation of protected measures is 
not coincidental: The said acts coincide with 
those defining the copyright holder’s exclu-
sive rights under Norwegian copyright law; 
hence they are referred to in the preparatory 
report as “copyright relevant acts”. The de-
limitation of the anti-circumvention protec-
tion to measures that control “copyright rele-
vant acts” reflects one of the Ministry’s 
overall intentions, namely to tie the protec-

tion as close as possible to the contours of 
the copyright monopoly, without disrespect-
ing the EUCD-requirements. 

EUCD Article 6.3 defines “technological 
measures” as measures that in the normal 
course of their operation, are designed to 
prevent or restrict acts “not authorized by the 
rightsholder”. From this express reference to 
an authorization, the Norwegian Ministry 
deducts that Article 6.3 only encompasses 
measures controlling acts covered by the 
copyright monopoly (!). Arguably, this is not 
a “waterproof” deduction, but the reasoning 
(of the Ministry) is as follows: For the right 
holder to be in a position to authorize certain 
uses, such uses must somehow have been 
made subject to her supremacy. Relevant in 
this relation is (in the Ministry’s view) only 
the monopoly granted to her qua copyright 
holder. Thus, (again in the view of the Minis-
try) protection is required by the EUCD only 
where measures are used to regulate conduct 
that falls within the ambits of the statutory 
monopolized acts.  

This means that a measure that regulates 
conduct outside the ambits of the statutory 
monopolized acts (e.g. performance of a 
work within the private sphere), cannot itself 
constitute the basis for anti-circumvention 
protection. It also means that “copyright 
relevance”, in the sense just described, can-
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not be gained through monopolizing an act 
by contract. 

It should be pointed out that, whereas the 
said definition of “copyright relevant acts” 
implies a demarcation towards acts that nei-
ther can be classified as copy making nor 
making available to the public, it does not 
exclude acts that fit such a classification, but 
nevertheless positively have been lifted out of 
the copyright monopoly (through copyright 
exceptions). If, for instance, a measure 
merely controls private copying – a conduct 
exempted from the Norwegian copyright 
monopoly through a statutory exception – it 
will still fall within the sphere of protected 
measures, since the conduct as such (copy 
making) falls within the ambit of one of the 
monopolized acts (copy making). This is 
slightly different when it comes to the exclu-
sive right to make available to the public, 
since there, the monopolized act itself is de-
limited to the public sphere. 

One very important modification has to be 
made to the just described point of departure: 
Technological measures applied in order to 
protect “copyright relevant acts”, but which 
also control conduct outside the statutory 
monopolized acts (e.g. private performance), 
shall still be protected. In other words, the 
additional feature of usage rules controlling 
non-”copyright relevant” acts shall not dis-
qualify the measure as such from protection 
(as long as it also is aimed at controlling a 
“copyright relevant” act). If, for instance, a 
copy control mechanism at the same time 
blocks playback of a work within the private 
sphere, it will still – in principle – be within 
the sphere of protected measures. However, 
as we shall see just below, a special exemp-
tion is introduced as to enable private enjoy-
ment. 

Right to circumvent to enjoy within 
private sphere on ‘relevant playback 
equipment’ 
Even though such “combined” measures fall 
within the sphere of protected measures, one 
important – and, compared to the text of the 
EUCD, rather innovative – modification is 
made as to the scope of protection in this 
regard: If a “combined” measure hinders 
what is called “enjoyment within the private 

sphere” of a copy of a work, the consumer 
may circumvent the measure in order to “en-
joy” the work on what is called “relevant 
playback equipment”. The preparatory report 
accentuates, that this is not a delimitation of 
the sphere of protected measures, but rather a 
limited exception to the ban of circumven-
tion: Even though the measure as such is 
protected, the consumer may lawfully cir-
cumvent in order to pursuit this specific pur-
pose.  

Of course, the provision raises the question 
of which equipment shall be deemed as 
“relevant”. According to the initial prepara-
tory report, the relevance is relative to the 
format in which the work has been lawfully 
acquired. In the end, according to the initial 
preparatory report, one must ask which ex-
pectations as to playback equipment the con-
sumer reasonably may have with respect to a 
given type of product. Using a musical work 
as example, the initial preparatory report 
stated that circumvention of a technological 
measure applied on a musical CD would be 
lawful if needed in order to play the CD on a 
CD player, but not if the purpose was a con-
version into MP3. In other words MP3 play-
ers were not to be considered “relevant play-
back equipment” as to the musical files on a 
CD. As a curiosity; this last exemplification 
in the initial preparatory report (of an excep-
tion to an exception) has resulted in the pro-
posal being named “the MP3 Act” in the 
Norwegian public debate.   

While writing this article, the first division 
hearing in the Parliament has passed with a 
majority voting against the Ministry’s pro-
posal to exclude MP3-players as relevant 
playback equipment for music files on a CD. 
Thus, as it looks at the moment, circumven-
tion will be lawful if necessary in order to 
convert the music files on a CD into MP3 (or 
similar formats). 

The scope of the said “right to circumvent” is 
narrowed down considerably by an addi-
tional clarification made in the preparatory 
report: If a digital file is made available on-
demand through a digital network and the 
parties in this connection agree as to which 
media-player can be used to experience the 
file, that contractual regulation shall deter-
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mine what shall be deemed “relevant play-
back equipment”. In other words, when it 
comes to such services, the “relevance” of 
playback equipment shall be subject to con-
tractual freedom. After this, the said “right to 
circumvent” is, in practice, reduced to situa-
tions where the copy of the work is distrib-
uted on a physical carrier (e.g. a CD or 
DVD) or online-but-not-on-demand. State-
ments during the Parliament hearing indicate 
that the scope of the exception might be fur-
ther narrowed down to comprise conversion 
from CD to MP3 only. 

The said “right to circumvent” in order to 
enable private playback within the private 
sphere must also be seen in relation to an-
other amendment proposed in the White Pa-
per: The existing freedom of users, under 
Norwegian law, to make copies of works for 
private use purposes, is upheld. However, it 
is made subject to one additional qualifica-
tion: Private-use-copying shall be allowed 
only where based on a so-called “lawful 
source of copying”. This means that the copy 
or transmission, upon which the reproduction 
is based, must be lawful; it must have been 
produced or made available in accordance 
with a permission by law or by the right 
holder(s) concerned. In the absence of such 
authorisation, for instance if a work has been 
illegally uploaded to the Internet or made 
available through a p2p-network, the source 
will not be lawful and may hence not serve 
as the basis for (lawful) private-use-copying. 
It is made clear in the White Paper, that if 
any copies should be made in connection 
with, or as a result of, the performance of the 
said “right to circumvent”, such copies shall 
not be regarded a “lawful source of copying”. 
Thus no further copies may (lawfully) be 
made on such a basis. 

“Interface” towards copyright exceptions  
As required by EUCD Article 6.4, the White 
Paper also contains an express “interface” 
towards certain copyright exceptions. The 
copyright exceptions covered regard certain 
uses related to teaching, recording for use by 
health institutions, retirement homes, prisons 
etc., libraries, museums and archives, dis-
abled persons, ephemeral recordings and 
public negotiations, document inspection, 

interrogation and evidence. The option of 
creating an “interface” for the private copy-
ing exception has so far not been used. In 
accordance with Article 6.4 fourth paragraph, 
the “interface” shall not apply where a pro-
tected work is being made available to the 
public on agreed contractual terms in such a 
way that members of the public may access 
them from a place and at a time individually 
chosen by them (the so-called on demand 
services). 

The proposed “interface” places an obliga-
tion upon right holders to respect the con-
cerned copyright exceptions while designing 
their technological measures. However, the 
question of how right holders shall enable 
required uses can be regulated through con-
tracts between the parties. If the right holder 
does not voluntarily enable the use required 
by the relevant exceptions, Sect. 53b second 
paragraph provides the following failsafe 
mechanism, which can be triggered by the 
beneficiary (unofficial translation): 
 

“If the right holder, after a request 
from a beneficiary under the above-
mentioned provisions, does not grant 
such access as mentioned in the first 
paragraph, he may, upon the benefici-
ary’s request, be ordered to provide 
the information or other assistance 
needed to obtain utilization of the 
work in accordance with the purpose. 
Requests shall be presented to a com-
mittee appointed by the Ministry ac-
cording to procedures established by 
the Government. The committee may, 
in addition to such order as mentioned, 
decide that a beneficiary under the 
mentioned provisions unhindered of 
Sec. 53a [the proposed ban of circum-
vention] shall be allowed to circum-
vent applied technological measures if 
the right holder fails to comply with 
the order within the time limit decided 
by the committee.” 

 
Indeed, this provision empowers the benefi-
ciary with an effective means to enforce her 
copyright exception privileges – even against 
the will of the right holder. The beneficiary 
may well negotiate with the right holder 
about these matters, but she can always fall 
back on claiming the copyright law solution 
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to be enforced. Upon her request, such en-
forcement will be carried out. This is done 
primarily by obliging the right holder to pro-
vide, within a defined time limit, the infor-
mation or other means needed in order to use 
the work as defined in the relevant copyright 
exception. Subsidiary, this is done by permit-
ting the consumer to circumvent the measure 
if the right holder fails to do so. Thus, ulti-
mately, the Norwegian “interface” grants a 
right to circumvent. And – perhaps even 
more importantly – it lies with the consumer 
to trigger this right.  

Bottom line 
The proposed Norwegian implementation of 
EUCD Article 6 links the definition of pro-
tected measures directly to the acts monopo-
lised by copyright law: as the point of depar-
ture, only measures that are used for the pur-
pose of controlling so-called “copyright rele-

vant acts” are protected. Further, the ban 
shall not apply to acts of circumvention that 
are needed in order to enjoy the work within 
the private sphere on so-called “relevant 
playback equipment”. The proposed “inter-
face” obliges right holders to respect the 
relevant copyright exceptions while shaping 
their technological measures. If they do not 
do so, the beneficiary can file a complaint to 
a specialist tribunal empowered with the 
authority to – ultimately – grant a permission 
to circumvent.   

Arguably, the Norwegian Ministry has all in 
all adopted a balanced – though perhaps con-
troversial – interpretation of Article 6. 
Whereas the EUCD itself, by some, would be 
described as rather “toothless” when it comes 
to offering real protection to the consumer-
side, the Norwegian proposal certainly puts 
power behind the good intentions in this re-
gard.  
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Introduction 
Digital content services delivered over elec-
tronic networks are changing contract prac-
tices in how works are offered to consumers. 
Not everyone agrees with me when I claim 
that we have seen only early experiments for 
digital content services and that many other 
and substantially different bargains will be 
offered to consumers. But for the sake of 
argument, let’s assume that this is so and 
consider where this view forward takes us.  

The detailed characteristics of new services 
are enabled by technical protection measures 
such as Digital Rights Management (DRM). 
My aim in this article is to illustrate that 
technical protection measures serve a dual 
purpose – they are not only used to structure 
copyright-related aspects of what is offered 
to the consumer. They are also to a signifi-
cant extent used to structure the commercial 
offering, what is the bargain offered to the 
consumer. My suggestion is that this duality 
of purpose is relevant for analysis of “fair-
ness” and “balance” of a given offering and 
that the perspective of contractual balance is 
an important factor in that analysis. 

As this article focuses on the contract as-
pects, I largely omit discussion of balance 
under copyright law. Copyright balance in-
volves the system of “copyright rights” and 
the exceptions and limitations to those rights 
defining the respective legal positions of the 
rightsholder and the consumer/user. Impor-
tant public policy objectives are also served 
by the existing copyright balance system. 
These considerations continue to be impor-
tant, but alongside copyright balance, the 

question of contractual balance will gain in 
relevance as consumption and contract prac-
tices change with the evolution of new ser-
vices. 

Consumption use and copyright use: 
technical, legal and commercial duality 
When the content of a copyrighted work is 
accessed in a digital device (computer, TV 
set top box, game console, mobile phone), 
and if technical protection measures are not 
imposed, it is technically easy and conven-
ient to carry out both  

► “consumption uses”: rendering and 
playback acts of accessing the work such 
as listening, viewing and reading; and 

► “copyright uses”: exploitation acts such 
as generation of further instances of the 
work (copies) and distribution, display, 
performance or the making available of 
the work to others.  

I have here adopted the term “consumption 
uses” to distinguish consumption opportuni-
ties from the special meaning that the noun 
“use” has in copyright law. Vastly simplified, 
“copyright uses” are acts within the “copy-
right rights” of the rightsholder. They do not 
include what most people associate with 
consumption, the enjoyment of a work by a 
consumer. 

Technical protection measures are the tech-
nical way of addressing risks and opportuni-
ties inherent in the multiplicity of uses en-
abled by the unprotected digital format. Yet 
it is more or less impossible to “cleanly” 
address only one of these two sets of uses 
and not the other. This is due to an overlap of 
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the legal and technical ramifications of the 
choices in what is enabled in a service: The 
more the consumer’s “copyright uses” are 
restricted to preserve the rightsholder inter-
ests, the more is the consumption opportunity 
also affected. The broader the enabled con-
sumption opportunities are, the greater is the 
risk of unauthorized “copyright uses”. But 
the overlap is not limited to this techni-
cal/legal dichotomy. Whether a broader or 
narrower scope of consumption is offered 
also is a matter of commercial choice for the 
distributor and a matter of alternative offer-
ings for the user. From the consumer’s per-
spective, a narrower consumption scope can 
be quite attractive if it is associated with a 
substantially different price point. In this 
manner, use of technical protection measures 
has technical, legal and commercial dimen-
sions. They enable and are being used for 
both: 
► the structuring of “copyright uses” af-

forded to the user in a manner that may 
not conform to the established contours 
of the balance under existing copyright 
law; and 

► the structuring of “consumption uses” 
afforded to the user in a variety of ways 
that may significantly alter the contrac-
tual essence of what the user is provided. 

Despite some limitations in their design (e.g. 
creation of derivative works often cannot be 
supported), DRM solutions – and the “rights 
expression languages” underlying those solu-
tions – are capable of a very granular articu-
lation of what “consumption use” and what 
“copyright use” is afforded to a user. From a 
contract lawyer’s perspective, such use of 
DRM is very likely to alter the contract, the 
bargain in comparison to traditional models, 
at least when requirements related to contract 
formation are met, such as descrip-
tion/disclosure, transparency of terms, rea-
sonable expectations etc. Structuring of digi-
tal content services in this manner challenges 
traditional notions of balance under copy-
right law – and previous contractual models.  

The paradigm shift:  
old paradigm described 
We all are inherently familiar with the 
printed book and the CD recording. I con-

sider these to represent the “legacy para-
digm” of the offline/analog era. I include the 
(admittedly digital) unprotected CD format 
here as it is offered to users in exactly the 
same manner as the analog book. At least the 
following contractual characteristics typi-
cally are present: 

► User purchases a permanent copy of the 
work; no contractual restriction is im-
posed on the time during which it may be 
consumed; 

► Purchaser acquires legal title, ownership 
of the physical object – with the property 
rights in the physical copy (right to un-
disturbed possession, right to dispose by 
resale, gift, inheritance etc.); 

► No restriction is imposed on the user 
regarding the number of times the con-
tent is accessed, by whom or where this 
occurs; 

► No restriction is imposed regarding type 
or number of devices for play-
back/rendering; 

► The contract includes neither a license to 
the user under “copyright rights” nor any 
curtailment of activities permitted under 
“copyright exceptions”. 

Outside the contract, the user is authorized to 
carry out certain copyright-relevant acts – 
e.g. legal ability to create copies for non-
commercial use or to privately display and 
perform the work. These authorizations flow 
from copyright law, under exceptions and 
limitations to copyright “rights”. They have 
contractual relevance – one hardly can claim 
they are entirely ignored by the contracting 
parties. But they are usually not a core part of 
the contract. The seller does not, as a rule, 
even have legal license to grant (sub)licenses 
to consumers and subsequent users under the 
rightsholder’s copyright rights. The tradi-
tional book/CD paradigm contractually is a 
sale of movable property with no express 
elements of a copyright license. Copyright 
law fills in the “copyright uses” aspects. 

Consumer-oriented discussion about digital 
works with technical protection measures 
often compares new services with this “leg-
acy model” of book/CD purchase – mostly 
unfavourably. To push the point, when one 
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takes the unprotected CD as a benchmark, 
practically all restrictions present in the pro-
tected digital version tend to be a step back-
ward from the consumer’s point of view. 
Close review of the consumption scope 
granted, copyright uses enabled and the price 
point associated with the modified digital 
service offering may however suggest that a 
direct comparison to the book/CD paradigm 
is flawed. 

 
Further, traditional consumption model ex-
amples structured as a service – rather than a 
sale of physical goods – suggest that it is not 
always offensive to structure both “copyright 
uses” and “consumption uses” by contract in 
a manner departing from the book/CD para-
digm. Many services impose contractual 
restrictions that arguably extend to acts the 
user could engage in without violating copy-
right. Live performances, movies, museums, 
galleries etc. prohibit audio taping, videotap-
ing, still photography, creation of painted 
replicas etc. (In what I regard to potentially 
mark an act of legislative overkill, videotap-
ing of movie performances was recently 
(2005) made expressly illegal in the United 
States under the Family Entertainment and 
Copyright Act, Public Law no. 109-9). 

The iTunes offering 
Apple’s iTunes service is the technically 
protected digital content service that at the 
time of writing this article (June 2005) is 
receiving the most attention worldwide. The 
iTunes music store provides protected audio 
content for use on computers and Apple’s 
portable iPod devices. Based on a review of 
promotional language at the iTunes website 
and the U.S. version of the iTunes Music 
Store Terms of Service (found at 
http://www.apple.com/support/itunes/legal/ 
terms.html), the commercial proposition on 
offer can be identified, albeit with some dif-
ficulty – even the generally user-friendly 
Apple site leaves much to be desired in this 
regard. The following is a decidedly incom-
plete list of important contractual characteris-
tics, resting on heavy interpretation of Ap-
ple’s license terms and promotional lan-
guage: 

► User purchases a “permanent” music 
item (and associated artwork) called a 
“Product”; 

► The Product may be stored and used on 
up to 5 computers and portable devices at 
any one time, and only on Apple-
authorized devices such as Apple’s own 
iPods; 

► One iPod can accept and use Products 
from a maximum of 5 iTunes accounts at 
a time; 

► There is an express limitation of the per-
mitted “use” for personal and noncom-
mercial purposes but the legal nature of 
possible “uses” does not appear to be de-
fined 

► There is no express copyright license to 
do so – and an express disclaimer of any 
license granted under copyright – but the 
user is provided a fairly liberal ability to 
convert (“export” or “burn”) Products 
into other formats. Of particular rele-
vance is the ability to burn music onto 
CD disks with relatively few limitations.  

The bargain is in some respects materially 
different from the book/CD paradigm. For 
instance, the limitation on “use” on Apple-
authorized devices only is a significant de-
parture from the book/CD paradigm. But so 
is the express authority to use the Product on 
up to 5 devices at the same time – and the 
possibility to use Products from 5 different 
accounts (e.g. within a circle of friends or a 
family) on any one device. While there is no 
crystal clear copyright license language 
granting the right to create up to 5 reproduc-
tions of each Product to accomplish this, the 
disclaimer of most other copyright licenses 
clearly does not extend to this ability to put 
the music on up to 5 devices. At least to this 
writer, it seems that there, then, is a contract 
expressly permitting 5 copies and not object-
ing to practically unlimited, but unlicensed, 
burns to CDs (as an aside, I note here that 
this express authority appears to have rele-
vance to the issue of copyright levies on de-
vices, as the up to 5 reproductions in this 
example appear to be affirmatively licensed 
and do not rely on copyright exceptions). 
Clearly, the bargain is different from the CD 
bargain for the same content.  
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The relative success of iTunes at this time is 
the result of multiple factors – not the least of 
which is the exterior design and ease of use 
of the iPod device. There reportedly also are 
complaints from disappointed users. None-
theless, the sustained growth and rave re-
views of the iTunes/iPod experience seem to 
suggest that there also are users who, at least 
so far, are satisfied with what they have re-
ceived in terms of the “consumption uses” 
and “copyright uses” enabled by the techni-
cal protection measures in the iTunes Prod-
ucts delivered to them.  

Network based rental or library loan 
A second service example – hypothetical for 
the purposes of this article, as I have not 
researched whether such a service already 
exists – would be a 48-hour online “video 
rental” service, which could be technically 
enabled to include:  

► Download of a copy of a movie; 
► Unlimited number of playbacks within a 

48-hour time window; 
► Possibly restricted to one device at a 

time, or to a technically defined location; 
► Without technical ability to create per-

manent copies for future playback. 

My reason for raising the rental example here 
is that, due to its similarity with DVD rentals, 
it is likely to be recognized by most consum-
ers. If priced at a sufficient differential to the 
“permanently owned” copy of a work (like 
DVDs are priced at € 1 or € 2 per rental, in 
contrast to € 15 for an “owned” copy), it is 
possible to argue that the bargain, also for the 
consumer, can contractually be an adequately 
balanced one – even when ability to create a 
personal permanently usable copy is ex-
cluded. Another service example with sig-
nificant restrictions closely resembling re-
strictive terms of analog services is a DRM-
enabled eBook library loan – see e.g. at 
http://ebooks.nypl.org.a description of the 
New York City public library’s eBook ser-
vice  

New focus on contracts – and new 
challenges 
Technical protection measures enable an 
unprecedented flexibility for distributors of 

digital protected works to adhere to or depart 
from existing consumption and contractual 
paradigm(s) regarding both “copyright uses” 
and “consumption uses”. The restrictions on 
either use, imposed by technical protection, 
are not necessarily offensive. What matters 
is: what is “the deal” and how it is under-
stood. One trend of the shift taking place is a 
movement away from a product/sale para-
digm towards a service paradigm that can be 
flexibly structured. 

This new flexibility is not unproblematic – 
my objective is not to offer an apology for 
overly restrictive services. It is easy to get a 
service offering “wrong”: With novel use of 
technical protection measures, especially 
with poor disclosure and poor marketing, 
user disappointment and rejection is often the 
result. Second, unlimited versatility means 
that it is difficult and frustrating for users to 
identify what consumption (and copyright) 
uses exactly they are getting when they ob-
tain content from multiple services, all hav-
ing different detailed structures for broadly 
similar offerings. In this issue of the INDI-
CARE Monitor Philipp Bohn (2005) ably 
describes typical varieties of subscription 
services. While variety is welcome in early 
experimentation, it is not conducive to 
achievement of more mature success in a 
mass market. Mass market cannot happen 
without broad consumer acceptance. 

Many consumer, business and public policy 
challenges need to be addressed. To illustrate 
the tip of the iceberg in this regard, I here 
suggest some obvious areas for development: 

► How to harmonize multiple offerings 
serving more or less similar consumer 
needs, to reduce confusion and match ex-
pectation with experience? 

► How to improve transparency of terms 
and remove ambiguity of what is on offer 
and at what price? 

► Should there be some collaborative proc-
ess to foster “best practices”, even cou-
pled with a trust mark to guide consum-
ers? 

► What is the role of standard contracts and 
how should they be generated? 
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► What effective and proportionate con-
sumer protection tools can be used to ad-
dress abuses? 

► What kinds of support services are 
needed to address ancillary consumer 
needs such as restoration of content on 
broken (or stolen) devices, availability of 
extensions to time limited works, migra-
tion of paid for content between service 
providers? 

► How to best preserve public policy objec-
tives that may be affected by new con-
tract models utilizing technical protection 
– such as information access and library 

service – as well as how to ensure access 
for civil, administrative and judicial pur-
poses (heirs, regulatory, tax, law en-
forcement, courts etc.) to information 
within technically protected works? 

Bottom line 
These are major challenges. Yet I believe the 
new services can and eventually will provide 
significant value to consumers, once the ex-
perimentation dust settles. New opportunities 
– lending, rental, even “disposable” con-
sumption of works that one may be quite 
willing to purchase several times, if priced 
accordingly – are still largely unexploited. 
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Placing the bets 
Basically, there are two business models 
when it comes to selling music online: pay-
per-download (à la carte) or subscriptions. 
Consumers are used to owning a CD and 

disposing of its content in any way. They 
“have been buying music for 50 years. They 
want to replicate that experience online”, 
says Eddy Cue, Apple’s vice president of 
applications and Internet services, overseeing 
its benchmark iTMS (Hansell 2004). But 
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some people think different: “We see sub-
scription becoming the predominant contri-
bution to our business very soon”, Chris 
Gorog, Napster’s CEO (Banerjee and Garrity 
2004). 

iTMS and most other online music stores 
today bill customers by the track or album 
they choose to download. In contrast, com-
panies like Napster, Yahoo! and RealNet-
works offer a monthly flat fee in exchange 
for unlimited downloads.       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Online music business models 

Figure 1 summarizes the various concepts of 
music subscription services (“Pay-per-
download” is mentioned for the sake of com-
pleteness and contrast. The figure is not sup-
posed to suggest homogeneity within that 
field). Streaming subscriptions or digital 
radio have already been introduced to the 
market for some time. This article focuses on 
the second environment: subscription. In that 
environment, you can listen to and download 
as much as you want as long as you pay the 
fee. Some services allow consumers to listen 
to the music on their PCs only (PC-tethered), 
while others make files transferable to port-
able devices. The third scenario is covered by 
smaller companies like Wippit from the UK, 
which will not be covered by this article.  

Basics of usage rights management in 
subscription services  
While subscription models provide unlimited 
access to music, the DRM regime is much 
stricter. The main difference between actu-
ally buying songs and merely renting them is 

the expiry of files upon cancellation of the 
subscription. Once you stop paying the 
monthly or annual fee, the files that you have 
downloaded cannot be played anymore. If 
you want to listen to them again, you must 
prolong the contract and the files are 
unlocked. In case files are made transferable 
to portable devices such as an MP3 player, 
licenses are programmed to expire on a set 
date. Subscribers need to connect their mo-
bile devices to their PC platform in order to 
update usage rights on a regular basis. 

The prerequisite for transferring protected 
music to portable devices to-date is Micro-
soft’s Windows Media Digital Rights Man-
agement for Portable Devices (WMDRM-
PD, “Janus”). Its real-time clock checks if a 
subscription license is still valid. If so, the 
file can be played-back until the end-date of 
the license. A license contains terms and 
conditions, or usage rights, by which content 
usage is regulated (Guth 2003). 
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In case the consumer has decided to own a 
track that does not expire, subscription pro-
viders offer him or her to buy it for a fee on 
top of the subscription price. The track can 
then be played as long as the consumer 
wishes and be burned to a CD a definite 
number of times. 

The business models 
This article takes a look at business models 
that are trying to challenge iTunes’ business 
model, namely RealNetworks’ Rhapsody, 
Napster’s To Go service and the recently 
launched Yahoo! Music Unlimited.  

RealNetwork’s Rhapsody: Real offers four 
different retail schemes. The low-end offer 
allows consumers to listen to 25 songs per 
month for free and eventually buy one or 
more for the usual 99 cents. Upgrading to US 
$ 4.99 per month gives access to web radio 
with a limited option to personalize. Actual 
subscription starts at US $ 8.99, allowing 
listening to an unlimited number of tracks on 
your home computer. In case consumers 
want to transfer the tracks to a mobile device, 
the monthly fee is raised to US $ 14.99. 
These tracks cannot be kept and burned – 
owning costs 89 cents per song. Unlike other 
services, tracks are compatible with Apple’s 
iPod, which is popular with allegedly 70 % 
of consumers (Seff 2005). This issue is 
highly debatable, as Real’s policy is in disac-
cord with Apple. Availability to date: United 
States only. 

Napster: As a basic service, the monthly 
subscription fee is US $ 9.95, while you have 
to pay 99 cents for a permanent copy. In case 
you subscribe to Napster To Go, this fee rises 
to US $ 14.95. In return, customers can trans-
fer their files to a portable device. The com-
pany was the first to employ Microsoft’s 
Janus DRM system that is necessary if files 
are to be transferred to external devices. 
Availability to date: United States, Canada, 
United Kingdom. 

Yahoo! Music Unlimited: There has been 
quite a buzz about this service, mainly be-
cause of its pricing scheme: For $6,99 a 
month or, alternatively, US $ 59,98 a year, 
subscribers are allowed to access a library of 
more than a million tracks and a number of 
digital radio stations. In case they decide to 

own a particular track, they are billed a mere 
79 cents per. Additionally, files are sharable 
via instant messenger with other members in 
the Yahoo! subscription community. Avail-
ability to date: United States only. 

According to a study sponsored by the 
Online Publishers Association, more than 60 
% of subscription consumers of digital enter-
tainment content decide for a monthly con-
tract (Online Publishers Association 2005). It 
remains to be seen whether or not Yahoo!’s 
low annual fee will change that behaviour. 

Up- and downsides 
The consumer: External devices are much 
cheaper to fill via a subscription than using 
individual downloads. Discovering new art-
ists and styles is easy and painless, as you 
can listen to songs full-length without having 
to pay for each of them. Some think this is 
the next-generation radio (Leonhard and 
Kusek 2005; for a take on Yahoo!’s subscrip-
tion service being in fact ad-sponsored web 
radio, see Malik 2005). 

It can be argued that subscription services 
also fulfil people’s need for belonging. Sub-
scribing to a service, they become members 
of a club or community, not only customers 
of a shop. On the other hand, consumers may 
prefer single transactions with different 
shops and not binding themselves to one 
single online point-of-sale.  

But there are disadvantages. Customers do 
not own the music they have paid for. If they 
cancel the subscription, the files become 
useless. This ultimately is a psychological 
problem, which is owed to the idea of “own-
ing” music bought on physical media or from 
a download music store (Palmer 2005). Oth-
ers say that owning music bought online is 
just a myth, as users are ultimately not in 
control of what they can do with the music 
they have purchased – e.g. burn as often as 
they want, share with friends and family, etc. 
(Leonhard and Kusek 2005). 

Also, the collection of music can be less con-
cise in case of subscription libraries. This is 
due to the fact that not the entire catalogue is 
available both for subscription and for pur-
chase. For example, Rhapsody has 600,000 
tracks available in the subscription section, 
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40%

8%

Buy tracks for 1$ each Pay a 10$ monthly subscription fee

Among Portable MP3 Player Owners with Internet Access 
Parks Associates 2005

while the music store offers only 500,000 
(Garrity 2004). Thus, the customer cannot be 
sure in every case that the song he or she 
wants to buy really is available. 

The consumers’ sceptical attitude is reflected 
by results of an INDICARE-survey, in the 

course of which consumers state that they 
would rather pay 1 Euro for a song that they 
can listen to as long as they like vs. 20 cents 
for a song they can listen to for one month 
only (read: subscribe). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Willingness to pay for ownership (Europe) 

A survey conducted in the USA asked con-
sumers whether they prefer to buy tracks for 
US $ 1 each or pay a US $ 10 monthly sub-

scription fee: 40 % chose to pay per track vs. 
8 % would rather subscribe (Parks Associates 
2005). 

 

 

 

 

 

 

  

 

 

 

Figure 3: Willingness to pay for ownership (United States) 

Subscribing to music is not yet a common 
idea with consumers. Especially the Euro-
pean market does not appear to be ready for 
that service. There is only Napster offering 
subscription in the United Kingdom and 
some smaller players like UK’s Wippit. 

Online Retailers: One of the greatest advan-
tages is a constant revenue stream derived 
from subscription fees. This considerably 
reduces economic uncertainty and risk. Sub-
scriptions are also more profitable for them, 
as revenues usually are split evenly between 
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the record labels and retailers. In the pay-per-
track world, about 65 to 70 cents for each 99 
cents are transferred to the record companies 
(Hansell 2004). 

Furthermore, subscription services can be 
cross-selling opportunities. If the subscriber 
feels positive about the service, he will 
probably be willing to buy special releases, 
previews, package deals, tickets, merchan-
dise, videos, books, etc. (Leonhard and 
Kusek 2005).  

But there seems to be quite a long way 
ahead, as retailers need to work on two major 
issues: DRM and interoperability. Limited 
usage rights being the prime obstacle, the 
educational challenge is higher. It can be 
doubted that customers want to be educated 
about anything they spend their money on.   

Also, there seems to be a severe misconcep-
tion when it comes to DRM-awareness: Con-
sumers do not know about it and if they do, 
they do not care too much (Dufft 2005). 
Napster’s CEO, Chris Gorog, possibly mis-
interprets reality when stating: “As we mar-
ket to the consumer that has not yet discov-
ered digital music, he’ll be going out and 
purchasing his first MP3 player, and in all 
likelihood, he’ll want to make darn sure it’s 
Janus-compatible”. He or she hardly knows 
about DRM, let alone Janus DRM.  

Also, retailers should make sure not to end 
up with a “razor and blade” business model 
(think Gillette), forcing the consumer to stick 
with a single soft- or hardware if the tracks 
are supposed to remain playable. Some argue 
that ultimately online music stores sell hard-
ware, rather than music (Leonhard and 
Kusek 2005). For example, you cannot play 
tracks purchased from Napster on an iPod 
due to different DRM regimes; or you must 
use Yahoo!’s software to access its store. 

Music labels: Music subscriptions first of all 
are another distribution channel. For some, it 
is even the “single greatest defence against 
piracy, because it most replicates the illegal 
experience of unlimited access to music” 
(Chris Gorog).  

Given the fact that customers do not have to 
pay for each track, subscription models are a 
great platform to promote and expose less 

known artists. This can significantly increase 
track plays, the most important measure of 
success in the industry.  

If the record companies are aware of their 
customers’ perception and need for conven-
ience, subscription services are a great pro-
motional and distributional tool. As holds 
true for the online retailers, subscription re-
duces risk and uncertainty by generating a 
constant stream of revenue. 

Conclusion 
Subscription services can deliver real value 
to all stakeholders. Consumers are given 
access to large libraries of their favourite 
music; they do not have to pay separately for 
songs they want to listen to only a limited 
number of times; it is convenient when it 
comes to billing and it is cheaper than à la 
carte. 

Online retailers and labels must realize that 
the biggest challenge is to make consumers 
comfortable with renting, as opposed to own-
ing, music. They must also be aware that 
consumers do not care about DRM, but sim-
ply want to listen to music. Rights protection 
being essential for the success of music sub-
scription, success can only come with smart 
and convenient business models.  

In the end, subscriptions as well as commer-
cial downloads compete with DRM-free mu-
sic files that are perfect goods: they are 
available anytime, anyplace and without 
limitations. Some authors say that any cuts 
from that should be compensated by reduc-
tions in price or value-added services (Knopf 
and Sorge 2003). Others think that every 
accommodation short of total DRM-
protection should be compensated by the 
consumer (Hansell 2004). 

Bottom line 
There will only be limited resistance on the 
side of consumers once prices drop, DRM-
issues are resolved, and libraries are filled 
with millions of easily accessible tracks, 
which are interoperable with a multitude of 
inexpensive playback devices. 
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P2P sharing: Commercialize it! 
By Philipp Bohn, Berlecon Research, Berlin. Germany 

Abstract: The eminent rise and popularity of P2P networks such as KaZaA show that there is 
massive demand for conveniently shareable content. This challenges the success and business 
models of major media companies. Recent research shows that consumers are in fact willing to 
pay for the right to share files. This article identifies and evaluates business models from the 
particular perspective if and how peers are allowed to legally share purchased digital music. 
Business models based on legal P2P and sharing can be to the benefit of both the industry and 
the customer. 
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What’s the price for freedom? 
Beyond doubt, some features of illegal P2P 
networks – such as taste-making and opti-
mized delivery – are desirable for legal ser-
vices (cf. Rosenblatt 2004). But considering 
the divergent interests of the entertainment 
industry, providers of P2P technologies and 
consumers, it seems hard to imagine how 

those features can be commercialized. In 
view of the copyrights concerned and the 
vastness of P2P networks, efficient tracking 
and billing of shared files is a complex issue. 
Yet, the idea that P2P sharing and commer-
cial distribution of music continue to con-
verge is supported by the results of the first 
INDICARE survey, which have recently 
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been made available (Dufft et al. 2005). This 
article provides an overview of the eco-
system of legal P2P and sharing models. In 
the course of this article, a P2P-network is 
understood to be a decentralized network that 
does not rely on a server-client infrastructure, 
circumventing third parties such as online 
stores. Sharing is the activity of making digi-
tal content available to peers. 

The business of sharing 
This article looks at existing and potential 
business models for sharing from two major 

angles: online vs. offline connectivity and 
distributional concepts that allow for sharing 
content. Before venturing on the details of 
sharing, an important distinction should be 
made concerning two prominent features of 
digital distribution. Its purpose can be pri-
marily the sharing of content or the recom-
mendation of music. While the industry em-
braces the latter, it is reluctant to provide 
ways to legally share copyrighted material. 

 

 
 

 

 

 

 

 

 

 

Figure 1: Online vs. offline sharing 

Digital channels 
The most prominent distinction is online vs. 
offline sharing (see Figure 1). If customers 
wish to exchange data online, they may 
chose – first of all – the Internet to up- and 
download content. In this case, sources com-
prise online stores, links on websites and 
blogs – both commercial and private – or file 
sharing networks. A second option is stream-
ing. In this case there is no permanent 
download. Rather, content can only be con-
sumed once. Applications such as Apple’s 
iTunes make use of this technology. iTunes 
users located within a well-defined subnet (a 
division of a computer network) of up to five 
peers can browse and stream each other’s 
musical libraries. A third channel in the 
online domain is email and instant messag-
ing (IM). Peers send each other single files 
or playlists that the recipient is free to sam-
ple for a definite number of times. After that, 
he is invited to purchase the desired tracks 
for a fee. 

Sharing is possible offline by means of sim-
ply burning a track to CD or DVD and 
physically handing it over to a friend. Most 
online distributors allow for burning songs a 
number of times. After that, DRM restricts 
further burning. There are also business 
models built on physical DRM-free distribu-
tion. In that case, consumers are encouraged 
to copy promotional CDs and share them 
with peers (Reynolds 2005).  

Legal P2P business models 
Business models can be divided into those 
that build on “bulk” or “individual” sharing. 
Generally, a P2P network is a decentralized 
network that does not rely on a server-client 
infrastructure. Bulk sharing models make use 
of the most prominent features of file sharing 
networks such as Ares, FastTrack, Overnet 
or Gnutella: consumers can browse enor-
mous libraries of digital content and conven-
iently share it with peers. On the other hand, 
consumers may want to package and share 
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their music on a more personal basis. This 
usually happens via streaming but also by 
downloading and forwarding files (Gasser, 
McGuire, et al. 2005). In the case of business 

models for sharing, legal means the ex-
change of digital content without the viola-
tion of copyrights. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 2: Business models from a sharing perspective 

We can further differentiate bulk sharing 
between open networks and community net-
works, often referred to as “walled gardens” 
because of their exclusive nature. One of the 
most distinguished business models that 
make use of already existing open networks 
is Snocap. This back-end technology offers a 
licensing service that can be integrated into 
any P2P network service, e.g. KaZaA. Copy-
right owners can register their content in the 
company’s database. They can then specify 
pricing and DRM (Jones 2004, Dean 2005). 
Former Grokster president Wayne Rosso’s 
newly introduced Mashboxx service also 
uses Snocap to identify copyrighted tracks 
within networks like eDonkey and Gnutella 
(Adegoke 2004). Community networks such 
as UK’s Playlouder MSP (MSP stands for 
Music Service Provider) offer the end user a 
bundle consisting of broadband Internet ac-
cess and a library of musical content that can 
freely be shared among peers subscribing to 
that service. They cannot share with outside 
peers, though (hence, walled garden).  

 

Individual sharing business models 
On the other hand, consumers may want to 
package and share their music in a more per-
sonal fashion. In contrast to bulk sharing, 
individual sharing models focus more on 
recommendations. In the legal sharing envi-
ronment, users are free to individually share 
single tracks or compilations of their favour-
ite music. One example is iTunes’ iMix fea-
ture. Anyone using iTunes can compile 
track-lists and share them via email or post 
them on the iTunes Music Store. Thus, 
friends and peers are invited to browse and 
sample previews of music recommended to 
them for free and eventually make a pur-
chase. There are other schemes that make use 
of email and IM services to allow customers 
to share content. PassAlong Networks has 
partnered up with eBay and offers a library 
of about 200,000 songs available to forward 
via IM. Likewise, MSN Music Store allows 
using MSN Messenger to share music (Gas-
ser, McGuire, et. al. 2005).  

Yahoo!’s Music Unlimited service, that has 
just been launched in beta mode in the U.S., 
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is also based on the legal sharing concept. In 
contrast to competing, more expensive of-
fers, sharing with peers does not seem to be a 
mere accommodation. It rather stands at the 
core of the service. Sharing options are heav-
ily integrated into Yahoo’s own messenger 
and desktop application. Subscribers may 
freely access, browse and stream each other’s 
library or send music files to other subscrib-
ers via the company’s own messenger (it is 
possible for the customers to opt out of the 
sharing features). The company obviously 
came to realize that one of the most impor-
tant factors of commercial success is com-
munity building (Dean 2005). 

There are also superdistribution models or 
promotional networks like Altnet’s PeerPoint 
Manager (PPM) that offer incentives to share 
specific content. These offers are primarily 
distributional or promotional tools. Partici-
pants collect points per file they share. They 
may then redeem those points for content or 
win prizes.  

Finally, there is a grey area in between bulk 
and individual sharing. Applications such as 
Groupster allow peers to form individual 
sharing communities. Each member has to be 
authenticated within the network. Once done, 
members can freely share all the content they 
wish – including of course digital music. As 
individual communities are limited to 30 
members and mp3 files can only be 
streamed, this is argued to fall under the fair 
use exemption (in the US copyright envi-
ronment, that is). This clause allows copy-
righted material to be shared with a private 
audience, such as close friends and family 
(Metz 2005).  

What’s the motivation to engage in P2P? 
There are two major reasons for content pro-
viders to offer P2P features: reduction of 
distributional costs and recommendation of 
content. Distribution costs for musical con-
tent are only 20 cents for each dollar spent on 
traditional distribution, e.g. via CD (Palen-
char 2005). Furthermore, for some compa-
nies P2P distribution might also be a way to 
cut down on costs for server and broadband 
capacity, as there is no need for a centralized 
infrastructure (heise online 2005). Opportu-
nities to save on costs make P2P very attrac-

tive especially for independent labels that 
command slimmer marketing budgets than 
the majors. 

Traditionally prone to mass marketing, shar-
ing and recommendation schemes give major 
music labels the chance to get down to the 
personal level. EMI UK’s chairman and CEO 
Tony Wadsworth: “As a concept, any think-
ing person can see that customers turning 
other people on to music can be a good 
thing” (Anon. 2004). This holds true espe-
cially for legal sharing, which is less anony-
mous than P2P (please refer to Figure 2). 

Another important advantage of P2P and 
sharing is long-tail distribution. This concept 
states that products that are in low demand 
can make a substantial market if only the 
distribution channel is large enough. Those 
items may eventually outsell current 
bestsellers and blockbusters. Given the 
global penetration of broadband networks, 
labels are now given the opportunity to sell 
content that would be too expensive to 
distribute using traditional channels and 
targeting smaller audiences (see Anderson 
2004 for an introduction to that concept). 

Conclusion 
The commercialization of P2P sharing offers 
potential benefits for consumers and the in-
dustry alike. P2P sharing offers cheap distri-
bution channels. There are innovative ways 
to distribute content that formerly was too 
expensive using traditional distribution. 
From the consumers´ perspective, P2P gives 
them the opportunity to conveniently share 
digital content at any time. Furthermore, it is 
a way to obtain recommendations from 
trusted personal sources as opposed to 
anonymous marketing messages. Finally, if 
the right-holders themselves seed their con-
tent into P2P networks, the number of inten-
tionally corrupted files and spoofs will be 
reduced. This leads to an increase in content 
quality and attractiveness of commercial P2P 
sharing. 

On the downside, consumers can only chose 
between various technologies, services, con-
cepts and platforms that are mostly incom-
patible. Even if the consumer has worked 
through that thicket to decide on a service 
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that suits his specific needs and consumption 
behaviours, he cannot get in touch with peers 
outside the particular network. Bundled of-
fers or services tied to certain devices make 
sense only so far as they strengthen DRM but 
limit consumers’ flexibility.  

 

 

Bottom line 
The fact that digital rights need to be 
protected and artists to be paid is essential 
and unquestionable. With a convenient and 
efficient DRM system handled by back-end 
technology and business models that centre 
around consumers’ needs and preserving 
community spirit within the sharing network 
is a promising way to success.  
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Digital Media Project – Part I 
Towards an interoperable DRM platform 

By: Ernő Jeges, SEARCH Laboratory, Budapest, Hungary 

Abstract: The Digital Media Project, often referred to as DMP, is the fruit of a grass root move-
ment that developed in 2003. Its main aim is to develop the fundamentals of standardized and 
interoperable Digital Rights Management for digital media. Although the project is making pub-
licly available numerous documents on its website (DMP web site 2005), it is not easy to put the 
pieces together and to assess the project. Therefore INDICARE dedicates a two part article to 
DMP. The present first part aims to give a brief overview of DMP and its approach, while the 
second part – scheduled for the next issue of the INDICARE Monitor – will attempt a critical 
assessment.  

Keywords: review – consumer rights, digital media, fair use, interoperability, stakeholders, 
standards  

  

Introduction 
Ever since content has existed, it had to be 
carried by some physical media, making 
possible the handling (viewing, listening, 
etc.) of the content by some appropriate 
physical device. In the age of the analogue 
media the connection between these two 
levels, the content and its handling technol-
ogy was very tight, as the usage of the media 
always materially affected the content. This 
way the distinction between the medium and 
the content itself was blurred. This circum-
stance has strongly influenced the evolution 
of the media business, policies and legisla-
tion, and has shaped the form in which these 
issues exist today. 

With the appearance of digital media, both 
the existing functionalities of the analogue 
media were extended and a wider set of func-
tionalities was made possible. The Digital 
Media Manifesto (Manifesto 2003) calls this 
new experience, offered by the digital tech-
nology the Digital Media Experience. How-
ever, as the business and legislative models 
draw their origin from the analogue world, 
many practical solutions are lacking, and 
what is worse, some of new and innovative 
models appeared to be unprofitable or, some-
times even had to face legal prosecution.  

This stalemate has both economic and social 
consequences. As digital media has the po-
tential to become the major driver e.g. for the 
spreading of broadband access, or for the 
development of consumer electronics and the 

IT market, these industrial domains suffer 
vast economical damage from the stalemate 
on digital media. From the social point of 
view, further development of digital media 
could enhance education, information inter-
change and the overall well-being of indi-
viduals. 

The vision of DMP is to break the stalemate 
regarding digital media: “The Digital Media 
Manifesto proposes to make an improved 
Digital Media Experience economically re-
warding on a global scale, legitimate for the 
multiplicity of players on the value-chain and 
satisfactory for end-users, with the ultimate 
goal of realising a fuller Digital Media Ex-
perience”. 

The Digital Media Project members – at pre-
sent DMP is an organisation with members 
from circa 20 companies from all around the 
world –, have realized that the key for 
achieving this goal is in standardising DRM 
technology. By having a widely accepted 
standard for the whole DRM value-chain, the 
services and the devices would exploit the 
possibilities of the digital media more effi-
ciently, thus not only promoting the accep-
tance of these technologies among the end-
users, but also motivating the content crea-
tors to use digital technologies as new, in-
spiring media to distribute their work, relying 
on a dependable remuneration system. 
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From decomposition to interoperability 
In the terminology of DMP (Terminology, 
2005), all actors in the value-chain, irrespec-
tive of being at the beginning, somewhere in 
the middle or at the end of the chain are 
called users. The consumers, as the actors at 
the end of the value-chain are called end-
users. Users perform certain functions to do 
business between each other. Functions are 
implemented using tools, which represent the 
underlying technologies that handle the digi-
tal media. The following figure shows the 
value chain as identified by the DMP (Archi-
tecture, 2005): 

 
 

Figure 1: Digital media value-chain 

The technology, thus including the underly-
ing tools, is changing very rapidly, so it can-
not be guaranteed that a function that has 
been used recently, or is used today in the 
value-chain, will exist unchanged for a 
longer period of time. For this reason, identi-
fied functions were decomposed into atom-
istic primitive functions, which, appeared to 
be quite stable from an examination of the 
development of both analogue and recent 
digital technologies. As they were constantly 
present in different functions throughout the 
continuously developing technologies, it was 
obvious that standardisation could be 
achieved by the standardisation of these 
primitive functions. In this way, any future 

function could be either composed using the 
already standardized primitive functions, or a 
new primitive function would have to be 
introduced, without modifying the original 
architecture of the standard. Primitive func-
tions describe simple activities like for ex-
ample “Identify data”, “Authenticate user”, 
or probably the most evident “Access con-
tent” (IDP Functions and Requirements, 
2005). 

The primitive functions are derived from the 
complex functions being used in today’s 
tools, which are on the other hand identified 
by examining several media usage scenarios, 
called use cases (Use Cases, 2005). As the 
use cases are based on the digital technolo-
gies in the form they exist today, or are 
planned to exist in the future, their analysis 
could result in DRM solutions that would 
alter the evolved balance between different 
users in the value-chain and modify the way 
they usually do or have done their mutual 
business. To prevent this effect, DMP has 
constructed an imposing list of 88 Tradi-
tional Rights and Usages (TRU-s). These 
rights and usages are used as guards to test 
whether standardised DRM technology 
would violate the scope of traditional expec-
tations of different users in the value-chain, 
especially the end-users. As people’s expec-
tations about DRM solutions are based on 
their present and past experiences, this is an 
effective way to ensure that a proposed DRM 
solution would not force the users against 
their needs, thus keeping the proposed DMP 
standard future-proof. 

After having the past, the present and the 
future planned tools decomposed to the level 
of primitive functions, DMP has a level play-
ing field, in which new standard tools can be 
assembled. The set of standardised DRM 
tools based on the primitive functions is a 
toolkit called the Interoperable DRM Plat-
form (IDP), whose specification is the most 
important technical outcome planned by the 
Digital Media Project (Interoperable DRM 
Platform, 2005). This toolkit could provide 
both lightweight and heavyweight DRM 
solutions, depending of the specific needs 
(Chiariglione’s Vision, 2004). 
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In the terms of the DMP, interoperability 
means the ability of the users in the value-
chain to execute functions using standardised 
tools, which have open specifications and are 
independently implemented. The IDP not 
only provides potential to implement a great 
variety of value-chains using standard tech-
nologies, but these value-chains also remain 
compatible, as they are built up from interop-
erable tools. Furthermore, lower prices and 
higher level of services are expected for the 
benefit of the end-users, not only because of 
the reusability of the standard tools, but be-
cause of the higher level of competition be-
tween different device manufacturers and 
service providers, as both the tools and dif-
ferent services could be supplied by multiple, 
competing parties. 

These properties envision, that IDP may re-
lease the tension between interoperability 
and information security described in (cf. van 
Daalen 2004). In the terms of the DMP every 
manufacturer is applying pieces from the 
same “democratic” standard, as there are no 
producers which can be called 
“third-parties”, who can be admitted to or 
barred from the market, and the regulation of 
DRM solutions is not enforced by govern-
ments, but the standard alone. Competing 
producers on the market can really concen-
trate on the services their devices offer, 
knowing, that the underlying interoperable 
DRM solution is secure enough to protect the 
contents. 

The role Traditional Rights and Usages 
There are several actors in the value-chain, 
having different interests. Diffusion of a 
standard technology is highly influenced by 
having the proper respect of the rights of 
every value-chain member. In fact it is an 
important aspect of standardization to decide 
which functions and rights should be manda-
tory in the standard, and which should be left 
open to negotiations between different value-
chain users. However meeting the end-users’ 
expectations has the most important role in 
fostering the acceptance of a DRM solution.  

To achieve this goal, DMP has stated that 
both technological and legal aspects of DRM 
need the existing policies to be revised. From 
the legal point of view maybe the most im-

portant, but merely general stated goal is that 
basic user rights, as traditionally enjoyed by 
end-users should be ensured. The list of Tra-
ditional Rights and Usages is an irreplaceable 
tool in being attentive to this goal, as DMP 
not only improves the support of TRUs by 
describing scenarios of how these rights and 
usages could be supported, but is also deriv-
ing additional Tools and Use Cases from 
scenarios, to see, whether present demands 
can be fulfilled relying on the standard being 
developed. Being successful in this would 
mean that presumably any future demand 
would also be met. 

On the other hand, from the purely techno-
logical point of view, several main features 
are defined, which a widely accepted DRM 
solution must provide. Beside the require-
ment that all users in the value chain must 
have technical ability to access the standard-
ized DRM platform, and that this access 
should be done with a single device for simi-
lar services, it is also stated that the rights 
and usages traditionally enjoyed by end-users 
should be technically supported. 

As for “fair use”, being an essential tradi-
tional use enjoyed by end-users, the DMP 
terminology does not talk about the right to 
copy content for one’s own purposes, but it 
speaks generally about the “ability to make 
continued access”, which is again more gen-
eral, but also more abiding. This includes the 
“right to time shift” or the “right to space 
shift” content, which mean respectively to 
access “owned” content anytime and any-
where. 

Based on their origin, Traditional Rights and 
Usages are classified into the following 
groups: 

► Already-established legislative TRUs of 
content creators and end-users. 

► Commercial and remuneration TRUs of 
direct economic significance.  

► TRUs related to general social liberties. 
► Fundamental TRUs from historical prac-

tice and interaction with analogue media. 
► Consumer-choice TRUs relevant to the 

high-tech environment.  
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So, basically, TRUs are here as safeguards, 
to protect DMP from derailing; however, an 
identified, defined and described TRU does 
not necessary mean, that a user should have a 
right to use the digital media in the specified 
way, but it only indicates that different value-
chain users, especially the end-users would 
probably be interested in using the digital 
media in the same way. TRUs simply express 
the users expectations, which may change 
very slowly compared to the technology, but 
respecting them has an ultimate role in the 
acceptance of a DRM standard. 

Bottom line 
At the present state of its work the DMP has 
released a Call for Contributions “Mapping 

of Traditional Rights and Usages to the Digi-
tal Space” (Call for Contributions, 2005). In 
this call the DMP is expecting contributors to 
define, in what form Traditional Rights and 
Usages could be supported by the Interoper-
able DRM Platform. Several most important 
rights and usages are chosen from the list of 
TRUs, and as a result of this process, Rec-
ommended Actions will be developed that 
are to be presented to governments and regu-
lators. Having presented the basics in this 
article, in the next issue of the INDICARE 
Monitor we will try to figure out the pros and 
cons of the DMP approach  
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DRM: from theory to implementations 
Report from a course in Louvain-la-Neuve, 17-19 May 2005 

By: Ernő Jeges, SEARCH Laboratory, Budapest, Hungary 

Abstract: This is a report from the course “Digital Rights Management – from theory to imple-
mentations” organized by the Graduate School in Electronics and Communications at Université 
catholique de Louvain in Louvain-la-Neuve, Belgium. It was a three-day course from 17th to 19th 
May, 2005, focusing on different technical aspects of DRM, like watermarking and steganogra-
phy as means of data hiding in digital contents, key management and traitor tracing in digital 
broadcasting systems and much more.  
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Introduction 
The Graduate School in Electronics and 
Communications (GSEC) at the Université 
catholique de Louvain (UCL) is co-organized 
by three UCL laboratories from the Electrical 
Engineering Department (ELEC). The 
courses of the GSEC are provided both to 
gain background knowledge of different ar-
eas, and to gain an understanding of the latest 
research. The course “Digital Rights Man-
agement – from theory to implementations” 
had the technological aspects of DRM sys-
tems in its focus (AS13). The majority of 
attendees were from UCL and other Belgian 
universities, but as the course was open to 
the public, and the list of invited speakers 
offered a promising overview of the latest 
results in the area, a great number of people 
had registered to the course from all around 
Europe. 

The three-day course started with a brief 
introduction to the cryptological basis of the 
technologies widely used in DRM systems, 
which was held by Jean-Jacques Quisquater 
and François Koeune, the hosts of the 
course. Their lectures included topics like 
symmetric and asymmetric cryptography, 
RSA encryption and digital signatures, key 
exchange protocols, data hashing and the set-
up of public key infrastructures. 

Introduction to watermarking 
After the quick mathematical warm-up, we 
were thrown into the deep water of water-
marking by Ingemar Cox from UCL (this 
time this abbreviation means the University 
College London). First of all, the definition 

of watermarking and several related terms 
were given (Cox). 

Watermarking is the practice of unobtru-
sively modifying a work of art (image, song, 
software program, geometric model, etc.) to 
embed a message about that work. This is 
considered a general definition, and may 
differ from other definitions, which may 
include also imperceptibility, or can refer to 
any means of data hiding. Following this 
train of thought, we defined data hiding as a 
general technology for preventing adversar-
ies from perceiving or finding some kind of 
data, and steganography as keeping the exis-
tence of messages secret by hiding them 
within objects, media, or other messages. So, 
to simplify, hiding data in (digital) content is 
the goal, and if the embedded information is 
about the carrier content itself, then it is wa-
termarking, but if it is an arbitrary secret 
message then we call it steganography. 

To detect the embedded watermark, we can 
either use some information about the origi-
nal, unmodified content (informed detection), 
or not (blind or uninformed detection). The 
error rates in watermark detection can be 
expressed using the false positive rate, as a 
frequency with which we can expect to find 
watermarks in content that is not water-
marked; and the false negative rate, the fre-
quency with which we can expect not to de-
tect watermarks in watermarked works. The 
acceptable level of these error rates depends 
of the particular application. 
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The most important properties of watermark-
ing systems are: 

► Fidelity – the perceptual similarity be-
tween marked and unmarked works. 

► Payload – the amount of information that 
a watermark can embed in a single work. 

► Robustness – the watermark’s ability to 
survive normal processing (e.g. compres-
sion). 

► Security – the scheme’s ability to resist 
hostile attacks, specifically designed to 
defeat the purpose of the watermark. 

In DRM systems the most common goal of 
watermarking is to imperceptibly and irre-
movably include information about the con-
tent in the content itself for the purpose of 
broadcast monitoring, owner identification, 
proof of ownership, transaction tracking, 
content authentication or copy control. 

Applications 
The first speaker of the second day was Adi 
Shamir, who is presumably often introduced 
as “the S from RSA”, just as happened this 
time. He presented a key management 
scheme in broadcasting systems, where we 
have to address a privileged subset of end-
users by broadcasting encrypted content to 
them using multiple pre-distributed keys. The 
schemes introduced in the talk were based on 
a binary-tree with the end-users on the 
leaves; we can define inclusions and exclu-
sion of sub-trees on the branching nodes, to 
choose the right keys to have the desired 
subset of end-users being able to access the 
content. The latest improvement in this tech-
nique is the LSD broadcast encryption 
scheme (Halevy and Shamir 2002). 

After the later mentioned panel discussion 
we had a lecture by Yvo Desmedt, who was 
speaking about traitor tracing in broadcasting 
environments. The goal is to find the sub-
scriber or maybe some conspiring subscrib-
ers, who extract their keys from their devices 
(e.g. a set-top-box) to sell them on the black 
market. Several schemes were introduced, 
discussing their strengths and weaknesses. 
The speaker concluded, that traitor tracing is 
a useful tool for DRM, especially in broad-
band broadcasting, and is becoming better 
and better, but there are some limitations: for 

example there is a proven theorem, that a 
perfect traitor tracing scheme (where an in-
nocent party is never accused) is impossible 
(cf. Desmedt et a.l. 2002). 

As nowadays more and more digital applica-
tions, like first-person-shooting games, 
medical images, different simulations and 
computer aided design (CAD) systems rely 
on inner 3D object representation, it has be-
came essential for product or service provid-
ers to protect their intellectual property in-
herent in these models. In the first lecture of 
the closing day a watermarking scheme was 
introduced, using which a secret message can 
be embedded in a 3D model. With the future 
appearance of 3D-televisions, this issue can 
be essential for content providers, and fur-
thermore, a brave vision of a 3D-Google was 
sketched. 

In the rest of the closing day a basic model 
for access control to content was introduced, 
after which the last lecture of the course in-
troduced the digital cinema and its most im-
portant technical issues, focusing on the re-
quirements and challenges of choosing 
hardware components based on which a ro-
bust and secure digital cinema hardware can 
be built. 

The panel discussion 
The panel discussion started with a “warm-
up” question directed at Adi Shamir, ques-
tioning what’s new in cryptography and 
cryptoanalysis. Mr. Shamir’s feeling was that 
the cryptoanalysis of hash functions is an 
area, in which not much has happened since 
1990’s, and that research has received a 
boost lately.  

As the majority of lectures focused on wa-
termarking, the discussion concentrated on 
this issue. The greatest challenge in this area 
today is to develop public-key watermarking 
(PKWM), similarly to public-key cryptogra-
phy, which would presumably mean that one 
can put watermarks on a piece of content 
using a private key, so that everybody would 
be able to check the existence of the water-
mark using a public key. As the word pre-
sumably in the last sentence indicates, the 
biggest problem is that we don’t even have a 
precise definition or even a clear goal yet 
concerning the PKWM. 
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After a short debate it turned out, that our 
expectations in the area of classic watermark-
ing are not clear as well. We are trying to 
trace the content by technical means, to find 
where it is leaking, but in the end in most 
cases it turns out that the leaking point is 
some old lady living in a small village, so the 
technical solution is barely handy. The 
speakers agreed that DRM is more about 
psychology, as a leak is not the cause of the 
problem, only the syndrome. 
The problem in today’s business models 
originates from the fact, that those who are 
putting protection on contents are not those 
who profit from really strong protection. A 
strong watermarking scheme, which is still a 
wish, could completely restructure currently 
failing business models, as in the future con-
tent providers will be able to put the needed 
protection in the content themselves. Still, 
the only thing that can be done by device 
manufacturers today is not to chose a stan-
dard now, but to build upgradeable devices, 
and to be prepared for constant improvement 
of the schemes, like it was in the case of 
smart cards used for phone-cards. 
Before the end of the panel discussion, con-
sumer privacy in broadcasting techniques 
was discussed. As broadcasting becomes 
more and more interactive, providers will be 
able to monitor consumers’ activity. This 
backward information should also be covered 
in forthcoming DRM solutions, thus a strong 
demand for two-way DRM systems is aris-
ing, where not only the content providers’ 

rights are ensured, but also the consumers’ 
privacy is protected by technical means.  

Conclusions 
As a conclusion we can state that the main 
challenges to technical solutions of DRM are 
moving towards a risk management-based 
approach, admitting that piracy cannot be 
completely eliminated, but at least it must be 
controlled. Watermarking could be a useful 
tool in implementing these new protection 
schemes, which would need a change in the 
current business models. However water-
marking is not strong enough yet to sustain 
possible attacks, and it is still questionable, 
whether it will ever reach the desired security 
and robustness level. 
By the spreading of broadband access and 
digital broadcasting, the need for technical 
solutions to control both the broadcasted 
content and the backward information flow is 
growing. The panel discussion proved that in 
some areas research is demand-driven, but 
several areas are developing without clear 
definitions and a clear view of the possible 
usages, which is admittedly not necessarily a 
problem in the early phases of research. 

Bottom line 
As for the current state of DRM protection 
schemes, the summary of the panel discus-
sion, addressing the attendees, can serve as 
the overall summary of the course: “Every-
thing is broken, so we are waiting for your 
research”. Not so promising, but at least op-
timistic.
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Editorial of INDICARE Monitor Vol. 2, No 5, 29 July 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: The articles in this issue comprise a prudent reply by Creative Commons to the po-
lemic published in the June issue of the INDICARE Monitor, a tour d’horizon through European 
consumer protection laws in the light of digital products, and an outline of the recommendations 
by the Norwegian Board of Technology (NBT) on DRM to the Norwegian Parliament. Further we 
have included two market analyses, one on DRM in the eBook area, the other dealing with the 
podcasting scene. In addition there are two more technical contributions, one presenting the 
European FP6 project TIRAMISU and the other giving a detailed report about the second inter-
national ODRL workshop held this month in Lisbon.  
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About this issue 
Licenses, laws, and policy making 
The issue starts with a cautious reply by in-
tellectual property attorney Mia Garlick, 
General Counsel of Creative Commons Cor-
poration, to the polemic “Creative Humbug” 
by Péter Benjamin Tóth (Tódt 2005), legal 
counsel at the Hungarian musical collecting 
society ARTISJUS. Mia’s rebuttal of Tódt’s 
attacks is very detailed as she substantiates 
her arguments with the latest facts and fig-
ures about Creative Commons and examples 
where Creative Commons has already been 
beneficial. In spite of all differences, she 
underlines that both, Creative Commons and 
collecting societies like ARTISJUS, are 
“working towards the same goals and repre-
senting, potentially, the very same individu-
als”. I hope that this peace offer is not the 
end of debate about CC. A question which 
puzzles me for instance is if there is a path 
from CC licenses over encoding these li-
censes in rights expression languages (cf. 
ODRL 2005; cf. Guth et al. in this issue) to 
the enforcement of theses licenses by techni-
cal measures.  

Legal ICT consultant Martien Schaub pro-
vides a breakdown of consumer protection 
laws in the light of digital products (which 
may come with DRM protection). Her tour 
d’horizon though European law touches upon 
six directives: Directive 85/374/EEC (liabil-
ity for defective products), Directive 
93/13/EEC (unfair terms in consumer con-
tracts), Directive 97/7/EC (protection of con-
sumers in respect of distance contracts), Di-
rective1999/44/EC (sale of consumer goods 

and associated guarantees), Directive 
2000/31/EC (e-commerce directive), and 
Directive 2005/29/EC (unfair business-to-
consumer commercial practices). The legal 
provisions turn out to be fuzzy because what 
is lawful depends to a large extent on as-
sumed reasonable consumer expectations, 
and by nature these vary with technical 
changes, learning processes, and differ be-
tween application fields. For example, some 
DRM controlled music offers might be ac-
cepted in the mobile environment, but be 
rejected in a PC environment or home enter-
tainment domain. The best instrument to 
protect the consumer, she concludes, “ap-
pears to be the information duties of the 
seller. In case of lacking, inadequate or false 
information about the product, a consumer 
may successfully base a claim on breach of 
contract or unfair practices”.   

Christine Hafskjold who works for the Nor-
wegian Board of Technology (NBT) reports 
about the results of a project on DRM which 
was intended to inform the Norwegian Par-
liament and policy makers in the process of 
amending the Norwegian Copyright Act. 
Meanwhile the act has passed (June 4th). The 
final act is in line with the recommendations 
given by NBT. The amendment is considered 
consumer friendly, underlining the right to 
make private copies and even allowing to 
circumvent technical protection measures in 
order to copy music from CDs to MP3-
players. In the INDICARE Monitor of last 
month Thomas Rieber-Mohn (2005), Univer-
sity of Oslo, wrote specifically about the 
implementation of the EUCD Article 6 in 
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Norway. The two articles complement one 
another perfectly.  

DRM in podcasting and  eBooks 
Nicole Dufft, from INDICARE partner Ber-
lecon Research, draws attention to Podcast-
ing, an amateur movement to use the expres-
sion of Dan Hunter, which is so successful 
that commercialization appears to be inevita-
ble. Copyright and consequently DRM how-
ever is an issue. Nicole can imagine com-
mercial, DRM-protected podcasts where 
DRM limits, for example, the number of 
plays and prevents the extraction of individ-
ual songs. The prime problem of such com-
mercial offerings to be accepted by consum-
ers will be the lacking interoperability of 
DRM solutions. 

Philipp Bohn, Berlecon Research, takes a 
look at recent eBook developments, classify-
ing first the devices able to run eBook soft-
ware and to display eBook content, before he 
comes to widely diffused reader software, 
namely Adobe Acrobat, Microsoft Reader, 
eReader and Mobipocket. He is not con-
vinced of the success of eBooks as long as 
interoperability matters are not solved, but he 
argues that in principle there are business 
models making DRM protected eBooks ac-
ceptable for consumers, e.g. he can imagine a 
demand in the educational environment for 
“term lease” or “course-packs” if they go 
together with price reductions. Who is likely 
to reads this article may also want to re-read 
Karen Coyle‘s (2005) article dealing with 
library lending of e-books in the USA. 

Technical matters  
The object of project TIRAMISU (The Inno-
vative Rights and Access Management Inter-
platform Solution) is, according to its web-
site, “to unleash the full potential of digital 
media, addressing the complete consumption 
chain − media creation, delivery and con-
sumption, while removing the Digital Rights 
Management (DRM) barriers. TIRAMISU is 
an FP6 project sponsored by the European 
Commission. Consortium partners are Opti-
base, ARTTIC, Imperial College of London, 
Orange, NagraVision, Industrial Technology 
Research Institute ITRI (Taiwan), University 
of Ljubljana, Ecole Nationale Supérieure des 

Télécommunications ENST, France Tele-
com, and Fraunhofer-Gesellschaft. 

What makes TIRAMISU particularly inter-
esting for INDICARE is its claim to render 
unobtrusive DRM components. So we asked 
the project team to explain their approach 
and to reflect about barriers to success. In a 
few words: they target the “home domain” 
(authorized domain), support super-
distribution, try to achieve increased security 
by the application of smartcards, and base 
their developments on open standards such as 
MPEG-21.  

Those who are less interested in technology 
are encouraged to read at least the final sec-
tion headed “Is TIRAMISU the next hot 
technology?” in which success factors, i.e. 
conditions to be accepted as a worldwide 
open international standard, are discussed. 

Finally INDICARE informs you about the 
ODRL Workshop which took place in Lisbon 
in July. More precisely, the three program 
chairs of the workshop, Susanne Guth, Re-
nato Iannella, and Carlos Serrão, give you 
their briefing. 

Although the event focused on ODRL devel-
opments, many relevant topics of the general 
DRM debate were addressed. The need for 
interoperability and standardization clearly 
stimulates convergence and co-operation. 
The use of rights expression languages for 
identity management links them to Trusted 
Computing as the specification profile of 
ODRL for CC indicates co-operation with 
the commons oriented movement. In between 
are attempts to make rights expression lan-
guages “bi-directional” or to otherwise attach 
negotiations of rights to the exchange of as-
sets. Pushed by the Open Mobile Alliance 
(OMA), convergence of DRM solutions from 
mobile over PCs to broadcast is on the 
agenda requiring co-operation to be success-
ful.  

Co-operation is without doubt on the agenda 
of the European Union striving to build ERA, 
the European Research Area. One instrument 
is the organisation of co-ordination meetings 
bringing together different 6th-Framework-
Program (FP6) projects and activities. In the 
area of “Networked Audio Visual Systems 
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and Home Platforms” (NAVSHP), four dif-
ferent co-ordination groups have been estab-
lished, one of them, CG1, is dealing with 
Digital Rights Management. It brings to-
gether members of six FP6 projects (Me-
dianet, Enthrone, Tiramisu, Danae, Avista, 
and Visnet), FP5 project ELIN and the Euro-
pean Broadcasting Union. Together they 
work, chaired by Leonardo Chiariglione, on 
a “DRM Requirements Report that expresses 
the common view of NAVSHP on DRM and 
the requirements for future DRM technolo-
gies, systems and toolkits in the European 
audio-visual sector”. This work is highly 

interesting for INDICARE, and hopefully for 
you. It will also be of interest to compare 
these requirements with the work in progress 
of the Digital Media Project aiming at “Rec-
ommended Actions” to be presented to gov-
ernments and regulators (cf. Jeges 2005). 

Bottom line 
As always the INDICARE Monitor aims to 
stimulate debate and provoke online-
comments through the articles provided. By 
the way, for the first time the leading authors 
of these articles are in their majority women.  
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Creative Humbug? Bah the humbug, let’s get creative! 
By: Mia Garlick, Creative Commons, San Francisco, USA 

Abstract: Creative Commons has been criticized recently, in particular by legal counsel for the 
Hungarian collecting society ARTISJUS in a recent article in INDICARE, for being unforthcom-
ing about its purpose and misrepresenting both its mission and licenses. Creative Commons 
welcomes the debate about copyright issues and Creative Commons’ role in working to facilitate 
the interests of creators and users of copyrighted works. This article seeks to clarify some mis-
understandings and misrepresentations about what Creative Commons is about and about the 
Creative Commons’ licenses.  

Keywords: opinion – collective rights management, copyright law, Creative Commons,  
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Introduction 
Far from being humbug, Creative Commons 

(cf. sources) is a non-profit organization that 
has offices in San Francisco, London & Ber-
lin and project leads around the world. Since 
2002, Creative Commons has made avail-
able, for free, a range of licenses and tools 
for creators to make their works more readily 
available on terms that clearly signal what 
others may do with their works. In addition, 
Creative Commons’ technology enables the 
development of search engines, similar to the 
Creative Commons-specific search engine 
now included as part of Yahoo!’s advanced 
search (cf. sources), that permits users to 
search for, and find, Creative Commons-
licensed content according to its license 
terms. 

With over 17 million linkbacks to Creative 
Commons licenses – or 1 out of every 530 
webpages (based on Yahoo!’s index) now 
licensed under a Creative Commons license; 
with the Creative Commons licenses 
“ported” to 21 different jurisdictions and 
another 12 jurisdictions actively in the proc-
ess of porting, Creative Commons is an es-
tablished presence that clearly speaks to the 
needs and desires of many people who create 
copyright protected works.  

On 24 June 2005, Dr. Péter Benjamin Tóth 
published an article that appeared in the IN-
DICARE Monitor entitled “Creative Hum-
bug” (2005). In it, Dr. Tóth expressed his 
discomfort with the “fishy smell” that sur-
rounds Creative Commons. Dr. Tóth is, 
among other things, legal counsel for the 

Hungarian musical collecting society AR-
TISJUS.  

Creative Commons appreciates the com-
ments and concerns expressed by Dr. Tóth 
and welcomes this opportunity to clear the 
air, so to speak, and to dispel any concern of 
Dr. Tóth’s, his colleagues or of any INDI-
CARE readers that Creative Commons en-
gages in a “whispering campaign” or a cam-
paign of suggestions. 

Creative Commons & ARTISJUS work 
toward similar goals 
In his article, Dr. Tóth sets up an apparent 
opposition between the Creative Commons 
licensing model and collective management 
systems. Any such opposition is non-
existent, or at least should be. Creative 
Commons and collective management or-
ganizations work towards similar goals – 
namely, representation of artists’ interests 
and education about copyright issues. 

It is useful to have the comments of Dr. Tóth 
given his position as legal counsel for AR-
TISJUS and given the role of ARTISJUS as a 
representative of Hungarian author’s rights in 
musical and literary works as well as the 
rights of foreign rightsholders of public per-
formance, mechanical reproduction and simi-
lar rights.  

Creative Commons also works to serve the 
interests and needs of creators. Creative 
Commons is an enabler for creators to li-
cense their works and publish them more 
readily, for example, using our ccPublisher 
tool (cf. sources). Perhaps for similar rea-
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sons, ARTISJUS implemented an “arrange-
ment under which members can provide roy-
alty-free access to their works through per-
sonal homepages or a free online storage 
space made available by ARTISJUS” (cf. 
sources). 

Given ARTISJUS is working towards the 
same goals and representing, potentially, the 
very same individuals as those who are likely 
to be Creative Commons license adopters, its 
comments assist Creative Commons and the 
general public in more fully understanding 
creators’ concerns and, thus, enable Creative 
Commons to better serve those concerns and 
enable the general public to respect these 
concerns. 

One of Creative Commons’ objectives is to 
raise awareness of copyright issues, and in 
particular, how they affect individual artists 
and creators, as well as users. By opening up 
this discussion, both Dr. Tóth, ARTISJUS 
and Creative Commons can continue to edu-
cate creators and the general public about 
copyright law and, hopefully thereby, pro-
mote the dual purposes of copyright law, as 
expressed in the Hungarian Copyright Law: 
to “create and maintain an equilibrium be-
tween the interests of authors and other  
rightsholders, as well as users and the public 
at large, taking into account the requirements 
of education, culture, scientific research and 
free access to information.” (Hungarian 
Copyright Law (Act No. LXXVI. of 1999 on 
Copyright)). 

Creative Commons’ mission is clear & 
built on the flexibility inherent in 
copyright law but lacking in practice 
Creative Commons’ mission is clearly ex-
pressed on its home page as follows: 

“Creative Commons offers a flexible 
range of protections and freedoms for 
authors and artists. We have built 
upon the ‘all rights reserved’ of tradi-
tional copyright to create a voluntary 
‘some rights reserved’ copyright. 
We’re a nonprofit. All of our tools 
are free.” (emphasis added) 

As is clear from this statement, Creative 
Commons is based on the existing system of 
copyright. Creative Commons’ approach of 

“some rights reserved” rather than being in 
opposition to the copyright law per se, is an 
alternative to two manifestations of copyright 
law in everyday life: (i) the default “all rights 
reserved” position that attaches to a copy-
rightable work the minute it is made, often 
without the creator’s knowledge; (ii) the 
status quo “all rights reserved” model that 
serves as the standard business model for 
most copyright-based industries to date. 

The minute you take the picture, hit the 
“save” button on your computer, record your 
song, or code your website, you are creating 
a copyright-protected work. Many people are 
unaware of this when they create copyright 
protected works as part of their daily lives or 
as part of their creative activity. Conse-
quently, they do nothing about this, even if it 
does not accord with their preferences as to 
how others may use their work, and, thus, the 
default level of copyright protection that 
attaches to their work is “all rights re-
served”– in other words, they, as the copy-
right owner, enjoy exclusive rights to control 
who may copy, adapt, distribute, transmit 
over the Internet, publish etc. (subject to 
some limited exceptions) their work by op-
eration of copyright law, immediately upon 
having created a work that satisfies copyright 
law’s requirements.  

An example that illustrates this issue is the 
moblogging that occurred during the recent, 
horrific attacks on London. Several people, 
who were in the tube tunnels during and im-
mediately following the attacks, including a 
person called Adam Stacey, took photos, 
using their mobile phones, of the scene be-
fore their eyes. (cf. O’Neill 2005, Alfie’s 
Discotastic Moblog) The minute those pic-
tures were taken, the default “all rights re-
served” level of copyright protection applied. 
However, in the case of Adam Stacey, he 
sent the image to his friend Alfie Dennen and 
told Alfie that the image was too important, 
that it had to get out there. Consequently, the 
image was posted to Alfie’s Discotastic 
Moblog under a Creative Commons Attribu-
tion License. The Creative Commons Attri-
bution License enables anyone to copy, re-
distribute and adapt the work provided attri-
bution is given to the author. Because of this 
license, the image quickly appeared on Sky, 
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Associated Press and other news services and 
Adam, previously, just a “citizen journalist” 
became a nighttime news reporter. 

Adam and Alfie were sufficiently aware of 
copyright laws to modify their initial “all 
rights reserved” position to a “some rights 
reserved” position. Creative Commons li-
censes gave them the ready tools to do this, 
without having to take the time & expense to 
consult a lawyer (by which time the news-
worthiness of the image may have dissi-
pated). No doubt, most other people who use 
their mobile camera phone are not as aware 
as Adam & Alfie about the copyright impli-
cations of taking a photo and/or similarly do 
not have access to a lawyer to draft up more 
reasonable license terms; consequently, 
without more, their creative works will be 
subject to the maximum copyright protection 
possible under applicable laws. Anyone who 
then comes across these works must either: 
assume they are subject to “all rights re-
served” protection and cannot incorporate it 
into their website, documentary or book 
without first taking the time to track down 
the owner and asking for permission; or, if 
they are unaware of copyright laws, and do 
so, they become an unwitting infringer. This 
is the situation even if the creator would have 
been happy for them to use the work in this 
way. 

The other way in which “all rights reserved” 
has become the default and standard copy-
right position is through established industry 
business models. In the recording and pub-
lishing industries, for example, record labels 
and publishing companies frequently take 
either a transfer of copyright ownership or an 
exclusive license of all rights from the indi-
vidual creator. These companies in turn then 
make the music or books available – as you 
can see if you check out the imprint page of 
the books on your bookshelf or the CDs in 
your CD rack—with the statement “© 2005. 
All rights reserved.” 

Creative Commons licensing is different to 
this model. In the first place, under the Crea-
tive Commons licensing model, copyright 
ownership can stay with the creator. In the 
second place, the copyright notice that is 
conveyed to the public states “some rights 

reserved” and the Commons Deed (the hu-
man-readable code) sets out the key terms of 
which rights are reserved and which rights 
are not. 

Thus, Dr. Tóth’s initial observation that “the 
‘some rights reserved’ concept is therefore 
not an alternative to, but rather the very na-
ture of classical copyright” is, in some lim-
ited respects, accurate; the Creative Com-
mons licensing model works because it is 
based on copyright and thus, obviously the 
copyright system enables authors to license 
some of their rights and not others. The prob-
lem is that under default copyright rules or a 
general silence about the copyright status of 
a work and established business models, the 
practical application of copyright laws has 
trended away from flexibility, in favor of “all 
rights reserved.” This is the issue that Crea-
tive Commons seeks to address by educating 
people about copyright issues – for creators 
by enabling them to make a choice that suits 
their preferences and clearly signalling what 
use others may or may not make of their 
works; for users by causing people to stop, 
look & think when they see a Creative 
Commons “some rights reserved” button as 
to which rights are reserved and which are 
not. 

Creative Commons license adoption 
Although Creative Commons started only 
three years ago, currently according to the 
Yahoo! Creative Commons-specific search 
engine, as noted above, there are over 17 
million linkbacks to Creative Commons li-
censes and these linkbacks are spread 
throughout the world. In addition, as also 
noted above, to date, Creative Commons 
licenses have been “ported” (that is linguisti-
cally and legally translated suitable to a par-
ticular jurisdiction) in 21 jurisdictions around 
the world including such countries as Japan, 
Finland, South Africa, Brazil, Spain, Austra-
lia, Canada and South Korea. 

Against this background, Dr. Tóth states that 
“[l]et there be no mistake: the CC licenses 
may be adapted to many jurisdictions, but 
they are not adopted in any jurisdiction…The 
state is not in a position to adapt and enforce 
the use of these uniform licenses.” (emphasis 
in original) 
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This argument seems to be confused and is, 
thus, not a valid criticism. Two points may 
clarify the confusion. Firstly, Creative Com-
mons is not representing, and neither does 
The Register article cited by Dr. Tóth in con-
nection with his assertion (cf. Emert 2005), 
that a state has adapted or enforced a Crea-
tive Commons license. The adaptation work 
is carried out by Creative Commons project 
leads in each jurisdiction. For example, in 
Hungary, Balázs Bodó of the BUTE Center 
for Media Research and Education, Attila 
Kelènyi of Kiskapu Publishing, Dr. Ágnes 
Dudás from the FSF.hu Foundation for Pro-
moting and Localizing Free Software in 
Hungary and Dr. Anikó Gyenge from the 
Legal Center for Infocommunication Issues 
at the Hungarian Academy of Sciences are 
carrying out this adaptation work. By way of 
further example, in Germany (the country 
cited in The Register article), Creative Com-
mons worked with Professor Dr. Thomas 
Dreier, Ellen Euler, and Oliver Meyer at The 
Insitute for Information Law at the Univer-
sity of Karlsruhe and Institut für Rechts-
fragen der Freien und Open Source Software 
(ifrOSS) to adapt the licenses for Germany.  

Secondly, contrary to Dr. Tóth’s assertion, 
Creative Commons licenses have been 
adopted by individual creators in numerous 
jurisdictions around the world. For example, 
recent statistics indicate that over 440,000 
licenses have been adopted in Germany. In 
Spain, over 785,100 licenses have been 
adopted. In total, as noted above, 17 million 
licenses have been adopted and applied to 
online works. 

Creative Commons is in talks with around 70 
countries around the world and thus, we and 
our international Commons community are 
working to continue expanding global license 
adoption in each country that “ports” Crea-
tive Commons licenses. 

Understanding the Commons Deed & the 
Legal Code 
Creative Commons licenses are expressed in 
three different formats: the Legal Code (law-
yer-readable), the Commons Deed (human-
readable) and metadata (machine readable). 
The Commons Deed – being designed for the 
general public to read & understand – merely 

summarizes the key components of the Legal 
Code to render them effective for the aver-
age, legally untrained user; it clearly explains 
what, essentially, a user can and cannot do 
with the work.  

Dr. Tóth is correct that much of what is in 
the Legal Code is not in the Commons Deed 
(or the metadata) and no doubt, all legally 
untrained people who use the Creative 
Commons licenses and/or works licensed 
under a Creative Commons license are thank-
ful for this. For example, neither the “War-
ranties, Representations & Disclaimer” 
clause, nor the “Limitation on Liability” 
clause, nor the “Severability” clause nor the 
“No Waiver” clause are included in the 
Commons Deed or the metadata. These 
clauses – whilst necessary to construct a le-
gal document – do & arguably should (for 
the sanity of the general public) remain the 
preserve of lawyers and the courts to argue 
about and interpret. When I buy a hair-dryer 
or park at the parking station, I am told that 
there are terms, have the opportunity to re-
view them at my leisure, and am told the key 
terms. Similarly, the Creative Commons 
Commons Deed links through to the Legal 
Code and people have the opportunity to 
review the finer points of the legal drafting, 
if they chose, or to simply read the key terms 
as expressed in the Commons Deed.  

The point of Creative Commons’ three dif-
ferent expressions of its licenses is to facili-
tate greater use of copyrighted works, edu-
cate people about respect for copyright and 
how to comply with copyright laws and the 
Creative Commons licenses. The purpose of 
the licenses is not to educate every person to 
appreciate the finer points of legal contract 
drafting. 

One unfortunate obfuscation made in Dr. 
Tóth’s article is his assertion that  

“CC licenses are even more extor-
tionary than an exclusive ‘buy-out’ 
contract from a global media com-
pany, where the author at least gets 
some money, and according to the le-
gal regulations can revoke the license 
in some circumstances. To bring an-
other example, a collecting society is 
obligated to give the possibility to its 
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authors to ‘take back’ their rights if 
they are not content with the work-
ings of the society.” 

Here, Dr. Tóth makes an inaccurate compari-
son between the Creative Commons licens-
ing model and the model of many European 
collecting societies and so-called “global 
media company[ies]”. The Creative Com-
mons licensing model applies to an individ-
ual work at the creator’s option. It does not 
apply to all present and future works of the 
creator. Many European collecting societies 
require creators to transfer ownership (not 
even just license) of certain righs in each and 
every one of their present and future works to 
the society. Moreover, many established 
content companies often require ownership 
of or exclusive rights in present work as well 
as ownership of or, at least options in, future 
works created by an artist. Creative Com-
mons licenses are designed to enable the 
artist to retain ownership of their work and 
make decisions about how they want to li-
cense that particular work. Applying a Crea-
tive Commons license to one work does not 
require application of a Creative Commons 
license to any other work. In this way, there-
fore, it is possible for a creator to experiment 
with the Creative Commons licensing model. 
One clear example of this was the WIRED 
CD: Rip. Sample. Mash. Share. which con-
tained tracks from 16 different artists includ-
ing the Beastie Boys, Chuck D, Gilberto Gil, 
Thievery Corporation, Zap Mama and David 
Byrne all released under one of the Creative 
Commons Sampling licenses. (cf. sources) 
By releasing one track under a Creative 
Commons license, these artists did not 
thereby become bound to release any of their 
previous or future tracks under a Creative 
Commons license. 

Moreover, applying a Creative Commons 
license to a particular work does not “lock 
down” that particular work to Creative 
Commons licensing exclusive of any other 
form of licensing with respect to that work. 
Creative Commons licenses are “non-
exclusive”; thus, an artist can enter into dif-
ferent licenses, including revenue-generating 
licenses, in relation to a Creative Commons 
licensed work. 

The history of Creative Commons license 
adoption to date demonstrates that there are 
three main ways in which an artist can earn 
income in connection with Creative Com-
mons licenses. 

Firstly, Creative Commons licenses can be 
applied to a work in a particular format to 
encourage awareness of the work and, thus, 
sales of the work in a different format. One 
example of this occurs in the publishing in-
dustry when authors and/or publishers re-
lease a book online under a Creative Com-
mons license whilst selling hardcopies of the 
book.  

One notable example is (unsurprisingly) 
Creative Commons’ Chairman & CEO Law-
rence Lessig who released his book “Free 
Culture” under a Creative Commons Attribu-
tion-NonCommercial license. (cf. sources) 
The book is now in its third print run.  

Another example is Kembrew McLeod‘s 
book “Freedom of Expression®”, which was 
also released online in PDF format under a 
Creative Commons Attribution license and 
sold in hardcopy format. (cf. sources) By 
making it freely available online, Kembrew’s 
book was able to circulate well beyond its 
hardcopy distribution in the United States 
and Japan, receiving responses and confer-
ence speaking invitations from people who 
shared research interests in various Euro-
pean, Asian, and African countries. In addi-
tion, the publicity surrounding his online 
Creative Commons release of the book gen-
erated hardcopy sales through Amazon.com. 

A further example in the publishing arena is 
the open access law publishing program, 
recently launched as part of Creative Com-
mons’ Science Commons publishing project. 
(cf. sources) The publishing model adopted 
by the program and signed on to by, to date, 
23 prominent US, English & Canadian law 
journals, enables the author to: retain their 
copyright in their paper and grant the pub-
lisher a limited-term, exclusive license for 
commercial publication whilst also making 
the paper available to the public under a, for 
example, Creative Commons Attribution-
NonCommercial-NoDerivatives license. In 
this way, the commercial publishing model 
of the journals is not disturbed but authors 
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and the general public from the greater avail-
ability of the author’s writings. 

In the music world, Magnatune is an innova-
tive Internet record label that started in 2002. 
(cf. sources) Magnatune releases streams and 
downloads of its artists under a Creative 
Commons Attribution-NonCommercial 
Share-Alike license but sells their albums on 
CDs.  

Secondly, a Creative Commons license can 
be applied to a work to signal to the general 
public the terms on which they may use the 
work and then interested parties may enter 
into a commercial side-deal in relation to the 
work. By reason of the Creative Commons’ 
metadata and Creative Commons-specific 
search engines such as that now incorporated 
in Yahoo!’s search engine, Creative Com-
mons licensed work can be more readily 
located by persons interested in making 
commercial uses of their work.  

Thus, by licensing content within the Crea-
tive Commons network, access to a person’s 
creativity can be substantially increased. 
Business 2.0, for example, reported on the 
story of a Slovakian artist who used Creative 
Commons licenses to make his music avail-
able. That then translated into two commer-
cial contracts with U.S. companies to use his 
music in their projects (cf. Raskin 2004).  

Thirdly, Creative Commons licensed works 
can advertise a creator’s talents and secure 
them a commercial arrangement for different 
or future works. One such example is that of 
“MinusKelvin”, a physics and calculus 
teacher by day, a composer by night. (cf. 
MinusKelvin 2005) He makes tracks avail-
able to podcasters using Creative Commons 
licenses and recently joined the ccMixter 
site. ccMixter is a site created by Creative 
Commons that enables people to post their 
music to the site under Creative Commons 
licenses that permit remixing. People can 
then remix the tracks and upload their re-
mixes. Runoff Records, Inc. signed Minus-
Kelvin after discovering him on ccMixter. 
Together with another ccMixter musician, 
Pat Chilla, MinusKelvin will now be doing 
the music for the next three seasons of Amer-
ica’s Next Top Model. 

Thus, Dr. Tóth asks “[w]hy should anyone 
invest in works that are already widely avail-
able for free?” The response to that question, 
as the above examples illustrate, is that the 
reasons are multiple. Digital technologies 
make it easier, cheaper & quicker than in the 
analogue world for individual consumers to 
become a producer of high-quality material; 
so professional, indeed, that there have been 
reports of photograph printing services refus-
ing to print personal photos of members of 
the general public for fear that they are the 
work of professional photographers and 
even, in some instances refusing to release 
people’s personal happy snaps back to them 
without a signed copyright release. (cf. Selt-
zer 2005) Just as digital technologies make 
us all professional creators, so too do they 
enable people to advertise their works and/or 
their talent, share their creativity more easily 
and more readily, and clearly signal to mem-
bers of the pubic that they welcome the use 
and reuse of their work. 

Enforceability of Creative Commons 
licenses 
Finally, license enforcement – a topic close 
to many lawyers’ hearts! Dr. Tóth queries the 
practical enforceability of the Creative 
Commons licenses and suggests that the is-
sue of enforcement is somehow more diffi-
cult under the Creative Commons licensing 
model, than under a collecting society or “all 
rights reserved” model. 

This contention is without merit. The issue of 
knowing when a person has violated a li-
cense term applies equally in relation to a 
Creative Commons licensed work as much as 
it does to a work licensed under any other 
model. Once you sell a book or allow some-
one to download a track from a site, how do 
you know that they will use it consistent with 
the license terms and/or any technological 
restrictions? This is a challenge that all crea-
tors and organizations that assist them – such 
as Creative Commons and ARTISJUS – face. 
If artists and the organizations that assist 
them work together we can attempt to solve 
this problem by teaching people more about 
copyright law and why & how to respect.  

In addition, Dr. Tóth claims that because the 
generic license originated in the United 
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States, the local licenses adapted to the juris-
dictions of Germany, France, Spain, Japan 
etc. will not be sufficiently tailored to the 
local laws of those jurisdictions. Somehow, 
because CC-HQ has final approval over the 
final draft of the jurisdiction-specific li-
censes, the licenses will be invalid under 
local laws. Leaving to one side the obvious 
factual point of distinction, namely, that the 
actual location of the office that engages in 
final review of the licenses is in Berlin, Ger-
many, Dr. Tóth is clearly insufficiently fa-
miliar with our license finalization process. 

Everything about Creative Commons in-
volves community involvement and commu-
nity feedback. This is nowhere more appar-
ent than in the international community, es-
pecially given the expertise that exists within 
the international Creative Commons-minded 
community. The license “porting” process 
involves our local project lead preparing the 
first draft of the license, linguistically and 
legally adapted for the specific jurisdiction, 
this draft is then circulated on an e-mail dis-
cussion list of interested participants in that 
jurisdiction. These list participants debate the 
various aspects of the license, in particular as 
it pertains to their jurisdiction. These com-
ments are then incorporated into a further 
draft, which is again submitted for commu-
nity review. A final draft is then prepared 
and CC-HQ’s Berlin office confirms license 
interoperability and otherwise assists with 
drafting issues that may have arisen on the 
country discussion list. The role of CC-HQ’s 
Berlin office is simply one of assistance and 
facilitation. At all times, substantive review 
and amendment of the licenses to comport to 
local legal requirements is undertaken by 
experts in that jurisdiction.  

No doubt, the Creative Commons license 
will one day be tested in a court of law, simi-
lar to the recent case before a Munich court 
involving the GNU-GPL license (cf. Shank-
land) and, when that situation occurs, we will 
all observe the enforceability of the license 
for the particular dispute in question. Until 
this day, however, and most likely even after 
this day, there is no basis upon which to 
claim that Creative Commons licenses are 

unenforceable. Every member of our com-
munity is working to ensure that they are 
locally enforceable in anticipation of when a 
court date is set, and also, that the licenses 
properly represent and respond to the needs 
of artists. 

For Dr. Tóth to imply that because Creative 
Commons does not provide legal advice and 
enforcement assistance, Creative Commons 
“simply shrug[s] their shoulders” when it 
comes to helping people enforce their rights, 
flies in the face of reality. We receive count-
less queries and requests for assistance and, 
to the extent we are able to locate a suitable 
volunteer legal service in the inquirer’s juris-
diction, we direct them to that service. In-
deed, to the extent that ARTISJUS provides 
pro bono legal assistance to artists, Creative 
Commons looks forward to working with 
ARTISJUS in this regard. 

Bottom line 
Creative Commons welcomes the debate and 
feedback about our licenses. Creative Com-
mons constantly strives to develop licenses 
and tools that are adapted to and serve the 
needs of creators and users of copyright 
works. Because the Creative Commons li-
censing model is different to the established 
business models and the default “all rights 
reserved” copyright model that has existed in 
practice historically, Creative Commons 
often engenders debate, concern and, some-
time, confusion as to what Creative Com-
mons does and how its licenses and tools 
operate. Thus, Creative Commons appreci-
ates the opportunity to try to clarify these 
issues but, more importantly, the opportunity 
to generate discussion of these issues. Par-
ticularly, in the case of ARTISJUS and its 
fellow collecting societies, a common ground 
exists on which to explore these issues be-
cause all organizations serve similar interest 
groups.  

Ultimately, however, such discussion serves 
an incredibly useful purpose of holding up 
the mirror and enabling us all to consider and 
opine on how we can all work towards mak-
ing copyright law better fulfil its objectives. 
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A breakdown of consumer protection law in the light 
of digital products 
By: Martien Schaub, Mitopics, Gouda, Netherlands 

Abstract: Consumers using digital content will often find themselves confronted with DRM. 
Some consumers have attempted, with little success, to argue that these measures interfere 
with their "right to a private copy", referring to the exception made with regard to this in copyright 
law (Helberger 2004). Another area of law that can be drawn into this is consumer law. Con-
sumer law contains several legal instruments that protect the consumer who is considered to be 
the weaker party in relation to a commercial party. 

Keywords: legal analysis – consumer law, consumer expectations, consumer rights,  
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Introduction 
In the first INDICARE Monitor of this year 
Rüdiger Grimm (2005) remarked: “virtual 
goods are made for purchase and usage”. 
When using digital products, consumers will 
find that some uses are not possible as a re-
sult of DRM. DRMs are used to protect the 
interests of the distributors and artists; how-
ever at some level this will interfere with the 
interests of the consumer who expects that he 
can make certain uses of the content he ob-
tained. This contribution discusses several 
legal instruments that might come to the aid 
of the consumer in relation to the consump-
tion of digital goods (for an overview of 
European consumer protection law see De 
Witte 2004). 

Preliminary question: are digital products 
goods or services? 
In law it is important to establish if you are 
dealing with either goods or services, be-
cause in some cases there are different rules 
for the one and the other. The definition of 
“good” generally relates to physical appear-
ance of something, while service provision 
concerns the performance of some sort of act 
other than the delivery of a good. 

Digital content consists of bits and bites that 
are normally connected to a physical carrier 
such as a CD or a hard drive. If digital con-
tent is connected to a carrier, selling it can be 
characterised as the selling of a good, be-
cause a tangible changes hands. A digital 
delivery (for example via internet) merely 
consists of the transfer of bits and bytes. In 

that case, it becomes problematic to charac-
terise such a delivery as the delivery of a 
good. In the past this topic has been ad-
dressed in relation to electricity (HR 23-3-
1921) and computer data (Hof Arnhem, 27-
10-1983). In case law these have been con-
sidered to be equal to a good, which can be 
stolen. However, this conclusion was drawn 
in relation to criminal proceedings. These 
solutions however cannot simply be trans-
posed to private law issues.  

In the discussion concerning the legal dis-
tinction between goods and services it is 
important that the context and the purpose of 
the rules of law are taken into account. In the 
context of consumer law, it seems unfair to 
treat a song differently, depending on the 
manner it is formatted or delivered. If con-
sumer rights are dependent on the manner of 
distribution, this opens the possibility for 
distributors to choose the manner that fa-
vours their position. For practical purposes, it 
can therefore be preferable to consider the 
delivery of a digital product to be equal to 
the delivery of a good. Reference can be 
made to the analogy with sale of books and 
CDs, which are generally considered to be 
sale of goods, regardless of the fact that what 
is actually sold is copyrighted material. The 
discussion of rights and duties below will 
assume that the rules of sale of goods can 
apply to the selling of digital content, either 
because the product can be qualified as a 
good or, if this fails, by analogy. 
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Contract law 
Non-compliance 
In general, contract law requires that the 
seller should perform in conformity with the 
contract. English law in this respect requires 
that the goods supplied should be of satisfac-
tory quality and specifies that this require-
ment is met if the sold good is as fit for the 
purpose for which goods of that kind are 
commonly bought or as it is reasonable to 
expect having regard to any description ap-
plied to them, the price (if relevant) and all 
other relevant circumstances. An exception 
applies when the buyer’s attention was spe-
cifically drawn to the “defects”. 

Dutch law requires that a seller should de-
liver in conformity with the contract and 
specifies that this is the case if the good has 
the characteristics which are necessary for a 
normal use to be made of it and whose pres-
ence he did not have to doubt, as well as all 
the characteristics which are necessary for a 
special use which has been mentioned in the 
contract (for a comparison of Dutch law, 
English law and French law on this topic see 
Girot 2001). 

A similar rule has been laid down in the 
European directive on sale of consumer 
goods (Directive 1999/44/EC). This directive 
states that goods are presumed to be in con-
formity with the contract: 

► if they correspond to the description 
given by the seller or to a sample or 
model shown to the consumer, 

► if the goods are suitable for the special 
use indicated in the contract,  

► if they are fit for the purposes for which 
goods of the same type are normally 
used, 

► if they show the quality and performance 
which are normal in goods of the same 
type and which the consumer can rea-
sonably expect, given the nature of the 
goods and taking into account any public 
statements by the seller the producer or 
his representative. 

Relevant factors to determine if there is 
breach of contract (either in England or in the 
Netherlands) can be the nature of the product 
sold, the knowledge the seller has about the 

intended use, price, the state of the market 
and reasonable expectations of the consumer. 

Applying the legal norms to digital content 
equipped with DRM-techniques entails that it 
has to be established what can be considered 
“normal use” of digital content, what digital 
content is “commonly” bought for and what 
is reasonable to expect. 

Unfair contract terms 
Basing a claim on breach of contract is ren-
dered difficult if the use of the DRM-
techniques is accompanied by (pre-
contractual) warnings by the supplier. In that 
case the consumer has fewer possibilities to 
argue that expectations were not met. How-
ever, this does not affect the possibility to 
base a claim on unfair contract terms. In this 
context one can think of the Unfair Contract 
Terms Act in England, and the rules regard-
ing general terms in Dutch law, which in-
clude a black list of terms that are considered 
to be unreasonably onerous and a grey list of 
terms which are suspected to be unreasona-
bly onerous. In both countries it is up to 
judges to further determine in the context of 
each particular case if certain terms are unfair 
or unreasonably onerous. 

On European level there is the unfair contract 
terms directive (Directive 93/13/EEC) har-
monising the laws of the member states with 
regard to this issue. According to this direc-
tive terms are unfair if, contrary to the re-
quirement of good faith, they cause a signifi-
cant imbalance in parties’ rights and obliga-
tions arising under the contract, unless the 
terms were individually negotiated. 

Relevant in the assessment is the nature of 
the goods or services, and all other circum-
stances. Circumstances could be the price 
and the reasonable expectations of the buyer. 
Again, reasonable expectations turn up, as 
well as good faith and circumstances of the 
case. How does this translate to the supply of 
digital content with DRM? Opinions of what 
is “reasonable” can vary. 

Unfair commercial practices 
Related to the rules concerning contract law 
are the rules concerning unfair commercial 
practices. The laws of the member states will 
be harmonised on this point after the imple-
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mentation of the recently adopted directive 
on unfair commercial practices (Directive 
2005/29/EC). The directive protects the con-
sumers’ economic interests against unfair 
practices that take place before, during or 
after a commercial transaction. The directive 
does not prescribe what is considered to be 
“fair”, but instead indicates which practices 
are considered to be unfair: 

► if it is contrary to the requirements of 
professional diligence, 

► if it materially distorts or is likely to ma-
terially distort the economic behaviour 
with regard to the product of the average 
consumer whom it reaches or to whom it 
is addressed. 

Professional diligence is defined as the stan-
dard of special skill and care which a trader 
may reasonably be expected to exercise to-
wards consumers, commensurate with honest 
market practice and/or the general principle 
of good faith in the trader’s field of activity. 
An important factor in the determination if a 
certain practice is unfair is the amount and 
type of information that is provided to the 
consumer. 

These open norms such as “good faith” and 
“reasonable expectations” make for flexible 
legal norms that can be applied to numerous 
situations. The downside is that little legal 
certainty is offered and the decision will de-
pend on circumstances of the case. 

Defective products 
The European directive on product liability 
protects against material damages afflicted to 
persons (death and personal injury) and dam-
age to property (Directive 85/374/EEC). 
Apart from the protection measures that are 
so aggressive that they will harm the con-
sumers’ computer, the DRM-techniques will 
commonly not cause material or personal 
damage. 

According to the directive a product is defec-
tive if it does not provide the safety, which a 
person is entitled to expect, taking all cir-
cumstances into account, including: 

► the presentation of the product; 
► the use to which it could reasonably be 

expected that the product would be put; 

► the time when the product was put into 
circulation. 

Although many consumers may currently 
expect that some sort of DRM is connected 
to digital content, it is less likely that they 
will expect that such measures will cause 
damage, such as harm the hard-drive of a PC. 
Even if this is clearly communicated towards 
the consumer that damage might occur, it can 
be argued that a DRM-techniques should not 
harm the consumers’ computer. Although 
probably effective in protecting intellectual 
property rights, it can be argued that this 
does not pass the proportionality test: the 
punishment is far too grave in relation to the 
“crime” committed. 

Besides the specific regime concerning de-
fective products, consumers may rely on 
general liability rules such as tort of negli-
gence in England or onrechtmatige daad in 
the Netherlands. Roughly speaking, general 
liability rules require that adequate duty of 
care is observed concerning the interests of 
others. 

Transparency 
In the previous paragraphs several references 
can be found to the presentation of the prod-
uct, information provision and pre-
contractual warnings. This relates to trans-
parency: information with regard to the 
product and the contract terms is relevant in 
the determination of the lawfulness of the 
distribution of the product. The law also con-
tains several explicit information duties that 
need to be fulfilled by the seller. The distant 
selling directive (Directive 97/7/EC) imposes 
pre-contractual and post contractual informa-
tion duties which include amongst others the 
obligation to communicate the main charac-
teristics of the goods or the services (note 
that no distinction is made between goods 
and services). Furthermore the e-commerce 
directive (Directive 2000/31/EC) requires 
that the price is clearly indicated and that the 
contract terms and general terms are pre-
sented in such a manner that they can be 
stored and reproduced. 

These information requirements can assure 
that consumers know what they can expect, 
and prevent that consumers are disappointed 
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or misled. However this cannot remedy the 
situation where the suppliers of digital con-
tent make use of contract terms unfavourable 
to the consumer, they merely oblige the sup-
pliers to communicate these terms clearly to 
the consumer (compare Guibault and Hel-
berger 2005). 

Bottom line 
Above discussed rules show that consumer 
expectations play a crucial role in the deter-
mination if a certain product or a contract 
relating to it is lawful. Related to this is the 
generally accepted practice in a certain do-
main. As the domain of digital content deliv-
ery is relatively new, it is hard to determine 
what is generally accepted in the domain and 
what consumers may or may not expect. The 
fact that a diversity of digital products com-
bined with different manners of distribution 
are becoming available complicates the issue. 

What an average consumer can expect today 
when he buys digital content is a right to use 

the content, which is subjected to more or 
fewer limitations. Whether these limitations 
are legitimate cannot be determined solely 
with the legal standards offered by consumer 
law. These legal standards contain open 
norms, which do not provide for a conclusive 
answer. The best instrument that is offered to 
the consumer appears to be the information 
duties of the seller. In case of lacking, inade-
quate or false information about the product, 
a consumer may successfully base a claim on 
breach of contract or unfair practices. 

Although the information duties cannot rem-
edy that sellers use unfavourable terms, clear 
information allows the consumers (or con-
sumer organisations) to determine their posi-
tions and possibly take action concerning the 
acceptability of the digital products and the 
terms under which they are marketed. Tools 
to do so are handed to these players by the 
law. 
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What Norwegian politicians should know about DRM 
By: Christine Hafskjold, The Norwegian Board of Technology, Oslo, Norway  

Abstract: The Norwegian Parliament has recently passed important amendments to the Nor-
wegian Copyright Act. The process to this point has been long, and there have been many side-
tracks, particularly related to the technologies affected by the act – such as Music CDs, copy 
protection and MP3 players. To help clear up some of the technical issues, The Norwegian 
Board of Technology published a newsletter on technological measures and DRM. 
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Norway’s approach to the Infosoc 
directive 
In February 2005, the Ministry of Culture 
and Church Affairs submitted its White Pa-
per on amendments to the Norwegian Copy-
right Act. The media immediately picked up 
on the section dealing with the circumvention 
of technological measures and named the 
proposal “the MP3 Act”. Media coverage 
circled round a narrow selection of topics: 

► Every 14-year old in the country will 
become a criminal! (Because they will 
want to copy their CDs to their iPods.) 

► Meet the politicians who own an MP3 
player and hear what they feel about 
the proposal! (Because their opinion is 
more informed than that of the other poli-
ticians?) 

► We have surveyed the parliament and 
this is the MP/MP3-player ratio of the 
different parties! (Parties where no MPs 
have MP3 players shouldn’t get to vote 
on this matter at all?) 

Need for information 
The Norwegian Board of Technology (NBT) 
is an independent body for technology as-
sessment established by the Norwegian Gov-
ernment in 1999, following an initiative by 
the Norwegian Parliament (Stortinget). The 
Board had already scheduled a project on 
DRM for the autumn of 2005. However, 
from the media coverage, and the open hear-
ing held on the proposition, it was clear that 
more information was needed on technologi-
cal measures and DRM. 

Aided by experts in law and cryptology, The 
NBT set out to give the Members of Parlia-

ment some balanced information on what 
DRM is and how it can come to affect how 
we deal with digital content in the future. 
The hope was that by providing balanced and 
easily understandable information on this 
matter, the politicians would also get a 
chance to focus on the other important as-
pects of the proposition: How to ensure that 
intellectual property rights are not violated in 
the digital age.  

This resulted in a four page newsletter called 
Technological measures – DRM. The news-
letter addresses the challenges digital tech-
nology means for intellectual property, fo-
cusing on music and film in particular, as the 
confusion in regard to this seemed to be the 
biggest. Also copying and distribution of this 
type of content has become cheap and easy – 
and in large groups of the population – 
widely acceptable. 

Why is DRM relevant to this? 
The obvious benefit of DRM is the possibil-
ity of charging a different price for digital 
content depending on the need of the cus-
tomer. The customer can choose to download 
a film for watching once, or she can choose 
to buy a piece of music to store and copy to 
any format she wants. Most people today 
have no problem accepting that when you 
rent a DVD, you only buy a limited right to 
view it. You cannot copy it for private use or 
sell it to someone else – that would require 
you to buy the DVD. Transferring this con-
cept to music, films and books in digital form 
is the challenge. 

Much of the focus so far has been on copy 
protection on CDs and DVDs, and the fact 
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that the new law will prohibit the circumven-
tion of such measures. Copy protection can 
be seen as a primitive form of DRM, restrict-
ing the right to copy a CD. The problem is 
that the consumers don’t see it this way – it 
looks like a regular CD and costs the same, 
so why are the rights limited? To make mat-
ters worse, quite a few of these CDs don’t 
play in all types of CD-players, and making a 
copy can in most cases solve this problem. 
This led the Ministry to add an exception to 
the rule: You may circumvent a technologi-
cal measure to be able to play your music on 
“relevant playback equipment”. In the pro-
posal from the Ministry, MP3 players were 
not considered relevant equipment for play-
ing CDs, hence all the fuss in the media. 

As “everybody” predicts that traditional copy 
protection will be replaced by DRM (or 
something similar) in the future, how DRM 
works and how it affects the protection of 
digital property rights is an extremely rele-
vant issue when dealing with circumvention 
of technological measures. Limiting focus to 
the copy protection schemes we see today is 
clearly not sufficient. 

Challenges with DRM 
Limiting “fair use”?  
In the proposal from the Ministry, circum-
venting technological measures is not legal 
when a contract for the use of the intellectual 
property has been made between the con-
sumer and the property owner, and the prop-
erty is purchased over the internet. As a 
DRM-system will contain such a contract, 
the deployment of DRM systems will mean 
that the regulation of consumer rights in this 
area is transferred from the authorities to the 
property rights owners: If no service that 
allows copying a piece of music or a film for 
private use exists, then the right to “fair use” 
will effectively disappear. In the newsletter 
to the Norwegian Parliament NBT recom-
mends that the politicians watch the devel-
opment closely, and take the appropriate 
measures to revise the law, should consumer 
rights be restricted as a result of this. 

Hardware problems 
Many consumers are concerned about DRM-
systems that are linked to a specific hard-
ware, and only allow the content to be 

played/read on this. Systems of this kind 
have made consumption of legally bought 
content difficult after a disc crash or after 
replacing an old PC. It’s assumed that this 
type of problems will cause consumer reac-
tions, and that alternative solutions will 
emerge. 

Privacy issues 
Privacy is an area where DRM has caused 
reason for concern. Several systems require 
the user to identify her self to access digital 
content. In this way, the supplier of the DRM 
system can get access to the user’s media 
habits and in theory use this for promotion or 
in pricing. The NBT is of the opinion that it 
should still be possible to consume media 
content anonymously in the future.  

Proprietary formats 
Several DRM systems are in use today. The 
best known and most used are connected to 
Apple’s iTunes and Microsoft’s Windows 
Media Player. Both of these use proprietary 
formats that stop music or film from being 
played on a player of the consumer’s choice. 
Some services in Norway today require that 
you have a specific media player to 
download content, i.e. Microsoft Windows 
Media Player. 

If this type of connection between content 
and player becomes the norm, it can contrib-
ute to limiting the competition in the market 
for media players (hardware and software). It 
is recommended that The Norwegian Com-
petition Authority should monitor develop-
ments closely. 

From a consumer perspective, it’s important 
to get global, open standards in place, to 
ensure that all media players can read the 
digital rights information and relate to this. 
The choice of media player will then be en-
tirely up to the consumers. The authorities 
can stimulate this by demanding open stan-
dards in public services that use DRM. 

When is circumvention of technological 
measures OK? 
The cracking of technological measures to 
expose security issues has been much dis-
cussed. It’s not unusual that research insti-
tutes and others identify security issues in 
software and then publish their findings. 
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After the Digital Millennium Copyright Act 
passed in the US, research institutes have 
expressed a reluctance to publish findings out 
of fear of prosecution. The EUCD has sug-
gested that the protection of technical meas-
ures should not restrict the possibility to do 
research on cryptology, so as not to run into 
the same problem. 

Proprietary DRM systems pose a problem for 
the developers of open source software 
(OSS). In order for this type of software to be 
able to read proprietary formats (like Micro-
soft Word), they must “reverse engineer” the 
format to find out how to read and present it. 
The proposal to protect technical protection 
systems means that doing the same thing to a 
DRM format will be illegal. 

The purpose of circumvention in this case is 
not to get access to the content for free, but 
to get access to the rights information in or-
der to treat the content in the same way as the 
intended media player would. 

The NBT sees the OSS environment as an 
important competition corrective in a market 
dominated by big software development 
companies. It’s therefore important that leg-
islation in this area doesn’t limit OSS devel-
opers’ opportunity to deliver competitive 
solutions. Stimulating the development and 
use of open standards can be one way to go 
in this matter; another can be to open for an 

exception in the legislation similar to that of 
cryptology. 

Bottom line 
The Standing Committee on Family, Cultural 
Affairs and Government Administration gave 
its recommendations to Parliament on May 
30th, and the act passed on June 4th. The con-
sumer perspective got a broad place in the 
debate, and the outcome can also be per-
ceived as consumer friendly, as it leaves an 
opening for circumventing technical meas-
ures to copy music from CDs to MP3-players 
(for private use). This means that the com-
mittee goes a lot further than the Ministry, 
that clearly stated that MP3 players should 
not be considered “relevant playback equip-
ment. The committee explicitly states that the 
right to make private copies (“fair use”) shall 
exist also in the future. It also states that 
DRM-systems will be important to uphold 
intellectual property rights in the future, but 
that such systems should not violate privacy 
or consumer rights. It also states that shifts in 
the competition in the market for playback 
equipment should be watched and handled by 
The Norwegian Competition Authority. Even 
though the committee’s recommendations 
regarding privacy, consumer rights and com-
petition are general, and it’s unclear how 
they will be upheld, it’s gratifying that these 
issues were in fact addressed. Only the future 
can show how it all will work in practice. 
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Podcasting-profit-possibilities. Will DRM invade the scene? 
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Abstract: Podcasting is one of the latest hypes in media publishing. Podcasts were originally 
produced and published for free by private radio aficionados. But with the growing popularity of 
this new media format, podcasts are increasingly becoming of interest to commercial media 
companies. A number of yet unresolved copyright and licensing issues are, however, limiting 
the potential of this digital format. This article takes a look at these issues, at potential business 
models and at the possible future role of DRM. 
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Introduction 
“On-demand” is a concept that is now also 
available for radio: Podcasts are radio 
programs in digital audio format (MP3, 
AAC) that can be downloaded from the 
Internet and synchronised with any MP3 
player (not only with Apple’s iPod as the 
name would suggest). They are distributed 
via the Internet exclusively, in contrast to 
traditional broadcasts. What makes this new 
concept of radio programs very appealing is 
that podcasts can be subscribed to over RSS-
feeds (Rich Site Syndication, an XML-based 
summary of a webpage). This means that 
each new radio show is automatically 
downloaded to the PC and synchronized with 
the portable player and can be consumed 
whenever and wherever you want. 
The production of a podcast is almost as easy 
as subscribing to it and requires not much 
more than a PC and a microphone. Many 
podcasts are, therefore, produced by amateur 
broadcasters and cover everything one can 
imagine from weekly reviews of books or 
movies, over daily English lessons, to 
morning and evening prayers (“Praystation 
Portable”, “Godcast”). Podcasts are the audio 
equivalent to weblogs and are – as weblogs – 
a tool for narrowcasting as opposed to 
broadcasting (narrowcasting is the use of 
media to reach a specific audience). 
The popularity of podcasts has lately been 
boosted by Apple’s new iTunes version 4.9, 
which now supports podcasts. (While there 
are also videocasts, they are not the focus of 
this article.) 

 

First steps from niche to mainstream? 
A growing number of public and private 
broadcasters, e.g. BBC, Disney or News-
week, as well as a variety of companies are 
experimenting with the new medium. So far, 
most podcasts are freely available on the 
Internet and do not contain commercials or 
advertisements. This could change, however, 
with the growing popularity of podcasts. The 
research company Forrester expects that by 
2010 12.3 million US households will listen 
to podcasts (Forrester Research 2005). 

Apple’s support of podcasts in its latest ver-
sion of the iTunes software can be regarded 
as a first step from niche to mainstream. 
Within the first two days after release, 
iTunes-clients subscribed to more than one 
million podcasts. iTunes allows customers to 
search for podcasts in a directory of more 
than 3,000 shows and to easily subscribe and 
synchronize them.  

Copyright licensing schemes need to 
catch up with podcasting technology 
The main factor that is currently limiting the 
potential uptake of podcasting is copyright. 
Most podcasts are limited to talk-radio today, 
because copyright legislation and existing 
licensing schemes do not appropriately cover 
music podcasts. “Indeed, copyright law has 
yet to catch up with the technology of pod-
casting” (Didden 2005).  

The problem is that a music podcast does not 
only involve the public performance and 
broadcast of musical works, it also involves 
the playing and possibly the reproduction of 
a sound recording, since podcasts are 
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downloads and single songs could be ex-
tracted from them. While public perform-
ances of works are handled by the perform-
ance rights organisations like GEMA in 
Germany, PRS in the UK or SACEM in 
France, artists or their labels have the right 
over sound recordings. Playing music in a 
podcast, therefore, requires the approval of a 
collecting society as well as of the artist or its 
label. However, neither the collecting socie-
ties, nor the major record labels have devel-
oped common licensing schemes for podcast-
ing yet.  

While in the US, the collecting societies 
ASCAP and BMI have claimed the rights to 
performance royalties arising from podcasts, 
the German GEMA, for example has no con-
cept for podcasting until now (Sixtus 2005).  
Some artists and small record labels explic-
itly allow the use of their works in a podcast. 
Creative Commons (CC) offers an audio 
license that covers the use of musical works 
in non-commercial podcasts. The open music 
record label Magnatune, for example, li-
censes albums with a CC license for pod-
casts. Customers that want to buy the music 
can pick the price, starting at $5 (Buckman 
2005). 

Podcasts that feature music without the ap-
proval of artists or labels risk being sued by 
the music industry. So far, podcasting hasn’t 
been popular enough to interest lawyers but 
this could well change soon. 

New Business models for podcasts? 
Copyright issues might become especially 
relevant if podcasting moves from home-
made, not-for-profit, to commercial. With 
podcasting gaining so much popularity, we 
can expect that podcasts will be commercial-
ized. Possibilities to make profit with pod-
casting are podcasts as a marketing tool, 
sponsoring and advertisements, or paid sub-
scriptions. 

One of the first companies that wants to help 
podcasters make money is BoKu Communi-
cations, founded by one of the inventors of 
podcasting, Adam Curry. BoKu produces 
successful podcasts and sees itself as a leader 
in commercializing the podcast movement 
through marketing, advertising, commerce 

and other vehicles. BoKu claims that “Pod-
casting is the ultimate narrowcast environ-
ment. Podcast listeners are early adopters. 
Podcast producers are early influencers.” 
which makes podcasts an ideal tool for mar-
keters. Podcast listeners represent an attrac-
tive demographic of early adopters that are 
young and technically savvy (Rubel 2004) 
and podcasts often target a very narrowly 
defined interest group.  

Marketing 
Podcasts are already used as a tool for mar-
keting and to improve customer relationship. 
Large broadcasters such as BBC or ABC 
news surely have their customers in mind 
when offering own podcasts. Another exam-
ple is Virgin Atlantic that offers podcast-
travel guides as a customer-relationship-tool. 
In the US, politicians like John Edwards and 
Arnold Schwarzenegger have been using 
podcasts during election campaigns. 

But podcasts can also be used to promote 
content, especially music. They are a promis-
ing way for unknown musicians to gain ex-
posure. The BMI, for example, is offering its 
own podcast “See it Hear First” to promote 
newcomer artists. In another case, a Scottish 
music fan used his podcast to expose the 
world to tartan rock (BBC News). Podcasts 
can provide more information about the artist 
and direct interested listeners to an online 
music store, where the featured tracks can be 
purchased. For music labels podcasts could 
become another viable distribution channel – 
on the condition that licensing problems can 
be solved (see below). 

Sponsoring / Advertisements 
Podcasts can also be used for advertisement 
by inserting audio spots in the podcasts. This, 
however, diminishes the attractiveness of 
podcasts to their users, since commercial-free 
radio shows are seen as a major advantage of 
podcasting over traditional broadcasting. 

Another possibility is sponsorship, where 
companies underwrite an entire podcast. 
Condom manufacturer Durex, for example, 
became one of the medium’s first advertisers 
paying for product placement on the “Dawn 
and Drew Show”, a very popular podcast 
where a couple talks about their private sex 
life. The ads are not typical radio “spots” – 
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Durex is paying the show’s producers to talk 
about the condoms as part of the show’s con-
tent. 

Paid subscriptions 
While so far most podcasts are offered for 
free, very popular shows and premium con-
tent could charge subscription fees in the 
future. However, one has to keep in mind 
that few media giants have been able to sell 
enough subscriptions to their web-based con-
tent to be anywhere close to profitable 
(Knowledge@Wharton 2005). 

In addition, when podcasts are offered for 
money, the question arises, how the illegiti-
mate distribution of these audio files could 
be prevented – and here the question of copy-
protection and DRM comes into play. 

DRM-protected podcasts? 
DRM and copy-protection could become 
relevant for podcasting in two respects: First, 
if a business model for paid podcasts should 
emerge, the distribution of the audio files 
needs to be controlled. Second, if podcasts 
are to feature music, DRM-issues arise. Gen-
erally, many labels will most probably reject 
licensing their music for podcasts if it is not 
DRM-protected, since single songs could be 
extracted. And, commercial podcasts cannot 
use CC-licensed music, since the CC audio 
license is limited to non-commercial use.  

We could imagine commercial, DRM-
protected podcasts where DRM limits, for 
example, the number of plays and prevents 

the extraction of single songs. This would, on 
the one hand, make it easier for labels to 
license their music for podcasts, and on the 
other hand, not annoy consumers too much, 
since podcasts are not likely to be played 
many times and/or on different devices. It is 
rather the time-shifting feature and the auto-
matic subscription that makes podcasts so 
attractive. 

However, the prime problem of DRM tech-
nology today would strike here: lacking in-
teroperability. One factor that makes pod-
casts so popular is the easy use of the MP3 
format that is supported by a large variety of 
devices. Consumers will hardly accept DRM-
protected podcasts that impair user experi-
ence – in particular if a parallel universe of 
free, unprotected podcasts exists. 

Bottom line 
Podcasting is one more step toward the disin-
termediation of media and is increasing di-
versity and customer choice. The format has 
already shifted from a pure amateur move-
ment to being used as a marketing tool. It is 
still an open question, though, whether viable 
business models can be developed for paid 
podcasts. If podcasts are to incorporate music 
on a large scale, some use of DRM would be 
needed to make podcast licensing acceptable 
to music labels. As long as DRM systems are 
not interoperable and restrict user experience, 
however, DRM will be a no-go for podcast 
fans.  
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Waiting for a miracle 
eBooks may become really popular once 
affordable devices are introduced to the mar-
ket and extensive libraries, including all the 
current bestsellers, are available for 
download. The introduction of the latest 
Harry Potter novel serves as a good example 
for the reservation of publishers and authors 
towards entering the eBook market (Rowling 
2005).  

The issue of eBooks has lately re-entered the 
spotlight of attention with the introduction of 
Sony’s Librié. Since reader hardware made 
by Franklin, RCA, or Gemstar is no longer 
being distributed, the Librié is the first newly 
developed device to have entered the market 
for years. Its display closely resembles that 
of a real book. It can hold 10 MB of digital 
content, and costs ¥41,790 (about 320€ at 
Amazon Japan) (Lewis 2005). 

DRM infrastructure 
There is some confusion concerning the term 
eBook. We distinguish eBook content, eBook 
reader hardware and eBook reader software 
(cf. figure 1 next page). 

If the reading hardware is dedicated, it is 
developed for the convenient consumption of 
eBooks. Regarding weight and readability, 
they try to emulate the experience of a real 
book.  

Integrated reading hardware offers the tech-
nical capability to process eBooks. But in 
contrast to dedicated hardware, its use is not 
limited to reading. Personal Digital Assis-
tants (PDAs), desktop computers, Tablet PCs 
and laptops can be used for reading eBooks. 
Mobile phones originally were not developed 
for reading, but technical advancement of 
screens, user interfaces, and memory con-
tinue to improve the potential of these de-
vices for reading eBooks.  

The capability of reading eBooks sometimes 
is even a by-product not intended by the 
manufacturer. This is for example the case 
with Nintendo’s Game Boy or Apple’s iPod. 
Featuring respectable screens, it is private 
developers who offer software to convert 
digital content into formats readable by these 
devices. The manufacturers do not support 
this, but do not hinder their development 
either.  
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Figure 1: Digital devices capable of displaying eBooks 

eBook reading software 
Special software is required for reading 
eBooks. It comes pre-installed on a reading 
device or can be downloaded from the com-
panies’ websites. The basic version usually is 
free of charge. As each software format is 
linked to its own file format, there is no in-
teroperability. For example, an eBook pur-
chased in Mobipocket’s file format cannot be 
read with Acrobat Reader (requiring pdf-
files). Unfortunately, there is no single com-
mercial reading device or software that can 
handle all the different file formats. 

Acrobat Reader (Macintosh, Windows, Unix, 
Palm, Pocket PC, Symbian OS): Acrobat 
Reader’s success rests heavily on the wide 
use of the pdf-format. The pdf-format is still 
without doubt the format of choice for desk-
top eBooks in many online bookstores. Nev-
ertheless it is noteworthy that Adobe’s Con-
tent Server DRM system has been discontin-
ued as of November 2004. It has been re-
placed by the LiveCycle Policy Server solu-
tion. This move indicates that Adobe is 
abandoning DRM-solutions for publishers, 
concentrating on the enterprise documents 
market (Rosenblatt 2005).  

eReader (Macintosh, Windows, Windows 
mobile, Palm): The eBook store of the same 
name has developed this software primarily 
to support their own file format. It also works 
with Palm’s document format. In order to 
activate a commercial eBook, a special code 

is required. It is generated using the credit 
card number the customer has given to pur-
chase the book. 

Microsoft Reader (Windows, Tablet / Pocket 
PC): In order to read DRM-protected 
eBooks, the reading software needs to be 
activated via Microsoft’s website. Using a 
single account, the consumer can activate up 
to six devices. There can be activation prob-
lems if the customer uses a new device and 
wants to read books purchased with older 
versions of the software (Rothman 2003). 
Quoting a major publishing company’s rep-
resentative, they do not support this software, 
because “it is not even supported by Micro-
soft themselves”. 

Mobipocket (availability: Macintosh, Win-
dows, PalmOS, Psion, Symbian OS): The 
French company Mobipocket has developed 
the software primarily for PDAs. Upgrading 
the free basic software allows the user to 
define usage rights for non-commercial use. 
Commercial publishers use Mobipocket’s 
eBookbase to protect and distribute digital 
content. A wide range of international retail-
ers and platforms supports this software. 

Of the major eBook distributors in Germany 
(Amazon, bol, ciando, libri, pdassi), three 
support Acrobat Reader, one supports 
eReader and Mobipocket respectively. In the 
desktop environment, Acrobat Reader is the 
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common standard, while the decision is still 
open in the portable environment. 

Usage rights and their influence on 
eBooks’ success 
Primarily, usage rights that are controlled by 
the DRM system comprise: Print content, 
add notes, copy / paste, period of usage, ex-
tract or add single pages and authentication 
of reading hardware and software. Problems 
arise mostly with the period of usage and 
authentication. The authentication scheme 
sometimes requires a code composed partly 
of the customers´ credit card number. Con-
sumers may feel rather reluctant to accept 
this policy. 

Sony’s Librié, which is without doubt tech-
nologically very sophisticated, is an example 
of how great platforms and the advantages of 
digital content can become almost useless for 
the consumer through DRM. Apart from 
featuring a price not suitable for mass mar-
keting, only eBooks protected by Sony’s 
proprietary Open MG DRM technology are 
available at the dedicated download store. 
There is a selection of a mere 200 volumes to 
date. 

The files are set to expire after two months 
upon authentication. So the consumer is 
forced to read the book within that period of 
time. Given Librié’s price tag, it seems 
unlikely that consumers will accept this 
(Lytle 2004). The company has reacted to the 
format problems, allowing for conversion of 
pdf-files into the Sony’s proprietary BBeB-
format (cf. Dynamism.com)  

Applying DRM to the consumer’s benefit 
Once the technical issues described are re-
solved, existing online retail business models 
can be enhanced using DRM. And there are 
business models that can only work with the 
help of DRM. Also, substantial differences 
exist based on whether a book is used for 
entertainment (e.g. novels), education (text-
books, encyclopedias) or orientation (travel 
guides).  

Term-lease: While limited usage rights (e.g. 
expiry after two months) are hardly tolerable 
with novels, they can make sense in the edu-
cational environment. In case a student needs 

to buy a book for a course at university, its 
expiry after a predefined period of time 
might not be a problem. After all, upon suc-
cessfully passing an exam, the textbook is 
hardly needed much longer, or becomes out-
dated. Thus, stricter usage rights along with a 
reduction in price can be in the mutual inter-
est of both parties.  

Course-packs: If the consumer opts for 
longer use, updates can be delivered digitally 
upon publication. Also, the customer can buy 
content chapter-wise, which would be impos-
sible with traditional books. Publishers could 
sell “course packs” existing of individual 
chapters, articles and multimedia content 
(Vaknin 2005). 

In Asian countries such as Japan or South 
Korea, there are providers offering eBooks 
on a subscription basis: Japanese publisher 
Shinchosha delivers serialized novels daily 
throughout the workweek to consumers´ 
mobile phones in chunks of 1,000 to 1,200 
characters at a price of about ¥100 (0,75 €) 
per month. After a short time, they cannot be 
accessed any more. Yet, due to technically 
sophisticated screens and longer commutes, 
this services is starting to become widely 
accepted (Fitzpatrick 2004). 

DRM and the interplay with the operating 
system 
Digital media can also be of great benefit for 
referential and encyclopedic use. In Ger-
many, the popular Duden and Brockhaus – 
the leading multi-volume dictionary and en-
cyclopedia – are available for desktop com-
puters and PDAs. 

On the upside, consumers carry with them 
large amounts of knowledge and easily ac-
cess them even on mobile devices. Also, 
there is a steep reduction in price, because of 
the much lower production cost for reference 
works of such large volume. It is also easier 
to access single entries. Volumes can be up-
dated on a regular basis. 

But there can be problems concerning the 
interplay of the DRM and operating systems 
involved. To give an example concerning the 
Brockhaus Encyclopedia: If customers up-
date Windows XP using service pack 2, the 
DRM system is blocked and the program 
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cannot be executed any more, due to down-
ward compatibility problems. In order to fix 
this problem, Brockhaus offers a lengthy 
“how-to” guide. A patch must be 
downloaded and installed on the computer. 
While this is still a nuisance to the tech-
savvy user, it can be prohibitively disadvan-
tageous for the average customer. 

Existing DRM systems are not suitable for 
every product 
Gate5 offers navigational applications that 
can be integrated with guides to major Ger-
man cities. Partners with experience in the 
publishing of travel literature provide the 
content. Supported devices are Symbian Se-
ries 60 and 80 mobile phones, MS Windows 
Mobile Smartphones, Pocket PC and the 
Palm PDA. The company has developed a 
proprietary DRM system, as existing solu-
tions are not capable of securely delivering 
products that are bundles of diverging for-
mats like text, video and pictures. 

Doing without DRM 
Independent publishers such as Baen Books 
rely on mutual trust and the quality of their 
content rather than active DRM. Baen’s 
books are released without any DRM protec-
tion and are often made accessible as free 
downloads for promotional purposes. Read-
ers buy an actual book in case they liked the 
free digital version. For independent publish-
ers, wide exposure of their content is a prime 
promotional tool. 

There are also individual works published 
under a Creative Commons license. Exam-
ples are the science-fiction novels by Cana-
dian author Cory Doctorov. While everyone 

is free to download them from his personal 
website, they are also on sale at major digital 
retail outlets and actual bookstores (Cf. 
Sources). The underlying idea is that the best 
promotion for a book is itself. 

Conclusion 
DRM holds opportunities and threats for the 
popularity of eBooks. There are technical 
issues to be resolved, e.g. concerning soft-
ware and operating system updates and 
downward compatibility. Necessary updates 
should be more concerted with content pro-
viders and developers of DRM technologies. 

DRM can hold benefits for both publishers 
and consumers. There is great promise if it is 
able to provide flexibility for the various 
forms of eBooks. Expiry could be set accord-
ing to customers’ needs, resulting in greater 
demand for more flexible products coming 
with a lower price. Due to similar experi-
ences in the “real” world (e.g. lending books, 
subscribing to magazines), consumers are 
more likely to accept DRM limiting usage 
rights. Content that could hardly be distrib-
uted before – such as serialized novels – may 
become real business due to digital distribu-
tion.  

Bottom line 
Until basic problems – interoperability, sup-
port of different eBook formats and their 
DRM systems, affordability and choice of 
eBook reading hardware – are resolved, the 
breakthrough of eBooks will be further de-
layed. But there are some business models 
that would make DRM acceptable for con-
sumers. 
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The context of the TIRAMISU framework 
Convergence of digital media distribution 
channels and content representation formats 
has the potential to provide significant bene-
fits to content owners and users alike by 
changing traditional content distribution and 
consumption patterns. Content that has ini-
tially been delivered over digital broadcasts 
can be further distributed over the Internet or 
through pervasive peer-to-peer (P2P) net-
works and consumed on a variety of con-
sumption devices. Content providers are 
rapidly gaining awareness of the importance 
of multi-channel delivery of content, by 
which a potentially larger customer base can 
be targeted (Lauchlan 2001). At the current 
stage, content providers address each deliv-
ery channel independently of others by pre-
paring content in a way that is specific for 
that channel. Protection methods that enforce 
consumption policies are also targeting spe-
cific requirements of a distribution channel. 
Opposed to this approach, multi-channel 
delivery allows preparing content for some 
display characteristics and content can be 
obtained either on, for example an IP net-

work or a removable device. At consump-
tion, if necessary, adaptation of content can 
be done. While multi-channel delivery has 
the potential to increase the owner’s revenue 
streams, content owners are becoming in-
creasingly concerned in view of the innumer-
able possibilities for illegal consumption and 
distribution, P2P networks being the most 
highlighted threat. 

Integration of DRM technology with alterna-
tive distribution channels such as P2P net-
works may provide the solution for crossing 
the fine line between embracing functional-
ities that users want and at the same time 
maintaining control over Intellectual Prop-
erty Rights (IPR). A simplified DRM system 
(Figure 1) relies on media scrambling for 
protection. The privilege to consume pro-
tected content is granted to the end-user by a 
license, which specifies usage terms and 
conditions and includes the key(s) needed for 
content descrambling. The process of trans-
ferring scrambling keys between the content 
scrambling node and the rendering node is 
denoted by the term key management. 
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Figure 1: Architecture of a generic DRM system 

Integration of media distribution and DRM is 
key to implementing content super-
distribution. Super-distribution is an online 
retailing scheme that encourages free and 
widespread distribution of digital objects that 
can only be consumed under a restricted set 
of circumstances. Super-distribution is a 
distribution scheme where consumers are 
involved in the process of C2C (consumer to 
consumer) distribution of content initially 
acquired through B2C (business to con-
sumer) distribution channels. For IPR protec-
tion reasons, content must be super-
distributed in scrambled form. This implies 
the need for a DRM system that provides the 
means to acquire consumption rights and 
descrambling keys on one hand and en-
forcement of those rights on the other. 

MPEG-21, which is the last in the series 
(MPEG-1,-2,-4,-7) of MPEG standards (cf. 
Burnett et al. 2003; Bormans and Hill 2002; 
Bormans et al. 2003) defines a normative 
open framework for interoperable multime-
dia delivery and consumption that is based 
on two essential concepts: the definition of a 
fundamental unit of distribution and transac-
tion (the Digital Item - DI), and the concept 
of users interacting with DIs. A DI is a struc-
tured digital object with resources, unique 
identification and metadata, where the struc-
ture of the DI implies relationships among 
parts of the DI, i.e. the resources and meta-
data. 

 
The TIRAMISU approach 
The framework proposed by TIRAMISU is 
based on the MPEG-21 standard for multi-
media content delivery and consumption and 

at the same time it complements it in several 
aspects, most notably by fully specifying a 
Digital Rights Management (DRM) scheme. 
Central to the described framework is a 
novel Key Management System (KMS), 
relying on smartcards, which addresses many 
issues that previously blocked wider adop-
tion of DRM: obtrusiveness of the DRM 
technology perceived by the end user, flexi-
bility in license formulation and adequate 
level of trust as requested by content owners. 
The TIRAMISU framework intrinsically 
supports the concept of super-distribution. 

The central objective of the TIRAMISU 
project is to create an environment, in which 
content providers can deliver content to users 
over multiple distribution mechanisms to a 
variety of consumption devices, with confi-
dence that imposed usage policies will be 
respected. At the same time TIRAMISU 
balances between insuring proper compensa-
tion to Intellectual Property (IP) owners and 
reasonable user expectations. TIRAMISU 
approaches this by motivating content distri-
bution policies that do not imply restrictions 
on further content proliferation (P2P net-
works, for example), but stipulate compensa-
tion for content consumption only. TIRA-
MISU is consequently a super-distribution 
framework. Such philosophy is based on the 
conviction that doing so within the context 
of interoperable DRM systems, content will 
reach a larger number of potential customers 
to the benefit of providers and consumers. In 
this respect the TIRAMISU approach clearly 
contrasts the philosophy of established con-
tent protection policies that rely on copy-
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protection and forward-lock mechanisms to 
prevent C2C distribution. 

A major requirement to be addressed when 
dealing with multi-channel delivery is inter-
operability both in terms of content represen-
tation and DRM. Within TIRAMISU this is 
addressed by relying on open standards 
(MPEG-4, MPEG-21 and ISMA – Interna-
tional Streaming Media Alliance). Content is 
abstracted as a Digital Item (DI) and in this 
form traverses diverse delivery channels and 
is consumable on a variety of devices. Since 
convergence to a single set of standards is 
unlikely, TIRAMISU also explores how 
bridging between delivery channels and 
DRM systems can be achieved. 

Home domain, networked devices 
Central to the TIRAMISU framework is the 
concept of home domains, in which content 
may circulate between different devices, e.g. 

from the living room hi-fi system to the car 
stereo, to the MP3 player. Content usage 
policy enforcement at the end-user side is 
left to hardware in form of smartcards. 
Smartcards also provide the link between the 
user and the home domain concept. The TI-
RAMISU user may own several smartcards 
that are registered to a particular home do-
main and can be used on any compliant de-
vice. 

Conceptually the set of devices belonging to 
a user or a group, for example a family, 
forms a personal space where content may 
circulate. This concept implies that content 
rights purchased for a piece of content are 
persistent over all devices of the home do-
main. Eventually, from the content consump-
tion perspective there is no difference 
whether the user owns one or several devices 
(Figure 2). 

User A
Home domain 1

User B
Home domain 2

License Scrambled content 
and metadata  

Figure 2: The concept of home domain 

Technically the concept of home domain 
opens several issues due to the fact that rights 
pertaining to a DI are not bound to a single 
device or to a single smartcard. Consequently 
a mechanism for guaranteeing that the same 
set of rights is persistent on all devices of the 
home domain is necessary. Additionally, 
content must be adapted to fit the diverse 
rendering capabilities of each consumption 
device. 

While smartcards can guarantee that a de-
scrambling key is provided only when a right 
exists, the device that is using this key is also 
an important part of the system. Some rules 
are necessary in order to make this device 
compliant with TIRAMISU. Depending on 
its capabilities, these rules can be more or 
less restrictive. The extreme case is for a 

device allowing to trans-code content, as in 
this case it manipulates clear content. The 
framework could be extended to include 
some revocation rules for devices. 

TIRAMISU architecture extends beyond 
other initiatives and their definition of the 
home domain concept by providing wider 
support for redistribution of content through 
super-distribution independent of the distri-
bution channel, where the actual C2C distri-
bution is conceptually distribution of content 
from one home domain to another. 

TIRAMISU framework architecture 
Figure 3 provides a block diagram of the 
TIRAMISU framework architecture with the 
basic content flows through the system. The 
TIRAMISU architecture is based on the prin-
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ciples that content in the framework is repre-
sented as an MPEG-21 DI. The architecture 
in Figure 3 identifies the five main entities in 
the system each with a specific role: the con-
tent author, the content owner, the content 
distributor, the license distributor and the 
end-user or content consumer. The content 
author is the entity that authors the media 
resources and transfers its IPR over to the 
content owner. The content owner is respon-
sible for specifying the consumption terms 

and conditions and selects target distribution 
mechanisms over which the DI will be dis-
tributed. With a particular license termed 
sharing license, the content owner delegates 
the process of license distribution to a se-
lected license distributor, which is responsi-
ble for issuing domain licenses to end-users. 
Eventually, the content distributor delivers 
DI comprising the resource suitable for a 
target usage environment to the end-user. 

Content owner License distributor

Media 
resource

Media customization 
(transcoding, 
scrambling)

Media resource(s)

MPEG-21 DID

Sharing 
license

Scrambling key

Multichannel 
content 

distribution

License 
distribution

End-user

Resource 
descrambling
and rendering

License 
validation and 
enforcement

License 
acquisition

Domain 
license

Scrambling 
key

Digital Item 
acquisition

Digital Item

Digital 
Item

Sharing 
license

Digital 
Item

Home domain

Content distributor

Query 
with UED

Content 
author

Metadata packaging

License 
localization

Figure 3: TIRAMISU architecture 

TIRAMISU features and properties 
Smartcards and home domain management 
A home domain is a group of devices that 
feature the same set of rights in terms of con-
tent consumption. In TIRAMISU the process 
of license enforcement is delegated to smart-
cards. All smartcards belonging to a particu-
lar home domain share a cryptographic secret 
that is essential to enforce consumption li-
censes. Before a smartcard becomes usable 
in the context of a home domain it must be 
registered with the home domain manager. 
All smartcards registered to the same domain 

and consequently sharing the same crypto-
graphic secret are able to enforce licenses 
issued to their domain. In other words if a 
license was bought using one smartcard, the 
associated DI can be consumed on all other 
devices with a smartcard belonging to the 
same home domain. 

Super-distribution between home domains 
Once the end-user has obtained the domain 
license, he has the right to consume the asso-
ciated DI on all devices belonging to his 
home domain as the smartcards of the home 
domain can access the descrambling key 
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from the domain license. Additionally, the DI 
can freely be super-distributed to other home 
domains, as the descrambling key embedded 
in the domain license that is issued for a par-
ticular home domain can not be read by a 
smartcard which does not belong to that do-
main. 

The importance of smartcards 
Smartcards represent a secure element in an 
insecure environment. Smartcards in home 
domains provide a secure repository for 
home domain secrets and are the elements 
that enforce the domain license by validating 
it before providing the content descrambling 
key to the rendering device. Compared to 
software-based solutions, the smartcard be-
ing a hardware device is more difficult to 
compromise and it thus offers an increased 
level of security. 

User anonymity 
The TIRAMISU KMS may under certain 
circumstances guarantee complete end-user 
anonymity and privacy. Domain licenses are 
issued to home domains not end-users. The 
end-user only needs to expose his identity to 
enable billing related to license acquisition. 
However, in cases when smartcards also 
serve as a mechanism for payment (pre-paid 
smartcards), the end-user anonymity and 
privacy can be guaranteed. 

Is TIRAMISU the next hot technology? 
DRM frameworks, such as Windows Media 
and iTunes, already exist, with a certain de-
gree of success. They have not swept the 
media world because they are based on pro-
prietary technology that targets closed sys-
tems. The success of the TIRAMISU concept 
depends on its acceptance as a worldwide 
open international standard. There are several 
key factors that might accelerate or block 
such acceptance, namely: 
Acceptance by content providers. This is 
probably the biggest hurdle. The movie in-
dustry does not have a good record of adapt-
ing to new technology. Back in the 1980s, 
the movie industry faced a new technology 
that supposedly threatened its bottom line – 
the VCR. The threat looked so alarming, that 
Jack Valenti, the long time head of the Mo-
tion Picture Association of America 
(MPAA), compared the VCR to no less than 

the Boston Strangler, and the MPAA took the 
battle against Betamax to the US Supreme 
Court. 

Fortunately for everybody involved, the 
MPAA lost the battle. The Supreme Court 
accepted the right of fair-use coping, and 
ruled against the movie industry. We all 
know what happened to the VCR: not long 
after that defeat, the studios discovered that 
tape rentals were even more of a cash cow 
than movie tickets. We are probably in the 
same situation now. The movie industry is 
already resorting to legal actions against the 
new technology. Hopefully legal systems 
will learn the lesson quicker than the industry 
and will refuse to cooperate with its strategy, 
leaving it no choice but to embrace technol-
ogy instead of fighting it. 

Acceptance by consumers. Assuming the 
pervasiveness and ease of illegal file sharing, 
it initially seems difficult to expect that the 
consumers, being used to cost-free media 
consumption, will be motivated to revert to a 
paying system. However a deeper analysis of 
the situation reveals that cost is not a major 
factor. If the cost is right, and the protection 
measures are unobtrusive, an atmosphere of 
legal business will be created and most con-
sumers will be happy to be part of it. Just like 
people are happy to tip for a service or vol-
untarily deposit the cost of the evening 
newspaper in the open box. 

Acceptance by media distribution industry. 
The move from B2C to C2C means less 
business for the Businesses, which are ex-
pected to battle such a move. Eventually they 
will need to accept market reality and adapt 
their business accordingly. The businesses 
which display the flexibility to adopt new 
technologies for inventing new business 
models based on service aggregation will 
prevail, just like the emergence of tape rental 
shops didn’t obliterate the movie theatres. 

Emergence of a single standard. This is a 
key factor in accelerating the acceptance of 
the three market segments referred to above. 
TIRAMISU tries to show the way by picking 
from existing standards, but the same con-
cept can be realised with a different set or 
variations of standards. This will not be re-
garded as a failure since the importance of 
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the framework is in its concept rather than 
the implementation details. 
Worldwide embrace of smartcard tech-
nology. This actually has already happened. 
Smartcards are already embedded in cellular 
phones, which are rapidly evolving into inte-
grated media players. Many PCs already 
shipped equipped with smartcard readers. 
The ease and cost of incorporating smart-
cards in every media consumer device is 
minimal. 
Tamperproof technology. One may claim that 
in order for a DRM system to succeed it has 
to prove to be tamperproof, and since such a 
proof has to persist over time, the adoption of 
the technology must be delayed. However 
the state of the market demonstrates that 
immunity of systems to bypassing is not a 
major issue. Consumption is not a zero-sum 
game. As with the VCR, legal and profitable 

business continues to thrive despite fraudu-
lence. In many cases the fraudulence helps 
the promotion of the profitable business. 
There is little doubt that unobtrusive DRM 
can sweep the market. 

Bottom line 
The end-to-end framework for content crea-
tion, delivery and protection as conceived 
within the IST-TIRAMISU project is inde-
pendent of the distribution channel. It is 
based on open standards such as MPEG-21 
and ISMA and provides full support for su-
per-distribution. The increased security of the 
framework is a consequence of the applica-
tion of smartcards for the manipulation of 
sensitive data. From the consumer’s point of 
view, the TIRAMISU framework provides 
several features rendering the DRM system 
unobtrusive. 
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Abstract: This article is a report by the chairpersons of the second international ODRL Work-
shop 2005, held in Lisbon, Portugal on 7.-8. July 2005. It highlights topics which presumably will 
interest INDICARE Monitor readers most. Nevertheless, all keynote talks, invited talks, paper 
sessions, and the open panel are covered. The last paragraph gives a résumé of the last year’s 
activity and future work of the ODRL initiative.  
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Introduction 
Rights expression languages provide a meta-
data framework for the expression of rights 
for any kind of digital media content. ODRL, 
the Open Digital Rights Language, an XML-
based rights expression language (REL) is 
hosted by the ODRL Initiative. The Initiative 
has gained international significance in the 
field of digital rights management (DRM) 
over the past years, culminating in ODRL 
being adopted as an international standard by 
the Open Mobile Alliance for supporting the 

process of mobile content 
distribution and management.  

In order to bring together the 
research and industry 
communities to share 
experiences and discuss the 

future developments of the ODRL language 
the ODRL Initiative organises workshops. 
The first International ODRL Workshop was 
held in Vienna, Austria in April 2004. This 
year’s international ODRL Workshop 2005 
took place in Lisbon, Portugal from 7th to 
8th of July 2005. The present report high-
lights topics which presumably will interest 
INDICARE Monitor readers most. A com-
prehensive report about the workshop is 
available at the ODRL website 
(http://odrl.net/workshop2005/). 

Keynote talks 
Identity and content rights 
Simon Nicholson, Director, Wireless Busi-
ness Strategy & Development, Sun Microsys-
tems 

 

When Simon Nicholson, supporter of the 
Liberty Alliance (a consortium of 150 mem-
bers throughout the IT and communications 
industry) looks years ahead he does not see 
himself carrying around several devices, such 
as a phone, a PDA, or a blackberry; nor will 
he possess several keys, several credit cards, 
or other identity cards. He will have one tiny 
device that authenticates him as he moves 
“through space”. It will open his front door, 
receive all incoming calls and e-mails, grant 
access to his company’s premises and with-
draw money from his bank account. Simon 
Nicholson brings it to the point: In the future, 
all that matters in identification. Services will 
be bound to an identity rather than to a spe-
cific device, such as an iPod or a mobile 
phone. 

According to Nicholson, the combination of 
value, trust, and privacy will determine fu-
ture digital services. Trust is the key driver of 
the online model and identity management is 
the key enabler for trust. Identity manage-
ment requires interoperability but also helps 
to remove single points of failure. To enable 
identity management the Liberty Alliance 
has developed a technical architecture and 
the Identity Service Interface Specification. 
Specifications need implementation and test-
ing and that’s what is currently on the way 
with e.g. OMA members. 

Where does that all connect to ODRL? First 
of all, ODRL needs to support the integration 
of the Liberty identification schemes in the 
language with regard to meta data and data 
models. Second, ODRL needs the expres-
siveness for different levels of privacy to be 
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“Liberty compliant”. For example, content 
that defines me, such as credit card details 
and health records need a higher level of 
protection than maybe contact details on my 
phone. The two initiatives will keep on work-
ing closely together on this topic. 

OMA DRM 2.0 status and future work 
Jan von der Meer, OMA DRM WG Leader & 
Philips Electronics 

 
The route from OMA 1.0 to OMA 2.0 was  
presented in The INDICARE Monitor in 
August last year (Buhse 2004). The present 
status was reported at the ODRL Workshop. 
The Open Mobile Alliance (OMA) currently 
has about 200 members. Version 1.0 of the 
OMA standard is targeted at light media and 
offers lightweight DRM. Currently, over 250 
handsets models are on the market with 
OMA DRM Version 1.0 support. The rights 
objects that are used for the separate delivery 
mechanism are expressed in ODRL.  

OMA DRM Version 2.0 is a much more 
comprehensive and complex DRM for pre-
mium media. It supports additional concepts, 
like domains and additional security con-
cepts, such as a public key infrastructure 
regulated by the independent Content Man-
agement License Administrator (CM-LA). 
The next DRM (interoperability) test fest is 
to be held in September in Seoul to move the 
specification forward to “enabler release” 
status. However, the DRM WG Leader, Jan 
van der Meer did not reveal any detailed 
schedule for when OMA DRM Version 2.0 
will be approved or if further test fests are 
planned.  

OMA DRM Version 2.0 is not restricted to 
mobile communications but supports the 
convergence between the mobile world and 
PCs. This might explain the positive market 
forecasts by CoreMedia foreseeing that in 
2007, 60 % of the globally protected content 
will use OMA DRM and that mobile content 
revenues will have increased to almost US $ 
30 billion pa. On the OMA roadmap are 
DRM extensions for e.g. broadcast (TV), 
support of removable media (technology that 
goes beyond domains), and more OMA 
(desktop) clients for various platforms. 

DRM coordination work on IST FP6 
NAVSHP projects 
Miguel Dias, Adetti President, Portugal 

 
The European Union, aiming at taking Euro-
pean Research and Development a step for-
ward, organises co-ordination meetings 
among the different 6th-Framework-Program 
(FP6) R&D areas and projects. In the area of 
Networked Audio Visual Systems and Home 
Platforms (NAVSHP), four different co-
ordination groups have been established:  

► CG1 - Digital Rights Management,  
► CG2 - Quality of Service in a Conver-

gent Environment,  
► CG3 - In-Home Networks and Platforms 

and  
► CG4 - Content Media Processing. 

Delegates from six FP6 Projects (Medianet, 
Enthrone, Tiramisu, Danae, Avista, and Vis-
net) enlarged by the FP5 Project ELIN 
(chaired by Miguel Dias) and participation 
from the European Broadcasting Union have 
joined efforts in the framework of Coordina-
tion Group 1 – CG1 – DRM (chaired by 
Leonardo Chiariglione). They work on a 
DRM Requirements Report that expresses the 
common view of NAVSHP on DRM and the 
requirements for future DRM technologies, 
systems and toolkits in the European audio-
visual sector. The authors are planning to 
submit this report for consideration of other 
FP6 Priorities, so that it may achieve the 
status of a DRM Requirements Report for the 
complete FP6 programme.  

Miguel Dias, chairman of the CG1 – DRM 
presented the coordination group and the 
current status of the Requirements document 
which has currently around 100 requirements 
(subdivided in business and market require-
ments, technological requirements and socio-
economic requirements). He also announced 
that the group is currently receiving com-
ments from several external sources (Intel, 
IFPI, MPAA, etc.) and has encouraged the 
ODRL Initiative to also contribute to the 
document. 
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Paper Sessions 
Formalising ODRL Semantics using Web 
Ontologies 
Roberto García, Rosa Gil, Isabel Gallego 
and Jaime Delgado 
 
A new approach to interoperability between 
ODRL and MPEG-21 REL 
Jaime Delgado, Jose Prados, Eva Rodríguez, 
University Pompeu Fabra 

 
Translation from one rights expression lan-
guage to another is an important topic. Anec-
dotal evidence is that CoreMedia has built an 
OMA plugin (ODRL based) for the Windows 
Media Player (MPEG REL based) (cf. 
CoreMedia 2005). The University Pompeu 
Fabra in Barcelona presented two contribu-
tions in this field.   

In the first paper the need for a rights expres-
sion language ontology was discussed. With 
such ontologies, representing the generic 
namespace of rights expression languages, a 
common base could be created where differ-
ent languages can be mapped onto and thus 
translated from one to another. The second 
contribution showed how a translation can be 
done from OMA DRM 1.0 and 2.0 ODRL 
profiles to MPEG REL with the help of 
XSLT processing.  

A Review of the OMA DRM V2 ODRL Pro-
file 
Renato Iannella, NICTA, Australia 

 
This paper presented a review of the OMA 
DRM Version 2.0 profile of the ODRL REL. 
It looked at the decisions made by the OMA 
DRM working group and offered alternative 
solutions. Some of the issues highlighted 
included the use of the inheritance model (for 
subscriptions) and the impact on recording 
the current state of time/count based con-
straints, and the effect of super-distribution 
on privacy without the explicit “tracked” 
requirement in the ODRL agreement. Renato 
Iannella concluded that the lessons learned 
are important for both the ODRL Initiative 
and for other groups developing profiles of 
the ODRL REL. In particular, he noted that 
OMA and the ODRL Initiative need to for-
malise their relationship to enable sharing of 

issues that are directly related to the ODRL 
profile. 

Extending ODRL to Enable Bi-Directional 
Communication 
Alapan Arnab, Andrew Hutchinson, Univer-
sity of Cape Town 

 
The paper discussed an important issue in the 
field of rights expression languages: how to 
negotiate rights. The current versions of 
rights expression languages ODRL, XrML 
and MPEG REL stress the granting of rights 
from the rights holder to the user. This might 
be a reason why current rights expression 
language initiatives do not include the nego-
tiation of rights.  

Alapan Arnab showed a theoretical approach 
to how the negotiation aspect can be incorpo-
rated as part of a rights expression language. 
He stated that his proposed changes enable 
the end user to request changes to an offer or 
proactively request rights for a digital prod-
uct. However, there has to be a clear distinc-
tion between the rights expression itself and 
the protocol for exchanging and negotiating 
rights expressions. Do the negotiation ele-
ments have to be part of the expression lan-
guage? Clearly separating the requirements 
for a negotiation protocol and a REL that 
enables negotiation would be a valuable topic 
for future work in this field.  

Using ODRL to express rights for different 
content usage scenarios 
Carlos Serrao, Miguel Dias and Jaime 
Delgado, Adetti/ISCTE, Portugal and Uni-
versity Pompeu Fabra, Spain 

 
Carlos Serrão provided a paper in which 
several ODRL usage examples are presented, 
stressing the fact that ODRL represents an 
opportunity to have rights expression rich-
ness, flexibility and at the same time open-
ness. He addressed those characteristics in 
the ODRL language by providing examples 
of how ODRL is currently being used in 
several content usage scenarios, such as mu-
sic download and streaming, video-
surveillance data streaming and storage and 
remote sensing of JPEG2000 images. 

This paper also makes a short reference to 
the OpenSDRM architecture, an open DRM 
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system that uses ODRL as its rights expres-
sion language and providing an interoperable 
rights enforcing layer. This layer acts as 
middleware to enforce the expressed rights 
over the content, through the provision of the 
Digital Wallet concept. The module which 
implements this concept is capable of access-
ing the rights locally or over the network, 
interpreting and enforcing them for the re-
questing content applications. 

Embedding ODRL Statements in Dublin 
Core 
Enric Peig and Jaime Delgado, University 
Pompeu Fabra, Spain 

 
Enric Peig motivated the need for a human 
readable translation of rights expressions. He 
investigated the concrete usage of rights ex-
pressions within the Dublin Core metadata. 
He presented what a translation of rights 
expressions would look like and suggested a 
proper location for the translation within the 
Dublin Core metadata. For future work he 
envisaged a concrete approach to the auto-
matic translation of ODRL rights expressions 
into a proper (English) sentence without los-
ing important semantics. 

Predicting the evolution of digital rights, 
digital objects and DRM languages 
Jonathan Schull, Rochester Institute of Tech-
nology, USA 

 
Jonathan Schull shared his long-standing 
knowledge about the evolution of digital 
goods, i.e. the virtualisation of the world and 
his visions for the future. He makes the very 
striking connection between the virtualisation 
of money and now, a few years later, the 
virtualisation of digital goods or information 
products.  

From his experience of the early days of 
superdistribution and the observation how 
digital rights management technology has 
evolved, today he encourages distribution of 
content and copying of content rather than 
locking it in with strong security means, such 
as some of the current DRM technology. 
This approach keeps customers away from 
digital goods, Schull stated. He suggests to 
track superdistribution activities and to re-
ward users who actively redistribute content, 

a concept that the OMA Version 2.0 specifi-
cation already offers. He also sees the need 
to formulate rights that are valid down-
stream, i.e. rights that apply to the customer’s 
customer. The ODRL Version 2.0 model 
allows for such downstream rights with the 
“Next Rights” concept and thus, it seems the 
technical means are available for a slightly 
different approach to DRM. 

Invited talk  
Plans, scope, and objectives of the GeoDRM 
WG within the Open Geospatial Consortium 
Roland Wagner,University of Münster, Ger-
many 

 
The Open Geospatial Consortium (OGC) is a 
non-profit organisation with 250 members 
from the US, Europe, and Asia leading the 
development of standards for geospatial and 
location based services. The need for rights 
management in the geospatial sector results 
from the variety of information that is avail-
able for one location, e.g. information on 
infrastructure, industrial buildings, land-
scape, natural cover, etc. For future sophisti-
cated location based services this information 
has to be brought together and at this point 
DRM is needed. The providers of the differ-
ent types of geospatial information need a 
mechanism to protect and preserve their 
rights when their information is integrated.   

The GeoDRM working group is part of the 
OGC. Its aim is to reuse digital rights tech-
nologies and to extend them to geospatial 
data handling and services. In the long run 
the group is aiming at integrating geospatial 
information automatically by interpreting 
DRM licenses reflecting the conditions of 
each geospatial information provider. In the 
development process of its specifications the 
GeoDRM working group will investigate 
ODRL as a REL candidate for the GeoDRM 
Reference Model and to formulate licenses 
for geospatial data. 

Open panel 
The impact of DRM Patents on REL Re-
search and Standards 
Susanne Guth, O2 Germany, Renato Iannel-
la, NICTA, Australia 
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The authors of this article presented the view 
of the ODRL Initiative on the licence claims 
by MPEG LA with regard to rights expres-
sion languages. An article on this topic has 
been published in the INDICARE Monitor 
(Guth and Iannella 2005). It comprises a 
detailed analysis of the MPEG LA claims 
and highlights alternative views on the tech-
nical claims and prior art in the case of rights 
expression languages. 

The negotiations between MPEG LA and e.g. 
the GSMA have not been settled yet. The 
GSM Association still regards the requested 
fees of 65c US $ per device and 25c US $ per 
user per year as not acceptable and not appli-
cable for the mobile communications market. 
The only way to address the MPEG LA 
claim would be for each single patent to be 
technically investigated in detail for its ap-
plicability. Helpful in this procedure is the 
gathering of any prior art that is dated before 
the patent filing. Prior art must not necessar-
ily be a published paper, but can be a cita-
tion, a picture, a slide, etc. If the reader 
knows of any early work in the field of rights 
expression languages, please write to the 
ODRL interest list. 

Current and future work of the 
ODRL initiative  
In the past year, the ODRL Ini-
tiative has established the 
ODRL International Advi-
sory Board, which 
includes members from 
research and industry and 
guides the ODRL Initiative in 
long-term strategy and governs 
the ODRL policies and proce-
dures.  

Intensive work on the further 
development of the ODRL lan-
guage model is currently being 
addressed. A comprehensive 
language requirements document has 
been published by the ODRL Version 2.0 
working group. A first draft of the new Ver-
sion 2.0 data model (cf. figure 1 page) has 
been released for discussion. After the final 
review, several encodings e.g. XML, RDF, 
are to follow. The ODRL Version 2.0 data 
model will meet future needs by having the 

expressiveness for multi-sided contracts 
comprising rights and duties, barters, service 
level agreements (SLAs), downstream (next) 
rights, tickets, reuse of existing, related stan-
dards etc., and at the same time being simple 
and easy to use. 

The application areas of ODRL are numerous 
and so are the various ways it is used. Thus, 
creating application or domain specific pro-
files of ODRL is the logical and necessary 
future step. Three weeks ago, the first official 
ODRL Profile Specification for encoding the 
Creative Commons licenses in ODRL was 
published. The ODRL Initiative looks for-
ward to working with other communities in 
developing new profiles to capture their re-
quirements for content licensing and sharing. 
Mechanisms to achieve this are via new joint 
ODRL Working Groups and more formal 
liaisons with existing standards and commu-
nity sectors groups. 

 

 

 

Bottom line 
Workshop participation, the contributions, 
and the given talks illustrate the strong indus-
try and research interest in the field of rights 
expression languages and DRM implementa-
tions. Furthermore, it is has made clear that 
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the application areas of DRM and rights ex-
pression languages are not restricted to e.g. 
digital music distribution anymore. The main 
topics of the workshop were interoperability 

and standardization, as well as integration of 
related technologies, which will also con-
tinue to be the focus of the ODRL Initiative. 
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Editorial of INDICARE Monitor Vol. 2, No 6, 26 August 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: An INDICARE-interview with Arnoud de Kemp about DRM in scientific publishing 
marks the start of this issue; six contributions related to the entertainment business follow: the 
fight against “piracy” is dealt with in an INDICARE-interview with Tim Kuik (BREIN - Bescher-
ming Rechten Entertainment Industrie Nederland), the successful fight of consumers for their 
rights is exemplified by a decision of the Cour d’ Appel de Paris (Mulholland case), and opinions 
of “Indies” about DRM are collected in a third article. Further articles tackle developments at the 
level of DRM technology providers: first, agreements of Microsoft with Philips, Nokia and Core-
Media are analysed, second, lessons are drawn from the recent DRM Strategies Conference 
held in New York, and third the chances of DMP (Digital Media Project) to establish an open 
DRM standard are assessed. Finally, Nicholas Bentley presents a new conceptual approach 
how to best regulate the distribution of copyrighted works in a digital environment.  

Keywords: editorial – INDICARE 

 

About this issue 
DRM in scientific publishing 
The interview by Ulrich Riehm with Arnoud 
de Kemp, responsible till 2004 for the devel-
opment of new media and electronic publish-
ing at scientific Springer-Verlag, reveals 
fundamental differences between scientific 
publishing and entertainment the entertain-
ment business: The circulation of scientific 
publications is orders of magnitude below the 
one of music and films, royalties to authors 
appear to be more the exception than the 
rule, and scientific publishers don’t strive to 
control the behaviour of end-users, as scien-
tists maintain a tradition of free exchange of 
information and dislike monitoring how they 
use information.  

In addition, scientific publishers have in most 
cases to do with institutional customers and 
are not able to control the end-users directly. 
Although DRM systems still play a minor 
role in scientific publishing, they are not 
absent – think e.g. of document delivery ser-
vices. A rather optimistic statement of de 
Kemp is that “scientific literature for the end-
user is in most cases in principle freely ac-
cessible”. Peter Suber, OA advocate, has 
already disagreed about it in an online-
comment at INDICARE.  

Fight against piracy, fight for consumer 
rights, opinions of Indies 
The interview by Margreet Groenenboom 
with Tim Kuik, director of BREIN, an or-
ganisation acting for the entertainment indus-

tries in cases of assumed copyright infringe-
ments, centres around copyright infringe-
ment, circumvention of technological protec-
tion measures, and the distribution of cir-
cumvention devices. It is good to hear that 
“BREIN only acts when one is able to speak 
of an activity of commercial significance…”.  

The next article deals with a particular case 
in which a consumer, supported by consumer 
organization Que Choisir in France filed a 
lawsuit against Universal Pictures Video 
France and others. Mr. P. had bought a DVD 
realizing afterwards that he could not make a 
private copy of it due to technical protection 
measures in place. In first instance he lost, 
while the Cour d’ Appel de Paris now re-
pealed the decision of the first instance. Na-
tali Helberger presents the main arguments 
of the decision and elaborates on its ground-
breaking implications.  

Philipp Bohn has interviewed protagonists of 
the independent music scene (Indies), which 
does not only mean independent labels, but 
also content aggregators, technical service 
providers and distributors. Corresponding to 
the image of “Indies” the answers show the 
sympathy of Indies for consumer concerns 
and their antipathy to strong technical protec-
tion measures - more likely to accept forensic 
DRM. However, the Independents sometimes 
depend on powerful distributors who decide.  
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Technology providers’ strategies and 
Microsoft’s gravity 
Philipp Bohn writes in his second article for 
this issue about agreements between Micro-
soft and three companies (CoreMedia, Nokia, 
and Philips). CoreMedia announced to pro-
vide interoperability between the Open Mo-
bile Alliance’s (OMA) DRM and Microsoft’s 
DRM system; Nokia announced that its mu-
sic-oriented handsets will support Micro-
soft’s DRM system, and Philips will use 
Microsoft in its consumer electronic products 
(Nexperia family etc.). These agreements 
help to build DRM-bridges between the PC 
world, the mobile segment and consumer 
electronics. As the common denominator of 
these bridges is Microsoft DRM, these 
agreements are likely to strengthen the posi-
tion of this player.  

Thorsten Wichmann, who presented results 
of the INDICARE consumer survey at the 
Jupiter DRM Strategies Conference held last 
month in New York, also watched out for 
developments at the level of DRM technol-
ogy providers. He found important indica-
tions for Microsoft’s growing importance in 
the DRM business: uncertainties in IP mat-
ters not yet settled favour the choice of less 
risky Microsoft DRM technology paving the 
way to become a de facto standard. The 
strong position of Microsoft in the enterprise 
DRM sector is another indicator of Microsoft 
gaining strength as developments in this sec-
tor will also have consequences for consumer 
markets. The gravity of Microsoft seems 
palpable, the question if this roads to interop-
erability is the best and if it is inevitable may 
however be doubted. 

Ernö Jeges and Kristóf Kerényi have ana-
lysed an alternative approach to DRM stan-

dardisation, namely the Digital Media Pro-
ject’s “Interoperable DRM Platform” (IDP) 
aimed to become an open standard. The au-
thors conclude that market forces won’t fa-
vour this approach, and they opt instead for 
governmental enforcement of interoperable 
standards.  

A new approach between OA and DOI  
Finally Nicholas Bentley introduces the “con-
tributions model” and the Rights Office Sys-
tem, a new approach to manage rights in a 
digital environment, and compares it to exist-
ing schemes based on DRMS, CC and levies. 
The basic conceptual assumption is that all 
intellectual works can be described in terms 
of “contributions”, part of which mean the 
sources used to produce new intellectual 
property, others refer to actions and transac-
tions once the work is publicly available, 
such as payment, review, criticism, recogni-
tion, quotations, citations, and recommenda-
tion. The enforcement of intellectual property 
as a private good is abandoned and the char-
acter of intellectual property as a public good 
in the digital environment is stressed. Instead 
of a mono-directional exploitation chain, the 
model is relying on an exchange of rights to 
intellectual works. The Rights Office system 
is the envisaged infrastructure to mange the 
exchange of rights. Each contribution, no 
matter if it is an intellectual or a monetary 
contribution, is determined by two, unique, 
persistent, identifiers. In my view this model 
is located somewhere in the expense between 
OA and DOI. What still puzzles me most is 
how incentives to pay can effectively be im-
plemented in the model. As the approach is 
not easy to resume in one paragraph, please 
take a closer look yourself and don’t hesitate 
to discuss it at the INDICARE site.  
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Science can’t accept technical barriers of content use! 
What matters in scientific publishing are licenses, contracts, and 
laws 

By: Arnoud de Kemp, digilibri, Heidelberg, Germany 

INDICARE-Interview by Ulrich Riehm, ITAS, Karlsruhe, Germany. The interview explores the 
special situation of scientific publishers with respect to the application of DRM systems. Arnoud 
de Kemp is convinced that scientific publishing is subject to completely different conditions than 
those prevailing in the entertainment sector. Among the special characteristics are a tradition of 
free exchange of information among scientists and unlimited access to full-text databases ruled 
by consortium contracts. Extensive controls and restrictions of use are not likely to be accepted 
by scientists and they are also unnecessary as long as legal and contractual regulations work 
fine. 

Keywords: interview – consumer expectations, DRMS, scientific publishing, stakeholders, DRM 
users  

 

Arnoud de Kemp was the marketing and 
sales director and deputy member of the 
board of the scientific Springer-Verlag from 
1984 to 2004. Apart from worldwide sales 
and marketing, he was responsible for the 
development of new media and electronic 
publishing (“SpringerLink”). He was a 
member of the Executive Board of the Inter-
national Association of Scientific, Technical, 
and Medical Publishers (STM), was from its 
very start active in the International DOI 
Foundation, a long-time Director of the In-
ternational Electronic Publishing Research 
Centre (IEPRC), past President of the 
Deutsche Gesellschaft für Informationswis-
senschaft und –praxis (DGD, now DGI) and 
now Chairman of the Electronic Publishing 
Working Group (AKEP) in the Börsenverein 
des Deutschen Buchhandels (Association of 
German Publishers and Booksellers), with 
lots of other activities going on.  

Since 2004, he and his associate Ingrid 
Maria Spakler have been building up the 
digital agency and publisher “digilibri” in 
Heidelberg, which sees itself as an interme-
diary between suppliers and purchasers and 
which is using advanced database and secu-
rity technology, especially access rights and 
digital watermarking. digilibri just opened its 
new website, a media database and an online 
Asset Management System with a special 
programme “digilibri-pro” for publishers 
and other organisations that would like to 

manage, catalogue and present their digital 
assets, in particular images with texts. 
digilibri turns digital objects on the fly into 
electronic publications by assigning a Digi-
tal Object Identifier and registering the elec-
tronic publication in a central internet regis-
ter for permanent identification, citation and 
retrieval.  

Arnoud de Kemp is acknowledged as one of 
the pioneering experts in the international 
scientific and professional publishing land-
scape. With his new company, digilibri, he is 
also in a position to argue from the point of 
view of an advanced user of DRM. Contact: 
dekemp@digilibri.de. 

INDICARE: Mr. de Kemp, there is a lot of 
talk about Digital Rights Management 
(DRM). Our impression is that scientific 
publishing is largely unaware of this. Is that 
correct? 

A. de Kemp: What’s in a name? Publishers 
use DRM, but they call it something differ-
ent. Maybe, because they organised them-
selves long before DRM became a well-
known expression. Henceforth DRM is far 
more used by science and professional pub-
lishers as well as by learned societies than is 
generally perceived. 

INDICARE: What is your underlying con-
ception of DRM?  

A. de Kemp: My overall simple definition of 
DRM is: DRM is nothing else but electronic 
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or digital registration and control of the ac-
cess to media, both databases and specific 
content. This might start with the registration 
of subscriptions to printed journals in large 
computer systems of subscription agencies 
and publishers, go through the exploitation 
and administration of access to electronic 
journals through journal agencies or in elec-
tronic library collections, and go on with 
electronic watermarks in all kinds of docu-
ments, e.g. in audio books. This is a very 
broad area. The amazing thing however is 
that, apart from watermarking, publishers, 
libraries and journal agencies have been us-
ing such systems for much longer than the 
term “DRM” has been in fashion. In the area 
of scientific and professional publishing, the 
term DRM has not been and is hardly being 
used at all. People that are involved in sys-
tem development, database management, 
telecommunication etc. of course use a dif-
ferent language, but they are not publishers.  

In a more narrowly scientific definition, one 
would stress cryptographic encoding, digital 
identification and the regulation of use. I 
regard the registration of access and the me-
tering of use up to billing as important and 
because there is much more money involved, 
the music publishers and entertainment com-
panies exploiting their content commercially 
have been far more active. 

INDICARE: Where do you see the differ-
ence between the entertainment industry 
which has strongly pushed the debate on 
DRM and the scientific publishing domain? 

A. de Kemp: There is a whole series of dif-
ferences. The most important is that in sci-
ence there is a long tradition of free exchange 
of research results. Scientists go to confer-
ences and present papers, present and defend 
their issues in poster sessions. This may re-
sult in articles that are offered for publica-
tion. Most of the material comes in unsolic-
ited, some material is written on invitation 
(invited papers). For journal articles, there 
are no royalties involved. Secondly, you have 
to realise that there are only a few very large 
scientific publishers. The majority are small 
companies, university publishers and learned 
societies. There is little cooperation and lim-
ited standardisation going on between pub-

lishers, except for SGML and DOI. Most of 
the standardisation, that publishers use, 
comes from industries like Adobe (with 
PDF), database developers and network 
companies. Broadcasting of music and tele-
vision is a completely different business than 
that of the scientific publishers. A good sci-
entific journal may have a printing of up to 3 
to 4,000 copies and that’s it. Thirdly, we 
have completely different distribution chan-
nels. We sell our content, in particular jour-
nals, by subscription through bookshops and 
specialised subscription agencies, primarily 
to libraries and institutions. Practically all 
journals now also exist in electronic form. It 
is still common to sell a combination of a 
printed title and its electronic version. Librar-
ies can licence for one title, a series of titles 
or entire full-text databases and their users 
then have unlimited access and can download 
text documents. In other words, we seem to 
have a straightforward DRM environment in 
scientific publishing, distribution and dis-
semination. There are services run by pub-
lishers or learned societies or aggregators, 
that are based on metered downloads, these 
however are mostly for bibliographic and 
factual databases: abstracts, tables of con-
tents, chemical structures, chemical reac-
tions, patents, news, business information, 
and stock market quotations. 

I’d like to mention one more specific feature 
of the entertainment business: the prices for 
CDs and videos are kept artificially high by 
the entertainment industry. The proliferation 
of self-burned CDs or DVDs may thus be 
seen as a kind of consumer protest. 

The music industry has to pay royalties to 
composers, song writers, musicians, conduc-
tors, studios etc. It is a far more complex 
business. In our world, the use of photocopi-
ers is metered and a little fee per copy made 
is then paid to the central reproduction right 
organisation (RRO), which pays publishers 
and registered authors according to certain 
schemes. Publishers mostly pay royalties 
only to book authors, but with many works in 
science, which consist of individual contribu-
tions, not even that is the case. The publisher 
makes the investment, takes the risk, guaran-
tees continuity and promises to make the 
content publicly known. The authors / con-



 

INDICARE Monitor Vol. 2, No 6, 26 August 2005 182

tributors get the reward of being published 
and hopefully cited. For a lot of journal pub-
lications the author has to pay a page charge 
to support the publisher: In most cases these 
publishers are societies and the payment is to 
keep the price of the publication low, espe-
cially for members of the society. The “Open 
Access” initiatives support that authors and 
their institutions pay enough money to make 
the publication free to anyone.  

INDICARE: What is actually happening at 
publishers with respect to the introduction of 
DRM in the stricter sense?  

A. de Kemp: Next to nothing is happening, 
as in the world of publishing, people feel that 
everything is already taken care of. Through 
the consortium licenses and copyright laws, 
there is the possibility for unlimited use of 
scientific literature. Students can log in from 
home and access literature from the data-
bases that are licensed by the university li-
braries. In this way, scientific literature for 
the end-user is in most cases in principle 
freely accessible. There is little inclination to 
copy and disseminate scientific articles as an 
alternative. 

During the past two years, there has been a 
hefty debate on the reform of German copy-
right law, under which professors, teachers, 
students and workgroups are to be allowed to 
copy parts of works and store these. There 
was a great fear among publishers that 
through this, entire journals, journals or 
works of reference would “leak”. In my opin-
ion, this is largely unfounded since digital 
literature is mostly already “free” in an or-
ganised way. It is different however with 
books, especially textbooks, where we still 
have very little experience as only few are 
available in electronic format. 

INDICARE: Isn’t there the fear that a scien-
tist could download an article from Elsevier’s 
Science Direct or SpringerLink and, for in-
stance, make 10 copies which he passes on to 
his colleagues?  

A. de Kemp: He has access to his own arti-
cle and he is allowed to do that. For research 
and teaching purposes such practices are 
permitted. But it does not work that way. He 
will send a mail with an attachment or with a 

link. Still, lots of scientists order offprints or 
original PDFs from their publishers for 
documentation purposes in the funding and 
approval process and for exchange with col-
leagues.  

Most publishers nowadays allow authors to 
store a copy of their article on their own 
server if at least a link to the original and 
formal publication by the publisher is made.  

INDICARE: And there are no forces in the 
publishing world that are now saying, “we 
will no longer allow that, since in DRM we 
have the technical means to prevent it”? 

A. de Kemp: No. As long as it is covered by 
licenses, contracts and laws, it is not seen as 
a major problem. We had that debate in the 
course of the reform of the German copyright 
law and the implementation of the law in 
practice certainly still needs close monitoring 
to prevent ill use. But in general, in the scien-
tific publishing world the tendency is that 
current organisation and regulation is ade-
quate. What we do not want, is mass copying 
by libraries, which then provide large-scale 
document delivery services in unfair compe-
tition with publishers of all kinds, for profit 
or not for profit.  

Who should control individual use? That is 
the crucial question. The publishers are un-
able to control individual use at universities 
since there is only one central point of ac-
cess. Publishers and their agents provide 
statistics on the general use to the universi-
ties and are happy, in most cases, that the 
literature offered this way, is better used than 
ever before. Reading rooms in university 
libraries are full nowadays.  

We have had extensive discussions on this in 
STM circles, the International Association of 
Science, Technical, and Medical Publishers. 
Everything attempted in this direction in the 
past, watermarks, digital envelopes which 
have to be opened with codes received previ-
ously or afterwards, did not meet with accep-
tance. People don’t want it. Scientists and 
students want information without technical 
barriers. 

INDICARE: No further restrictions? No 
stipulations that this document may only be 
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used on a single computer or, for instance, be 
printed once only? 

A. de Kemp: No, no further restrictions. 
Anything more is not feasible to control. If 
one has institutional license agreements or 
consortium contracts with large data centres 
and universities, then access control is only 
possible by means of a general IP address. 
We cannot determine who is behind it. That’s 
a problem. It is not like in P2P or B2B where 
there is a direct relationship between supplier 
and consumer. Our route is from a supplier to 
a large grey cloud called university. We are 
unable to ascertain whether this means 10 or 
200 institutes or 2,000 or 10,000 students and 
we are also unable to organise transparency 
in this respect, apart from a description in the 
contract. 

INDICARE: Do you mean that the effort to 
control individual transactions would be too 
great? 

A. de Kemp: No, systems from publishers 
and agents would not be able to do it. Uni-
versities and their libraries don’t work with 
access control. Everything is open. It is dif-
ferent in the industry, which also licenses our 
content. They don’t wish anyone from the 
outside to know who is using which informa-
tion. Industries may have very detailed inter-
nal costing or profit centres. But that is their 
issue, not ours. They don’t wish transparency 
on which articles and documents are being 
used. That is by no means such a sensitive 
subject in the distribution of music as it is in 
science and research.  

About barriers, we have been confronted 
directly with this problem when building up 
“digilibri”. We supply pictures, high-quality 
photos, copies of antique documents, high 
resolution images of original paintings with 
lots of descriptive text. For each image the 
rights situation is documented in a very 
flexible way. From the very beginning we 
considered to work with DRM as we needed 
to prevent this sensible material from un-
wanted commercial exploitation. This starts 
with registration. We present three look-up 
formats: thumbnails a preview and a very 
large preview, all in a low resolution, but 
enough for a computer screen. We add intel-
ligent watermarks. Each document to be 

found in our media database in each format is 
now protected by a visible “digilibri” water-
mark. Only registered users are allowed to 
see the large preview. Once a registered pur-
chaser interested in the image has clarified 
all issues, related to use and exploitation, the 
image is released as a download or submitted 
on a DVD, which we think is the better way 
to ship high-resolution material anyhow. 

However, we soon noticed, during the tests 
we conducted, that the acceptance of visible 
watermarks among artists, photographers, 
illustrators who see their own works in the 
database with a watermark is rather low 
down to negative. At the moment we’re 
therefore thinking of using invisible or more 
transparent watermarks. 

INDICARE: Hence you would be taking a 
direction that specialist calls forensic DRM.  

A. de Kemp: Yes, of course we are thinking 
in this direction, although there are also prob-
lems with forensic DRM.  

INDICARE: What would be the alternative? 

A. de Kemp: The open route using contracts. 
We will conclude framework contracts with 
editors, image agencies, designers etc. and 
give them open access to our material in a 
special catalogue, controlled by their IP ad-
dress, user name and password. We provide 
user rights by contract in the conventional 
manner (printed, stamped, sent by fax with 
signatures etc.) and the material provided is 
given no further protection. 

INDICARE: Besides those that you have 
already mentioned, are there any other barri-
ers to the introduction of DRM in publishing 
houses? For instance, is DRM too expensive, 
not sufficiently reliable, or inadequately 
standardised? 

A. de Kemp: To me, the last point seems to 
be the main problem. There are still no stan-
dards for reliable encryption in the dissemi-
nation of scientific documents. The user does 
not appreciate being restricted by all kinds of 
technologies. 

At Springer, we used to have never-ending 
tests with CD-ROMS, trying to encrypt them. 
Most technologies were obsolete from the 
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beginning or soon became obsolete. I realize 
that there are more advanced technologies. 

INDICARE: Isn’t Adobe-Acrobat already 
the standard?  

A. de Kemp: Yes, it is currently the best 
encryption for documents that we can imag-
ine. Fantastic. It comes along with all PCs 
and Macintosh computers as an OEM prod-
uct and the Acrobat Reader can be freely 
used. That is why it has been so successfully 
established.  

By the way, there is the DocuRights system 
by the Aries Company that builds up on 
PDF. It is being tested and partly already 
used by a number of STM publishers. At 
Springer, we were also investigating it, but I 
don’t know if Springer made the decision to 
apply the system. DocuRights wraps the 
document in a secure container and protects 
it regardless of its physical location in the 
Internet. During my time at Springer we ac-
tually came to the conclusion that this was an 
interesting technique, but not necessary. 

INDICARE: Let’s have a look at other ac-
tors involved in the exploitation of scientific 
content, e.g. the collecting societies. Some 
argue, that collecting societies might become 
obsolete due to DRM systems, because col-
lective rights management and compensation 
schemes could now be replaced with more 
equitable, individual use-based billing. What 
do you think about this? 

A. de Kemp: The collecting societies were 
created to collect and administer fees, 
charges for copiers, fax machines, DVD 
burners, scanners, blank media etc. Some-
body has to collect, administer and distribute 
these dues. And that can practically only be a 
centralised organisation. 

The alternative model is to concentrate on 
content and attempt to measure it. That is 
extremely complex and difficult to achieve, 
since organisations like the collecting society 
“VG Wort” have a legal basis and too many 
parties in the information sector are involved. 

In the medium term, I would hope for a shift 
in the tasks of the collecting societies. For 
instance, combining Digital Object Identifi-
ers (DOI) and DRM systems, one could es-

tablish a kind of usage counter and use this at 
least for detailed metering, in the long term 
even for a better distribution of the money to 
publishers and authors. The collecting socie-
ties would no longer be superfluous, since 
they could be responsible for the business of 
accounting and billing. This would not be 
limited to texts and images. The DOI would 
also be a perfect facilitator in other sectors 
like digital music, audible books, download 
platforms in general.  

INDICARE: How do you view the relation-
ship of scientific publishers to the open ac-
cess movement? 

A. de Kemp: As I have said before. “Open 
Access” wishes to make all published mate-
rial free of charge. In their view, libraries and 
scientists stand on one side and the publish-
ers and their helpers on the other. In principle 
however, the publishers should not be against 
“Open Access”. If the money that the librar-
ies currently pay to publishers for the use of 
the publications is re-allocated by the fund-
ing agencies and similar organisations, to 
finance the publishing process and dissemi-
nation of electronic publications, we as pub-
lishers should be happy as life will be easier. 
Springer very quickly presented “Open 
Choice” with good arguments: we don’t care 
who pays, but whoever pays, can determine 
the rules of use. The “Open Access” move-
ment is a real anti-DRM movement. The 
danger of “Open Access” is that relevant 
scientific literature becomes grey literature 
and there are big issues like originality, ex-
ploitation of the results described all the way 
up to patent application, that are not ad-
dressed at all.  

INDICARE: To close, a question about the 
more structural mid-term changes. How do 
you see the functional and structural changes 
in scientific publishing? 

A. de Kemp: Positively! By consortium 
contracts with universities and entire coun-
tries, scientific context is accessible every-
where. CrossRef will continue to spread its 
influence and support linking and hopefully 
better access to full text as Scholar Google is 
currently attempting. In the past, publications 
were “hidden” in large or small university 
libraries and not accessible. Finding the way 
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was not always easy. Bibliographic databases 
have been around for a long time, but that is 
a very narrow access. Now the material is 
accessible around the clock on the Internet. 
That’s a fantastic development.  

But I have a different worry. The worry’s 
called Google and I have a great fear that we 
are being “googlified”. The great simplicity 
and the enormous quantitative search results 
that Google produces are being seen uncriti-
cally. This might result in a tendency to no 
longer use documents, articles and books, but 
to solve all our information problems using 
Google. There, information is not really in-
dexed deeply enough and the algorithms 
behind the ranking are unclear. “Googlifica-
tion” should create great concern for every-
body in the information as well as education 
sector, including parents of children. 

The time will come that the majority of li-
brary holdings is available digitally. There 
are initiatives everywhere, triggered or accel-
erated by announcements from Google and 
Amazon to digitize whole libraries or make 
whole publisher catalogues readable (Inside 
the Book). The French National Library, the 
European Library, led by the Royal Library 
in the Hague, large university centres like 
Göttingen in Germany or Cornell in the US, 
all have retro-digitisation projects. The 
Gutenberg project is also a project to digitise 
out-of-print books. Soon, we will have the 
whole world in our hands. 

INDICARE: Thank you very much for this 
interview. 
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Protecting the entertainment industry against commercial 
piracy – About arguments and actions of BREIN 
By: Tim Kuik, BREIN, Hoofddorp, the Netherlands  

INDICARE-Interview by Margreet Groenenboom, IViR Amsterdam, the Netherlands with Tim 
Kuik, director of BREIN (Bescherming Rechten Entertainment Industrie Nederland). Circumven-
tion of Technical Protection Measures (TPM) as well as distribution of circumvention devices are 
not allowed by article 29a of the Dutch Copyright Act and article 19 of the Dutch Performers and 
Phonograms Act. One of the organisations that act for several copyright owners and neighbour-
ing right owners when piracy of their works occurs is BREIN. In this interview the director of 
BREIN, Tim Kuik, shares insights about rationale and practice of his organisation.  
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About Tim Kuik and BREIN: Mr. Kuik is 
the director of BREIN. BREIN stands for 
the Protection of the Rights of the Enter-
tainment Industry of the Netherlands, and 
as a result, BREIN fights piracy of copy-
righted works of the members of BREIN. 
Piracy is understood by BREIN as the un-
authorised copying and distribution of 
copyright protected works. These works can 
be music, movies, games or interactive 
software. BREIN is not limited to any one 
type of works but aims to fight large scale 
commercial copyright piracy of all works 
for its members; offline (bootleg or coun-
terfeit CD or DVD) and online (illegally 
uploading music) – no matter what the sub-
ject is. 

INDICARE: Mr. Kuik, when were you 
concerned with Digital Rights Management 
(DRM) for the first time?  

T. Kuik: From the 1980’s on, I have been 
concerned with DRM as a copyright expert 
for filmstudios. That was before BREIN 
existed (BREIN was established in 1998). 
A case I was involved in concerned the 
protection of pay-TV smartcard technology 
in Ireland. The smartcard was hacked and 
the problem was that if you reveal how the 
smartcards works in a civil or criminal law 
suit, you give away the blueprint and the 
security of the smartcard becomes worth-
less. There was a clear need for sui generis 
legislation prohibiting circumvention of the 
technological protection device, the smart-
card, without giving away how the technol-

ogy works. This legislation needed to pro-
hibit not only circumvention but also distri-
bution of circumvention devices. With the 
current legislation on the circumvention of 
TPMs, this sui generis legislation has been 
realised.  

This issue also plays an important role for 
DRM systems relying on TPM. These can 
be hacked, see for example the DeCSS case 
some years ago (This programme is capable 
of decrypting content on a DVD that has 
been encrypted by using the Content 
Scrambling System). From the 1980’s on, I 
promoted the use of DRM systems but it 
took a lot of development to make them 
acceptable for consumers, because they 
were either cumbersome and expensive or 
cheap but easy to hack.  

INDICARE: What is your general view of 
DRM?  

T. Kuik: In the view of BREIN, copyright 
owners should have the possibility to de-
cide themselves how they want to exploit 
their work. Do they wish to exploit the 
work on the Internet or not? If they want to 
use digital exploitation on the Internet, they 
should have the possibility to either use a 
DRM system (and as a consequence to de-
cide under which conditions they want to 
license the content) or to make available 
free downloads from their websites.  

A DRM system can be protected by TPM. 
As you know, circumvention of TPM and 
distribution of circumvention devices is not 
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allowed by the articles 29a Dutch Copy-
right Act and 19 Dutch Performers and 
Phonograms Act. So if copyright owners do 
decide to use TPM, and someone circum-
vents this protection measure, or someone 
distributes circumvention devices for a 
commercial purpose, BREIN takes action 
and sues the alleged infringer. 

I think that when people talk in general 
about the definition of DRM, a distinction 
can be made. On the one hand there is sim-
ple DRM which aims at copy protection, 
and on the other hand there is more detailed 
DRM which uses watermarking or finger-
printing to distinguish individual works 
and/or makes it possible to charge for indi-
vidual use.  

When talking about download services such 
as Apple’s iTunes, an issue that will be-
come much more important in the future is 
the interoperability of services. When ser-
vices become interoperable, this is likely to 
lead to a greater acceptance rate of DRM 
systems by consumers. In my view, what is 
also important for consumers is transpar-
ency. When copyright owners do decide to 
protect their CD in a way that consumers 
cannot make a private copy of the CD any 
more, this should be stated on the CD. If it 
would not be stated on the CD, this would 
not be fair to consumers because they are 
used to being able to make a private copy. 

INDICARE: The articles 29a and 19 al-
ready mentioned became effective in 2004. 
Have these articles already formed the basis 
of a prosecution initiated by BREIN in the 
Netherlands?  

T. Kuik: Interestingly enough, on 21 July 
2005 the District Court in Rotterdam gave 
his judgement on the first case initiated by 
BREIN involving the commercial distribu-
tion of circumvention devices. BREIN ob-
tained an injunction against the company 
Teledirekt which distributed circumvention 
devices that have been ruled unlawful in the 
United States. The case concerned the pro-
grams DVD X copy Gold, DVD X copy 
Platinum and DVD Xpress. With these 
programs it is possible to circumvent the 
CSS on a DVD. It was advertised by Tele-
direkt in their brochure that this programme 

“is the most effective programme to make a 
copy of a DVD” and “it is able to handle all 
kinds of protection on DVDs”. Moreover, 
Teledirekt’s direct mail mentioned “Copy 
also protected DVD movies. Circumvents 
all protection measures”. Teledirekt sug-
gested that it should be possible to make a 
back up copy for consumers of DVDs and 
that their programme DVD X copy would 
enable this. The judge ruled though that the 
programme can be considered as a circum-
vention device and distribution of those 
devices is not allowed on the grounds of 
29a of the Dutch Copyright Act. 

INDICARE: This case concerned the dis-
tribution of circumvention devices. Are 
there also lawsuits expected on the circum-
vention of TPM?  

T. Kuik: Of course, when cases arise, these 
will be pursued by BREIN with civil en-
forcement actions. At the moment, what we 
see occurring in the Netherlands, is the 
distribution of circumvention devices and 
methods instead of the hacking of techno-
logical protection itself.  

INDICARE: You said earlier that every 
kind of protection ultimately is hackable, do 
you think TPMs are efficient enough to 
protect copyrighted works?  

T. Kuik: Yes, in my opinion they suffice 
for protecting works although there always 
is the possibility that a TPM can be circum-
vented. That is why legislation prohibiting 
circumvention and distribution of circum-
vention is required.  

INDICARE: Recently the Enforcement 
Directive (Directive 2004) was adopted. 
Will this Directive influence the current 
possibilities for enforcement of copyright 
(thinking for example of article 8 which 
encompasses the right to request informa-
tion in the context of proceedings concern-
ing an infringement of an intellectual prop-
erty right)?  

T. Kuik: This Directive will certainly clar-
ify the current situation with regard to what 
internet providers should do when a copy-
right infringement occurs. For instance, 
BREIN sued several internet providers be-
cause they refused to give the name and 
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address data of certain alleged infringing 
users of peer-to-peer networks. The judge 
ruled that BREIN is entitled to ask the pro-
viders for this data and that the providers 
should consider supplying those to BREIN. 
In the circumstances of the particular case 
the judge denied BREIN’s claim, in short 
because use was made of an American 
company to collect IP addresses and 
download data.  

INDICARE: The making of a private copy 
is allowed on the basis of article 16b and 
16c of the Dutch Copyright Act. Imagine 
someone circumvents a TPM for making a 
private copy. What is your opinion about 
this? 

T. Kuik: First, I would like to mention that 
in principle the private copying exception is 
not a right for consumers but an exception 
to the exclusive right of copyright owners. 
When it is possible to make a private copy, 
then there is no problem. Again, transpar-
ency as to whether it is possible to make a 
private copy, is very important. In my opin-
ion, circumvention to realise a private copy, 
should not be allowed. The risk exists, that 
everyone will say that they are making a 
copy only for private use. Where should 
you draw the line in that case? It is very 
hard to make a proper distinction between 
the honest consumer who makes a private 
copy indeed intended for own personal use 
or study and the dishonest consumer.  

INDICARE: In Italy it is also not allowed 
to circumvent a TPM, but in case this oc-
curs for the purpose of making a private 
copy, the punishment will be less severe 
than when circumventing occurs for com-
mercial purposes. Should this example be 
followed in the Netherlands? 

T. Kuik: In civil law suits it is the judge 
who decides on the punishment. Probably 
he will take into account that circumvention 
took place to make a private copy. I think 
this case is hypothetical because if indeed 
the copy was made as a private copy, no 
one will find out about it. Only in the cir-
cumstance that the maker of a private copy 
takes another action, for instance placing 
instructions on how to circumvent a certain 

device on the internet, his circumvention 
becomes public. At that moment, his behav-
iour can not be seen merely as the making 
of a private copy anymore, he does some-
thing more and will be liable accordingly. 
BREIN only acts when one is able to speak 
of an activity of commercial significance; 
the making of a private copy would not 
qualify, but offering circumvention devices 
or placing information on a website on how 
to circumvent a TPM certainly does!  

INDICARE: Who should in your opinion 
be liable for guaranteeing the protection of 
the consumer: the consumer, judge, legisla-
tor or consumer organisations? 

T. Kuik: The legislator is the one who is 
responsible for balancing the rights of 
rightholders and consumers. The next step, 
clarifying the law, will be the responsibility 
of the judge. Consumer organisations also 
play an important role because they are able 
to present consumer interests to righthold-
ers, for instance about making use of the 
exceptions that are incorporated in the 
Copyright Act. I believe that it all comes 
down to what the consumer wants because 
the end goal of the rightholder is to get his 
product to the consumer. 

INDICARE: What will in your opinion be 
the future of legal download services versus 
the peer-to-peer networks? 

T. Kuik: At the moment the market share 
of legal download services is growing rap-
idly and even legal file sharing of music is 
in development, for instance Snocap by 
Shawn Fanning of Napster fame. When 
downloading music, consumers will take 
the easiest and fastest way which guaran-
tees the best music quality. Peer-to-peer 
services do not guarantee music quality or 
even that you find what you asked for and, 
moreover, there is the risk of not only 
downloading the music file but also spy-
ware. When there are more legal download 
services people will use these more and 
more because they know it is good quality 
music and more important, the one offering 
the music can be identified and addressed. 

INDICARE: Mr Kuik, thank you very 
much for this interview!  
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Not so silly after all – new hope for private copying 
By: Natali Helberger, IViR, Amsterdam, The Netherlands 

Abstract: The decision of the French court in Paris in the so-called Mulholland case has left a 
sour after-taste since. Could it be true that the private copying exception, a long standing tradi-
tion in many national copyright laws, was in fact not much more than a toothless paper tiger? 
When we reported about this case we expressed our disbelief that this should have been the 
end of the private copying exception. And indeed, as the Court of Appeals has recently decided, 
the tiger may be made of paper, but it still has its teeth. 

Keywords: legal analysis – consumer expectations, consumer law, private copy,  
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Introduction 
In an earlier article (Helberger 2004) we 
reported about the “Mulholland Drive” case 
– a case that was bad news for private copy-
ing. It was the case of Mr Stéphane P. in 
France who had bought the DVD of Mulhol-
land Drive. Later, he had to realize that tech-
nical protection measures in place prevented 
him from making a copy of this film for his 
parents. Together with the French consumer 
organization L’Union fédérale des consom-
mateurs “Que Choisir” (UFC) he started 
proceedings before the Tribunal de grande 
instance de Paris 3ème chamber (Tribunal 
Paris 2004). And he lost.  

The Paris court dismissed the plaint by say-
ing that the private copying exception in 
French copyright law was not a right of con-
sumers and, hence of no or little significance 
for consumers who complain about technical 
anti-copying protection. The court, more-
over, cast some doubt on the compatibility of 
the private copying exception with the so-
called three step test (in more detail see be-
low) in the case of digital copies. The Paris 

court held that the interest of distributors in 
selling copies of DVDs was an act of normal 
exploitation, based on a legitimate interest to 
recoup the investments made. The pursuance 
of this interest may not suffer from the possi-
bilities technology offers, namely to make a 
private copy, so said the court of first in-
stance. But the last word in this matter was 
not yet spoken.  

The case went into appeal and was decided in 
April of this year (Court of Appeals, Paris 
2005). The Court of Appeals repealed the 
decision of the first instance, and it became 
clear that it disagreed with most points. The 
decision is enlightening in many respects. 
This article will report some of them.  

Main arguments of the Court of Appeals 
Private copying exception not at the disposal 
of rights holders 
The Court of Appeals answered one nagging 
question that many readers of the first deci-
sion had: even if the private copying excep-
tion is not a “right”, can this mean that rights 
holders are free to simply ignore it? The de-
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cision from April made unmistakably clear 
that the private copying exception, even if it 
is not a “right” but “just” an exception, is still 
law. The Court of Appeals said that it is up to 
the legislator to formulate limitations to the 
private copying exception or the modalities 
of limiting the private copying exception 
(“cette exception légale ne peut être limitée 
qu’ aux conditions précisées par les textes”). 
The private copying exception is not per se at 
the disposal of private parties, such as DVD 
producers and distributors; they still must 
abide by the law even if consumers have no 
corresponding right. The court said explicitly 
that the complete blocking of any possibili-
ties of making private copies was an imper-
missible behaviour under French copyright 
law (“comportement fautif de sociétés qui 
ont ‘verrouillé’ totalement par des moyens 
techniques le DVD en cause”).  

Making the use of TPM subject to restric-
tions is a task of the legislator 
The Court of Appeals refrained from specify-
ing under which conditions the use of tech-
nological measures would not conflict with 
the private copying exception. The Court of 
Appeals found that Article 6 (4) of the Euro-
pean Copyright Directive (EUCD 2001), i.e. 
the provision that addresses the relationship 
between technological protection measures 
and exceptions in copyright law, did not for-
mulate a principal obligation for rights hold-
ers to observe the private copying exception 
or any other exception in copyright law. Nei-
ther was it up to courts to replace the legisla-
tor in this matter determining how techno-
logical protection measures should look like 
in order to be in conformity with copyright 
law. The court also refrained from drawing 
any conclusions concerning the interesting 
question of whether technological measures 
that do not respect existing boundaries in 
copyright law still deserve the protection of 
the so called “anti-circumvention rules”. The 
decision of the Court of Appeals confirms, 
however, once more that the rules on the 
legal protection of technological measures in 
copyright law are still in many respects 
flawed and incomplete. It concludes that it is 
task of the legislator to bring more light in 
the complicated relationship between private 

copying and the usage of technological 
measures.  

Three steps forward and two steps back 
A second question that the Court of Appeals 
had to deal with was the possible conflict 
between the private copying exception and 
the three step test. The three step test permits 
to apply an exception in copyright law in 
certain special cases, namely when the appli-
cation of that exception does not conflict 
with a normal exploitation of the work and 
does not unreasonably prejudice the legiti-
mate interests of the rightholder (Article 5 
(5) of the European Copyright Directive, 
Article 9 (2) of the Berne Convention) (cf. 
EUCD 2001 and Berne Convention). This 
compatibility of the private copying excep-
tion with the three step test is of considerable 
relevance for the validity of the private copy-
ing exception for digital media. In the initial 
case, the court had argued that distributing 
copies of DVDs was an act of normal exploi-
tation of films, and that the possibility of 
making private copies in digital quality 
would seriously endanger this form of com-
mercial exploitation. In practice, this would 
mean that the private copying exception 
would eventually not apply to digital private 
copies. The Court of Appeals countered this 
argument and observed, rather reasonably, 
that preventing a consumer from making a 
private copy would not imply that the con-
sumer would purchase another DVD with the 
same content. Moreover, as the Court of Ap-
peals reminded, the interests of rights holders 
in protecting their commercial interests and 
investments was already sufficiently safe-
guarded by the fact that consumers have to 
pay levies for analogue as well as for digital 
carrier media exactly for the reason to com-
pensate rights holders for private copies 
made of a work. Insofar, no conflict between 
the private copy exception and the three step 
test could be detected, so said the Court of 
Appeals.  

Copies for parents are private use 
In a next step, the Court of Appeals had to 
look more closely at the question of what a 
private copy actually is. The opponents ar-
gued that Stèphan P., who wished to make a 
copy for his parents, could not invoke the 
private copying exception. A copy for one’s 
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parents was not intended for the own, per-
sonal use of the person making the copy, so 
said the court of first instance. Again, the 
Court of Appeals disagreed. The possibility 
to make private copies is not restricted to the 
domestic sphere of the person making and 
using the copy. It can extend, to a limited 
extent, also to the family circle. In other 
words, making a copy for one’s parents could 
be covered by the private copying exception. 
In this context it is worth mentioning that in 
most member states a substantial body of 
national legislation exists on what constitutes 
private copying, how many copies can still 
be considered private copying and whether 
the person copying and using the copy must 
be identical (for an overview, see Euro-
Copyrights.org; cf. sources). 

The ability to make private copies is a legiti-
mate expectation 
The decision is also ground-breaking insofar 
as it touches upon aspects of general con-
sumer protection law. The Court of Appeals 
clarified that the possibility to make copies 
for private use constitutes an essential char-
acteristic of a DVD. It, thereby, approached 
one of the crucial and still unsolved ques-
tions concerning the relationship of general 
consumer protection law and copyright law: 
whether general consumer protection law can 
be invoked in order to protect legitimate or 
reasonable expectations that consumers 
might have on grounds of copyright law, 
such as the possibility of making copies for 
private use.  

As Schaub (2005) explained, the notion of 
legitimate or reasonable expectations is key 
to the application of consumer protection 
law. Consumer expectations would play a 
crucial role in determining whether a certain 
product or a contract relating to it is lawful. 
So far it was unclear , whether consumers 
could reasonably expect being able to make 
private copies of a DVD, applying to the 
rules provided by general consumer protec-
tion law on contracting, unfair commercial 
practices, defective products and labelling. 

The question was denied by the court of first 
instance. As opposed, the Court of Appeals 
made very clear that the notion of legitimate 
expectations can also include expectations 
that flow from copyright law. This is an im-
portant step towards improving the legal 
standing of consumers, as users of copy-
righted works. According to the Court of 
Appeals, expecting to being able to make 
private copies is not silly at all.  

Bottom line 
The decision of the Court of Appeals is an 
important step towards strengthening the 
position of consumers as regards the use of 
technical anti-copying measures. It also adds 
considerably to the ongoing debate about the 
relationship of technical anti-copying protec-
tion measures and the private copying excep-
tion. Probably its main conclusion is that the 
legislator has to clarify this relationship, and 
that the private copying exception is not at 
the free disposal of rights holders. This find-
ing may also be interesting for a related ques-
tion, namely whether the private copying 
exception can be limited contractually. One 
example are the user conditions of Apple 
iTunes, according to which a consumer who 
purchased a playlist is allowed to copy it at 
most to seven devices. For the time being, it 
is still an open question whether iTunes is 
entitled to impose its particular definition of 
what private copying is on consumers. Fol-
lowing the decision of the French court, one 
could argue that the decision of what private 
copying entails and where its limits are is 
reserved to legislators and judges, not to 
private parties. Moreover, the appeal deci-
sion prepares the grounds for the application 
of general consumer protection law in cases 
where consumers find that the products they 
have bought prevent them from using this 
product in a way that is in conformity with 
copyright law. The court expressed explicitly 
that consumers can reasonably expect being 
able to make private copies from a DVD they 
buy.  

Sources 
► Berne Convention: http://www.wipo.int/treaties/en/ip/berne/trtdocs_wo001.html 
► Court of Appeals, Paris (2005): Cour d’ Appel de Paris, 4ème chamber, section B, arrêt du 22 avril 

2005, Stéphane P., UFC Que Choisir/Universal Pictures Video France et autres, available at: 
http://www.legalis.net  



 

INDICARE Monitor Vol. 2, No 6, 26 August 2005 192

► EUCD (2001): Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 
on the harmonisation of certain aspects of copyright and related rights in the information society; 
http://europa.eu.int/information_society/topics/multi/digital_rights/doc/directive_copyright_en.pdf  

► Euro-Copyrights.org: http://www.euro-copyrights.org 
► Helberger, N. (2004): It’s not a right silly! The private copying exception in practice. INDICARE Monitor 

vol. 1, no. 5, 29 October 2004; http://www.indicare.org/tiki-read_article.php?articleId=48 
► Schaub, M. (2005): A breakdown of consumer protection law in the light of digital products, INDICARE 

Monitor vol. 2, no. 5, 29 July 2005, http://www.indicare.org/tiki-read_article.php?articleId=123 
► Tribunal Paris (2004): Tribunal de grand instance de Paris 3ème chambre, 2ème section, Stéphane 

P., UFC Que Choisir/Société Films Alain Sarde et, Jugement du 30 avril 2004, available at: 
http://www.legalis.net  

About the author: Natali Helberger is senior project researcher at the Institute for Information 
Law, University of Amsterdam. She specialises in the regulation of converging media- and 
communications markets, electronic control of access to information and the interface between 
technique, media and intellectual property law. Contact: + 31 20 525 3646, helberger@jur.uva.nl 

Status: first posted 25/08/05; licensed under Creative Commons 

URL:  http://www.indicare.org/tiki-read_article.php?articleId=132 

 

Attitudes towards DRM in the Independent music sector 
Some insights from interviews 

By Philipp Bohn, Berlecon Research, Berlin, Germany 

Abstract: Although the major music industry is usually the focus of discussions about digital 
distribution and DRM, Independent music is a factor whose importance is growing. This article 
describes attitudes and strategies along the value chain of the Independent music players: la-
bels, content aggregators, technical service providers and distributors. The information provided 
is mainly drawn from interviews with these actors. 

Keywords: economic analysis – business models, DRMS, independent labels, music sector, 
stakeholders 

 

The growing importance of Independent 
music 
Big online retailers like iTunes or MSN need 
Independent content to offer a broad range of 
music. In 2003, the market share of Inde-
pendent music on the world market was 25.3 
% and 19.4 % in Europe (cf. IMPALA). In 
the United States, Nielsen SoundScan found 
that content delivered by Independent-owned 
labels makes up 27.5 % of the retail market 
volume (Morris 2005). According to the Brit-
ish Association of Independent Music, Inde-
pendent music averaged 21 % of sales in 
digital format in the top 75 chart of week 15 / 
2005 (cf. AIM 2005). Apple’s iTunes Music 
Store claims to offer tracks by more than 
1,000 artists signed with Independent labels 
(cf. Apple 2005). 

To better understand the DRM and online 
strategies in the Independent music business, 
we have interviewed various players along 
the value chain, from labels to download 
platforms. 
While major labels have the market power to 
pursue their own DRM strategy, Indies often 
have to accept the license conditions of con-
tent distributors – and these requirements are 
often at odds with those of smaller labels. 
Independent labels form a multifaceted 
group, ranging from very small businesses 
that primarily market the music of their crea-
tive founders, over labels that use the majors’ 
distribution channels for their music, to la-
bels that are co-owned by one of the major 
media concerns (EMI, Sony BMG, Univer-
sal, Warner). These affiliations also influence 
attitudes towards DRM. 
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Figure 1: The value chain in the Independent music sector (Note: The companies mentioned are those 

interviewed. The figure is solely meant to position the stakeholders.) 
 
Independent labels 
Kitty-Yo (Berlin, 16 artists, 8 employees): If 
possible, the label licenses mp3 or wav-files 
DRM-free. But in the end, large-scale dis-
tributors, among them iTunes and musicload, 
decide, concedes Peter Armster, then a pro-
duction manager at the label. It is only the 
smaller download shops that go with the 
label’s opinion: that once a customer has 
bought a song, he or she should be free to do 
with it as pleases – within the bounds of pri-
vate use, he says. DRM-enabled business 
models like P2P, subscription and mobile 
music are being considered, but not yet real-
ized. Creative Commons Audio licenses are 
not used, as there is no demand on the sides 
of the artists. 

!K7 (Berlin, Hamburg, London, New York 
City, Tokyo, 30 artists, 10 employees): The 
label’s founder and CEO, Horst Weiden-
müller, has taken radical steps: he has de-
cided to abandon active DRM and the CD-
covers even say so: “Copy Protection Free”. 
The label strongly believes in the possibili-
ties of online distribution. Distributors and 
labels will have the opportunity to bill one 
cent for a single music streaming or 20 € for 
a full album featuring additional content and 
artwork, Mr. Weidenmüller predicts.  

!K7’s content is sold DRM-protected via 
major stores like iTunes, but also via fine-

tunes in unprotected mp3- or ogg-format. 
DRM supposedly is an issue raised by the 
major industry and reveals an anti-consumer 
attitude. The customer relationship should 
rather be one of “two-way loyalty”, he de-
mands. 

Four Music (Berlin, London, 20 artists, 8 
employees; note: Sony BMG holds a 50% 
stake): Online business amounts to less than 
5% of overall sales of this label. Consider-
able growth is expected and online business 
is an important part of the market strategy. 
The label must abide by the policy of the 
download shop, but tries to bargain protec-
tion as convenient as possible for the con-
sumer. Four’s sub-label, London-based Fine 
Records, for example, uses Beatport (see 
below) without any DRM protection. If pos-
sible, the label employs watermarking, i.e. 
passive or “forensic” DRM. This would 
make copyright offenders identifiable while 
not restricting consumers’ private usage, 
Markus Roth, the label’s new media director, 
assures. 

Business models that are based on active 
DRM – such as subscription services – are 
very attractive for the company, which al-
ready supplies Napster’s subscription ser-
vice. Legal P2P platforms such as Peer Im-
pact are also viable distribution channels, 
although not at the moment. Mobile music is 
an option once hardware and infrastructure 
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are advanced and affordable enough, accord-
ing Mr. Roth. 

Content aggregators 
Online distributors cannot negotiate with 
every single label. Content aggregators act as 
rights intermediaries between Independent 
labels and download shops, bundling and 
licensing the libraries on behalf of the par-
ticipating labels and artists. They often have 
to act as a buffer between the needs of the 
labels they represent and the DRM require-
ments of major download stores. 

Zebralution: Independent labels usually lack 
the personnel and financial resources to deal 
with major digital stores; and the stores are 
not interested in contacting every single in-
dependent label. Zebralution represents about 
100 labels, a catalogue of 20,000 songs and 
supplies 150 online shops. It delivers content 
to major online retailers AOL, iTunes, Mi-
crosoft MSN, Sony Connect, T-Online and 
OD2. 

According to Sascha Lazimbat, Zebralution’s 
head of business, no single artist or label 
strictly insists on DRM protection. One of 
the shops the company supplies – 24-7 Mu-
sicShop – sells music by major labels DRM-
protected, while it sells Independent music 
unprotected.  

Distribution over Peer-to-Peer (P2P) net-
works is managed using technology devel-
oped by Snocap, the company founded by 
Sean Fanning of Napster fame. When it 
comes to business models like subscription, 
the Independents’ attitude towards DRM is 
more favorable. The industry expects grow-
ing demand for services like these. 

A number of the Indies’ songs are popular 
enough to be marketed as ringtones. Mono-
phonic ringtones are protected by OMA 
DRM 1.0. Until OMA DRM 2.0 is fully 
available, main distributors stick to SDC’s 
DRM protection (Swiss company SDC offers 
a Java-based mobile DRM technology). In 
the US, bliptones is trying to establish itself 
as a download platform for ringtones based 
on Independent artists’ music. 

Kontor New Media: A competitor to Zebralu-
tion, Kontor represents Independent labels 

dealing with download, mobile, subscription 
and P2P platforms. With consumer satisfac-
tion in mind, Michael Pohl, head of new 
media, prefers watermarked mp3 files. He 
explicitly mentions Fraunhofer’s Light 
Weight DRM system (see below). Kontor 
delivers content to major online retailers 
AOL, iTunes, Microsoft MSN, Napster, 
Rhapsody, Sony Connect, and OD2. Both 
companies also offer consultancy, marketing 
and coaching services. 

The German Association of Independent 
Labels and Producers (VUT) also fulfils 
functions of a rights intermediary. For exam-
ple, it offers members a frame contract if 
they want to make their libraries accessible 
to subscription services like Napster. It is 
interesting to note that VUT has decided not 
to supply subscription services like Yahoo! 
Music Unlimited. This is because the service 
openly acknowledges offering music to sell 
advertisements for its websites, says Eva 
Kiltz, VUT’s general manager. This attitude 
hints at the self-image of the Independent 
business: to make money but at the same 
time uphold artistic credibility. 

Third-party technologies 
One technology already mentioned earlier is 
digital watermarking. With the help of a wa-
termark, the person who has bought a certain 
file can be tracked back in case of infringe-
ment. However, the technology does not 
actively limit the consumer’s usage rights.  

Light Weight DRM: The Fraunhofer Institute 
for Digital Media Technology – a German 
institute for applied research and part of the 
Fraunhofer Gesellschaft – has realized the 
needs of Independent music distribution. 
Light Weight DRM (LWDRM) is a passive 
DRM system that combines watermarking 
technology with a personalized digital signa-
ture. LWDRM permits copying of content 
for private use. Due to the personal signature, 
illegally shared files can be tracked. Thus, 
the system provides both for the consumer’s 
and the content provider’s need for conven-
ience or security respectively. It is employed 
by download shops such as finetunes (see 
below). Of course no DRM system – be it 
active or passive – is completely unbreakable 
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as Patrick Aichroth of the Fraunhofer Insti-
tute confirms. 

Audible Magic: One of the leading British 
Independent labels, V2, has just signed an 
agreement with Audible Magic (Business 
Wire 2005). Audible’s technology allows the 
tracking of files registered with their data-
base within P2P networks, using digital fin-
gerprints.  

Beth Appleton, V2’s new media and business 
development manager, stresses the impor-
tance of a good relationship between content 
providers and consumers to make this busi-
ness model and security system work: “we 
trust that they [i.e. the consumers] understand 
the implications of sharing such files ille-
gally”. 

Online distributors 
In order to distribute music online, there 
must be download portals selling the library 
catalogues of labels and artists. They are the 
digital equivalent to the traditional “brick and 
mortar” record stores. Some platforms spe-
cialize in Indie music and their attitude to-
wards DRM is very much in sync with the 
content providers –  unlike major platforms 
like iTunes or musicload that usually comply 
with the majors’ DRM strategy. 

finetunes: The company offers distribution 
and encoding services, an own download 
shop and white-label shop solutions. The 
shop solutions are licensed to anyone estab-
lishing their own online distribution system 
(labels, Internet service providers, retail 
brands, music magazines, etc.). 

According to Felix Segebrecht, head of mar-
keting and shop solutions, finetunes employs 
a proprietary watermarking system along 
with Fraunhofer’s LWDRM. Active DRM 
would increase support-expenditures due to 
interoperability problems between devices 
and systems. 

Mr. Segebrecht distinguishes between two 
different subscription schemes: renting music 
(like Napster To Go) or subscription to a 
fixed number of tracks per month for a bun-
dled price. Superdistribution with peers 
receiving a cut from profits is regarded to be 
rather unattractive from the consumers’ per-

spective – they can hardly be expected to 
enrich themselves by selling music to their 
friends. 

If it spots copyright offenders operating 
within P2P networks, finetunes usually does 
not take legal action, which is considered to 
be too costly. Sales figures are climbing de-
spite online piracy. Fighting infringement is 
a moral, rather than a legal and technological 
challenge: an “honest” offer in combination 
with “gentle pressure” and mutual trust is 
expected to prove a successful strategy. 

Beatport: This online distributor is deeply 
rooted in the dance-music scene. It caters to 
fans of this genre, a large proportion being 
DJs. The music is formatted in high-quality 
mp3, mp4 or wav, usually featuring 320 
kbit/s compression. 

Beatport completely abstains from active 
DRM protection. It would not be acceptable 
in a tight-knit music community that is based 
on mutual trust, says the company’s director 
of European sales, Ronny Krieger. As about 
two-thirds of the customers are DJs (ama-
teurs included), files must be compatible 
with Native Instrument’s Traktor DJ-
software, which does not support any active 
DRM system. 

Also, the portal is not interested in DRM-
based business models. Subscription is not an 
attractive option for the customers. Pre-
listening 30-second snippets does not make 
sense, given the notorious length of dance-
music songs. 

All files are watermarked. Customers either 
accept this policy or simply do not care. A 
song watermarked by Beatport has been spot-
ted on P2P networks only once (P2P net-
works are not tracked systematically, how-
ever). The company issued the offender a 
caution and refrained from engaging in a 
lawsuit. 

Again, among the labels using the portal for 
online distribution, there is not a single one 
insisting on DRM-protection, Mr. Krieger 
affirms. The company feels that legitimate 
buyers of digital music should not have less 
usage rights than those downloading pirated 
material. 



 

INDICARE Monitor Vol. 2, No 6, 26 August 2005 196

Bottom line 
It is interesting to note three major differ-
ences for the Indies in comparison to the 
majors’ perceived strategy of active and ex-
tensive DRM-protection. First, the smaller 
and more independent the label, the more 
sympathetic it is to consumers’ convenience 
and perceived rights. Second, Indies try to 

avoid active DRM whenever possible. But 
they acknowledge that this decision is up to 
the distributor. Third, Independent labels’ 
preferred DRM strategy is a passive one: 
watermarking. They feel that this does not 
limit their customers’ convenience and at the 
same time identifies users in case of in-
fringement. 
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CoreMedia: first mover or early adopter? 
CoreMedia has recently announced to deliver 
a secure client DRM-implementation for 
wireless devices. It is promoted to support 
interoperability between the Open Mobile 
Alliance’s (OMA) and Microsoft’s DRM 
systems. Due to the company’s Multi-DRM 
technology, files can be moved from mobile 
phones to PCs. A plug-in for Windows Me-
dia Player allows playback of OMA DRM 
protected songs on PCs (CoreMedia Press 
Release 2005). 

Other companies have signed similar agree-
ments with Microsoft earlier this year. In 
February 2005, Microsoft and Nokia an-
nounced mutual technological support, as did 
Microsoft and Philips in May 2005. 

OMA and Microsoft DRM 
The OMA is an industry forum composed of 
fee-paying content owners, hardware and 
software providers, telecom companies, mo-
bile carriers and manufacturers, and techno-
logical enablers. CoreMedia, Microsoft, 
Nokia and Philips all are members of this 
body. OMA’s standard is open in that all 
stakeholders are invited to join and contrib-
ute to technology development, issue state-
ments and test for interoperability on so-
called TestFests. According to CoreMedia’s 
website, its OMA DRM-based solution is 
implemented on more than 250 mobile hand-
sets. It is employed by major carriers and 
mobile music portals such as Vodafone. 

Microsoft’s DRM 10 system is proprietary 
and heavily integrated into its multimedia 
software (Windows Media Player), its up-
coming operating system (dubbed Vista) and 
its PlaysForSure interoperability program. 
Devices featuring the PlaysForSure logo are 

interoperable with download music stores 
delivering content protected with Microsoft 
DRM. 

DRM 10 rests on patents held by Content-
Guard, in which Microsoft holds a minority 
stake. The DRM-system is pitched as a secu-
rity and delivery platform both for PCs and 
portable devices. But to date there is only a 
limited range of smartphones playing WMA-
files: namely the Audiovox SMT 5600, Mo-
torola MPx200 and Samsung i600 / i700 
(however, there are almost 60 mobile phones 
that run Windows Mobile OS). 

Both DRM systems use an XML-based 
Rights Expression Language (REL): XrML 
in the case of Microsoft and Open Digital 
Rights Language (ODRL) respectively. The 
languages are very similar to each other, 
although ODRL “is focused more specifi-
cally on publishing and media applications” 
(Rosenblatt 2003). 

In collaboration with Microsoft 
Nokia: After having launched its own mobile 
music portal solution for mobile carriers, 
Nokia announced that its handsets will be 
interoperable with Windows XP based PCs. 
The technology partners have agreed on 
long-term, non-exclusive collaboration. 
Nokia’s music-oriented handsets will support 
Microsoft’s DRM 10 and Media Transfer 
Protocol (MTP). Windows Media Player will 
playback OMA DRM-protected files as well 
as MPEG’s AAC codec. 

Philips: Only three after the deal between 
Microsoft and Nokia, Philips announced an 
agreement with the company from Redmond, 
which is also long-termed and non-exclusive. 
According to a press release, “Philips plans 
to support Microsoft Windows Media Audio 



 

INDICARE Monitor Vol. 2, No 6, 26 August 2005 198

and Video and Windows Media Digital 
Rights Management 10 (DRM) in its Nex-
peria family of multimedia semiconductors” 
(cf. sources). It is also “committed to obtain-
ing PlaysForSure verification” for its prod-
ucts. The Nexperia Mobile Cellular System 
Solutions are especially designed for mobile 
handsets and also supports mp3 audio for-
mat. Philips claims that 150 million Nex-
peria-based systems are on the market and 
one-tenth of GSM / GPRS-handsets use a 
Nexperia solution (cf. sources). 

Who benefits? 
Consumers: Without doubt, consumers bene-
fit from DRM-interoperability. They want to 
transfer music purchased with their mobile 
handset to their PCs and even accept to pay a 
premium for this service (Dufft et. al. 2005). 
So far, this is a one-way street, as CoreMe-
dia’s technology does not allow transfer from 
PC to mobile device. To develop the tech-
nology for transferability in the other direc-
tion is the responsibility of the wireless de-
velopers, says Willms Buhse, CoreMedia’s 
head of marketing. 

But portable devices’ popularity does not rest 
on their capability of handling DRM-
protected music. Players like Apple’s iPod 
are successful because consumers convert 
audio files into (DRM-free) mp3s – this is 
one of the results of the INDICARE con-
sumer survey. DRM-interoperability is a step 
in the right direction, but it leaves some fun-
damental problems of mobile digital distribu-
tion unresolved – consumers may still feel 
restricted when it comes to their perceived 
legitimate usage rights. 

Microsoft: Part of the software vendor’s 
strategy is to establish the PC as the center of 
home entertainment, and interoperability 
helps achieve that goal (cf. sources). The 
strategic partnerships can also be considered 
a challenge to Apple’s announcement of 
cooperating with Motorola and the com-
pany’s dominance in the music download 
market via iTunes. 

OMA: The agreements are an official recog-
nition of Microsoft’s market position and 
DRM-technology (LeClaire 2005). At the 
same time, they show that OMA DRM may 

not yet be the uncontested DRM-standard. 
This can partially be blamed on the licensing 
structure proposed by MPEG LA that has so 
far not been accepted by the market, espe-
cially not by the wireless vendors (MPEG 
LA is a private company bundling and li-
censing the necessary patents for OMA DRM 
systems). If these quarrels do not come to a 
quick resolution, the standard’s success 
might be severely threatened. 

Wireless vendors: Nokia reaps benefits both 
as a manufacturer of mobile handsets and as 
content distributor. Interoperability with sta-
tionary devices increases the value of hand-
sets and content. The moves are also in ac-
cordance with Philips’ Connected Planet 
vision that intents to enable consumers to 
access content wherever and whenever they 
wish (cf. sources). As is the case with Nokia, 
the value of their products rises the more 
choice they give their users. Being on terms 
with Microsoft also give vendors additional 
leverage negotiating fees with MPEG LA (cf. 
Wichmann 2005). 

Apple: The company from Cupertino seems 
to lose in the short run. Once the repeatedly 
announced but still withheld collaboration 
with Motorola yields an actual iTunes-
enabled mobile phone, it should provide at 
least the same degree of interoperability with 
OMA DRM. 

Bottom line 
The agreements hold benefits for consumers, 
device-manufacturers and digital enablers 
alike. They provide transferability between 
mobile and stationary devices, which is par-
tially inherent in the respective DRM tech-
nologies that both rely on XML-based RELs. 
But in order to really benefit the consumer, 
there must also be transferability from PC to 
mobile device. Although OMA DRM is 
dominating distribution of mobile content, it 
is not uncontested. Agreements with Nokia 
and Philips acknowledge the leadership Mi-
crosoft has gained at least in the desktop 
DRM-environment. It remains to be seen if 
Microsoft will gain ground in the mobile 
environment. Wireless vendors, software 
developers and online distributors seem to 
have realized the limits of the “walled gar-
den” principle of locking in their customers. 
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Introduction  
The DRM Strategies Conference organised 
by Bill Rosenblatt and Jupiter is one of the 
few major industry events on Digital Rights 
Management. This year the conference took 
place in New York from July 27-28. 

Unlike other DRM conferences, the DRM 
Strategies Conference is focused on business 
issues. Political, legal and societal questions 

like “What rights should consumers and con-
tent owners have?”, “Are specific features of 
DRM compatible with copyright law?” or 
“What should the government do?”, which 
make up a significant part of more general 
conference programs and which frequently 
lead to passionate discussions, played only a 
minor role. They were mostly restricted to a 
panel on the implications of the US Supreme 
Court’s decision on the P2P file sharing ser-
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vice Grokster. With the Electronic Frontier 
Foundation’s Fred von Lohmann participat-
ing, however, the discussion on panel and 
floor contributed enough passion for two 
conference days. 

The focus on business issues provided rather 
interesting information about the state of the 
market for DRM technology – insights that 
often get lost in conferences with a broader 
focus on societal aspects. Especially when 
compared with the wants and needs of con-
sumers – as presented on the conference 
based on the INDICARE consumer survey 
(Dufft et al. 2005) on the conference – these 
lessons can help to better understand why 
DRM systems have certain capabilities and 
lack others or why they develop in certain 
directions and not in others. 

Many open issues – especially about 
intellectual property 
Generally, the presentations and discussions 
on most panels gave the impression of an 
industry with many question marks and many 
open issues. Most issues discussed at the 
conference were not totally new. Problems of 
DRM like missing interoperability or intel-
lectual property issues related to DRM tech-
nology, for example, are well-known to the 
industry. It’s only that nobody came up with 
a solution yet. 

This was shown very well in a panel on 
DRM and intellectual property. INDICARE 
has already reported about the efforts by 
MPEG LA to combine many different IP 
claims into a single patent pool license for 
the OMA DRM (Wichmann 2005). How-
ever, so far these efforts have not led to a 
solution accepted by all parties involved (see 
also Bohn 2005a). 

So it is quite likely, the panellists thought, 
that the current state of uncertainty for im-
plementers of DRM systems persists. And 
the risk from this uncertainty may well be 
quite significant: One panellist estimated the 
average total cost of a lawsuit in the DRM 
field to be around 2 million US $. While 
DRM opponents might welcome such a 
situation, since it is likely to slow down the 
spread of DRM systems, it also has a down-
side: new services for consumers, where 

some party insists on DRM being used, 
might not be introduced. 

Market-driven standardisation towards 
Microsoft DRM technology? 
In the end there might be a laughing third 
party, as another panellist pointed out: Mi-
crosoft. Many technology companies have 
already agreements with Microsoft in place, 
which cover the use of Microsoft’s intellec-
tual property. For them it might be easier to 
simply settle on Microsoft technology for 
DRM than taking the risk of getting sued 
when using other technology. So there might 
be a market-driven standardisation towards 
Microsoft DRM technology. Microsoft 
spends significant money on licensing IP 
from others and is therefore able to offer the 
users of its technology indemnity against any 
infringement lawsuits. One panellist even 
concluded that clearing IP rights and indem-
nifying technology users might become the 
future raison d’être of large technology com-
panies.  

However, while such a market-driven stan-
dardisation might make life easier for smaller 
technology companies and also for consum-
ers, it is unclear – to say the least – whether 
they benefit in the long run from such a 
strong position of a single company. While 
DRM solutions that build on a common set 
of technology will tend to be more interoper-
able – and consumers want that, as the IN-
DICARE survey has shown –, there tends to 
be more innovation in a system characterised 
by different technological approaches. 

Sobering state of the e-book industry 
This dilemma was also illustrated in a panel 
on e-books, another topic recently covered 
by INDICARE (Bohn 2005b). The market 
for electronic books never lived up to early 
expectations, and nobody on the panel had 
the hope that this might change any time 
soon. It is still a rather small market with an 
annual turnover of 10 million US $ per year, 
as the International Digital Publishing Forum 
(cf. sources) estimates.  

The coexistence of several different, not in-
teroperable e-book standards was pointed out 
as one reason for this situation, as this makes 
e-books rather unattractive. One candidate 
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for a market-driven standard might haven 
been Adobe with its omnipresent Adobe 
Acrobat Reader. However, Adobe decided at 
the end of last year that enterprise DRM 
would be a more interesting market and dis-
continued its Adobe Content Server, a prod-
uct used by several publishers of protected 
electronic texts. One panellist saw this as 
another blow to the market for electronic text 
documents. It also shows quite well that 
market-driven standardisation may well fail 
if the single party able to drive it decides that 
the pastures are greener elsewhere. 

Enterprise DRM figured prominently 
Enterprise DRM figured prominently at the 
conference, which was divided into sessions 
of general interest, a DRM tutorial, a media 
section and an enterprise DRM section. One 
impression from the conference was that 
several DRM companies place their bets on 
the increasing use of DRM systems in the 
enterprise. Many vendors pointed out that the 
requirements of the Sarbanes Oxley Act 
(SOX) (cf. sources) could best be met by 
enterprise DRM solutions. (The act requires 
companies, among other things, to make sure 
that only authorised persons have access to 
sensitive financial company information.)  

However, it is clear that for DRM systems 
being able to protect spreadsheet or text 
documents throughout their use in companies 
have to be part of the basic IT infrastructure 
of a company. If this protection is supposed 
to cover also partners, it has to be compatible 
with their infrastructure, too. Again this 

makes Microsoft and very few other large 
software companies obvious candidates for 
providing this infrastructure. Many of the 
smaller enterprise DRM vendors presenting 
at the conference are therefore cooperating 
with Microsoft. 

This strong position of Microsoft in the en-
terprise DRM sector might also have conse-
quences for consumers. As basic DRM func-
tionality is part of future Windows operating 
systems, also consumers’ PCs will be 
equipped with this functionality. So technol-
ogy providers for consumer solutions will 
have another incentive to use the Microsoft 
DRM functionality as basis for their solu-
tions. 

Bottom line 
The conference showed very well that theo-
retical DRM concepts and consumers’ 
wishes about DRM functionality are one 
thing. The penetration of DRM technology in 
the market is quite another one. There are 
many influencing factors: technical require-
ments like the need to have DRM systems 
integrated in the basic IT infrastructure, stra-
tegic considerations by vendors about which 
areas of DRM to focus on, or battles about 
intellectual property. Settling all the involved 
issues is a tedious task taking a long time. 

Putting all these things together leads to the 
rather sober conclusion that well-functioning 
interoperable DRM systems as requested by 
consumers are probably not soon to come. 
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Digital Media Project – Part II: Chances of an open standard 
By: Ernő Jeges and Kristóf Kerényi, SEARCH Laboratory, Budapest, Hungary 

Abstract: The Digital Media Project, often referred to as DMP, is the fruit of a “bottom-up” initia-
tive that developed in 2003. Its main aim is to develop the fundamentals of standardized and 
interoperable Digital Rights Management for digital media. Although the project is making pub-
licly available numerous documents on its website (DMP web site 2005), it is not easy to put the 
pieces together and to assess the project. Therefore INDICARE has dedicated a two part article 
to DMP. The present second part tries to assess the project in a critical manner finding out the 
chances of DMP to establish a de-facto or even a de-jure DRM standard We see a good chance 
for it, provided the proposed standard would be mandated,  for example by the EU for the Euro-
pean market. 

Keywords: opinion – consumer rights, digital media, fair use, interoperability, stakeholders, 
standards  

  

Introduction 
In the first part of the article (Jeges 2005) we 
presented a brief overview of DMP and its 
approach. The proposed Interoperable DRM 
Platform (IDP), as the main outcome of 
DMP’s efforts, is a toolkit, i.e. a set of stan-
dardised DRM tools based on “primitive 
functions” derived from existing digital me-
dia systems by investigating several selected 
use cases. In addition DMP has analysed and 
listed a large number of Traditional Rights 
and Usages (TRUs) expressing present users’ 
expectations about how digital media should 
behave and be usable. These TRUs serve 
DMP as a yardstick and a means against 
derailing.  

In this article we aim to discuss the chances 
of DMP’s Interoperable DRM Platform to 
become accepted and widely used, taking 
into account the present state of technologies 
and markets related to DRM (relying on the 
publicly available information). Among oth-
ers we are seeking the answer to the question 
whether it makes sense to create an open 
DRM standard without the support of the 
current big players. 

The DRM business 
Today the DRM market, focussing on tech-
nology providers for the music industry, is 
extremely polarized: there is Apple with its 
own FairPlay DRM technology, licensed to 
no other company than Motorola, and there is 
Microsoft with its Windows Media DRM 
technology licensed to everyone else. Even 

RealNetworks, the former inventor of Helix 
DRM, has converted their music store to use 
Microsoft’s technology, only Sony is trying 
to gain ground with its proprietary ATRAC 
format. On the MP3 player market iPods are 
estimated to have a 30 percent market share, 
Sony’s devices close to nil (until recently 
Sony players had not supported unprotected 
formats, like MP3!), and everyone else uses 
Microsoft DRM to be compatible with most 
on-line music services. From the providers’ 
point of view there is no chance to license 
neither FairPlay nor ATRAC, so one has to 
go with Microsoft to be compatible.  

So for many it may seem as if the DRM 
game in the music industry was already de-
cided. The founders of DMP, however, think 
that there is still room left for a new interop-
erable DRM standard. The project members, 
we could also say, the supporters of the idea, 
are mainly educational and research institutes 
as well as national telecommunications com-
panies – let it be admitted, not really those 
who drive the market. There are of course 
also some industrial partners, among them 
Japanese mammoth CE manufacturers and 
American technology providers who have 
not yet committed themselves to any of to-
day’s DRM standards. However, today’s 
business leaders – both technology and me-
dia companies – are missing. This is not to 
say that today’s leaders will be tomorrow’s 
winners, but if they were interested, they 
would have joined DMP, to fight for their 
interests. On the other hand, it is understand-
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able that they are not among the supporters, 
because they have already created their solu-
tions, hoping those to become standards. 

So the situation today is quite different from 
the times when e.g. MP3 became a standard, 
as there was no – or hardly any – alternative 
solution. We could think of those times as a 
market without competition. This was very 
important for the development of digital me-
dia, as the single MP3 standard opened the 
market for on-line music. But today, what are 
DMP’s chances to become the laughing 
third, overcoming Microsoft and Apple in the 
standards game? We think that beating the 
big players is not a must for DMP to succeed. 
By understanding DMP’s goals and their 
methodology, it became obvious that IDP is 
aimed to be an “umbrella standard”, with a 
loose Interoperable DRM Platform, to form a 
framework with which others could be, will 
be and finally and hopefully must be com-
patible.  

Benefits of a loose standard 

Till now everyone wanted to ride the grow-
ing wave of digital, especially on-line digital 
music (and later video) distribution, so big 
companies being first steppers could not wait 
for a standard to be elaborated. The manufac-
turers and distributors tried or – better to say 
– were forced to develop a quick solution to 
an urgent problem, and thus today we have 
several independent, and due to the circum-
stances of their birth, non-interoperable sys-
tems. 

In order to ensure interoperability and lon-
gevity of the standard, DMP’s approach is 
loose in prescribing, but still all-embracing: 
they start from the past, examine the present 
needs,  hoping to eventually create a standard 
that will fit future needs. By defining primi-
tive functions DMP is primarily starting from 
what can be done with content on digital 
media, but does not deal in detail with the 
issue how it can be done: only the informa-
tion necessary to handle the content, the for-
mat of content elements (e.g. metadata, 
rights, licenses, use data) will be specified. 
Many technological questions, however, 
important from the implementation view-
point, are left open in IDP on purpose. En-
cryption and compression methods to be 

used, different media formats and other is-
sues are not specified, leaving the opportu-
nity for competition among different role-
players on the market, existing today or ap-
pearing in the future. And more, IDP aims 
not only to work with music or video but also 
with e-books, images and any kind of content 
that we can not even think of today. 

We see that the hardest goal will be to find 
the proper balance between looseness and 
strictness. A standard being  too generic  
means that it can easily become meaningless 
and empty; even if some or all DRM imple-
mentations would comply with it, they could 
still be incompatible in their essential parts, 
as a multitude of solutions are left open, and 
can vary. On the other hand, if a standard is 
too rigorous, it might turn out not to be fu-
ture-proof meaning that changing demands  
in the near future could require newer solu-
tions requiring  either new standards, or new 
versions of the existing ones, which would 
start the tedious standardization process all 
over again. 

Benefits of an open standard 

Who could benefit from an open IDP? It is 
obvious that consumers are benefiting from 
compatible devices and services, and from 
lower prices due to higher competition. Con-
tent distributors and device vendors will still 
have to pay for the DRM solutions they use, 
however, the price of the DRM inherent in 
their service and product prices would be less 
due to a free standard and higher competition 
without monopolies.  

Some might say that for content providers 
the type of DRM used and occasional in-
compatibility would not matter, because 
online vendors would always licence the 
same amount of content from them – regard-
less of the used technology. We think, how-
ever, that content providers and also creators 
would also benefit from expected larger sales 
due to the growth of the on-line markets. 
Moreover, if a free (e.g. GNU General Public 
License based) DRM solution, based for 
example on IDP, existed, everybody could 
become a “creator”. This could even lead for 
example to the appearance of new forms of 
employment agreements, where the rights to 
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the created work (content, programs or 
documents) remain with the employee. 

The only losers of an open standard would be 
current DRM solution providers, holding 
monopolies on the market today: if they have 
to be compatible with new standards, they 
will loose their monopoly; new solution pro-
viders will more easily be able to appear, and 
this could mean a higher probability for a 
possible new breakthrough in the world of 
digital media.  

Conflicting interests or common goals 
The remaining question is what the motivat-
ing force will be that are able to push the 
current solutions, competing with each other 
on the market, to become compatible with 
the IDP? DMP is a not-for-profit organiza-
tion and their standards will also be free. In 
principle the common interest in interoper-
able systems will be shared by all players in 
the DRM game. But is there any interest like 
this? Is interoperability really desirable for 
manufacturers and distributors? We have 
seen that there would be benefits to some 
players, but the other opinion is that “incom-
patibility isn’t an unfortunate side-effect of 
deficient DRM systems – it’s the goal of 
DRM” (Felten 2004). We also remember the 
case of Apple and RealNetworks when the 
latter created interoperability between the 
two services (Naraine 2004). The sad fact is 
that interoperability of DRM platforms is not 
really the interest of the industry. 

Thus in our opinion a possible answer could 
be the enforcement by governments ensuring 
interoperable standards. It would be espe-
cially salutary, if this could be done by the 
European Union in the first place. Currently 
all major DRM providers (licensers) are 
United States-based and therefore the EU is 
paying money to them with every Cent we 
spend for on-line digital media. The benefits 
for the EU, or any government could be in 
legally enforcing compatibility and interop-
erability by mandatory compliance to the 
standard for every product or service offered 
on the common market, thus not only serving 
the needs of the European consumers but 
also re-opening the market for European 
players, like newcomers to the DRM tech-

nology market, eventually making it to the 
global market. 

We see that the market is moving towards 
proprietary systems, so in the current situa-
tion only governments could enforce interop-
erability by not allowing non-compatible 
products (e.g. players) or services (e.g. 
downloadable music or video) to appear on 
their markets. We imagine this as the CE 
sign to be found on all electrical equipment 
sold in Europe. 

If the Interoperable DRM Platform was this 
mandatory standard, it would have multiple 
benefits.  

► No company could charge for the stan-
dard itself, so it would be entirely free to 
step on the market with any new player 
or service. This would increase competi-
tiveness and be a “sledge-hammer” to 
break the rules of current oligarchs (cur-
rently Apple and Microsoft). 

► An interoperable DRM standard would 
also directly serve the interests of con-
sumers, since they would not have to 
worry any more about compatibility is-
sues. It is so good to know that an AA 
battery we buy in the store will fit in 
every device, and it would be similarly 
easy if we could be certain that the pur-
chased songs will play in every player 
today, and will probably do the same in 
future products. 

Bottom line 
Either IDP or any new standard dealing with 
digital media could presumably not become a 
de-facto standard without a common interest 
of DRM solution providers. As this common 
interest does not seam to exist, it is not sur-
prising, that the current big players are not on 
the list of the members of the Digital Media 
Project. We see the chances of success of 
DMP’s standardisation efforts depending on 
governmental enforcement, for example on 
the European internal market. This would be 
essential for both the market of digital media 
as a whole, including online music and video 
markets, and consumers, as interoperability 
is becoming their elementary need, which 
can only be ensured by a good standard.  
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Managing copyright in a digital world 
An introduction to the contributions model and the Rights Office 
System 

By: Nicholas Bentley, Rémuzat, France 

Abstract: Is copyright still on the right track? Are DRM systems and Creative Commons li-
cences the only solutions that can support copyright in the digital world? This paper suggests 
that copyright is founded on a contributions model for creating intellectual works and that an 
exchange of rights to intellectual works would be more productive than continued trade in cop-
ies. A Rights Office system is proposed as an alternative infrastructure to support copyright and 
its potential benefits (registered rights, privacy, new business models, non-specialised hard-
ware) for all users, from creators, to commercial users, to consumers, are discussed. The ideas 
expressed here have been developed with feedback from a number of individuals via Web sites 
and discussion lists. 

Keywords: technical analysis – business models, copyright law, Creative Commons, DRMS, 
levies 

 

Introduction 
This article presents a summary of the 
Intellectual Contributions (Bentley 2005) 
philosophy and the Rights Office system 
(Bentley et al. 2005) and explains how these 

ideas might provide an alternative model for 
regulating intellectual works in the 
information society. Under the Rights Office 
system the right of access to intellectual 
works is considered paramount and the 
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regulation of copies takes a secondary role. 
This simple conceptual step makes restricting 
the distribution of copies by technical 
measures unnecessary, allows legal copies to 
compete with illegal manifestations, and 
introduces a host of social benefits in the 
spirit of a balanced copyright regime. 
Analogue copyright is reviewed in the light 
of a contributions model and some of the 
shortcomings of prominent digital imple-
mentations of copyright (DRM, Creative 
Commons, levy systems) are highlighted.  

Intellectual contributions 
Many people tend to view copyright as a 
single stream process: authors produce works 
that are then edited, processed, and distrib-
uted to consumers who take in the content 
and that is the end of it. More careful analy-
sis suggests that this one-way stream of in-
formation is not the correct view and that the 
“contributions” that go towards a new work 
come from many sources. Authors and crea-
tors rely on many preceding works to feed 
their creativity either directly or indirectly. If 
we take a broader view of contributions, 
where contributions mean any support for the 

artist (payments, reviews, criticism, recogni-
tion, quotations, citations, and recommenda-
tions), the contributions model can be still 
more complex. In the broad context of the 
contributions model there are many users: 
some contribute directly to the intellectual 
content (creators of pre-existing works, the 
author[s], and the editor[s]), others contribute 
by way of the remuneration chain (distribu-
tors, reviewers and consumers). Figure 1 
illustrates some of these activities. 

Copyright in the analogue world grants the 
right of access to intellectual content to the 
consumer via the proxy of the physical copy 
(for instance, owning the book). Copyright 
gives the author the right to receive the con-
tributions from potential users of the work 
via the proxy of granting her the sole right to 
print and distribute copies. However, limita-
tions are put on the rights of the original au-
thor (first sale, term limits, fair use) to pro-
tect the contribution chain, allowing future 
authors to quote, cite, etc, and allowing con-
sumers to pass-on the physical copy thus 
disbursing their investment. 

  

 
Figure 1: Intellectual contributions in the analogue world 

Analogue copyright transforms each mani-
festation of the work into a private good (cf. 
Wikipedia) and thus provides the tangible 
structure to support the financial aspects of 
the contributions model. The limited supply 
of physical books can be traded to funnel 

funds to the rightsholder and the author can 
be identified via these tangible manifesta-
tions. Figure 2 shows the liaison between the 
public/private good and the tangi-
ble/intangible elements. 
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Figure 2: Public/private goods, intangible expressions, and tangible manifestations 

Moving to a digital world causes these mani-
festations to become intangible and the fi-
nancial part of the contributions chain breaks 
down when multiple copies can easily travel 
far and wide. These digital manifestations 
loose their excludable and rivalrous status 
and effectively become public goods (cf. 
Wikipedia). Most attempts to maintain a 
viable contributions model in digital form 
either try to make the digital manifestations a 
private good again by locking up the content 
(e.g. DRM) or abandon any idea of restoring 
the private good status and hope for remu-
neration via another route (e.g. Creative 
Commons). 

Rights Office system 
The Rights Office system recognises that in 
the Intellectual Contributions model the fi-
nite creative efforts of the author are the im-
portant private good and that the author’s 
right to allow contributing consumers to 
share access to this rivalrous and excludable 
“effort” forms the fundamental aspect of any 
economic model. In the digital world the 
product of this collaborative effort produces 
a manifestation of the intellectual work that 
is a public good and the Rights Office system 
does not attempt to make these manifesta-
tions rivalrous or excludable. It does, how-
ever, insist that the contribution to the crea-
tive effort, whether intellectual or remunera-
tion, is recognised in the form of two, 
unique, persistent, identifiers that record 
every transaction in the contributions chain. 

This recognition can be represented (see 
Figure 3) by a tangible layer in the contribu-
tions model that firmly establishes the rights 
of all users as a regulated resource. 

In the Rights Office system, all rights to an 
intellectual work are recorded in a perma-
nent, secure, location on the Internet. The 
Rights Office System allocates a dual identi-
fier to each work and further identifiers to 
any subsequent physical manifestations (cop-
ies) of the work. These identifiers are in the 
form of unique, permanent, Universal Re-
source Identifiers (URI). The Handle system 
(cf. CNRI) might provide the persistent in-
frastructure for these dual identifiers but 
unlike the Digital Object Identifier system 
(cf. DOI) that uses one Handle name to iden-
tify a work, the Rights Office system uses the 
names to identify the rights of the users and 
only subsequently the work or the manifesta-
tion involved. 

Throughout this paper, by way of an exam-
ple, we will describe how an author and a 
consumer will record rights to an exchange 
of an intellectual work (see Figure 4) al-
though the same principles apply to any users 
exchanging works in the system (e.g. pub-
lisher with distributor, distributor with con-
sumer, etc.). A typical chain might be a pub-
lisher transferring distribution rights to a 
commercial service that then registers access 
rights to individual consumers. 
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Figure 3: Rights and intellectual contributions 

As a right-of-access passes from author to 
consumer, the system goes through the fol-
lowing steps: 

► Two rights identifiers are created; one for 
the author, recorded in the Authors 
Rights Office database (ARO), and one 
for the consumer, recorded in the 
Consumers Rights Office database 
(CRO). 

► The ARO and the CRO exchange and 
record each other’s identifiers, thus link-
ing the transfer of access rights to the 
work. The combination of these two 
identifiers is known as the Product Rights 
Descriptor (PRD). Thereafter, any copy 
of this manifestation will, as it goes 
through life, contain the unique PRD it 
was assigned. 

 

 
Figure 4: Rights  Offices 
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In the Rights Office environment the 
independent duel office structure provides 
the one-to-one exchange that builds trust. 
Privacy is maintained because personal 
information is only held in the office that acts 
as an agent for a particular user and the 
identifiers attached to the product are 
effectively anonymous. Identified rights add 
value, especially for consumers, and more 
value can be introduced with business 
models that allow consumer participation in 
the success of the product. Potentially, these 
multiple, distributed, “offices” on the web 
not only provide the backbone for the 
allocation of user rights but could also 
provide the “trusted” infrastructure for funds 
transfer and so might provide the framework 
necessary for widespread micro-payment 
transactions. The rights office environment 
therefore corresponds to the statement of 
Simon Nicholson that “… the combination of 
value, trust, and privacy will determine 
future digital services” (quoted in Guth et al. 
2005) 

Why will the Rights Office system work? 
The first questions to arise are; “How does 
the Rights Office system work if there is no 
mechanical protection of copies?”, “Surely 
unremunerated copies will spread every-
where?”, and “What is the incentive for 
consumers to pay for content?” The short 
answer is that some copies will become 
widely distributed but we don’t care and the 
system does not try to track or directly 
control copies. Some examples on business 
methods and incentives: 

All copies regulated in the Rights Office 
system will be properly identified and so 
there is always the chance that a consumer 
coming across one of these copies will re-
ward the rightsholder. The “chance” that the 
rightsholder will be rewarded becomes a 
significant possibility when the rights of the 
consumer are considered. For instance, the 
Indicare consumer survey found that “Con-
sumers are willing to pay for more usage 
rights and device interoperability” (cf. Dufft 
et al. 2005). The Rights Office environment 
supports these rights, device transparency, 
and permanent access to the work. The rea-
son why the identification will remain intact 

is that identified works compete on an equal 
footing, if not better, with any illegal uniden-
tified copies; there is no penalty for holding a 
properly identified copy so why risk holding 
an illegal copy?. 

► Copies can be given to family and 
friends but only one tier of copying is al-
lowed. Someone who is given a copy in 
this way has no rights to make further 
copies. 

► Sometimes, for the purposes of 
promotion say, it is a positive advantage 
that copies are widespread and the fact 
that these copies will provide a direct link 
to the rightsholder is a major advantage. 
“For independent publishers, wide 
exposure of their content is a prime 
promotional tool” (cf. Bohn 2005) 

► The registered partnership between the 
rightsholder and the consumer allows for 
business models that reinforce the 
advantage of having bought rights to the 
content. e.g. discounts on future products, 
upgrades, even a model where the 
consumer could be encouraged to 
recommend the content to others and 
receive a partial refund if the third party 
purchases their own copy. 

► Presale of rights to a work could be an 
option to cover production costs for the 
artist or author for example. As soon as 
the work is complete all registered rights 
holders would have instant access to the 
work. 

► Damaging, unauthorised, third party, 
commercial use of a work in the Rights 
Office environment will be naturally 
limited for two reasons. Either, this 
unauthorised user will be issuing new 
identifiers and will risk having his or her 
illegal act traced to them, or, they will be 
passing on works to another consumer 
who won’t be given their own identifier. 
This second act will be unattractive 
because the receiving consumer could 
either have probably obtained a “free” 
copy elsewhere or could have bought a 
legal copy with all the rights that come 
with it. 
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Contributions vs. other regimes 
All the articles from the July issue of the 
INDICARE Monitor (cf. INDICARE Moni-
tor) consider DRM to be the main contender 
for regulating commercial uses of copy-
righted material in a digital world. Creative 
Commons is usually relegated to the non-
commercial sidelines with the odd exception 
of the likes of Magnatune (cf. Buckman). 
Here we examine some of the limitations of 
the various solutions and at the same time 
compare them to the contributions model. 

Contributions vs. DRM  
When someone buys an analogue book they 
create a new intellectual contributions chain. 
There is only ever one excludable book in 
this chain (the first one) and this helps define 
the monetary value to be placed on this 
chain. If a digital copy of this book is intro-
duced into a new chain the work can be re-
produced indefinitely, easily distributed 
along the new chain (even in a branching 
fashion) and these public good characteristics 
make the value of this contribution chain 
uncertain. DRM, i.e. technology that controls 
who and how users can use content, attempts 
to restore a known value to this chain by 
limiting copies (making them excludable 
again). The ideal might be said to be a limit 
of one copy as in the analogue world. 

There are potential disadvantages to this 
DRM modelling of the analogue world from 
the intellectual contributions point of view: 

► The limit of one copy without regard to 
“fair use” could disrupt the citation 
feedback chain; 

► The “first sale” doctrine, which created a 
contributing chain, allowing a buyer to 
recoup some of his contribution while 
furthering the distribution of the work, 
could be disrupted; and 

► Most significant, chasing the analogue 
model of copyright destroys the potential 
advantages of digital distribution. i.e. 
speed of transmission, access to a wider 
community, lower reproduction and 
distribution costs. 

The Rights Office system removes the need 
for any control of content at the hardware 
level or in the realm of the individual user 
and hence could remove the considerable 

technical burden of controlling content from 
source to destination. The burden of control 
and regulation is shifted to the “Office” level, 
where protocols will have to be established 
and the exchange of rights identifiers fully 
protected, however this will be orders of 
magnitude simpler than the full scale DRM 
approach. Also, all the complexity is one step 
removed from the average consumer.  

Two recent Indicare articles (cf. Knopf 2005, 
Tyrväinen 2005) argue the benefits to DRM 
systems if they were to support Fair Use and 
other copyright exceptions and they offer 
technical solutions for achieving this. The 
benefits include trust and consumer accep-
tance. The Rights Office system, in contrast, 
considers these exceptions as vitally impor-
tant and even goes so far as to licence the 
user to make unlimited copies (provided the 
identification rules are met). The rational of 
the Rights Office system is that consumer 
“rights” are so fundamental to the operation 
of the contributions model that they should 
be transferable to the consumer and that once 
you have taken this step and instituted a sys-
tem to regulate these rights any form of 
DRM becomes redundant and could even 
have a negative impact on the operation of 
the system. 

Contributions vs. Creative Commons  
Creative Commons and Rights Office both 
support the freedom of the rightsholder to 
choose how they distribute their work and 
what rights they choose to withhold. Like 
Creative Commons the Rights Office system 
is founded on copyright and will rely on a 
series of licences to specify how the work 
can be used by third parties. The Rights Of-
fice also supports the notion that if someone 
has a work made available to them they are 
allowed to absorb the content, thus support-
ing the “unregulated use” where anyone can 
read the book (cf. Lessig 2002). 

Rights Office differs from Creative Com-
mons as follows: 

► The Rights Office licences are granted to 
individuals and not issued as open 
licenses. This is of fundamental 
importance as it establishes the one-to-
one relationship between the rightsholder 
and the user that is essential for the 
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contributions model and at the same time 
forms the basis of any commercial 
transaction. 

► Some of the Rights Office licences allow 
the user to pass on “rights” to third par-
ties. This again is of significant impor-
tance because it can establish the user as 
both a contributor and recipient in the 
contributions chain and this inclusiveness 
will lead to more support for the original 
rightsholder. 

To give an example of just one of the li-
censes in the Rights Office environment, the 
general licence granted to the average pur-
chasing consumer might start something like 
this in common deed terms: 

The consumer who holds a valid identi-
fier to this product is allowed to make 
unlimited copies to protect their access to 
the work provided that the product and 
its identifiers remain intact and unmodi-
fied.  

Note how this might lead to the consumer 
making a copy available to a third party, a 
friend say, however this third party has no 
rights to do anything with the product, not 
copy it, pass it on, nothing accept her basic 
unregulated use of absorbing the content.  

The Rights Office system also offers the 
exciting possibility of porting some of the 
Creative Commons licences into the Rights 
Office environment where they would be 
able to compete on an equal footing with 
more restrictive licenses. 

Contributions vs. levies  
Levies or flat taxes on hardware or services 
have been proposed and enacted in some 
cases in an attempt to reward artists for pri-
vate copying and other uses of the copy-
righted work (cf. Tan 2004). One disadvan-
tage of levies is that they are indiscriminate 
and therefore penalise non-copyright related 
uses of the service or hardware. Widespread 
use of the Rights Office system could re-
move the need for levies because of the pos-
sibility of directly rewarding the rightsholder. 
A second objection to levies is the lack of a 
means to fairly track usage and funnel funds 
to the artist in proportion to the use of their 
work. If it were decided that some levies 
were still required in the future the persistent 

identifications generated by the Rights Office 
system could provide the means to track us-
age. 

Rights Office development status 
If the will was there to establish a Rights 
Office system there is no obvious legal or 
technical impediment to doing so. The fact 
that no central control of the numerous 
distributed Rights Offices is required just as 
there is no central control of the Web makes 
the possibility of establishing a global system 
more feasible. Users who decide to use 
Rights Office could have their products 
compete with other intellectual property 
distribution methods and the best would win 
out. Some of the practical obstacles and steps 
to be taken can be listed as follows: 

► Promotion of the subtle principles 
involved in exchanging rights in the 
Rights Office system, such as, how the 
independent Rights Offices will tend to 
be self regulating, and how legal copies 
can compete with illegal copies. 

► Development of open Rights Office pro-
tocols. 

► Development of an initial set of standard 
licenses. 

► Development/adoption of the appropriate 
persistent identifier framework. 

► Implementation of a basic Office system 
and user interface. 

► Enforcement of the principle that a work 
should not be separated from its identifi-
ers would need to be vigorously sup-
ported with a publicity campaign and 
where necessary legal sanctions. 

Bottom line 
The Rights Office proposal offers a formal 
system for regulating copyrighted works in a 
digital environment that removes the need to 
restrict digital copies by DRM or any other 
technological solution. Distributed “Rights 
Offices” provide a self-regulating, end-to-
end, rights trading environment that can 
support many business models from free 
promotional distribution to restricted, single 
customer, streaming models while 
maintaining privacy and allowing for 
copyright limitations. Maybe the “bottom 
line” in the digital files of the future should 
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contain the Product Rights Descriptor, the 
identifiers that establish the rights of access 
of all users, along side the copyright © –  

 

 

Document Product Rights Descriptor: 
http://www.commonrights.com/RightsOffice/
ARO-126.htm#ARO1 
http://www.commonrights.com/RightsOffice/
CRO-500-CRO1.htm 
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Editorial of INDICARE Monitor Vol. 2, No 7, 30 September 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: One focus of the present issue of the INDICARE Monitor is online music: on the one 
hand we report about the trend-setting music fair Popkomm, on the other hand we descend to 
China’s and Hungary’s online music realities. The second focus is on B2B relations: between 
online music providers and collecting societies, between publishers and libraries, and between 
the actors in the educational publishing market. Finally, we present the findings of a Technology 
Assessment on digital rights and DRM carried out in Denmark. 
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About this issue 
Online music here and elsewhere 
The issue starts with a country report about 
China written by Anna-Lucille Montgomery, 
a researcher from Australia. Her article is 
based on desk research and interviews with 
Chinese experts. The subject is the online 
music market in China, which is embedded 
in the broader picture of ICT penetration, 
social habits and legal developments since 
China became member of the World Trade 
Organisation. It is against this background 
that the potential role of DRM systems and 
innovative business models is discussed. She 
concludes that “consumers who are used to 
receiving content for free will not willingly 
shift to a system which expects them to pay” 
and “the copyright environment in China 
may force intellectual property owners to 
move away from a royalty-based system for 
content provision”. 

The next article moves us from Far East to 
Eastern Europe, but the topic of online music 
is still the same. Kristóf Kerényi shares his 
hands-on-experience with online music ser-
vices in Hungary. He describes his experi-
ences as distressful: limited choice, high 
prices and low level of service. No wonder 
that in this situation file-sharing as well as 
illegal music and video downloading are 
dominant. Consequently “DRM-based ser-
vices will have to become a lot better to beat 
the free offerings of the (dark)net”. However, 
without competition, this won’t happen. 

Nicole Dufft attended Popkomm 2005 in 
Berlin, one of the important music industry 
fairs, a place to watch out for new develop-
ments in the online music business. She 

found that the hype about DRM has de-
creased. From being a prominent topic on-
stage it apparently turned into a mere techni-
cal problem, and this type of problem is usu-
ally dealt with backstage. The hot topics of 
the fair were: mobile music, podcasting, new 
radio formats, and subscription services vs. 
a-la-carte downloads. Nicole regards the 
music industry as “becoming more creative 
and innovative” offering better services to 
consumers. 
B2B business models with or without DRM 
The next issue is again about online music, 
and it is about B2B DRM. Margreet Gro-
enenboom is carefully explaining the “Study 
on a community initiative on the cross border 
collective management of copyright” pre-
pared by the European Commission and re-
leased 7 July 2005. It is worth mentioning 
that the paper is based on a stakeholder con-
sultation and that presently the consultation 
of stakeholders goes on (80 reactions so far). 
In this paper the Commission reflects how 
cross border licensing practices might be 
improved. The most important stakeholders 
are on the one hand online music shops striv-
ing to deliver their services throughout 
Europe, and collecting societies with whom 
licenses have to be negotiated. The current 
situation requires rethinking the role of col-
lecting societies, and an assessment of the 
potential of DRM systems to make this li-
censing business more effective. I imagine a 
good solution would help to solve some of 
the problems Kristóf Kerényi described for 
Hungary. In my view it is important here, not 
to mix up B2B DRM with B2C DRM. Effec-
tive solutions of this cross border licensing 
issue will probably rely on B2B DRM, but 
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this assumption does not say anything about 
the need of B2C DRM. 

The licensing relationship between academic 
publishers and libraries is the topic of the 
next article dealt with by Brian Green, an 
outstanding standards expert in the publish-
ing business. The question is how digital 
rights should be managed in the B2B relation 
between academic publishers and libraries. 
This is an issue, because the number of digi-
tal resources in libraries is growing and li-
braries have to cope therefore with many 
different licensing terms. What is needed are 
appropriate metadata standards. Brian Green 
reports about initiatives and the state of the 
art in this field. In his outlook he states 
that“... in addition to the technical work re-
maining, there are still several practical and 
political issues to be dealt with”. Among 
them is the concernthat the development of 
these metadata standards may lead to the 
introduction of DRM enforcement technol-
ogy into the relationship among publishers, 
libraries and library users. Brian Green is 
convinced that this worry is unfounded. 

Paola Mazzucchi, AIE (Associazione Italiana 
Editor), presents findings of the OrmeE pro-
ject funded by the European Commission’s 
eLearning programme. OrmeE stands for the 
“Observatory on Rights Management for 
eLearning in Europe”. Its perspective is the 
role of educational publishers in the emerg-
ing transnational e-content market.  

Traditional textbook publishers have to deal 
with new competitors, among them compa-
nies specialised in e-Learning or technology 
companies. In this new market, content pro-
viders, aggregators, and distributing interme-
diaries have to find business models (9 types 
of constellations are presented in the article), 
which meet the needs of the educational 
world. Licensing models to be adopted are a 
crucial issue, and in this context DRM has 
become a topic of discussion. Among the 

current problems of educational publishers 
highlighted by Paola Mazzucchi is the poor 
adoption of complex DRM systems by edu-
cational publishing houses, and the lack of a 
truly harmonised legal framework. In her 
words:“... despite the stated goal of harmo-
nising national copyright legislations, the 
implementation of the 2001 Directive has not 
yet achieved much in making the exceptions 
in the field of educational uses converge. It is 
therefore crucial to find and support best 
practices that demonstrate the actual possibil-
ity to combine copyright protection and ef-
fective access to content by educational or-
ganisations and individual learners”. 

Technology assessment of DRM in Denmark 
The final article of this issue, titled “Digital 
rights in the information society” presents the 
result of a study about “consequences and 
implications of digitalisation and DRM” 
carried out by the Danish Board of Technol-
ogy. A working group of stakeholders was 
set up to debate and outline a new balance 
between consumers’ and rightholders’ inter-
ests. However, insufficient practical experi-
ence with DRM systems and a divergent 
understanding of what DRM really is, turned 
out to be a major obstacle to achieve this 
goal. Nevertheless the concerns and recom-
mendations, as described by Jacob Skjødt 
Nielsen are very interesting. Just to highlight 
some of them: one recommendation is to 
intensify cooperation between ministries in 
these matters, another to organize further 
consensus building activities with a long-
term perspective in mind. A need for new 
usage rights, a need for interoperability and 
open standards, and a need to gain more ex-
perience with DRM in the public sector were 
further points. All in all, the debate in Den-
mark appears to be rather similar to the de-
bate in other comparable European countries 
– in other words: the Danish Technology 
Assessment is a piece of European debate. 

About the author: Knud Böhle is researcher at the Institute for Technology Assessment and 
Systems Analysis (ITAS) at Research Centre Karlsruhe since 1986. Between October 2000 and 
April 2002 he was visiting scientist at the European Commission’s Joint Research Centre in 
Seville (IPTS). He is specialised in Technology Assessment and Foresight of ICT and has led 
various projects. Currently he is the editor of the INDICARE Monitor. Contact: + 49 7247 
822989, knud.boehle@itas.fzk.de  
Status: first posted 30/09/05; licensed under Creative Commons 
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Online music markets in China 
The broader picture and the role of copyright and DRM 

By: Lucy Montgomery, QUT, Brisbane, Australia  

Abstract: China is one of the most difficult markets in the world for copyright owners. Illegal 
distribution networks are well established and consumers are used to content that is either free 
or very cheap. China’s legal system is still in the process of developing and the Chinese gov-
ernment regularly fails to enforce its own IP legislation. As a result, translating formal rights into 
royalty payments is extremely tough. This article, which is based in part on interviews by the 
author, describes the present communication infrastructure, social habits, and the copyright 
environment in mainland China. Against this background the potential role of DRM systems and 
innovative business models is discussed. 

Keywords: country report – business models, consumer expectations, copyright law, music 
markets, piracy – China  

 

Music downloading and sharing in China 
At present, rates of music piracy are high 
throughout China’s audio-visual industries. 
Music industry executives generally quote 
piracy rates of between 75% and 95%. Disc 
piracy is common, particularly in wealthier 
cities along China’s eastern seaboard. People 
living in less affluent or developed areas still 
use pirated audio cassettes, which are 
cheaper to copy than digital media. Cassette 
players, which are capable of both playing 
and copying music, are much more afford-
able to people living in poor areas of China 
than computers. They are also easier for less 
educated sectors of the population to use: 
they do not require computer literacy or the 
ability to Romanise Chinese characters (pin 
yin). Expensive hardware investments are 
also unnecessary, allowing anyone with a 
tape recorder and a blank cassette to copy 
and share music using this format, regardless 
of their access to the internet.  

At the same time, the development of an 
extensive broadband network in China’s 
cities and growing levels of PC ownership 
among the emerging urban elite are also re-
sulting in high levels of music downloading. 
MP3 downloading is particularly common 
among university students and young profes-
sionals, who are more likely than other sec-
tors of China’s population to have access to 
the Internet, an interest in music and the 
skills to engage in this activity. 

Consumers have no incentive to pay for MP3 
downloads. Chinese Internet search engines 
such as baidu (http://www.baidu.com.cn) and 
emule (http://www.emule.com.cn) provide 
fast, free, easy music downloading. To date, 
members of the public have never been 
prosecuted for downloading music illegally, 
although action has been taken against some 
websites by copyright owners (China Eco-
nomic Review 2005). 

Music labels such as Sony have been in-
volved in high profile events aimed at raising 
awareness of the impact of piracy on the 
music industry and on artists: in November 
2003 between 50,000 and 60,000 people 
packed Shanghai Stadium for the Asia Su-
perstar Anti-Piracy Rally Concert.  

China’s central government has undertaken a 
number of publicity campaigns encouraging 
consumers not to purchase pirated audio-
visual products, including television and 
billboard advertisements with slogans such 
as “be a good Beijinger, resist piracy”. In 
spite of these efforts, Chinese consumers 
face little, if any, moral stigma related to 
music downloading. Consumers are now 
used to downloading music without paying, 
and even if they did want to download le-
gally, few legitimate services are available. 
According to Beaker Huang, Marketing and 
Business Development Director for Warner 
Music, China, it took Warner a long time to 
realise that university students were not their 
biggest market, but their biggest liability: 
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“…as soon as they get to college the only 
way they are going to be spending money on 
music is they keep on spending money to 
upgrade their PCs so that they can be 
downloading more songs.” (Montgomery 
2005a).  

PC ownership and access to the Internet 
Internet access is growing rapidly and MP3 
players are cheap and readily available. Ac-
cording to CNNIC (2005) there are 103 mil-
lion internet users in China, 53 million of 
whom have broadband. High speed broad-
band networks are being rolled out in most 
urban centres and China is expected to have 
34 million broadband subscribers by the end 
of 2005. This is impressive, when compared 
with the United States – which has 39 million 
subscribers. By the end of 2007 China is 
expected to have 57 million broadband sub-
scribers, compared with a projected 54 mil-
lion in the US (Reardon 2005). Although at 
present only about 2% of Chinese households 
own PCs (Kessler 2004), this number is 
growing fast. By 2010 it is expected that 178 
million new PCs will have been purchased in 
China (BBC 2004). Internet cafes are still 
playing an important role in providing access 
to the Internet. This has significant implica-
tions for the types of online music models 
that new media developers might choose to 
apply in China. According to Ruuben van 
den Heuvel, Vice President of digital busi-
ness Asia at Sony BMG: “In China 100 mil-
lion people access the Web through Internet 
cafes. For them it is not about downloading, 
it is about the experience. In the US it is still 
all about ownership” (Frater 2005).  

Projects like Microsoft’s Venus operating 
system have focussed on dramatically lower-
ing the cost of accessing the internet from 
home, a move which would help bring mil-
lions of previously isolated consumers into 
the digital realm. Venus is designed to allow 
a web browser, a low end personal computer 
and a video compact disc player to be com-
bined in a single box that can be used in con-
junction with a television, for people who 
cannot afford a traditional PC (Reuters 
1999). Another, more recent development is 
Internet Protocol Television (IPTV; cf. 
sources), which allows television or video 
signals to be distributed over broadband, 

using Internet protocols. Telecommunica-
tions providers are also looking towards 
IPTV as one of the next major developments 
in content delivery in China. Rapidly rising 
rates of broadband penetration and the launch 
of IPTV services by Internet service provid-
ers will undoubtedly create new opportuni-
ties for digital content providers. According 
to IDC, although there are expected to be less 
than 300,000 IPTV subscribers in China by 
the end of 2005, this figure is expected to 
reach 9 million by 2008 (Le Maistre and 
Newlands 2005).  

Mobile devices and services 
China has experienced enormous growth in 
mobile phone uptake over the past five years. 
Each month about 5 million people sign up 
for mobile services for the first time (Kessler 
2004). Saturation of the handset market is 
prompting the industry to focus on handset 
upgrades and value added services. Mobile 
technology companies predict that overall 
growth in the market will continue, and ex-
pect to see sharp increases in demand for 
mobile content as 3G networks expand and 
the content becomes more affordable.  

Mobile phones are already providing an im-
portant revenue stream for Chinese record 
labels. Consumers are paying for mobile 
ringtones (cai ling) and ringback tones and 
copyright owners have had some success in 
ensuring that they receive a portion of the 
money being spent on these services (Mont-
gomery 2005a, c, d). Many record industry 
players see mobile content as key to the fu-
ture of China’s music industry (Montgomery 
2005b, c, d, e). Chinese consumers are 
spending a high proportion of their income 
on mobile telephones, accessories, and con-
tent required to personalise them. 

In contrast to the slow development of online 
MP3 sales, two important factors are making 
it possible for a copyright compliant mobile 
music market to emerge. These are  

1) An established billing system; and  

2) The ability to control the distribution of 
mobile phone content through a limited 
number of mobile service providers. 

The cost of mobile content services is simply 
added to each customer’s monthly bill 
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(Montgomery 2005a). Mobile service pro-
viders are responsible for collecting pay-
ments and passing royalties (or a negotiated 
fixed amount) on to copyright owners.  

Legal protection for copyright owners and 
user rights 
Membership of the World Trade Organisa-
tion requires China to enforce its domestic 
intellectual property laws and to meet the 
obligations relating to copyright protection 
set out in the agreement on Trade Related 
Aspects of Intellectual Property (TRIPS). 
China has been involved in a steady process 
of copyright reform in accordance with inter-
national practice since the 1980s (Qu 2002). 
In November 2001, as a result of joining the 
World Trade Organisation, the government 
approved amendments that brought China 
more closely into line with TRIPS and the 
Berne Convention (Fitzgerald and Montgom-
ery 2005).  

Anti-circumvention provisions 
Technical protection measures put into place 
by the copyright owner are explicitly pro-
tected under Article 47 of the Chinese copy-
right law (1990). Civil and administrative 
remedies are available for any act of inten-
tionally circumventing and damaging protec-
tion measures put into place by the copyright 
owner, and for deliberately deleting or alter-
ing electronic rights management informa-
tion, without the copyright owner’s consent 
(Fitzgerald and Montgomery 2005). 

Moral rights 
Authors have a right to be acknowledged for 
their efforts (a right of attribution) and a right 
to be consulted in relation to any changes 
made to their work (rights to alteration and 
integrity) for an unlimited period. These 
rights exist separately from the economic 
rights associated with copyright, and con-
tinue to belong to the author even after the 
exploitation rights have been sold on. Copy-
right is protected for the life of the author 
plus fifty years. Works created by corpora-
tions or other entities are protected for fifty 
years, as are cinematographic, film or photo-
graphic, television or audiovisual broadcast 
radio and television programs (Fitzgerald and 
Montgomery 2005). 

Fair use  
China’s copyright law provides extensive fair 
use exceptions, including for “private study, 
research or self-entertainment”. Nonetheless, 
copyright owners do have legal protection 
against sites providing music downloads 
without payment to or permission from the 
copyright owner. In addition to the anti-
circumvention provision of the law, it is an 
offence to reproduce or distribute a product 
of sound or video recording, or to make it 
available to the public through an informa-
tion network, without the permission of the 
producer.  

Legal remedies 
According to articles 46, 47, 49 and 50 of the 
copyright law, victims of copyright in-
fringement can seek civil and administrative 
remedies, including monetary damages, in-
junctions, public apology and destruction of 
offending products. The onus of proof rests 
with alleged infringers.The copyright law 
requires infringers to pay compensation ac-
cording to the actual injury inflicted on the 
copyright owner by the infringing act, or 
according to the profits derived from the 
infringing work. In cases in which it is diffi-
cult to establish the right holder’s actual in-
jury or the infringer’s unlawful income, the 
courts may award statutory damages of up to 
50,000 RMB (approximately US $6,200). 
China’s 1997 Criminal Law also provides 
penalties of up to seven years imprisonment 
for copyright related offences.  

Three channels for copyright enforcement 
exist in China: Civil, Administrative and 
Criminal. Civil action requires parties to take 
action on their own behalf, through the 
courts, in response to infringement of their 
rights. Administrative action is taken by the 
Administrative Department for Copyright 
directly, rather than through the courts. 
Prosecution of criminal actions can only be 
undertaken by the state. This means that, in 
addition to civil action, copyright owners 
also have the choice of working with the 
copyright department directly in order to stop 
infringement. The Copyright Department has 
the power to issue injunctions, confiscate 
unlawful gains, confiscate and destroy in-
fringing material and the tools used to create 
them, and to issue fines to punish infringers. 
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However, while administrative authorities 
have the power to impose fines, only the 
courts have the power to require infringers to 
pay compensation to copyright owners. 

Discussing the role of DRM and 
alternatives 
The biggest challenge for Digital Rights 
Management in China is the availability of 
un-protected content. It is unrealistic to ex-
pect users to pay for content that carries re-
strictions relating to the ways in which it can 
be copied, shared and re-distributed while 
unrestricted versions of the same material are 
available for free elsewhere.  

Current levels of piracy are forcing copyright 
owners in China to develop business models 
that take into account the distribution envi-
ronment. Major record labels originally at-
tempted to charge Chinese audiences prices 
for CDs comparable to those demanded in 
markets such as the US and Australia. How-
ever, since 2003, all of the major labels have 
lowered their prices in an attempt to compete 
with pirated products (Montgomery 2005c, d, 
a). Advertising, product endorsements and 
sponsorship are also being pursued as impor-
tant strategies to generate revenue streams. 

Ring tone downloads and ring back tones are 
arguably more significant as a source of in-
come for many Chinese music industry play-
ers than royalties from album sales. Artist 
management services, which allow record 
labels to capitalise on advertising, publicity 
and concert fees generated by their stars, are 
also much more significant in the Chinese 
music industry than they are in markets 
where intellectual property rights are easier 
to enforce.  

In this environment, new technology, which 
can be engineered with controlled distribu-
tion in mind, will play an important role in 
China, where existing media formats, such as 
cassettes and CDs, are already established as 
the centre of a massive industry of un-
regulated distribution. It is highly unlikely 
that the genie can be put back into the bottle 
when it comes to established piracy net-
works. Nonetheless, technological develop-
ments that force content to pass through a 

limited number of regulated portals may help 
to secure new income streams in the future. 

The success of mobile content services in an 
environment where most copyright owners 
are struggling to realise the value of their 
intellectual property may provide lessons for 
the sector more generally. The fact that con-
sumers have no choice but to purchase mo-
bile services from a restricted number of 
mobile providers makes it possible, for the 
most part, for copyright owners to monitor 
the distribution of their products. It is con-
ceivable that similar arrangements with IPTV 
service providers may help to resolve some 
of the problems associated with micro pay-
ment for online content as the sector devel-
ops.  

Greater transparency and accountability 
within China’s group collection agencies, as 
well as among internet service providers and 
search engines will also be crucial to realis-
ing the potential of China’s copyright indus-
tries. The availability of illegal online con-
tent cannot be controlled without such 
changes. But reducing the availability of free 
online content will not be enough. China’s 
copyright owners will also have to ensure 
that legitimate content is available quickly, 
conveniently and easily to consumers when 
they want it. The impact of DRM measures 
on the attractiveness of the content being 
offered will need to be considered in the 
context of this supply/demand equation. 

Bottom line 
It is possible that the copyright environment 
in China may force intellectual property 
owners to move away from a royalty-based 
system for content provision. Advertising is 
already playing a vital role in generating 
music industry income. It may be necessary 
for record labels to consider an integrated 
business model, in which content is given 
away online, in exchange for audience num-
bers and willingness to purchase mobile con-
tent services, merchandise, tickets to live 
performances and other associated products. 
It may be time for China’s music industry to 
accept that the intrinsic value of their prod-
ucts lies in the ability to attract audiences, to 
entertain, and to spark an interest in purchas-
ing associated services. Consumers who are 
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used to receiving content for free will not 
willingly shift to a system which expects 
them to pay. This will be particularly true if 

the products they are asked to purchase are 
rendered less attractive and convenient to use 
by DRM restrictions.  
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Online music in Hungary 
By: Kristóf Kerényi, SEARCH laboratory, Budapest, Hungary 

Abstract: For legal reasons, and also because of the smaller and less substantial market, big 
players of today’s online music are not active in Eastern-Europe. The author takes the example 
of Hungary and introduces the current situation and difficulties when buying digital music online, 
from the consumer’s point of view. Lack of competition causes high prices and low level of ser-
vice, the combination of which favours unofficial and illegal sources of digital content. 
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Introduction 
On 26 August T-Mobile Hungary, the Hun-
garian subsidiary of Germany’s global tele-
communication provider announced the offi-
cial launch of its 3G mobile network (cf. 
sources). Not that there hadn’t been 3G mo-
bile services before in Hungary, it’s only that 
these were not yet “official”. Both of the 
other two mobile operators, Pannon GSM 
(owned by Telenor, Norway’s largest tele-
communications group) and Vodafone Hun-
gary have their own “experimental” 3G net-
works, meaning that in many cases consum-
ers can use these networks for free, and they 
can experiment with the new line of services 
(video conferencing, mobile TV, fast data 
communication). Of course when one wants 
to promote the new, faster generation of mo-
bile access (together with the higher rates), 
adequate services running on it are also 
needed. So T-Mobile – in the same press 
release – also announced a new music 
download service. 

On the same day, I read a rather negative 
review of the service (Ady 2005). So, having 
tried music downloading in Hungary before, 
I decided to take a look at the market, and 
write an objective, and at the same time very 
opinionated review of what choices a Hun-
garian person has to obtain digital music 
from the “network”. Thus I am looking at the 
situation as a consumer, and will come to the 
conclusion that in our country today legal 
download services are just not an option. 

A game with few players 
A year and a half ago, in April 2004 Hun-
gary’s first paid music download service, 
“Origo Play” was launched by a company 

named Axelero, the ISP owned by the Hun-
garian national telecom company (today T-
Com). So I gave it a try earlier this year, just 
to experience the feeling of paying for 
downloading music. I also wanted to write an 
article about it, but my experience was so 
scarce and disappointing that it would have 
rather been a complaint. 

Last week I tried to find all “official” music 
download services available here, but there 
were only three of them. I also tried to gather 
information at the Hungarian Bureau for the 
Protection of Authors’ Rights, because they 
must know about all of these, but I was a bit 
disappointed to learn that there are just a few 
players on the market. 

Starting from the back, they directed me to 
some sites which already have their permis-
sion but haven’t started their service yet; 
there are also radio stations (among them the 
Hungarian Radio) that make past broadcasts, 
and musical programs available for 
downloading, among them in many cases 
real “treasures”: old recordings and rarities 
(cf. sources). However, none of them is a 
paid service and, as a consequence, they are 
not DRM-protected. Some make available 
their downloads in unprotected Real Audio 
format, others use the free OGG Vorbis for-
mat. 

I also took a look at the three Hungarian mo-
bile service providers: Vodafone, in spite of 
being the biggest European operator, cur-
rently does not have a music download ser-
vice in Hungary (however, as I learned they 
have a licence to start it), the other two have 
almost identical services and pricing (cf. 
sources). 
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With one Internet-based offer available to 
everyone (the mobile operators’ services are 
just for their own subscribers) this makes 
three options, which do not even compete, 
since mobile phone subscribers usually do 
not decide on the basis of the available music 
services… 

The single Internet offer  
Every day we hear about the success of 
internet music download services: iTunes, 
Connect, MSN, Real and Yahoo are just a 
few examples, so one might think that we 
have a huge selection to choose from. The 
sad truth is that because of legal issues and 
distribution agreements with the labels none 
of the mentioned services are available in 
Hungary. So we have to stick with the only 
Hungarian download service, which is oper-
ated by the local branch of T-Online (cf. 
sources). 

At least this service can be tried by every-
one… Well, not exactly everyone, just those 
who use Windows, and a compatible portable 
player, since this music store uses Microsoft 
DRM. Otherwise the whole purchasing proc-
ess is quite fine. They have a user- friendly 
interface, lots of information on the used 
technology, also on DRM, what can and can-
not be done with the tracks, and so on. The 
selection can be searched by title, band or 
album, or one may just browse by genre. The 
only problem is that this meta-information is 
completely messed up (e.g. Pantera (Metal) 
and Adam F (Drum & Bass) are both classi-
fied as Pop, Bódy Magdi (mostly Jazz) is 
classified as Soul). As I mentioned already, I 
decided to try it just for the feeling. I was 
looking for something that I like, and inter-
estingly I did not find such songs easily in 
the selection. Alright, I have a little bit non-
conformist musical taste, so this didn’t really 
disturb me. Since then I have visited the mu-
sic store a number of times and I found out 
that there are bands that I like, I just do not 
find them easily. And now with a decent line 
of history I would expect at least some per-
sonalized offers like “users who bought this 
liked those too” – like in the “big” stores. By 
the way, the selection consists of 130,000 
songs, and is continuously growing. How-
ever, as I mentioned, important meta-

information is missing, or false. Therefore 
one of the main advantages of music stores, 
namely information (Kerényi 2004), does not 
apply here. 

When we have already found what we would 
like, we can listen to the first minute of the 
track to decide whether this is really the de-
sired song. Of course this first minute comes 
in very low quality so that no one has the 
idea of grabbing it. The full track, when pur-
chased, comes in 160 kbits/second WMA 
format, which would be enough for every-
thing, but alas!, some tracks are distorted! 
(We do not even have to turn up the volume; 
the peak of the bassline is cut off.). Bad luck 
for those who think this is digital music. 

The pricing is quite interesting: the “average 
track” goes for (a little over) € 1, but some 
tracks go for € 1.4. For what reason, I do not 
know, I didn’t find a correlation. For this 
amount of money we receive at most two 
“licences” (this means the tracks are playable 
on two computers), but at least they are 
transferable to an unlimited number of port-
able players. For the number of CD burns, 
however, there is no general rule, it is deter-
mined on a track-by-track basis. I couldn’t 
find a lower number than two or a larger 
number than ten. I didn’t find differences 
within an album, but there could be, since the 
terms and conditions say that the user is re-
sponsible for checking this for each track. 
Very consumer-friendly rules, I must say.  

Mobile music 
It makes sense to compare the two mobile 
service providers’ music download offerings, 
because they share the restrictions of the 
mobile platform, and also because they have 
similar pricing. 

Pannon GSM, which started its service as the 
first player is a customer of Groove Mobile, 
an American company which delivers 
downloadable music to three continents. 
They licence music from Warner, Universal, 
Sony, EMI, BMG, V2, and lately also Beg-
gars Group, which is the home of a number 
of UK independent labels (cf. sources). 
However, not every label’s offerings are 
valid in every country, so Pannon’s subscrib-
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ers can only access “tens of thousands” of 
songs, paying € 1.6 for each (cf. sources). 

T-Mobile has a very similar system (at least 
on the phone it looks similar) to the afore-
mentioned, but I could not find information 
on where they license the music from. How-
ever, they offer 300,000 songs, so the point 
goes to T-Mobile in this respect; but not in 
pricing, they charge € 2.1 for a track. 

Both providers use a proprietary DRM solu-
tion, for which a freely downloadable pro-
gram is used that runs only on Symbian op-
erating system-based smart phones. The first 
such phone appeared around two years ago, 
and both Nokia and Sony Ericsson are con-
tinuing their line with the newest 3G phones. 
Pannon GSM describes most such phones on 
the market as supported, while T-Mobile lists 
only the two newest 3G phones from Nokia 
as being capable of running the DRM 
framework. The question is, if the technology 
used in the new 3G phones is identical to that 
used in the other Nokia phones, why does the 
program not support other Nokia models, 
like their competitor’s?  

Pannon GSM writes on its web page that the 
DRM of the downloaded track is bound to 
the SIM of the phone, meaning that if we 
transfer the tracks to another phone and re-
place the original SIM, the songs will play on 
the new device. T-Mobile only says that the 
songs will only play on one’s “own mobile 
phone”, so the tracks can be backed up to an 
external medium, but will only play on the 
“own device”. This means that neither of the 
two supports transferring and playing the 
songs on a PC. The question arising here is 
that if all of the supported phones are com-
patible with the OMA DRM standard, why 
not use OMA DRM? If both companies used 
the OMA technology, they could be com-
patible with more devices (meaning a bigger 
market) and perhaps also with each other 
(meaning bigger competition). But perhaps 
this is not their aim… 

Both companies provide a 30 seconds pre-
listening of the tracks. The tracks are 
downloaded in AAC format, and – according 
to the information available on the internet – 
normally use 700-900 Kbytes from the mem-
ory of the phone. After a little bit of counting 

(1.15 Mbytes for 4m48s: 1150*8/288) this 
means a bitrate of 32 kbits/second , which 
results in low sound quality, even in the effi-
cient AAC format – by the way this is the 
same as the low-quality prelistening bitrate 
of the aforementioned Internet-based music 
store. At least the double would be needed to 
produce enjoyable music pieces, and four 
times this for CD quality (iTunes also uses 
128 kbits/second encoding). 

We should also mention download costs. 
Now that the high-bandwidth 3G networks 
are in their experimental or early commercial 
state, network traffic over them is for free, 
but only for a limited time. However, even in 
the bigger cities of Hungary we are still very 
far from decent UMTS coverage. So, if one 
wants to use the mentioned download ser-
vices, in most cases one will have to go back 
to the traditional GPRS/EDGE networks, 
where browsing and downloading costs can 
easily double the price of one track, since in 
Hungary data traffic is not included in the 
price of the songs. 

Ringtones 
We can also consider mobile phone ringtones 
as a kind of digital music, particularly for the 
latest mobile phones, where pieces of music 
sound in excellent quality when the phone 
rings. There are approximately 50 such li-
cences in Hungary this means that around 50 
providers may sell musical ringtones. So we 
can assume that ringtones make up the ma-
jority of online music sales. Though I per-
sonally do not consider these online music 
downloads, since they are usually not whole 
tracks, I think it is worth seeing how much 
they cost.  

Normal polyphonic MIDI ringtones usually 
cost around € 1.2, better quality, so-called 
“True Tone” ringing effects (i.e. non musi-
cal, e.g. animal voices and other effects) cost 
around € 1.6, and interestingly “True Tone” 
music ringtones (copyrighted material) cost € 
1.9. So here we can see that there is an extra 
charge built into music over effects. There is 
also the possibility of downloading true mu-
sic tracks as ringtones. Here the charge from 
each mobile provider is € 2.4, even more 
than for a whole song! 
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Conclusion 
Summing up the experiences gained: on the 
mobile market the consumer has to pay up to 
€ 4 for a track that he can only listen to on 
one phone and nowhere else. And in many 
cases the sound quality of the purchased mu-
sic is worse than that of a ringtone. But those 
people, who are willing to pay € 2.4 for a 
ringtone, may find this offer tempting… 

On the Internet music market, today’s single 
Hungarian player without any competition 
sells songs for more than in almost any richer 
European country and with stricter condi-
tions. The quality of the music is not flawless 
either, and the information service provided 
also leaves things to be desired. 

We expect that online music is just taking off 
in Hungary and in the next half year many 
new providers will enter the market. I am 
curious. 

Bottom line 
My experiences of the Hungarian online 
music market are distressful, and the sad 
thing is that the same probably holds for the 
rest of Eastern-Europe, meaning at least 75 
million people. Prices are sky high, and qual-
ity of service does not even come close to the 
desired level. With affordable broadband 
internet access everywhere and no real alter-
native, file-sharing and illegal music and 
video downloading rule the scene. DRM-
based services will have to become a lot bet-
ter to beat the free offerings of the (dark)net. 
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Popkomm 2005: DRM not in the focus 
By: Nicole Dufft, Berlecon Research, Berlin, Germany 

Abstract: The music fair Popkomm took place between September 14 –16, 2005 in Berlin. 
DRM played a less prominent role as a stand-alone topic than last year. One important focus 
this year was on new digital business models, such as mobile music, podcasting and other new 
radio formats, or subscriptions. This article gives a short impression of the discussions on this 
year’s music fair. 
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Introduction 
For 17 years now the Popkomm has been one 
of the most important fairs for the music 
industry worldwide. This year, 796 exhibi-
tors – 130 more than last year – from 49 
countries attended the event in Berlin. The 
future for the music industry today looks a 
bit brighter than in previous years. According 
to Gerd Gebhard, chair of the German IFPI 
(Federation of the Phonographic Industry), 
particularly online music services show a 
promising development and the music indus-
try is embracing the digital age by testing 
new music formats and pricing models. 
Naturally, Gebhard could not refrain from 
touching the issue of music piracy as well.  

No dedicated DRM sessions at this year’s 
Popkomm conference 
Each year, the Popkomm music fair is ac-
companied by a rich conference program, 
where new developments in the music indus-
try are discussed with top-level experts. As 
opposed to the Popkomm conference in 2004 
(cf. Dufft 2004), no dedicated DRM session 
was on the agenda of the conference this 
year. Naturally, DRM is an important foun-
dation for many of the discussed new busi-
ness models. It therefore played a role in the 
discussions, but less prominent than in the 
previous year.  

Big hope put on mobile music 
One session of the conference was dedicated 
to mobile music. Music labels, mobile opera-
tors and device manufacturers all expect – or 
rather: hope – that music on mobile phones 
will become a soaring new source of reve-
nue. However, incompatible file formats and 
DRM technologies as well as problems with 

providing downloads that can be used in 
parallel on PC and mobile phones constitute 
important limitations for the future success of 
full-track music downloads. Patent problems 
were also mentioned, especially concerning 
the OMA DRM standard (cf. on this topic 
Bohn 2005).  

Subscriptions versus a-la-carte  
downloads 
The future success of a la carte downloads 
and subscription services was discussed in a 
dedicated digital music session. It was con-
ceived that subscription services should gain 
considerable attention also in Europe, where 
adoption is yet slow compared to the US. 
Adequate pricing models for music subscrip-
tion services were discussed in detail. Low-
price offerings, in particular Yahoo! Music 
Unlimited, which offers a subscription for 
only $ 5 per month to US clients, might force 
the involved players to accept shrinking mar-
gins. Dave Goldberg, Vice President & Gen-
eral Manager of Yahoo! Music provided for 
an interesting insight of Yahoo’s strategic 
goals: while in retail markets prices usually 
start high and decrease over time, the oppo-
site could be true for services markets, e.g. 
subscription services. Spelled out this means 
that Yahoo will try to lock in as many cus-
tomers as possible and then gradually in-
crease prices for the service over time. 

Who kills the radio star? 
A session called ”New radio” focussed on 
new radio-like services, such as Web radio, 
mobile streaming services and podcasting. A 
first panel discussed the new business mod-
els. It was stressed that a whole range of new 
revenue sources and a range of different 
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players now dominate the music business, 
e.g. ISPs and operators selling broadband and 
mobile network traffic, or technology com-
panies selling devices and software. How-
ever, for a number of very popular music 
services such as Web radio or podcasting, 
profitable business models have not yet been 
developed. A second panel focussed on what 
the new digital services mean for traditional 
radio broadcasters. Music consumption has 
over the past years increasingly become an 
active process, where consumers choose 
what they want to hear on the device, at the 
place and at the time they like. Traditional 
radio broadcasters have to respond to this 
development, e.g. by offering their own pod-
casts or web streams and by offering high-
quality programs, not only mainstream music 
that sounds all alike. 

Is podcasting sexy? 
On the last day of Popkomm a session named 
“Podcasting is sexy” explicitly dealt with this 
new form of radio-on-demand. Podcasting 
was a “hot” topic discussed in many other 
sessions as well. Open copyright and licens-

ing issues for musical content, however, cur-
rently limit the broader adoption of podcast-
ing (cf. on this topic Dufft 2005). Neverthe-
less, some market participants like the BBC 
see high potential in podcasts, and major 
labels slowly start to take the new medium 
seriously. Warner Music, for example, pro-
duces its own podcasts and provides samples 
of its music to be used in podcasts.  

Bottom line 
DRM by itself was less intensively discussed 
on this year’s Popkomm than last year. How-
ever, my impression was that the music in-
dustry is becoming more creative and inno-
vative to develop and test new business mod-
els that serve the specific demands of con-
sumers. In this environment DRM is “sim-
ply” a technical problem that needs to be 
solved properly. It is not anymore regarded 
as a key element that will shape the future of 
digital business models. Rather, the diversity 
of consumer tastes, not only concerning dif-
ferent music genres but also concerning dif-
ferent consumption behaviours is coming 
more into focus – finally.  
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Improving cross border licensing practices for online music 
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Abstract: On 7 July 2005, the European Commission released the staff working document 
“Study on a community initiative on the cross border collective management of copyright” 
(European Commission 2005a). This article reviews the aforementioned Study, focusing on the 
current difficulties in the licensing of online music, solutions that were brought forward by the 
industry (for instance the Santiago Agreement), the policy options proposed by the European 
Commission and the influence of DRM on collecting societies.  
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Introduction 
The aim of the “Study on a community initia-
tive on the cross border collective manage-
ment of copyright” (Commission staff 2005, 
“the Study”) is first to identify the problems 
related to the current structures for cross 
border management of copyright for online 
content services, and secondly, to propose 
possible solutions to improve the current 
situation. At the time of writing, 80 organiza-
tions and other stakeholders had already 
submitted their reactions on the Study to the 
European Commission (Contributions 2005). 
In the first half of 2006, the European Com-
mission will conduct an impact assessment 
on recasting copyright. The results of this 
assessment are expected in the second half of 
2006 and there could be a first policy debate 
on the cross border management of copyright 
in the fall of 2006. This article will only ad-
dress the Study, not the reactions to the 
Study. The 60-page Study consists of 7 chap-
ters:  
1. Problem definition; 
2. Objectives; 
3. Policy options; 
4. Analysis of impacts; 
5. Monitoring and evaluation;  
6. Results of stakeholder consultation and  
7. Commission proposal and justification.  

Explaining the problem 
Before addressing the content of the Study, a 
brief introduction to the problem will be 

given. Collecting societies in the EU Mem-
ber States are based on a state endorsed mo-
nopoly. A collecting society in a certain 
Member State enforces exploitation rights of 
rightholders (copyright owners) based in that 
same Member State by granting licenses to 
commercial users. The collecting societies 
can endorse these rights without the explicit 
permission of rightholders. In addition, they 
audit and monitor rights by ensuring payment 
and terms of licensing. After the collection of 
the royalties, the collecting societies distrib-
ute the royalties to rightholders. The distribu-
tion of royalties is especially complicated 
when it concerns cross border management. 
When someone, for instance an online music 
store, wants to offer music, he would have to 
conclude agreements with the individual 
collecting societies in all the countries where 
it intends to offer music. 

The above mentioned practice of concluding 
a license in each and every EU Member State 
with the local collecting society for 1 song, 
leads according to the Study to difficulties 
for online music services to start their busi-
ness. The Study defines online music ser-
vices as any music service provided on the 
Internet or provided to mobile phones. Ex-
amples are services such as simulcasting, 
webcasting, streaming, downloading, and 
online “on-demand service”. The Study uses 
the estimate by the European Digital Media 
Association – an organisation representing 
online music providers – in determining the 
direct costs of licensing a song. The negotia-
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tion of one single license (mechanical and 
public performance rights) would cost 19,000 
Euro. When clearance for a song is required 
in all 25 EU Member States, this would 
amount to 475,000 Euro. On the basis of a 
profit of 0.10 Euro per download, 4.75 mil-
lion downloads are required to cover the 
costs of the license.  

Also, in comparison to the situation in the 
United States, the licensing of online music 
in the EU is far behind, at least according to 
the Study. Where in the United States 207 
Million Euros were spent on music 
downloads, only 27.2 Million Euros had been 
spent in Europe.  

The problem can be illustrated by using 
iTunes as an example. Imagine a song being 
offered by iTunes-UK. A consumer, living in 
the Netherlands, wants to purchase the same 
song from iTunes- the Netherlands. The song 
is not available and he wants to purchase it 
from iTunes- UK. This is not possible 
though! In this case, there obviously is no 
license to sell the song in the Netherlands. 
For each country where Apple aims to sell 
the song, a separate license is required. 

Some findings of the European 
Commission  
The Study identifies in Chapter 1 three cate-
gories of restrictions which hinder the licens-
ing of online music. First, restrictions exist 
with regard to cross border licensing. At the 
moment, there is no universally acceptable 
multi-territorial agreement for the online 
rights of all categories of rightholders. Sec-
ondly, restrictions exist with regard to the 
cross border distribution of royalties. For 
example, collecting societies do not provide 
for non-discriminatory distribution for 
rightholders from all EU Member States. 
Thirdly, a restriction is formed by the Santi-
ago and the BIEM/Barcelona Agreements 
(Santiago Agreement 2001 and BIEM / Bar-
celona Agreements 2002) which oblige con-
tent providers to go to the collecting society 
in their own Member State (this is called the 
economic residency clause). Because the 
Santiago Agreement forms an important part 
of the Study, we will have a closer look at 
this Agreement. 

Santiago Agreement 
The Santiago Agreement authorises collect-
ing societies to grant non-exclusive licenses 
for the online public performance of musical 
works (songs) on a worldwide (multi-
territorial) basis to content providers. On 29 
April 2004 the European Commission noti-
fied the sixteen European collecting societies 
that entered this agreement, that the Most 
Favoured Nation clause and the “economic 
residency clause” in the Santiago Agreement 
may violate European Union Competition 
law (European Commission 2004). The 
“economic residency clause” enforces sec-
tion II of the Santiago Agreement in which is 
determined that the collecting society with 
authority to grant multi-territorial licenses, is 
the society of the country where the content 
provider – for example an online music store 
– has its actual and economic location. As a 
result, each national collecting society is 
given absolute exclusivity for its territory 
with regard to the possibility of granting 
multi-territorial licenses for online music 
rights. Although the Santiago Agreement 
aims to promote the use of “one-stop shop” 
copyright licenses, the result is thus a lock up 
of national territories which might constitute 
a breach of Article 81 EC Treaty. Article 81 
EC Treaty prohibits all agreements between 
undertakings, decisions by associations of 
concerned undertakings and concerted prac-
tices which may affect trade between Mem-
ber States and which have as their object or 
the effect the prevention, restriction or distor-
tion of competition within the common mar-
ket. In this Study, the European Commission 
tries to propose a solution, which would not 
violate Article 81 EC Treaty, for the granting 
of a world-wide license for a song to online 
music stores by one central collecting soci-
ety. 

Digital Rights Management 
Separately, attention is paid by the Study to 
Digital Rights Management (DRM) (see for 
example chapter 1.2.2). Digital technologies 
in rights management have empowered 
rightholders to control the licensing by the 
facilitating of and tracking the use of works. 
Examples of facilities enabled by the use of a 
DRM system are individual electronic pay-
ment and remote monitoring. Because DRM 
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enables rightholders to license their rights 
themselves they do not necessarily need col-
lecting societies to take care of this issue. 
Therefore, collecting societies should assess 
the services they currently offer rightholders 
and decide which services are of surplus 
value to rightholders. Using digital technolo-
gies might also lead to a reduction in man-
agement costs for collecting societies and 
will enable them to be more accurate in roy-
alty distribution. In the INDICARE-
interview with A. Beemsterboer of CEDAR, 
Beemsterboer elaborated on the possibility of 
collecting societies using DRM. As an ex-
ample of a new service to rightholders, 
Beemsterboer envisaged the collecting soci-
ety as a broker in licenses (Helberger 2004). 
By using DRMs, the collecting societies 
could be adapted to the digital environment. 
Lastly, digital technologies could allow col-
lecting societies to outsource some of their 
management services when this is more effi-
cient than providing these services them-
selves. 

General policy objectives 
The “opening up of Europe’s large and 
mainly underexploited potential of growth in 
legitimate online services” forms the general 
policy objective identified in Chapter 2. 
More specifically, the accessibility of crea-
tive output especially to online content pro-
viders should be improved and there should 
be a full participation of rightholders in the 
revenue stream generated by more efficient 
cross border exploitation of copyright. In 
order to achieve these objectives, the Study 
proposes the following operational objec-
tives: 

► A licensing policy that is in line with the 
demand of online content providers;  

► Transparency of collecting societies; 
► Improved copyright clearance of copy-

righted works across the EU;  
► A significant increase in the availability 

of multi-territorial licenses for online 
content providers;  

► Freedom for right holders to choose their 
collecting societies and to have the abil-
ity to switch between collecting societies;  

► Enhancement of transparency and ac-
countability of collecting societies and 
equitable distribution and enforcement of 
rights; 

► Distribution of royalties collected on 
behalf of the rightholders in territories 
other than their home territory to 
rightholders directly and without dis-
crimination on the grounds of residence, 
nationality or category of membership. 

In addition to these operational objectives, 
the Study proposes in Chapter 5 indicators to 
monitor and evaluate the developments. 

Policy options, analysis of impacts, the 
Commission’s proposal and its justification 
The European Commission considers three 
options to improve the current situation in 
Chapter 3:  

► Option 1: Do nothing; 
► Option 2: Suggest ways in which cross-

border co-operation between national 
collecting societies in the 25 Member 
States can be improved;  

► Option 3: Give rightholders the choice to 
authorise one single collecting society to 
license and monitor all the different uses 
made of their works across the entire EU. 

The European Commission analyses the 
three policy options for different aspects (for 
instance legal certainty, transparency, inno-
vation and growth, competition and the im-
pact on specific groups) in Chapter 4. Al-
though option 2 would improve the way re-
ciprocal agreements function, it will not re-
move limitations contained in these agree-
ments and there will be no scope for collect-
ing societies to improve their services or 
differentiate their repertoire. Following op-
tion 1 and 2 would – according to the Study – 
have the consequence that rightholders still 
need to go to the collecting society of their 
own EU Member State and do not have any 
choice at all. Option 3 though, would give 
rightholders the opportunity to authorise a 
collecting society of their choice to manage 
their works across the entire EU. The Study 
expects that competition between collecting 
societies will create a competitive environ-
ment for cross border management of copy-
right in which collecting societies will pro-
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vide better services to rightholders, for in-
stance the improvement of cross border roy-
alty payments and the specialisation in genre-
specific repertoires.  

Consultation of stakeholders  
In drafting this Study, the European Com-
mission made use of a stakeholder consulta-
tion (see Chapter 6). It appears that 
rightholders and their representatives focus 
on improving the cross border distribution of 
royalties. Commercial users focus more on 
the community wide licensing process. With 
regard to the last issue, opinions from stake-
holders differ. The Groupement Europeen 
des societies d’auteurs et compositeurs fa-
vours a community wide license given by the 
collecting society in the territory where the 
online operator has its economic residence. 
The Association of European Radios, MTV 
Networks, European Information & Commu-
nications Technology Industry Association 
and some online content providers favour the 
freedom for users to choose between collect-
ing societies. The Music Publishers Associa-
tion is against competition and free choice 
with respect to a single licensor, as this 
would permit users to engage in “perpetual 
negotiations” with several competing collect-
ing societies. 

Implementation of the policy 
In order to realise the identified general pol-
icy objectives, the European Commission 
suggests (in Chapter 7) a series of core prin-
ciples that EU Member States should adhere 
to, e.g.: 

► Rightholders’ choice as to the online 
management society is based on the free-
dom to provide rights management ser-
vices directly across borders. The free-
dom to provide cross-border management 
services by means of direct membership 
contracts will eliminate administrative 
costs inherent in channelling non-
domestic rightholders royalties through 
reciprocal agreements between different 
societies; 

► The principle that a rightholder’s choice 
of a single EU rights manager should be 
exercised irrespective of residence or na-
tionality of either the rights-manager or 
the rightholder; 

► The principle that a collective rights so-
ciety’s repertoire and territorial licensing 
power would not derive from reciprocal 
agreements but from rightholders con-
cluding contractual agreements directly 
with a society of their choice. Righthold-
ers should be able to withdraw certain 
categories of rights (in particular catego-
ries of rights linked to online exploita-
tion) from their national collecting socie-
ties and transfer their administration to a 
single rights manager of their choice. For 
that to work, these online rights must be 
withdrawn from the scope of reciprocal 
agreements as well; 

► The principle that the individual mem-
bership contract will allow the 
rightholder to precisely define the catego-
ries of rights administered and the territo-
rial scope of the society’s authority. As 
the licensing authority would derive from 
the individual membership contract, the 
collective rights manager of choice 
would not be limited to managing these 
rights in his home territory only, but 
throughout the EU; 

► Individual membership contracts create a 
fiduciary duty between the collecting so-
ciety and its members, obliging the for-
mer to distribute royalties in an equitable 
manner. The principle of equitable distri-
bution obliges collecting societies to treat 
domestic and non-domestic members 
alike with respect to all elements of the 
management service provided. The fidu-
ciary duty enshrined in membership con-
tracts is thus is a tool to maximise the 
royalties that accrue to rightholders; 

► Membership cannot be refused to indi-
vidual categories of rightholders who 
represent mainly non-domestic interests 
(e.g., music publishers). In addition, 
these rightholders should have a voice in 
how royalties are distributed that is that is 
commensurate to the economic value of 
the rights they represent; 

► Non-discrimination as to the service 
provided and the fiduciary duty of the 
collective rights manager vis-à-vis its 
members introduces a culture of trans-
parency and good governance as to how 
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rights are collectively managed across 
EU borders. 

A bit of discussion 
Although the European Commission analyses 
different aspects of the three policy options, 
it seems that the European Commission con-
siders the following as most important as-
pect: the opportunity offered by option 3 for 
rightholders to authorise a collecting society 
of their choice to manage their works across 
the entire EU. When taking into account the 
objectives identified before, the choice made 
by the European Commission for option 3 is 
logical. The results of the stakeholder consul-
tation - concerning the cross border distribu-
tion of royalties - do not necessarily point to 
the adoption of policy option 3 though. Im-
provements in this field might also be en-
abled by implementing option 2. With regard 
to community wide licensing, some stake-
holders quoted in the Study seem to favour 
the freedom to choose between collecting 
societies. Whether this is indeed true can 
only be established by assessing the stake-
holders’ reactions to the Study. 

Recently, the collecting societies BUMA (the 
Netherlands) and SABAM (Belgium) an-
nounced that they will not be party “to any 
agreement on licensing of public perform-
ance rights for online use with other copy-
right management societies containing an 
economic residency clause, similar to that 
contained in the Santiago Agreement and 
identified as restrictive in the Statement of 
Objectives” (BUMA/SABAM 2005 and 

European Commission 2005b). This might be 
an indicator that some collecting societies do 
indeed favour the policy option chosen by 
the European Commission.  

Conclusion 
Overall, the Study is well structured and 
when analysing the policy options it takes 
into account many different aspects, ranging 
from legal certainty to the impact on specific 
groups. The problem definition makes it 
clear that something needs to be done soon to 
make the community wide licensing of musi-
cal works easier. When analysing the policy 
options, the European Commission considers 
DRM to play the largest role in fulfilling 
policy option 3. More specifically, DRM 
could improve the services offered by col-
lecting societies. Because DRM enables 
rightholders to license works directly to 
commercial users, collecting societies should 
consider the surplus value of their services to 
keep rightholders interested in their services. 
Maybe they should consider offering new 
services, see for example the “broker in li-
censes” service suggested by Beemsterboer. 
Furthermore, the use of DRM by collecting 
societies could enhance the cost-efficiency 
within collecting societies.  

Bottom line 
The proposed policy options and the analysis 
of impacts in the Study have certainly trig-
gered stakeholders to react and to continue 
the debate in this field. I am looking forward 
to the assessment of the reactions! 
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Helping libraries manage digital rights 
Standards for the electronic communication of licensing terms 

By: Brian Green, EDItEUR, London, United Kingdom 

Abstract: As the number of digital resources in library collections grows, libraries are reaching 
out for solutions to help them comply with the differing license terms applied to resources by 
their creators and publishers. EDItEUR is developing standards for the expression and commu-
nication of licensing terms in XML, building on the work of the Digital Libraries Federation’s 
Electronic Resource Management Initiative (ERMI), the joint EDItEUR / NISO work on ONIX for 
Serials and the analytical approach of the INDECS project. This article summarises the signifi-
cant progress made towards a solution based on standard message formats and a structured 
data dictionary. 
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Managing electronic resources 
The terms “Digital Rights Management” and 
“Rights Expression Language” are somewhat 
unhelpful, often interpreted as having more 
to do with technical protection and limitation 
of access than the management and expres-
sion of rights. This article, however, ad-
dresses the very real issues of how digital 
rights are to be managed and expressed in an 
environment of trust – the licensing relation-
ship between academic publishers and librar-
ies. 

In this business to business relationship tech-
nical protection is neither required nor desir-
able. The relationship is a contractual one, 
based on licences and publishers are quite 
content to trust librarians to comply with the 
terms of those licences. Libraries may decide 
to incorporate some degree of technical pro-
tection within their own library systems in 
order to prevent unauthorised use of digital 
materials, but they do not want to have this 
imposed by the publishers. 
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However, as the number of digital resources 
in library collections grows, libraries are 
reaching out for ways to help them comply 
with the differing licensing terms applied to 
resources by their creators and publishers. 
Paper licences, once negotiated and ex-
changed, are duly filed and it becomes a ma-
jor task to answer a simple question such as 
“May I make 20 copies of this article for my 
class?” The ability to express usage rights 
and permissions electronically in a simple 
form, link to them from digital resources and 
communicate them to users has become an 
urgent need. Ideally, an XML message ex-
pressing the terms of the publisher/library 
licence should be generated by the pub-
lisher’s licensing department and communi-
cated to the library, either directly or through 
a trusted intermediary, for linking to the rele-
vant resources. 

Neither publisher nor library systems have 
been able to cope with this requirement. One 
significant obstacle has been the lack of un-
derlying metadata standards necessary for 
such complex exchanges.  

Work on rights metadata standards  
EDItEUR (cf. sources) is the international 
body for e-commerce standards in the book 
and serials sector, originally set up by the 
European Bureau of Library and Documenta-
tion Associations, the Federation of Euro-
pean Publishers and the European Booksell-
ers Federation. It is now a truly international 
not-for-profit organisation with members 
from all of the above communities in USA, 
Canada, Europe, Asia and Australia develop-
ing standards for EDI, bibliographic informa-
tion and the communication of serials infor-
mation. 

EDItEUR has been working in the area of 
rights since 1997, when a joint NISO (Na-
tional Information Standards Organisation; 
cf. sources) /EDItEUR working party was 
established to explore the metadata require-
ments for rights trading. The working party 
concluded that the essential elements that had 
to be identified and described were the re-
source itself, the user and the required use. 
Progress has been made in the area of re-
source identification, with the widespread 
implementation of DOI (Digital Object Iden-

tifier; cf. sources) and open URL to identify 
resources and the development of ONIX 
(Online Information Exchange; cf. EDItEUR 
2005a), and in particular ONIX for Serials, to 
describe them. The identification and de-
scription of users raises privacy as well as 
administrative issues and, in actuality, the 
major requirement is not individual identifi-
cation of users but authentication of their 
status as a bona fide user. Authentication 
systems such as Shibboleth (cf. sources) now 
enable authentication of user status.  

There remains the description of usage 
rights. So-called Rights Expression Lan-
guages such as XrML (eXtensible rights 
Markup Language; cf. sources) and ODRL 
(Open Digital Rights Language; cf. sources), 
have been developed primarily for the music 
and video industries as mark-up languages to 
drive technical rights enforcement technolo-
gies in business to consumer situations. They 
are, at the same time, both more and less than 
what is required for the communication of 
licensing terms information. EDItEUR be-
lieved that what was required, and lacking in 
the rights expression languages, was a 
highly-structured data dictionary that ac-
commodated the full richness of licensing 
terms and that could be used to generate 
messages in various different syntaxes. On 
the other hand, there was no requirement in 
this community for messages to directly 
drive technical protection mechanisms. 

This work was picked up in a multi-media 
context by the EU-funded <indecs> (Interop-
erability of Data in e-Commerce Systems; cf. 
sources) project that ran from the end of 
1998 to early 2000 and included participation 
from the various media sectors. <indecs> 
developed an analysis of the requirements for 
metadata for e-commerce in intellectual 
property in the network environment which 
received widespread support. The work of 
the <indecs> project has been carried for-
ward in the development of the iDD (indecs 
Data Dictionary) by the International DOI 
Foundation (cf. sources) and in the develop-
ment of the ISO MPEG Rights Data Diction-
ary - ISO/IEC 21000-6 (cf. Barlas 2005). 
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The Electronic Resource Management 
Initiative 
Parallel to these developments, the library 
community was struggling with the wider 
issues of managing electronic resources and 
given the inability of integrated library sys-
tems to provide comprehensive solutions at 
the time, individual institutions were devel-
oping their own non-interoperable systems. 
Recognising the shortcomings of such an 
approach, in mid-2002 the Digital Library 
Federation launched ERMI (cf. sources), the 
Electronic Resource Management Initiative 
to define the functional requirements of an 
electronic resource management system and 
begin to develop a common set of specifica-
tions which could be followed by the library 
systems vendors.  

ERMI’s goals were to: 

► Describe architectures needed to manage 
large collections of licensed e-resources 

► Establish lists of elements and definitions 
► Write and publish XML Schemas/DTDs 

(Document Type Definitions) 
► Promote best practices and standards for 

data interchange 

These goals were substantially achieved in 
their final report (Jewell et al. 2004) pub-
lished in August 2004. Many of the major 
library systems suppliers have already started 
building electronic resource management 
extensions to their systems based on the 
ERMI reference model. 

A number of very complex issues were rec-
ognised and modelled, including the complex 
ways in which licences relate to electronic 
resources; the need to interpret the lack of a 
specific statement in licenses (where does 
such silence imply a permission and where a 
prohibition); the difficulty of managing the 
realities of complex user groups and institu-
tional locations. 

ONIX for licensing terms 
Meanwhile, EDItEUR, had been working in 
a Joint Working Party with NISO to develop 
“ONIX for Serials” a family of XML stan-
dards to support communication between 
publishers, agents and librarians primarily as 
it relates to the management of ejournals.  

A requirement for the unambiguous elec-
tronic communication of licence terms within 
this supply chain was identified and ED-
ItEUR commissioned a paper from the 
Rightscom consultancy (cf. sources) (An 
assessment of ERMI in the context of ONIX 
and requirements for recording and commu-
nicating licence terms for electronic re-
sources (Bide and Rust 2004), to assess the 
extent to which the ERMI work in this area 
might provide a basis for the development of 
standards for the transmission of licensing 
terms throughout the supply chain for digital 
resources. 

The assessment paper concluded that the 
ERMI work was a good starting point for 
such work but would require further devel-
opment in order to meet EDItEUR’s re-
quirements that a licensing terms message 
should: 

► Take into account the requirements of all 
stakeholders in the supply chain: librar-
ies, publishers and other rights holders, 
intermediaries, library users 

► Provide for the full complexity of rights 
expression: 

► Be designed to support interoperability 
► Be fully extensible in future, to support 

new business models, all types of use and 
all media types 

The paper recommended the development of 
a generic ontological structure for rights 
based on a “contextual”, event-based archi-
tecture and a well-structured rights data dic-
tionary. This proposal was presented at a 
seminar on the subject jointly hosted by ED-
ItEUR and NISO in London in December 
2004. The feeling of that seminar was that a 
proof of concept was required to better illus-
trate the potential of “ONIX for Licensing 
Terms”.  

Following the seminar, with funding from 
the Publishers Licensing Society (PLS; cf. 
sources) and the JISC (The Joint Information 
Systems Committee; cf. sources), Rightscom 
were commissioned to undertake this “proof 
of concept” project, working with the ED-
ItEUR ONIX technical team (David Martin 
and Francis Cave) to explore the possibility 
of developing an “ONIX for Licences” mes-
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sage that could be used by publishers and 
online hosts to communicate licence terms to 
libraries and subscription agents (EDItEUR 
2005b).  

The aim of the project was to produce a pro-
totype XML message for communicating in a 
computable form the terms of a Licence 
agreement for the use, by libraries, of a pub-
lisher’s digital works. The main use case was 
the licensing of electronic journals, but the 
structure of the message needed to be flexi-
ble enough to be extensible to any other type 
of digital media and license in future by add-
ing to its semantics but not significantly 
changing its structure. The message therefore 
needed to be generic in structure but success-
fully demonstrate an initial, specialized ap-
plication.  

The prototype message was produced as an 
XML schema and succeeded in demonstrat-
ing that each element of the example licence 
clauses could be fully modelled. The model-
ling also highlighted the range of possible 
variations within even apparently simple 
licensing clauses, and the limitations of the 
original ERMI approach that defines only a 
limited “typical” set of usages with no 
mechanism for variation. One example of 
this is the use of the term ILL (Interlibrary 
Loan), frequently used in library licences. 

ILL is not a single permission – it is a com-
plex bundle of permissions, prohibitions and 
conditions with many variables. These can be 
expressed in a very generic form – e.g. per-
mits “ILL”; or in a very granular and com-
plex form, e.g. 

permits a librarian at institution “A” 
to make a copy of a defined part of re-
source “X” in physical (but not digi-
tal) form and sending that copy of part 
of resource “X” to a librarian at an-
other institution “B” – subject to the 
condition that institution “B” is in the 
same country as institution “A” – and 
then the librarian at institution “B” 
may pass that copy of part of resource 
“X” to a user – subject to the condi-
tion that the user is an employee of in-
stitution “B” and is using the copy for 
academic non-commercial research – 
and all subject to a condition that the 

librarian at institution B maintains a 
record that the copy was made. 

The ONIX for Licensing Terms message 
needs to be able to handle either the general-
ised term or the complex form. 

Further development work has been carried 
out and a draft format of the ONIX for Li-
censing Terms message with examples is 
now available on the EDItEUR website 
http://www.editeur.org. ONIX for Licensing 
Terms requires that a formal definition is 
provided for: 
► (a) Each “party” that is mentioned any-

where in the license. 
► (b) Each “resource” that is mentioned 

anywhere in the license (including re-
sources that are derived by actions taken 
under the license, eg extracts made from 
the original licensed materials). 

► (c) Each “time” or “place” that is men-
tioned anywhere in the license. 

► (d) Each external “document” (paper or 
electronic) that is referenced anywhere in 
the license. 

► (e) Each “usage” that is referenced any-
where in the license. 

In each definition, a “label” is assigned that 
must be unique within the License Terms 
document, and this label is used elsewhere in 
the XML to refer to the entity that has been 
defined. 

The definitions are crucial to the ONIX Li-
censing Terms structure, and are likely to be 
the largest section of a License Terms XML 
document. 

The key elements in the ONIX Publisher 
Licensing Terms format carry controlled 
values which will be managed through a 
structured dictionary – the ONIX Licensing 
Terms Dictionary. 

Next steps 
However, in addition to the technical work 
remaining, there are still several practical and 
political issues to be dealt with:  

► Publishers, especially small and medium 
sized ones, will need tools and services to 
help them produce the XML representa-
tions of their licences 



 

INDICARE Monitor Vol. 2, No 7, 30 September 2005 235

► Integrated library systems will need to 
implement the standards in the electronic 
resource management systems that they 
are developing. 

► Some librarians are concerned that the 
development of licensing messages 
represents “the thin end of the wedge” in 
terms of introducing DRM enforcement 
technology into the relationship among 
publishers, libraries and library users. (In 
fact, the fuller compliance to licensing 
terms that this work will facilitate makes 
the implementation of technical protec-
tion measures even less likely or attrac-
tive to publishers). 

► There are concerns that the precision 
required to automate the exchange of li-
cences could remove deliberate ambigu-

ity in a licence that is sometimes key to 
the successful conclusion of negotiations.  

► There are issues about whether the paper 
or the electronic version will be the ca-
nonical licence (and where liability lies if 
a system misinterprets a licence term). 

A new Joint Working Party of ERMI, ED-
ItEUR, NISO and PLS is now being set up to 
carry the work forward, further develop, pilot 
and promote the messages. The organisations 
forming the new joint working party and 
representing libraries, publishers and stan-
dards bodies are optimistic that by pooling 
resources and working collaboratively, these 
issues can be sensibly discussed and dealt 
with. Any readers interested in learning more 
or becoming involved in piloting the mes-
sages are invited to contact the author. 
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Introduction 
Education in the digital age is a much more 
complex issue than one could imagine. It is 
easy to pronounce words as e-schools, e-
classes and e-learning. They sound fashion-
able and trendy but what do they actually 
mean? Education in the digital age means 
that teachers can use new technologies to 
teach and learners can use new technologies 
to learn. But the real question is: what do 
they teach and learn? Is the educational envi-
ronment ready to shift from old and good 
paper schoolbooks to digital content? How 
does the value chain of educational content 
need to be reshaped in order to create a sus-
tainable market for all key actors: publishers, 
teachers and learners? And which role do 
public institutions on both the national and 
European level play? 

The purpose of this article is to highlight the 
key findings of the OrmeE Project (Observa-
tory on Rights Management for eLearning in 
Europe; cf. sources) with respect to the man-
agement of copyright related to educational 
content in the digital environment.  

Talking about copyright for digital educa-
tional content requires, however, a prelimi-
nary description of its context. The basic 
question therefore is: Why is digital rights 
management a relevant topic for the educa-
tional environment? One question, three 
answers: 

First, in the last 5-10 years all European 
school systems have been deeply affected by 
the need to introduce information and com-
munication technologies (ICT) in schools. 
This process has also been driven by EU 

policy objectives according to the Lisbon 
strategy: to achieve a harmonized and stan-
dard level of “digitalisation” in all economic 
and social areas (i.e. e-government, e-health, 
e-learning, e-business, e-inclusion) and to 
diminish the digital divide between the Us 
and the European Union.  

Second, EU legislation on copyright – in 
particular on digital copyright – to be imple-
mented at the national level aims to establish 
a common framework for all Member States 
in order to further the uptake of the European 
and global digital content markets and at to 
maintain at the same time some exceptions 
for educational purposes.  

Third, even without taking into account the 
previous considerations, a market for digital 
educational content is actually emerging at it 
is growing at European level. Its develop-
ment will probably follow the path drawn by 
the US. 

The legal framework of copyright in the 
digital era 
The penetration of digital technologies (in 
households, public institutions, offices and 
companies) means a rapidly growing number 
of people who can have access to digital 
information and knowledge. This enables the 
growth of a market for digital content, both 
for existing content and new added value 
services. This evolution process has already 
led to new problems related to copyright 
protection. Today digital technology allows 
perfect and unlimited copying and distribu-
tion of content in a quite inexpensive way, 
and this is true for copyrighted digital con-
tent too. As a consequence, the European 
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legislator introduced new regulations con-
cerning protection and enforcement of intel-
lectual property rights with a major role for 
DRM systems, in particular: Directive 
2001/29 (cf. sources) and 2004/48/EC (En-
forcement of Intellectual Property Rights; cf. 
sources).  

Directive 2001/29 establishes a framework 
which balances incentives to create and dis-
tribute content –serving the interest of the 
public (and individual users) – with mecha-
nisms ensuring appropriate revenue through 
the exercise of intellectual property rights.  

“Copyright and related rights play an impor-
tant role in this context as they protect and 
stimulate the development and marketing of 
new products and services and the creation 
and exploitation of their creative content”. 
(Directive 2001/29, Art. 2) 

The need for a common system (and a com-
mon basis) to regulate the market, to protect 
copyright and to grant rightholders a fair 
compensation, is much more urgent, because 
the existence of such a market for digital 
content depends on the existence of a “stan-
dard” regulation. Only if these conditions 
will be met, it will be possible to develop 
economically sustainable business models for 
the “commercialisation” of digital content. 
From the OrmeE perspective, this issue is 
even more significant as the Directive itself 
allows for exceptions concerning the educa-
tional environment. 

Despite the stated goal of harmonising na-
tional copyright legislations, the implementa-
tion of the 2001 Directive has not yet 
achieved much in making the exceptions in 
the field of educational uses converge. Mem-
ber States have made use of the possibility 
provided for by the Directive to implement 
several exceptions differently. Some have 
implemented the text of the Directive liter-
ally, others simply kept their national provi-
sions considering them in line with the Di-
rective, other Member states have not yet 
implemented the Directive, and others delib-
erately used the freedom of decision left to 
them by the Directive. 

As a consequence what is to be understood as 
“use for the purpose of illustration for teach-

ing or scientific research” will continue to 
differ from country to country in different 
respects. In particular we will have to deal 
with national copyright legislations that:  

► don’t include an exception in relation to 
educational and scientific use, 

► do include such an exception in the 
broadest meaning possible (i.e. in con-
formity with article 5.3.a Copyright Di-
rective), or 

► do include such an exception but with a 
narrower scope of application. 

Differences can be identified with respect to 
the following questions:  

► Which acts may be performed (reproduc-
tion and/or communication to the pub-
lic)?  

► What may be used (all works or only 
certain literary works)? How much may 
be copied (only excerpts of materials or 
the entirety)?  

► What is meant by the “for the sole pur-
pose of illustration for teaching or scien-
tific research”? Where is the limit? Has a 
remuneration to be paid to compensate 
for the free use? 

As long as national laws differ – and it is 
extremely difficult to foresee whether this 
will ever change especially now that the Un-
ion counts 25 Member States -, specific acts 
related to education and teaching may be 
allowed by the law in one country but for-
bidden in another country. It is therefore 
crucial to find and support best practices that 
demonstrate the actual possibility to combine 
copyright protection and effective access to 
content by educational organisations and 
individual learners. 

DRM and education  
Over the past few years, the world of text-
book and educational material publishing has 
been marked by the advent of digital tech-
nologies. The ongoing process of innovation 
and media integration has led to a complete 
change in the culture industry.  

As a result, a new digital educational content 
market is emerging with a new commercial 
approach (as has already happened in other 
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areas of publishing, such as legal databases 
and university publishing): from the distribu-
tion and sale of tangible products to the dis-
tribution and licensing of intangible products, 
and from products to the services. 

In this new context, the textbook publishers, 
who once based their activities on the pro-
duction of textbooks and by this maintained 
their undisputed leadership in the educational 
content market, must now seriously recon-
sider their role. They have to find a way to 
deal with their new competitors, which in-
clude companies specialised in e-Learning or 
technology companies. These have been 
uninterested so far in the production of edu-
cational material, but now – based on their 
skills and competencies – they consider the 
world of educational publishing as a lucrative 
new business.. 

Copyright management becomes essential in 
this scenario – in technical and economic 
terms as well - of an educational content 
market that can only be conceived in a trans-
national form, given the enormous potential 
offered by digital technologies, and in par-
ticular, by the primary vehicle for digital 
content: the Internet. In light of these factors, 
DRM becomes a topic of discussion – and an 
urgent need - for the entire educational sec-
tor.  

DRM and the educational publishing 
industry 
In fact, it has already been mentioned that the 
application of DRM solutions is relevant to 
the creation of a single market for digital 
educational material. In this market the play-
ers have to make strategic choices as regards 
the licensing models to be adopted. This 
requires previous assessment of the sustain-
ability and consistency of available options 
in the context of national and European regu-
lations. Viable business models have to meet 
both, the needs of the educational world and 
the need of economical sustainability for the 
actors involved, whether they be content 
providers, aggregators, or distributing inter-
mediaries. 

As far as business models are concerned, it is 
hard to define one best solution, as the play-
ers involved and their relationships vary from 
case to case depending on the target markets 

and their specific products or services. It is 
also worth mention that the adoption of com-
plex DRM systems by educational publishing 
houses is far from being fully developed. On 
the contrary: they tend to use hybrid solu-
tions, managing certain aspects of the de-
scribed digital content value chain without 
setting up an integrated system.  

In the following we will examine different 
business models in order to highlight under-
lying trends and perspectives. 

Model 1: Textbook publisher delivers his 
own content through his own web site or 
dedicated portal 
This is one of the easiest business models to 
describe, as there are few players involved: 
the publisher as rightsholder and the end 
user. From the DRM point of view this 
means that the publisher end-user relation is 
regulated by the license agreements between 
the two parties. The choice to exploit in-
house resources and know-how and to de-
liver this digital educational content via the 
publisher’s web site or portal is very com-
mon among traditional textbook publishers.  

In this case all decisions concerning the 
adopted business model depend on just one 
single player: the publisher. Once this busi-
ness model is successful, it is likely that the 
same content will be delivered according to 
further business models, e.g. contributing to 
a delivery system launched by a public ag-
gregator (e.g. Ministry of Education). 

Model 2: Textbook publisher delivers his 
own content through an e-learning platform 
developed in house 
Maintaining a learning platform implies that 
the digital content delivered (learning ob-
jects) should comply with the most common 
international standards. In general platforms 
are standardized (mostly Scorm compliant; 
cf. sources). It would not be wise to develop 
an in-house learning platform with proprie-
tary formats because the publishers would 
not be able to deliver the same content in 
other ways, e.g. by means of an aggregator. 

Like in the model described before, the edu-
cational publisher is the main player. It goes 
without saying that an educational publisher 
must also have strong ICT know-how in ad-
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dition to editorial and content production 
skills. This is usually the case when an e-
leaning provider is a spin-off of an educa-
tional publisher. 

Model 3: Private aggregator gathers and 
delivers third party content 
Private aggregators operating in the digital 
educational environment collect resources 
not only from educational publishers but 
usually also from other content providers 
such as newspapers, TV broadcasters or e-
learning content developers – thus granting 
the user access to a very complex and articu-
lated product. 

Educational publishers should be the main 
content providers because they have the nec-
essary skills, experience and knowledge for 
the production of educational content. Reli-
ance on an aggregator could also be a good 
opportunity for small and medium sized pub-
lishing houses that cannot afford to enter the 
digital market by developing their own in-
house delivery system.  

Model 4: Public aggregator gathers and 
delivers third party contents 
Aggregators of educational content are often 
private companies supported by a public 
institution (such as the National Ministry of 
Education). This institution is usually financ-
ing and launching a project for schools grant-
ing access to digital educational resources. 
Often they also finance the purchase of the 
content delivered on-line.  

Educational publishers should play a promi-
nent role in content provision, even though it 
sometimes seems that public aggregators 
tend to develop their own educational content 
(e.g. commissioning resources to pools of 
experts), thus keeping educational publishers 
in a marginal position. 

It should also be understood to what extent 
participation in a public aggregator service is 
linked to some kind of quality certification of 
the digital material and who is in charge of 
approving or rejecting the content. This type 
of selection is usually closely linked to the 
system of selection and approval of text-
books in each country’s education system. 
We might therefore imagine a “quality as-
sessment” for educational digital content that 

regards only the structure of the content (e.g. 
compliance with international standards, 
metadata, level of interactivity required) and 
not the control of the content itself. 

Model 5: Gateway 
A gateway could be defined as a biblio-
graphic database for digital (but also print) 
content. This could be a metadata repository 
of content. Usually gateways of educational 
resources are “sponsored” by public institu-
tions, mostly in those countries where 
schools receive funding to purchase elec-
tronic resources. 

Relying on a gateway for an educational 
publisher means having a wider visibility and 
reaching a broader audience. This model 
presumes of course that the educational pub-
lisher has defined his own business model 
and set up his own delivery system. 

Model 6: Textbook publisher provides 
schools with a bundle of content 
This rather uncommon business model im-
plies that a single content provider, such as 
an educational publisher has at his disposal 
highly developed interactive content, infra-
structures and ICT skills to offer an all inclu-
sive solution to schools. Obviously, the busi-
ness model can be sustainable only for large 
size educational publishers, usually as part of 
a corporate group with assets in other content 
industries. 

Model 7: Content aggregator provides 
schools with a bundle of content 
In general, this solution closely resembles an 
all-inclusive offer to schools where content 
produced by different content providers has 
been structured and “packaged” in order to 
create consistent lessons. This means that 
licensing to the end user is totally up to the 
aggregator which actually sells a product, 
while educational publishers have to manage 
economic contracts with the aggregator itself. 

Model 8: E-learning environment offers ser-
vices and gathers educational content 
It is rather difficult to classify this kind of 
business model because there are many dif-
ferent stakeholders along the value chain. 
Content could be developed and imple-
mented either directly by users or user com-
munities, or by commercial content providers 
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(educational publishers or e-learning content 
providers), or by pools of experts involved in 
the project. 

This is a very interesting business model as 
schools, teachers and students are directly 
involved in the process of content creation 
and knowledge growth. Therefore they feel 
more engaged. It is however still not clear 
how the relationship (even economic) be-
tween the parties shall be regulated. 

Model 9: E-learning content e-platform pro-
vider develops a courseware solution 
If, as described in the previous business 
models, educational publishers tend to play a 
significant role in the content creation proc-
ess, this last solution is totally up to players 
traditionally outside the educational/ publish-
ing market. Here the main player is a tech-
nology provider specializing in e-learning, 
developing the technical platform as well as 
the content (learning object). 

Which role might educational publishers play 
in here? Apart from being targeted clients 
themselves, they might be able to act as part-
ners for the development of reliable contents. 

Bottom line 
OrmeE – (Observatory on Rights Manage-
ment for eLearning in Europe) is an innova-
tive project financed by the European Com-
mission in the framework of the eLearning 
programme. The project partners are: AIE 
(Italian Publishers Association), FEP (Fed-
eration of European Publishers, TUB (Tech-
nische Univeristät Berlin) and Bologna Fiere 
(Organizer of the Bologna Children’s Book-
fair). In other words, OrmeE is strongly 
driven by the publishing industry perspec-
tive, aiming at defining the role educational 
publishers could (or should) play in the com-
petitive arena of the growing market of digi-
tal content. 
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ment of intellectual property rights; online available at http://europa.eu.int/eur-
lex/pri/en/oj/dat/2004/l_195/l_19520040602en00160025.pdf  

► SCORM (Sharable Object Content Reference Model) at the Advanced Distributed Learning web site: 
http://www.adlnet.org/scorm/index.cfm 

► The OrmeE website is available at: http://www.ormee.net  
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Digital rights in the information society – opportunities and 
challenges regarding citizens’ access to information 
By: Jacob Skjødt Nielsen, the Danish Board of Technology, Copenhagen, Denmark  

Abstract: The Danish Board of Technology is issuing a report on the consequences and impli-
cations of digitalisation and DRM. The report gives recommendations regarding the use of DRM 
within the public sphere. Aiming to balance between consumer interests and content owners’ 
legitimate rights, a working group of stakeholders has been set up trying to identify and agree 
on challenges and opportunities for public information providers. Differences in the assessment 
of DRM technologies and lack of practical experience, however, proved an almost insurmount-
able obstacle. 

Keywords: policy analysis – copyright law, consumer expectations, consumer rights, EUCD, 
interoperability, libraries, stakeholders – Denmark 

 

Aiming for balance 
A working group set up by The Danish 
Board of Technology is about to issue a re-
port on the project “Digital rights in the in-
formation society” (Teknologirådet 2005). 
Over the past year the board has facilitated a 
stakeholder discussion of the consequences 
and implications of the digitalisation of in-
formation and DRM. The aim is to provide 
politicians and decision makers with an 
overview of the discussion, and to provide 
recommendations regarding the use of DRM 
within the public sphere. The main objective 
and at the same time the key challenge was 
to strike a balance between consumer inter-
ests and content creators’ legitimate rights. It 
would be a Pyrrhic victory indeed should the 
digital technologies, promising new possi-
bilities for communication and distribution of 
information, instead lead to restrictions, limi-
tations and boundaries for citizens’ access to 
digitalized information. It is therefore evident 
that a balance must be restored between con-
sumer interests and content creators’ legiti-
mate rights. 

DRM – the problem solved? 
The report describes how the term Digital 
Rights Management (DRM) has been used to 
describe dissimilar technologies (Dykstra 
2003). Since DRM, as of today, is not con-
sidered a clearly defined concept, stake-
holders have produced equally diverse as-
sessments. This in turn has led to much dis-
cussion in the group about the usefulness of 
such a concept. Moreover, practical experi-

ences are limited in relation to the implica-
tions as well as the benefits of this technol-
ogy (or technologies). Some stakeholders 
expressed great expectations regarding the 
future potential of DRM technology, while 
others expressed equally strong technical 
reservations and privacy concerns. Evidently, 
insufficient experience with the practical 
application of DRM systems and uncertainty 
about their technological potential has made 
any assessment dubious.  

The most important arguments for DRM are 
that DRM can increase protection against 
piracy and illegal distribution of content and 
make technical enforcement of rights possi-
ble. Furthermore, using DRM new business 
models and distribution forms can be estab-
lished for instance through direct distribution 
to the end consumer.  

The most important arguments against DRM 
are that DRM can technically hinder the 
moving of information between platforms 
and applications - which in turn will under-
mine interoperability and the opportunity for 
the user to choose technology. Furthermore, 
legal protection of DRM can reduce innova-
tion and research in digital technologies and 
thus the competition on this market. Finally 
legal protection of DRM can erode exemp-
tions for certain user groups provided by the 
Danish law on copyrights / intellectual prop-
erty right. 

Among the participants of the working 
group, there were different interpretations of 
the consequences the implementation of the 
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EU InfoSoc directive (EUCD 2001) might 
have in this respect. Some said the use of 
DRM technology as defined in the directive 
would de facto prevent the use of certain 
consumer exemptions granted by the law, 
while others held that it was a minor issue 
with limited practical consequences and, 
furthermore, that the rightholders should be 
conceded the privilege to limit or expand 
consumer access. 

The case of netmusic 
Facing these opposing assessments the mem-
bers of the working group chose to work with 
an exemplary case, i.e. public libraries in-
cluding research libraries. Libraries seemed 
an obvious choice since they provide access 
to a broad range of information that is in-
creasingly available in digital formats, while 
they are also obligated by law to provide free 
access for their national audiences as well as 
to ensure quality, diversity and actuality 
(Thorhauge 2005). The case included past 
experiences and future expectations and chal-
lenges libraries are facing with respect to 
digital information. 

One of the key elements was the concept of 
“netmusic”, a service hosted by the public 
libraries that allows citizens to download 
music over the Internet and listen to it in a 
period of seven days free of charge (see also 
Nielsen 2004). Netmusic is based on Micro-
soft’s DRM system, which as of now means 
that music playback is limited to the Win-
dows Media Player, thus excluding users of 
Linux, Mac, portable music players and 
home stereo devices among others. The ex-
planation for this choice of DRM is that only 
this particular brand could reassure content 
providers on safety issues and make possible 
an agreement on the terms. The consumer is 
thereby licensed to listen to, but not copy the 
music. Today the netmusic service includes 
around 6,500 albums. Some 800 tracks are 
downloaded daily, which comes to a modest 
0.2 percent of the total loan of CDs. The 
service is being criticised for lack of variety 
as well as disregard for most consumers’ 
music listening behaviour (Teknologirådet 
2005).  

It is still only a relatively small selection of 
digital works that are available at the librar-

ies, when it comes to books, music and films, 
while research articles are widely digitalised. 
The former is in part due to lacking or insuf-
ficient agreements between libraries and 
owners of rights, while the latter is due to the 
relatively limited risk of mass distribution. 
Furthermore most agreements on distribution 
of research journals and articles are negoti-
ated at international level.  

Since the working group consisted of several 
stakeholders, the discussions and disagree-
ments on DRM reflected many of the con-
flicts that one may find in the more general 
debate on the relation between private and 
public information providers. To some, DRM 
represented a possible basis for new agree-
ments and business models, while also pre-
venting piracy. To others, DRM systems 
constituted a technical system that could take 
precedence over the legal system and shift 
the balance between consumer rights and the 
holders of rights. So it seems that the techni-
cal discrepancies of the assessment of DRM 
were repeated on an institutional level.  

An important conclusion from this work 
therefore is that it is impossible to assess 
technology as such – without considering the 
possibly conflicting perspectives that differ-
ent stakeholders may have on the use of such 
technology. In technology assessment (TA) 
this insight is far from new – but it is often 
forgotten. 

Striking a balance?  
The two main problems 
Using public libraries as an example, the 
work group has considered the conditions for 
the implementation of DRM technology. 
Without reaching an agreement, however, it 
was debated whether the legal protection of 
technical protection measures (TPM) might 
actually put citizens and public providers of 
information at a disadvantage when using 
digital works as compared to analogue 
works. When the EU InfoSoc directive was 
implemented in Danish law, it was decided to 
maintain the exemptions stipulated in Chap-
ter 2 of the Danish Copyright Law, but it has 
remained a disputed question, whether the 
use of DRM will render some of these ex-
emptions impractical (Teknologirådet 2005). 
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According to some, users must be able to 
freely decide what to download and when, in 
order to ensure that the potential of digital 
technologies is fully utilized. Whether this is 
possible without affecting the conventional 
use of the material or violating the legitimate 
interests of the copyright owners, however, 
was not agreed upon. 

The work group has not taken into considera-
tion which division of tasks between public 
and private providers of information would 
be most appropriate in the future. Should 
public providers of information continue to 
play a mayor role in the general supply of 
information?  

Two main problems will arise in any case: 
the need for new usage rights and the need to 
develop new DRM systems which meet new 
requirements. 

1. New usage rights 

In order to make better use of new technolo-
gies, it is imperative that copyright owners 
and public providers of information agree on 
new usage rights in relation to the distribu-
tion and consumption of digital works. Such 
agreements between the parties have proven 
difficult to achieve due to the copyright own-
ers’ general hesitation to make digitalized 
information available for public distribution 
and usage. The main reason for this is the 
risk of illegitimate use and distribution of 
content. Should such agreements result in an 
increased uncompensated use of copyright 
holders’ works, this may necessitate in-
creased financial funding. Also it may be-
come necessary to establish other clearing 
agreements. If new usage rights are not es-
tablished, this may lead to a decrease in the 
volume of digital works accessible to the 
public. Likewise, the available volume of 
works may not be able to meet the demand in 
terms of quality, diversity and actuality. 

2. Required features of DRM Systems 

Danish politicians and officials should try to 
reach an agreement on the required features 
of DRM systems, and they should consider to 
work towards an international standardiza-
tion of DRM systems. The alternative may be 
a proprietary market that may be harmful for 
competition and put users at a disadvantage. 

Clearly, public stakeholders – potentially 
large users and consumers of DRM – should 
demand special features of these systems and 
thus ensure certain minimum standards, such 
as interoperability and open standards. As 
described earlier, the various types of DRM 
technologies differ greatly. It is therefore 
highly important to assess how much particu-
lar systems may interfere with the behaviour 
of consumers. The question remains, how-
ever, if systems that merely state the relevant 
copyrights to the end-user would suffice, or 
if we should implement systems that serve to 
further regulate user behaviour, such as the 
system already employed by Danish public 
libraries in their digital music service “net-
music” or even Trusted Computing. The 
disadvantages of the latter are the potential 
limitations of free choice of technical plat-
forms and privacy concerns (Schneier 2005). 
Politicians ought to debate whether DRM 
technologies used within the public domain 
must take into account the consumer exemp-
tions stipulated in Chapter 2 of the Danish 
Copyright Law. 

The need for further debate and  
coordination 
Inherent in this discussion on the conse-
quences and implications of DRM and digital 
distribution by public providers of informa-
tion, are problems and challenges related to a 
range of different political domains. 

Legal problems and challenges 
► Do DRM systems and their ability to 

enforce conditions of use across national 
borders, including the collection of per-
sonal data, make it necessary to change 
the existing laws? 

► Furthermore, should the present legal 
protection of DRM technology in the 
Danish Copyright Law be continually re-
viewed?  

The Danish Parliament should take this into 
consideration when reviewing the rules of the 
legal protection of technical protection 
measures of the Copyright Law. 

Market related problems and challenges 

► Should we establish new usage rights 
that make it possible for public services 
to distribute digital works?  
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► Do we need to keep an eye on the level 
of competition involved in the use of 
DRM technology?  

► Is there a risk that the legal protection of 
DRM can serve to keep unwanted com-
petitors off the market?  

Technological problems and challenges 
In order to enhance free competition the 
various DRM systems should be interoper-
able and it should be secured that using DRM 
technology will not violate citizens’ rights of 
privacy.  

► Which features should public providers 
of culture and information then require of 
DRM systems?  

► Should the various public stakeholders 
be able to make individual DRM-
agreements with copyright holders, or 
should the public as such require a set of 
general features? 

Problems and challenges of cultural policy 
Publicly financed cultural institutions must 
continually secure a selection of digital 
works that adheres to the legally binding 
demand for quality, diversity and actuality.  

► Which features must they then require of 
DRM systems and the production of digi-
tal content in order to be able to fulfil 
these obligations to the public – just as 
they have hitherto been able to fulfil the 

legally binding obligations in reference to 
analogue material?  

► Is it feasible that new usage rights can be 
established on the basis of the present fi-
nancial resources – or is further funding 
necessary? 

Bottom line 
In conclusion, the experiences are limited 
and DRM is still a technology in the making. 
Public libraries and other information pro-
viders have yet to explore the possibilities of 
both digitalised information and DRM, with 
respect to their obligation to meet certain 
standards of quality, diversity and actuality. 
Therefore the parties need to form agree-
ments on the right of usage of digitalised 
information. As a part of this agreement 
DRM technology should be considered, but 
to ensure interoperability an open standard 
may be required.  

To fully explore these findings the Danish 
ministries of Culture, of Science, Technology 
and Innovation and of Economics and Busi-
ness Affairs should intensify their corpora-
tion in the areas mentioned. Furthermore, 
politicians and officials should continue the 
attempt to establish a wider consensus on the 
long-term prospects in order to attain a bal-
ance between the copyright holders’ legiti-
mate demand for payment and the citizens’ 
need for free access to information. 
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Editorial of INDICARE Monitor Vol. 2, No 8, 28 October 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: Two articles in the present issue of the INDICARE Monitor challenge the techno-legal 
content protection paradigm in different ways; a) by pointing to business models exploiting ei-
ther side effects of piracy or leveraging degradation of (illegal) content; and b) by demonstrating 
– for a niche segment of the online music market – that a business model based on reciprocity 
can lead to voluntary payments. In addition you will find a cautious investigation of the question 
if and how Creative Commons can take advantage of TPMs, and a careful analysis of a law suit 
dealing with Apple’s protectionist FairPlay strategy from the perspective of competition law. 
Finally we present a very selective review of four recent OECD studies on segments of the digi-
tal media industry – filtering out what the OECD has to say about DRM. 

Keywords: editorial – INDICARE 

 

About this issue 
Alternatives to the techno-legal content 
protection paradigm 
Vural Ünlü, consultant and author of a book 
on “Content Protection – Economic analysis 
and techno-legal implementation” starts from 
the assumption that loss of revenues in the 
music industry is indeed to a significant ex-
tent due to copyright infringements. Based 
on sound knowledge of network economics 
he argues that there are business models to 
fight piracy and to regain revenues without 
strong technical protection measures (TPM). 
Responding to consumer needs by increasing 
the utility of products and services is key. 
Two strategies are discussed: one in which 
side effects of piracy are exploited, and a 
second in which content degradation is sug-
gested, i.e. ways to increase the utility differ-
ence between original and pirated products 
by either combining media products with 
services difficult to copy, by increasing 
transaction costs for illegal offerings, or psy-
chological devaluation of pirated goods. 

While Ünlü provides theoretical background 
why increasing utility makes DRM protec-
tion less necessary, Tobias Regner and Javier 
Barria, both researchers at Imperial College 
London, have investigated a case in point: 
Magnatune - an online music label with ca. 
200 artists on contract and at the same time 
an online music shop. What makes it specific 
is first that the online store allows unlimited 
streaming or, in other words, informed 
choice before purchasing, and second that 
buyers can choose the price they are willing 

to pay within a range from US $ 5 to 18. The 
researchers performed an empirical analysis 
based on data provided by Magnatune and 
found among other things that buyers pay 
considerably more on average than the 
minimum of US $ 5. They conclude that this 
consumer behaviour is due to the consumer 
friendliness of the service, encouraging peo-
ple to reciprocate and thus to pay more than 
required. They admit that this finding refers 
to a niche market and “cannot be easily ap-
plied to the mass market”. 

CC and TPM 
Jordan S. Hatcher has worked at the AHRC 
Research Centre at the University of Edin-
burgh on a study exploring the possibility to 
use Creative Commons licenses for public 
sector information. One of the research ques-
tions he investigated was if CC licenses are 
compatible with technical protection meas-
ures. For the INDICARE Monitor he ex-
pands on this subject very cautiously. First he 
investigates password protected authenti-
cated environments (e.g. intranets, virtual 
learning environments, digital repositories) 
and concludes that CC licenses do allow 
password schemes. Second, he analyses 
TPMs attached to actual works in order to 
guarantee integrity, tracking of use, and pre-
vention of commercial use. He concludes 
that cautiously applied TPMs “can be used to 
enhance the attractiveness of CC licenses”. 
What is also worth highlighting is that public 
sector organizations obviously have different 
needs than individual authors - a perspective 
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that is often not taken into account in discus-
sions on CC.  

FairPlay plays fair from the point of view of 
French competition law 
Natali Helberger thoroughly discusses an 
interesting law suit in which a French media 
company whose activities include running 
online music stores wanted to get access to 
Apple’s FairPlay DRM system in order to be 
able to offer its music in a format suitable for 
the iPod. The question was if Apple could be 
forced on the grounds of competition law to 
license its technology to a media company 
interested in increasing its customer base. 
The legal concept called “Essential Facilities 
Doctrine” was the legal lever used to open 
access to Apple’s DRM system. It did not 
work out for the media company. This arti-
cle, apart from being an interesting piece of 
legal reasoning, can also be read as a chapter 
in the standards war. For INDICARE of 
course the consequences of these strategies 
and battles for consumers are of utmost in-
terest and consequently addressed in Natali’s 
contribution.  

Review of OECD studies 
The Working Party on the Information Econ-
omy (WPIE) of the OECD has published 
four reports on digital media dealing with 

scientific publishing, music, online computer 
games and mobile content. The studies aim 
to describe these sectors in terms of changing 
market structures, business models, value 
chains etc. DRM is not a central issue in 
these studies. Nevertheless we wanted to find 
out what stance the OECD takes in these 
matters. Philipp Bohn has taken a closer look 
and discusses what the OECD has to say 
about DRM. In the field of scientific publish-
ing, especial Open Access publishing, the 
OECD does no see a role for DRMS. In mu-
sic markets DRMS may play an important 
role protecting intellectual property rights. 
With respect to mobile music policy issues 
related to DRM are highlighted (e.g. infra-
structure, interoperability). In the study on 
computer games DRM has not been an issue 
– although it is mentioned once. The OECD 
admits that further studies into DRM may be 
required, and in fact, meanwhile another 
division of the OECD, the OECD CCP Se-
cretariat of which the European Commission 
is an active member – CCP meaning Con-
sumer Policy Committee – has prepared an 
issue paper on DRM, which however is not 
yet publicly available – but watch the follow-
ing space: http://www.oecd.org/department/ 
0,2688,en_2649_34267_1_1_1_1_1,00.html.  
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Profitable piracy and content degradation 
An alternative to strong content protection 

By: Vural Ünlü, Cogitans Consulting GmbH, Munich, Germany 

Abstract: In the quest to safeguard their means of existence, the media industries have been 
focusing on techno-legal content protection in an isolated and excessive manner and neglecting 
consumer interests in their profitability calculus. Economic reasoning shows, however, that the 
reflection of consumer needs in the design of DRMS is of pivotal importance. Selfish economic 
reasoning demonstrates that decision makers in the media industry must analyse and integrate 
the notion of consumer utility in their overall strategy. The paradox of profitable piracy and con-
tent degradation strategies are discussed that must be taken into account when deciding on an 
appropriate level of copyright protection. 

Keywords: economic analysis – business models, consumer expectations, DRMS, economic 
theory, media markets, piracy 

 

Introduction 
Media managers are complaining heavily 
about piracy. Although the scale of losses 
claimed by their representative bodies should 
be accepted with caution, it can still be seen 
that the dimension of content piracy is sub-
stantial. The significant decrease in revenue 
cannot be explained in terms of ageing 
demographics, the excess revenues generated 
during the vinyl-to-CD conversion cycle and 
greater competition for the disposable in-
come of young consumers, but rather is to a 
significant extent attributable to copyright 
infringements (C.S.a.T.B. 2000). 

The techno-legal paradigm of strong  
protection 
In a situation with extensive intellectual 
property piracy, where current legislation 
fails to provide the necessary security, media 
companies are developing self-help mecha-
nisms in order to safeguard sustained sources 
of direct revenue. The content industry is 
determined to address this critical situation 
by seeking techno-legal means of preventing 
the uncontrolled redistribution of content. 
Technical strategies aim to protect the eco-
nomic interests of media companies through 
the deployment of Technical Protection 
Measures based on key technologies such as 
encryption, watermarking and rights expres-
sion languages (Ünlü and Hess 2004). In this 
context, Charles Clark has stated that “The 
answer to the machine is in the machine” 
(Clark 1996); in other words, the survival of 
the media industries presupposes the devel-

opment of suitable technical infrastructure. 
Technical strategies are effective only when 
accompanied by contract-based legal strate-
gies (e.g. mass market licenses or technology 
licenses) and by an appropriate legal frame-
work that supports the use of DRMS solu-
tions by ensuring the protection of technical 
measures (Bechtold 2002). In fact, the tech-
nological and legal approaches provide mu-
tual support for one another, thereby consti-
tuting a protective unity. Technology pre-
vents infringements, while legal measures 
provide deterrents regarding circumvention 
of the technology.  

In the quest to safeguard their means of exis-
tence, the media industries have been focus-
ing on techno-legal content protection in an 
isolated and excessive manner and neglecting 
consumer interests in their profitability cal-
culus. Numerous voices support the so called 
“Napsterization” threat model that assumes 
that one crack is sufficient to enable a pirate 
to inject the content into P2P networks, lead-
ing to the perfect public good problem, a 
phenomenon also referred to as “ROCE” 
(Rip Once, Copy Everywhere). Therefore, in 
accordance with the Napsterization model, 
the DRMS security design selected must be 
absolutely bullet-proof in order to prevent a 
single attack which threatens the entire eco-
nomic value of the content.  

A paradigm based on consumer needs  
However, this would not make sense, either 
from a technical or from an economic per-
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spective. From a technical viewpoint, it will 
never be possible to implement complete 
protection. Even if technological protection 
measures can remain a step ahead of the at-
tack techniques and tools of the hacker 
community, the fundamental problem of the 
“analogue hole will continue to exist. This 
refers to the possibility of digitising high-
quality analogue copies and distributing at 
least one copy in media networks, with the 
resulting snowball effects (due to the prob-
lem of the “digital hole). Thus, sooner or 
later, the availability of unauthorised copies 
must be expected. 

In economic terms it is not necessary to in-
crease protection levels excessively or to 
make technical installations bullet-proof. 
DRM systems have a substantial price at-
tached to them. The costs of setting up, de-
ploying and maintaining the technical infra-
structure seriously erode revenue potentials 
(Ünlü and Hess 2005). Therefore, in some 
situations weaker protection may be prefer-
able to stronger forms of content protection. 
Shapiro and Varian summarise this by stat-
ing, “The important thing is to maximise the 
value of your intellectual property, not to 
protect it for the sake of protection” (Shapiro 
and Varian 1999). The need to fine-tune the 
level of content protection is a well-
investigated research issue. Empirical case 
studies show that liberal download sites with 
a low protection level, such as iTunes, have 
proven successful in the marketplace, while 
many strong content protection systems, such 
as Sony´s Key2Audio system, have been 
outright commercial flops (von Walter and 
Hess 2004).  

Thus, economic reasoning shows that the 
reflection of consumer needs in the design of 
DRMS is of pivotal importance. Therefore, 
this contribution seeks to show that decision 
makers in the media industry must analyse 
and integrate the notion of consumer utility 
in their overall strategy. The technical design 
of DRMS and the scope of content protection 
must be aligned to consumer interest and the 
given competitive situation. For this purpose, 
more abstract industrial organization-models 
are helpful to determine this optimal level of 
protection and understand how this level 

depends on the given market structure (Yoon 
2001).  

The following arguments demonstrate that a 
lower level of technical content protection 
can both satisfy consumer needs and increase 
profits. Thus, consumer requirements are 
reconciled with the economic imperative. 
The corollary is that hurting consumer inter-
ests can lead to a depression of profits. 
Therefore, consumer-friendly technical in-
stallations should be desirable, not in order to 
demonstrate excessive civil responsibility on 
the part of the media industries and concede 
to consumers their well-deserved legal free-
dom. Instead, the idea is to selfishly maxi-
mize profits by accounting for the needs of 
honest and potentially illicit consumers.  

Paradox of profitable piracy 
The pirating of copyright materials is consid-
ered harmful to the interests of the copyright 
owner. However, some economists argue that 
the toleration of certain levels of piracy can 
enhance profits and accommodate consumer 
demand for more liberalized usage, a posi-
tion which may appear counterintuitive at 
first sight. Three factors associated with 
“profitable piracy” have been identified in 
the economic literature: indirect appropria-
tion, experience effects and network exter-
nalities (King and Lampe 2002). 

In the case of indirect appropriation, the 
copyright owner is able to obtain revenue 
from unauthorised copies by charging a 
higher price for the original media products 
from which unauthorised copies are made. 
The logic behind this approach is straight-
forward: If the copyright owner knows which 
originals will be used to make copies, a 
higher price can be charged for these origi-
nals. This allows the copyright holder to 
capture some of the revenues that could have 
been appropriated through ordinary sales if 
unauthorised copying had been prevented 
(Liebowitz 1985).  

Experience effects can also lead to profitable 
piracy. Information goods can be considered 
to be experience goods, since consumers are 
not perfectly informed about the characteris-
tics of media products prior to consumption. 
Copies provide information concerning the 
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value of a product, and this in turn promotes 
the purchasing decision. Network technolo-
gies, such as Peer-to-Peer (P2P) systems, can 
help copyright owners by making it easier for 
consumers to inspect the media products (e.g. 
by sampling songs), so as to facilitate the 
purchasing decision. If P2P systems were 
merely used to “try out” content, then their 
use would be complementary to retail pur-
chasing, rather than a substitute for it. In 
addition, the exchange of media products 
stimulates demand by allowing consumers to 
sample content that is subsequently bought. 

Finally, network externalities are highly rele-
vant in markets for information goods in 
cases where consumer valuation of a good 
increases when more consumers have pur-
chased it. For example, in the case of online 
games, network effects emerge from the li-
quidity of the player pool. Both legal and 
illegal copies of the game application can 
expand the “network” of consumers of that 
online game. Due to the existence of network 
effects, unauthorised copying and consump-
tion provide value to legitimate buyers. It 
thus seems reasonable that illicit copying 
may benefit rights holders for information 
goods that exhibit network effects (Conner 
and Rumelt 1991). 

Effects of content degradation 
Media companies can also engage in content 
degradation activities, by focusing on ways 
to increase the utility difference between 
original and pirated products. An important 
parameter is the degradation factor that 
represents the utility discount of the media 
product vis-à-vis the original product. A low 
degradation factor means that the pirated 
product is only slightly degraded and pro-
vides almost the same utility to the consumer 
as the original product. Conversely, a high 
degradation factor reflects substantial degra-
dation and consequently a significant loss of 
utility vis-à-vis the original product. The 
concept of content degradation can be inter-
preted in two ways: 

First, it can be interpreted as the quality dis-
count of the pirated product in relation to the 
original product. In the case of analogue 
reproduction, copies represent poor substi-
tutes for originals (e.g. “screener” copies 

produced illicitly in cinemas). Although this 
does not apply to digital reproduction, origi-
nal content often provides consumers with a 
higher level of utility, to the extent that it is 
bundled with valuable additional services, 
which are unobtainable or difficult to obtain 
from pirates. For instance, software products 
are often supplied with manuals and support 
services, such as technical support; and dis-
counts on upgrades may be provided. 

Alternatively, it can be interpreted as a trans-
action cost disadvantage incurred when pur-
chasing the product from a pirated source. In 
this interpretation, a high degradation level 
means that the transaction cost is prohibi-
tively high when purchasing from a pirate, 
with the result that the valuation of the origi-
nal media product is reduced almost to zero. 
For example, in the case of highly degraded 
media product, a consumer who wishes to 
purchase from an original content provider 
can simply buy the content legally via a 
known (online) retailer. If instead the cus-
tomer wishes to purchase from the pirate, it 
is first necessary to find the pirated product, 
which implies higher search costs and possi-
bly greater download costs than in the case of 
purchasing the original product. Thus, the 
overall transaction costs of purchasing from a 
pirate may be much higher than are those for 
purchasing from a legal source. This reduces 
the level of utility of pirated products. 

Content degradation strategies 
Content degradation strategies assume that 
the media company can determine the level 
of degradation of competing pirated prod-
ucts. While network effects are inherent in a 
media product and therefore constitute a 
given exogenous parameter, it can be argued 
that the quality difference between a pirated 
product and the original is something that 
can be deliberately designed into the compet-
ing products. In fact there are at least three 
strategies which could cause customers to 
have a reduced willingness for pirated as 
opposed to original products (Ünlü 2005). 

First, media companies can combine their 
information products with (physical) services 
that are difficult to copy. For example, this 
could take the form of more sophisticated 
(including individualised) artwork accompa-
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nying audio CDs, or bundling media prod-
ucts with promotional activities, such as 
sweepstakes. 

Secondly, media companies could increase 
transaction costs for illegal purchases. One 
approach would be for legal companies to 
penetrate P2P networks and supply illegal 
downloaders with fake pirated goods. This 
would greatly increase the search costs in-
volved in finding genuine pirated goods. This 
has occurred in the case of Madonna‘s 
“American Life” album, where fans seeking 
tracks from P2P networks have downloaded 
files which are blank except for Madonna 
delivering a message to those attempting to 
download her new songs. This could at least 
provide a fresh approach to the problem of 
music piracy and file-trading. 

Thirdly, through fear campaigning, media 
companies could highlight the ethical and 
legal problems associated with piracy. This 
could result in a psychological devaluation of 
pirated media products. 

It can be seen that there are various ways to 
deliberately increase the degradation level, 
which can also be used in combination. In all 
these cases, media companies have to incur 
additional costs in order to increase the util-
ity difference between original and pirated 
products. Related costs include production 
costs for additional physical components, 
server and broadband capacity to infiltrate 
P2P networks, and advertising costs. 

The benefit of “homemade” content degrada-
tion is that it reduces the need for technical 
protection. This means that content degrada-
tion is in some sense a substitute for a higher 

protection level. Therefore, with a bundle of 
degradation measures, the need for high-
security, illiberal DRMS can be reduced. 
Honest consumers are not hurt but – instead 
– benefit from this downward adjusted level 
of protection. However, efforts to increase 
the quality difference between original and 
pirated products (e.g. by means of content 
individualisation) also imply costs which 
should not be unreasonably high (Ünlü 
2005). 

Bottom line 
The aim of this article was to demonstrate 
that consumer and media industry interest 
must not diverge. On the contrary, optimised 
profits can only be achieved by accounting 
for consumer welfare. Specific characteris-
tics of markets for information goods (which 
exhibit network effects) must be taken into 
account when deciding on an appropriate 
level of copyright protection. Besides, prod-
uct design decisions can add value to prod-
ucts confronted with piracy, when such 
measures are a cost-effective alternative to 
technological protection measures. Based on 
theoretical evidence, there is reason to sug-
gest that media managers should be careful 
not to implement excessively high levels of 
protection. Consumer interests have norma-
tive implications for the ideal design of a 
DRMS. In future, further research efforts 
should be made to investigate the interrela-
tionship between consumer utility and the 
need for technical protection from an eco-
nomic perspective. 
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Magnatune - A voluntary-based model for online music 
By: Tobias Regner and Javier Barria, Imperial College London, United Kingdom  

Abstract: The article analyses the behaviour of consumers of the online music label Mag-
natune. Its online store allows users unlimited streaming. This comprehensive pre-purchase 
access facilitates music discovery and allows an informed buying decision. Consumers may pay 
what they want for music albums as long as the payment is within a given price range ($ 5-$ 
18). Our empirical analysis shows that the average payment is $ 8.20, far more than the mini-
mum of $ 5 and even higher than the recommended price of $ 8. We conclude that Mag-
natune’s open contracts design can encourage people to reciprocate and make voluntary pay-
ments. 

Keywords: economic analysis – business models, consumer behaviour, economic theory,  
music markets 

 

Introduction 
Social preferences have been increasingly 
studied in theoretical and empirical research. 
We develop a social preferences-based 
model to analyse the music industry which 
struggles to adjust its conventional business 
model to the challenges of P2P file sharing 
networks. Conventional online music stores 
attempt to implement Digital Rights Man-
agement (DRM) systems in order to stop 
illicit copying. However, effective copy pro-

tection appears to be hard to achieve as P2P 
file sharing still thrives. Moreover, common 
DRM systems restrict consumers in their 
consumption in various ways (limitations on 
sampling, burning or transferring content). 

The niche label Magnatune (cf. sources) goes 
another way. It lets consumers choose from a 
given price range ($ 5 to $ 18). They can pay 
what they want for music. Moreover, Mag-
natune offers a free and comprehensive mu-
sic discovery tool. An online radio service 
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with unlimited streaming lets consumers try 
out songs they are interested in. We collected 
a data set of all the label’s transactions over 
18 months and analysed the payments that 
consumers made. 

The results of our investigation of this alter-
native business model – the variable pricing 
concept of Magnatune – are presented in the 
following. First we describe Magnatune in 
detail; next we introduce our theoretical 
model and highlight the findings of our data 
analysis. Finally we draw conclusions from 
the research performed. The complete theo-
retical model and the full regression analysis 
of the data can be found in an extended paper 
(Regner and Barria 2005). 

The music label Magnatune  
The label was founded in October 2003 and 
it has around 200 artists on contract. Mag-
natune prides itself of having a very strict 
selection process to guarantee high quality. 
The revenue is evenly split between artist 
and Magnatune and its slogan is: “We’re a 
record label. But we’re not evil.” File quality 
and format is up to the consumer. Even CD-
quality files can be downloaded and the for-
mats on offer give a good choice: WAV, 
MP3, OGG, FLAC and AAC. The payment 
is variable as consumers can set the price 
themselves. The given price range for an 
artist’s album is $ 5 to $ 18 and Magnatune 
recommends $ 8. The actual price is selected 
by the consumer in a pop-up menu where $ 8 
is the default setting.  
Payment is processed by credit card or Pay-
Pal. As it is not compulsory to leave an e-
mail, consumers can remain anonymous at 
Magnatune. Albums can be downloaded 
online or bought as a CD. A fee ($ 4.97) for 
the physical costs of material and shipping is 
due for CD purchases. Magnatune is based in 
the USA, but as an online store it has con-
sumers around the world. 
Magnatune’s artists are categorised in vari-
ous different genres. There is a wide range of 
music available from classical music to Elec-
tronica, Jazz and Blues, Metal&Punk, New 
Age, Rock and Pop, World and several more. 
Magnatune can be seen as a niche label that 
offers music of relatively unknown artists. 
Mainstream music of famous artists is not 

sold. Therefore, the focus of Magnatune – 
and the article’s – is music of less-known 
artists and subsequently uncertain quality.  

Experience good aspects are well taken into 
account at Magnatune as music discovery is 
greatly facilitated. Full streaming access to 
all songs is provided in low or high quality. 
An online radio service can be used to listen 
to genre selections or artists’ albums. Visi-
tors of the site are allowed to test the avail-
able music as often as they want. Essentially, 
consumers have all possible means available 
to sample music and find out how much a 
song/album is worth to them before having to 
make a decision on the payment. This stands 
in stark contrast to the usual practice of con-
ventional online music stores where merely 
30 seconds snippets of songs are available 
for sampling if at all. 

Summary of the model  
We studied the relationship between labels 
and consumers using a moral hazard model 
for our analysis. It takes social preferences 
(see Camerer 2003) into account and it con-
siders the importance of free sampling of 
experience goods (e.g. music). Magnatune’s 
comprehensive pre-purchase access allows 
consumers to make an informed buying deci-
sion. They can experience the information 
good long enough to determine how much it 
is worth to them and decide whether they 
really want to buy it. This full pre-purchase 
access can also be regarded by consumers as 
kind behaviour of labels (as it allows them to 
make an informed choice). Consumers are 
willing to reciprocate by making a high vol-
untary payment, if they are socially-minded. 
Selfish consumers would free ride and would 
only pay the minimum. 
In the model the label offers music online on 
its web site and consumers purchase albums. 
The payment of consumers is not enforceable 
as substitutes are available for free in P2P 
file-sharing networks. It is therefore subject 
to moral hazard. Moreover, the value of con-
sumption depends on the amount of pre-
purchase access to music. Limited access and 
restricted sampling mean a lower value for 
consumers than comprehensive pre-purchase 
access. 
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In contrast to a conventional label the set up 
of Magnatune allows for an open contracts 
design. The agents have the opportunity to 
respond to the action of the other. Thus, both 
sides are encouraged to reciprocate. Fairness 
and reciprocity can also be regarded as the 
enforcement device of this contract (see Fehr 
et al. 1997 for a similar model in a labour 
market context). The fact that the consumer 
in our model is free to choose the payment 
from a given range adds this feature to the 
contract design. Hence, our model consists of 
two stages. First, the label decides whether it 
allows free comprehensive pre-purchase 
access to the music or not. Then, the con-
sumers make their purchase and payment 
decision (being kind, e.g. a voluntary pay-
ment, or not). 

The theoretical model explains when con-
sumers make a voluntary payment. Social 
preferences are incorporated into the utility 
function with a reciprocity payoff. This ap-
plies the psychological game theory frame-
work developed in Geanakoplos et al. (1989) 
and is based on the seminal work of Rabin 
(1993) and Dufwenberg and Kirchsteiger 
(2004). The utility function of socially 
minded individuals increases not only in their 
material payoffs but also in the psychological 
payoffs which depend on the individuals’ 
kindness to others and beliefs about that. 
Essentially, utility increases when the signs 
of kindness and beliefs about the other’s 
kindness match. Two equilibria – a negative 
reciprocity equilibrium (both playing nasty) 
and a positive reciprocity equilibrium (both 
playing kind) – are possible. Consumers will 
prefer to make a voluntary payment once 
reciprocity gains outweigh the material loss 
of making the higher payment. However, 
consumers and label have to be sufficiently 
motivated by reciprocity for this to happen.  

As concerns for reputation do not play a role 
in this context we conclude that the premium 
exceeding the minimum price of $ 5 should 
be motivated by social preferences, e.g. re-
ciprocity.  

Data analysis  
Our data set goes back to the actual start of 
Magnatune’s service in September 2003 and 
contains all 14,367 album purchases from 

then until January 2005. Upon initial contact 
Magnatune was interested in research col-
laboration and hence provided the data. 
Apart from the payment information we also 
collected the purchase date, an encrypted 
identifier of the consumer, his/her gender and 
country of residence, the artist, the music 
genre, the means of payment, the type 
(download or CD) and whether an e-mail 
address was left or not. In addition to these 
variables we computed the total amount of 
purchases and the number of a respective 
purchase of a consumer. Moreover, we cre-
ated a dummy variable for female consum-
ers, if no e-mail was left, if a CD was pur-
chased, if PayPal was used and also various 
country and genre dummies. The number of 
purchases has been fairly stable over time 
and there is only minor fluctuation since 
October 2003. 

The average payment for an album is $ 
8.197, the median and mode of the distribu-
tion are both $ 8. Only 14.5% of all pur-
chases were at the required minimum of $ 5. 
No time trend can be seen during the obser-
vation period. The data has been generated 
by 7,620 different consumers; most of them 
(4,986) purchased only one album. On aver-
age consumers bought 1.86 albums. The 
most albums a consumer purchased were 49. 
Payments made vary between the minimum 
of $ 5 and the highest price possible.  

Further interesting findings are: Consumers 
who leave an e-mail tend to spend more on a 
purchase. The average payment is $ 8.23 
when consumers left their e-mail, while it is 
$ 7.82 when consumers preferred to remain 
anonymous. The two payment options credit 
card ($ 8.21) and PayPal ($ 8.16) average 
very similar payments. CD buyers pay a fee 
($ 4.97) for the physical costs of material and 
shipping. Still, the sale of CDs ($ 8.93) gen-
erates a higher payment than the sale of 
downloadable files ($ 8.17). About two thirds 
of sales come from the U.S. After correcting 
for currency and GDP differences between 
countries only minor variations in the size of 
payments can be observed. 

The average payment decreases with the total 
of purchases a consumer has made. While the 
average payment for one-time purchases is $ 
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8.29, the average payment with more than 
four purchases is only $ 8.06. There seems to 
be a decreasing individual trend line for fre-
quent consumers. However, the average 
payment of first-time buyers is stable around 
$ 8.26 and they are also “joining” Magnatune 
at a stable rate over the months. 

Conclusions 
Our model explains the behaviour of Mag-
natune consumers who consistently pay more 
than the requested minimum price and even 
pay more on average than the recom-
mended/default price. We conclude that 
reputation effects cannot play a role in this 
environment. Therefore, social preferences 
are the likely motivation of the consumers 
that make voluntary payments.  

Reciprocity is the source of social prefer-
ences in the model. The comprehensive and 
free pre-purchase access of Magnatune al-
lows consumers to make an informed buying 
decision. This is regarded as kind behaviour 
by sufficiently socially-minded consumers 
and it triggers a kind reaction. They make a 
voluntary payment, while self-interested 
consumers only pay the minimum. All con-
sumers do maximise their utility. 

Our empirical analysis shows that the aver-
age payment is $ 8.20, far more than the 
minimum of $ 5 and even higher than the 
recommended price of $ 8. A regression 

analysis shows that several factors have an 
impact on the size of the payment. The pur-
chase of a CD (instead of the mere 
download) has a positive effect as well as 
some genres, e.g. “rock”. The number of 
purchase and the anonymity of the consumer 
affect the payment negatively. The dummy 
for female consumers is not significant. 

Compared to a conventional online music 
store that charges a fixed price of – for in-
stance – $ 8 an album (and offers only lim-
ited sampling possibilities if at all) Mag-
natune makes more visitors acquainted with 
its songs and thus turns more visitors of the 
site into consumers; and they still pay more 
than the recommended price of $ 8. 

Bottom line 
Still, despite the positive results of voluntary 
contributions and variable pricing for music 
it is important to stress that a niche of the 
market has been analysed and the results for 
rather unknown artists cannot be easily ap-
plied to the mass market. Nevertheless, the 
open contracts design of Magnatune should 
be regarded as a promising alternative to 
strictly DRM-based stores. In an artist life-
cycle model it suits artists in an early stage 
where they are not (yet) well-known. Then, 
the experience good aspect of pre-purchase 
access and the higher exposure it allows is 
relatively more important.  

Sources 
► Camerer, C. (2003): Behavioral game theory: Experiments in strategic interaction. Princeton University 

Press, Princeton  
► Dufwenberg, M. and G. Kirchsteiger, G. (2004):  A theory of sequential reciprocity. Games and Eco-

nomic Behavior, 47, pp. 268-298 
► Fehr, E.; Gächter, S.; Kirchsteiger, G. (1997): Reciprocity as a contract enforcement device: Experi-

mental evidence. Econometrica, 65, 833-860  
► Geanakopolos, J.; Pearce, D.; Staccetti, E. (1989): Psychological games and sequential rationality. 

Games and Economic Behavior, 1, 60-79  
► Magnatune: http://www.magnatune.com 
► Rabin, M. (1993): Incorporating fairness into game-theory and economics. American Economic Re-

view, 83, 1281-1302  
► Regner, T. and Barria, J. A. (2005): Magnatune: Variable pricing for music, mimeo, online available at: 

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=721596 

About the authors: Tobias Regner is a research associate and Javier Barria a senior lecturer 
at Imperial College London. They have extensive research background in the economics and 
business aspects of digital media industries. Javier Barria has also been work package leader in 
several EU-funded projects. The current projects TIRAMISU and DANAE partially supported this 
work. Both authors are based in the Intelligent Systems & Networks group of the Department of 
Electrical and Electronic Engineering, Imperial College London, Exhibition Road, SW7 2BT, 
London, United Kingdom. E-mail: t.regner@imperial.ac.uk and j.barria@imperial.ac.uk 



 

INDICARE Monitor Vol. 2, No 8, 28 October 2005 256

Status: first posted 20/10/05; licensed under Creative Commons 

URL: http://www.indicare.org/tiki-read_article.php?articleId=147  

 

Can TPMs help create a commons?  
Looking at whether and how TPMs and Creative Commons licenses 
can work together 
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Abstract: The Common Information Environment (CIE) recently released a report concerning 
the possibility of using Creative Commons licenses for information produced by public sector 
bodies (Barker et al. 2005). One of the issues that came up during the study was the compatibil-
ity of Creative Commons (CC) licenses and Digital Rights Management technologies (referred 
to here as Technical Protection Measures). Many public sector bodies felt that password protec-
tion schemes were a practical necessity and would not consider CC if they could not place ma-
terials behind a password. This article expands upon the conclusion in the report that CC li-
censes do allow password schemes and considers a broader scope of TPMs. Though any or-
ganization or individual looking to implement TPMs on CC licensed content must tread carefully, 
TPMs can be used to enhance the attractiveness of CC licenses.  
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Introduction 
This past summer, the Common Information 
Environment (CIE) group – a collection of 
public sector organizations that work to-
gether to provide information services to UK 
citizens – sponsored a study into the applica-
bility of Creative Commons (CC) licenses to 
UK public sector organizations. Under this 
study, Intrallect and the AHRC Research 
Centre for Studies in Intellectual Property 
and Technology Law at the University of 
Edinburgh examined “the potential for Crea-
tive Commons licenses to clarify and sim-
plify the process of making digital resources 
available for re-use”. The public sector or-
ganizations concentrated on in the study in-
cluded museums, libraries, and teachers from 
all levels of education. Any public sector 
body, however, could apply the information 
in this report (and in this article) with, of 
course, taking into consideration laws such 
as the recent Directive on the re-use of public 
sector information (Directive 2003/98/EC). 

Copyright issues can often hinder sharing 
between organizations and by end-users. 
Take, for example, a teacher who wants to 
create a set of handouts and a PowerPoint for 
a class on 20th century Spanish art. There are, 

perhaps, 10 other teachers that have taught 
this same class. In order to assist in creating 
her class, this teacher would like to build on 
some of these other materials and to include 
some pictures of the artwork. Copyright law 
states that she will need to get permission 
from each author – which means contacting 
each artist and teacher (and possibly their 
institution) and getting written permission to 
use the materials. This process of asking 
permission can be very time-consuming and 
most teachers will either use the materials 
without asking (infringement) or not use the 
materials at all. This creates a major stum-
bling block to an organization aimed at liter-
ally creating a “Common Information Envi-
ronment” where information can be freely 
shared. Licenses such as the ones offered by 
Creative Commons are seen as potentially 
solving these problems essentially by label-
ling the content as “shareable” and therefore 
removing the need for end-users to go 
through the tedious process of asking permis-
sion.  

Through stakeholder workshops conducted 
as part of the study it quickly emerged that 
Technical Protection Measures (TPMs) may 
be both desirable and potentially a problem 



 

INDICARE Monitor Vol. 2, No 8, 28 October 2005 257

under the terms of the Creative Commons 
suite of licenses. At first blush the two may 
seem too incompatible at all to work to-
gether: CC encourages openly and freely 
sharing material while some see TPMs as 
restricting sharing. The key to resolving this 
superficial conflict resides in realizing the 
true scope of CC licenses and TPMs. Crea-
tive Commons licenses, do not simply allow 
a free-for-all among users. There are certain 
limits and responsibilities on behalf of the 
user, such as non-commercial use restrictions 
in the CC-NC license or attribution require-
ments. As any reader of the INDICARE 
Monitor will surely know, TPMs don’t mean 
total control. Consumer perception, however, 
often equates TPMs with severe restrictions. 
Thus some clarification of how CC licenses 
and TPMs can work together is in order. 

This article first takes a look at the problems 
and needs of end-users. This section identi-
fies possible areas where TPMs may be a 
solution to some of the misapprehensions 
that organizations may have in using Crea-
tive Commons licenses. The next section 
then looks at the license itself to see the pos-
sible TPMs that organizations could use and 
still remain compliant with the license. The 
next two sections deal with two different 
kinds of TPMs, those that deal with access to 
the work versus those that deal with the work 
itself. The article then briefly concludes with 
a word of caution about some of the solutions 
in this area.  

Problems and needs of end-users 
Several questions and problems arose during 
the course of the study where technological 
measures were identified as being either use-
ful or essential to end-users in order for them 
to feel comfortable with using Creative 
Commons licenses. These areas primarily 
concerned: 

► Authenticated Environments – Many 
participants were interested in placing 
CC-licensed materials in such authenti-
cated environments as intranets, virtual 
learning environments, and digital reposi-
tories. The practical difficulties of sepa-
rating out CC-licensed material from re-
stricted access material proved the most 
major stumbling block when considering 

these licenses. If the licenses prohibit use 
of the material behind a password (au-
thentication), then most institutions 
would not use Creative Commons simply 
because of the extra expense of maintain-
ing a separate access system (website, da-
tabase, etc). 

► A desire to track use of the work – 
Many groups would like to see how their 
works are being used both for grant pur-
poses, such as to report back to funding 
organizations on the effectiveness of a 
project, and to be able to assess their own 
effectiveness. 

► Preventing commercial use – There 
was a significant interest (67%) (Barker 
et. al. 2005, p. 11) in the Non-Com-
mercial license option and thus an inter-
est in ways to maintain this restriction. 

► Guaranteeing integrity of the work – 
Many participants were concerned about 
the reputational harm caused by end-
users altering their works in unacceptable 
ways. A way to guarantee the integrity of 
the work was seen as desirable in order to 
prevent this harm 

The last three areas deal with technological 
measures directly affecting the works, while 
the first area only considers measures that 
control access to the area where the work is 
stored. The next step is to examine the li-
censes themselves to see if these four areas 
may be used within the terms of the license. 

Terms in the Creative Commons 
The Creative Commons movement started in 
the United States and has evolved into a 
worldwide phenomenon. The goal of the 
licenses is to provide a simple way for users 
to allow others to share their works in a 
“some rights reserved” environment. Instead 
of hiring a copyright lawyer or going through 
the tedious process of drafting their own 
license, users can go to one of the Creative 
Commons websites and click through various 
options to arrive at a license. A wealth of 
information is available on their site and 
within the CIE report about the different 
options available, and readers are encouraged 
to find out more through these sources.  
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Despite the different options, such as the 
Non-Commercial restriction mentioned 
above, each license is made up of a set of 
“baseline rights” that are a part of every li-
cense. The language addressing Technical 
Protection Measures is in this section. The 
first question is to consider what TPMs the 
Creative Commons licenses prohibit. In re-
gards to TPMs, the generic license states: 

 
4. Restrictions *** 
a. *** You may not distribute, publicly 
display, publicly perform, or publicly 
digitally perform the Work with any 
technological measures that control ac-
cess or use of the Work in a manner in-
consistent with the terms of this License 
Agreement. (2.5 BY) 

 
Jurisdiction specific licenses such as the Eng-
land and Wales licenses or the German li-
censes are ported from the generic license; 
therefore the generic license is the focus of 
this article. The emphasized portion quoted 
above demonstrates that CC licenses only 
prohibit TPMs that change the rights granted 
by the license.  

Because these licenses only bar TPMs that 
alter or restrict the terms of the license, the 
next step is to pinpoint the rights are granted 
by the license. The baseline rights also con-
tain the following grant to the end-user: 

 
3. License Grant. *** 
a. to reproduce the Work, to incorporate 
the Work into one or more Collective 
Works, and to reproduce the Work as 
incorporated in the Collective Works; 
b. to create and reproduce Derivative 
Works; 
c. to distribute copies or phonorecords 
of, display publicly, perform publicly, 
and perform publicly by means of a 
digital audio transmission the Work in-
cluding as incorporated in Collective 
Works; 
d. to distribute copies or phonorecords 
of, display publicly, perform publicly, 
and perform publicly by means of a 
digital audio transmission Derivative 
Works. (2.5 BY) 

Obviously the sections granting derivative 
work rights are altered and new language is 
added in licenses with the “No Derivative” 
option. Besides the above grants, there are 
additional restrictions, such as “keep[ing] 
intact all copyright notices” and requiring 
attribution of the work. When these two parts 
of the license are read together, it seems that 
there is significant room for TPMs to work in 
the Creative Commons environment. The CC 
website even mentions that TPMs can be 
used with the licenses (FAQ, 5.12 and 5.13). 

Authenticated environments 
Password protected or otherwise authenti-
cated environments are probably the easiest 
area to address when examining TPMs and 
Creative Commons. Examples include intra-
nets, virtual learning environments (VLE) 
(online classes), and digital repositories (such 
as for teaching materials). These environ-
ments need to be authenticated because they 
require access to copyright restricted mate-
rial, such as licensed textbook material in a 
VLE. These passwords are contemplated 
only to gain access to the storage area of the 
work and not placed on the work itself. Plac-
ing a password on the work itself, such as 
can be done in Adobe when creating *.pdf 
files, would be both unnecessary and would 
violate the terms of the license by restricting 
the ability to reproduce and distribute the 
work. 

Authentication schemes are based more on 
practical necessity and not on a desire to 
restrict certain uses of the works. As a result, 
the institutions involved do not have a desire 
to prohibit any of the granted rights inside or 
outside of the password system. End-users 
would still be free to distribute or reproduce 
the work both inside and outside the pass-
word-protected domain. Clearly, any attempt 
to restrict them from taking CC-licensed 
work outside of the authenticated environ-
ment would contravene the rights granted by 
the license (distribution, reproduction, etc.). 
Based on this, Creative Commons licenses 
do not restrict institutions from placing mate-
rials inside of an authenticated environment. 
Care would have to be taken by organiza-
tions using password schemes that they do 
not include terms in the contract for registra-
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tion that violate the CC license (such as for-
bidding distribution outside of the system) or 
in the case of Non-Commercial CC licenses 
try to make commercial use of the user regis-
tration or use data gathered within the sys-
tem. 

“Direct” TPMs 
Technical Protection Measures that cover the 
three other areas mentioned – guaranteeing 
integrity, tracking use, and preventing com-
mercial use – all involve TPMs attached to 
the actual works themselves. Again, using 
Adobe as an example, users could create 
*.pdf files that prohibit printing or copying 
portions of the work, but features such as 
these would plainly violate the terms of the 
license. Exactly what types of TPMs comply 
with CC licenses is outside the scope of this 
article, but one in particular is worth men-
tioning: Watermarking. 

Watermarking, like the password protection 
schemes mentioned, is the least invasive 
method and thus most likely to comport both 
philosophically and legally with the Creative 
Commons family of licenses. Simply placing 
some information in the work would not 
hamper the ability to copy and distribute the 
work. They would perhaps be most useful for 
those using the “No Derivative” CC license. 
Watermarking could allow for users to au-
thenticate the integrity of the content and for 
content creators to track use. The use infor-
mation can then be passed on to funding 
agencies or used internally in order to assess 
the usefulness of the licenses in encouraging 
re-use. These watermarks could also help 
prevent commercial use for organizations 
using the non-commercial (NC) option. 

TPMs placed directly on the works tread a 
fine line between allowing the freedoms 
granted under the license and the law (such 
as fair use/fair dealing) and the goal of limit-
ing use of the work through technical means. 
Creative Commons as an organization takes a 

stance against using these technologies be-
cause they believe that this line is too fine. 
From their website: 

Why don’t we use technology to en-
force rights? ... Perhaps the most famil-
iar is the fact that technology cannot 
protect freedoms such as “fair use.” ... 
[M]ore importantly, we believe, techno-
logical enforcement burdens unplanned 
creative reuse of creative work. ... [W]e 
... are concerned that the ecology for 
creativity will be stifled by the perva-
sive use of technology to “manage” 
rights. ...[W]e prefer [copyrights] be re-
spected the old fashioned way - by peo-
ple acting to respect the - freedoms, and 
limits, chosen by the author and en-
forced by the law. (FAQ 5.12) 
 

Use of TPMs fits more into a “rights heavy” 
framework, whereas CC tries to make works 
easily and readily accessible to users. Or-
ganizations need to assess their goals for use 
of CC licenses and the possible impact of 
TPMs on re-use by the end-user before im-
plementing any TPM. 

Bottom line 
Public sector organizations have different 
needs than individual authors. Thus, they 
may have more of a desire to use TPMs 
when making their content freely available. 
Creative Commons offers a host of licenses 
that allow the use of TPMs and make content 
freely available and therefore are an option. 
Certainly no matter what an organization 
decides about whether to use TPMs on the 
CC-licensed work within their control, great 
care will have to be taken so as to make sure 
that the license grants are respected. But 
rather than detracting from Creative Com-
mons licenses, TPMs could enhance the at-
tractiveness to a variety of public sector or-
ganizations, including schools, museums, 
and libraries. 
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Virgin Media versus iTunes 
Using competition law as tool to enforce access to DRM …  
and failing 

By: Natali Helberger, IvIR, Amsterdam, The Netherlands 

Abstract: Apple’s tight control over the FairPlay DRM system has caused many iPod users to 
complain that they cannot play certain files on their iPod, namely the files they bought from 
other online services, using a different DRM system. The proprietary control over FairPlay is 
also a thorn in the flesh of iTunes rivals who sought various ways to get around FairPlay’s lack 
of interoperability. The French enterprise VirginMega tried it the legal way - and so did it come 
that Apple’s FairPlay was probably also the first case in which a competition authority in Europe 
had to decide if access to a Digital Rights Management system can be enforced on grounds of 
competition law. 
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Introduction 
Thanks to the early market instinct of iTunes, 
the success of the iPod, and the fact that the 
iPod does not play (DRM-protected) music 
other than FairPlay protected music, iTunes 
FairPlay DRM is a desirable resource for 
many of iTunes’ competitors. Part of a clever 
business strategy, the iPod is able to play all 
files bought through iTunes and non-
protected MP3 files from various (legal and 
illegal) sources, making it an attractive de-
vice for consumers. What the iPod does not 
do is to support any of the rivalling standards 
used by competing commercial download 
services, neither is it particularly willing to 
license FairPlay to rivals. In other words, 
Apple faces consumers with the choice: “Are 
you with us or are you with them?” 

In response, there have been various attempts 
to get around Apple’s refusal to licence Fair-
Play, so that competitors could make their 
services/devices compatible with the popular 
iTunes standard. RealNetworks, for example, 
one of Apple’s arch enemies, tried it with 
reverse engineering and sold music 
downloads for the iPod in its own unlicensed 
version of FairPlay . Apple changed its tech-
nology and threatened to file suit against 
RealNetworks (Bangeman 2004). Subse-
quently, RealNetworks changed its strategy 
and launched the “Freedom of Choice” cam-
paign to mobilise consumers against the ri-
val’s business methods and services. Goal of 
the campaign was, so RealNetworks, to help 
consumers “break the chains that tie their 
music device [iPod] to proprietary music 
downloads”. And, according to RealNet-
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works, “We are here to inform AND moti-
vate” (Realnetworks 2004). Having said that, 
it is obvious that RealNetworks’ motives 
were not purely altruistic. RealNetworks 
understood very well that a combination of 
successful hardware and a proprietary soft-
ware standard can be a very successful strat-
egy to exclude unwanted competitors, such 
as RealNetworks, from one’s customer base 
(here: the large iPod population). Or to ex-
tend one’s own customer base: this is what 
Microsoft is trying with its own Media 
Player technology which is offered at favour-
able licensing conditions to music services 
and device makers, thereby seeking to outdo 
Apple. 

The French entertainment company Virgin-
Mega tried another way: the legal way. It 
filed in 2004 a complaint against Apple 
Computers France with the French competi-
tion authority, the Conseil de la concurrence 
(Conseil de la concurrence 2004). Virgin-
Mega offers its own music download service 
and uses for this purpose a different DRM 
solution, namely Microsoft’s DRM. Because 
of the proprietary nature of the iPod, con-
sumers who buy digital music files from 
VirginMedia cannot, thus the argument of 
VirginMega, transfer these files to their 
iPods. VirginMega requested a licence from 
Apple for FairPlay so that it could encode its 
music files in the FairPlay format. Apple 
refused. VirginMedia claimed that the refusal 
to grant access to the FairPlay DRM consti-
tutes an abuse of a dominant position accord-
ing to French competition law and Article 82 
of the EC Treaty – and that is where the case 
became interesting for lawyers and the legal-
minded. The goal of this article is to report 
about the decision – in a shortened and rather 
simplified version (for an extensive discus-
sion, see Helberger 2005) - and the argu-
ments that the French competition authority 
used to deny the request.  

The infamous Essential Facilities Doctrine 
The French competition authority examined 
the access request of VirginMega and re-
called for this purpose the jurisdiction of 
French courts and the European Court of 
Justice in so called Essential Facilities Doc-

trine cases. Some words of explanation are in 
place.  

Article 82 (a) of the EC Treaty contains a 
broad general principle that stipulates that 
companies in dominant positions must not 
refuse to supply their goods or services if 
refusal to supply would significantly impact 
competition. Having said this, the granting of 
access to a facility goes beyond the mere 
duty to supply. The obligation to share one’s 
own assets with competitors can result in 
considerable conflicts with commercial inter-
ests and economic freedoms, including the 
right to property and the freedom not to be 
forced to promote competitors at one’s own 
cost (European Commission (1987), Euro-
pean Court of Justice (1998) and (1995), to 
name but some). In addition, the sharing of 
one’s resources can trigger considerable se-
curity risks for the resource operator, as well 
as capacity problems and additional costs. 
All these are reasons why the European 
Court of Justice, the European Commission 
and scholars have argued that the obligation 
to share one’s resources should remain sub-
ject to stricter conditions those foreseen by 
Article 82 (a) of the EC Treaty. Access obli-
gations should be reserved for exceptional 
circumstances, which are summarised in the 
so called Essential Facilities Doctrine. The 
Essential Facilities Doctrine has been pro-
claimed by some scholars as a “powerful tool 
to pry open markets” (Furse 1995), while it 
has been viewed rather critically by others. 

The Essential Facilities Doctrine says that 
any dominant company that controls a so-
called “essential facility’ and that refuses 
access to competitors without objective justi-
fication or that grants access only on terms 
less favourable than those that it offers its 
own associates, acts in breach of Article 82 
(a) of the EC Treaty. An essential facility in 
the sense of the Essential Facilities Doctrine 
may be a product, a service, content, infra-
structure, technical facilities or access to a 
physical thing such as a harbour or an air-
port. In other words, Virgin could stand a 
chance to force Apple’s iTunes to share the 
FairPlay DRM if (1) Virgin can prove that 
Apple is a dominant player, that (2) FairPlay 
is a facility access on which Virgin depends 
if it wishes to supply its customers with mu-
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sic services and that (3) implementing an 
alternative DRM standard is not an economi-
cally viable option. Finally, it would have to 
(4) demonstrate that certain economic inter-
ests of iTunes, concerning available capacity, 
security, technical standards and reasonable 
remuneration interests, are accommodated. 

The decision of the French Conseil de la 
concurrence 
The decisions of the French competition 
authority is instructive as it is, to the knowl-
edge of the author, the first time that a Euro-
pean competition authority had to decide 
about the legitimacy of a refusal to grant 
access to a DRM standard under competition 
law. It is interesting to note that the Conseil 
de la concurrence found that a technology 
that implements a proprietary standard could 
constitute an essential facility. In other 
words, it is not the facility itself but the stan-
dard that is embedded in the facility that can 
make it essential for market entry for others. 
In the end, it decided against a foreclosure 
effect, acknowledging that market foreclo-
sure due to control over a dominant DRM 
standard could not be excluded under differ-
ent circumstances (see Mazziotti 2005). The 
competition authority found Apple to be 
dominant in the markets for portable music 
players and downloaded music. For this pur-
pose, the agency developed a number of ar-
guments. The Conseil de la concurrence 
identified three aspects that were in its opin-
ion relevant when deciding whether FairPlay 
is an essential facility:  

► a. The actual usage habits of consumers 
regarding music download,  

► b. Possibilities to circumvent the problem 
of lacking interoperability, and  

► c. The developments in the market for 
portable music players.  

The Conseil de la concurrence concluded that 
FairPlay was not an essential facility for the 
following reasons: First, the competition 
authority found that only a minor share of the 
market would listen to music from a portable 
device, the majority would listen to music via 
the computer or burn songs onto a CD. Sec-
ond, and rather unorthodoxly, it described in 
detail a method how consumers could get 

around the existing lack of interoperability 
and download music from VirginMega onto 
their iPod. Third, the French competition 
authority found that the market for portable 
music players was sufficiently competitive 
and offered several portable players in addi-
tion to the iPod. In other words, there were 
alternative players available that could proc-
ess VirginMega’s DRM standard. In conclu-
sion, the French competition authority did 
not consider FairPlay an essential facility 
because consumers had a choice: access to 
the FairPlay standard was not necessary to 
offer consumers VirginMega’s music. It fur-
thermore found that the market for online 
music was actually competitive as there were 
at least two major operators active in that 
market (Conseil de la concurrence, para-
graphs 96-103). In addition to its doubts 
whether the FairPlay DRM was an essential 
facility, the French competition authority 
also questioned the causality between Vir-
ginMega’s lesser economic success and the 
access refusal. It argued that Apple probably 
had the more successful business strategy 
and was for this reason market leader, 
thereby raising the free-rider issue.  

Discussion  
Virgin’s attempt to call upon competition law 
to get access to the FairPlay standard failed, 
at least before the French competition author-
ity. I tend to say: rightly so. Because of its 
economic implications, the essential facilities 
doctrine should be applied with caution and 
be a last resort when competitors are other-
wise completely excluded from offering a 
new service. This is not to say that the pre-
sent development – segmentation of the mu-
sic market into a number of competing and 
non-interoperable DRM standards – is a 
situation that should be tolerated. Far from it.  

The point that I want to make is that because 
of the many insecurities and difficulties in 
defining whether its conditions are given, the 
Essential Facilities Doctrine does not provide 
potential market players with the legal secu-
rity that is necessary when launching a new 
business. Moreover, the application of the 
Essential Facilities Doctrine to enforce ac-
cess to a technical standard or interoperabil-
ity is highly problematic, especially where 



 

INDICARE Monitor Vol. 2, No 8, 28 October 2005 263

such standards are protected by intellectual 
property rights and trade secrets (see the 
discussion in Leveque (2005) and Mazziotti 
(2005). Another argument is that in the com-
petition law analysis, economic reasoning 
commonly prevails; public information pol-
icy considerations about open access and the 
wide availability of different sorts of content 
from different sources – non-economic ar-
guments that play an important role in this 
context – often are not part of the competi-
tion analysis, or only to a very limited de-
gree. Arguably, mandating access on a for-
mal legal basis and by way of a constitutional 
law-making process is the preferable route to 
strike the needed balance.  

A different question altogether is whether 
mandating access to a particular DRM stan-
dard is the solution to the problem of techni-
cal market segmentation as far as DRM is 
concerned. One aspect that is worth being 
considered in this context is that enforcing 
access to a particular DRM standard could 
further re-enforce the dominance of the Fair-
Play standard and discourage competitors 
from designing technically more advanced, 
and more consumer-friendly solutions. Man-
dated access regimes can be very question-
able from the standpoint of static and dy-
namic efficiencies and consumer welfare. 
Access obligations could hamper investment 
by cutting down incentives to invest in tech-
nical innovation and improvement, and by 
discouraging other enterprises from doing so. 
As a consequence, mandated access could 
further strengthen the market position of a 
particular standard rather than remedying it.  

Is it paramount for consumers that FairPlay 
licences its DRM standard to competitors? 
What probably matters most from the per-
spective of consumers is that their choice for 
a particular device does not tie them to one 
particular service only, but that they are able 
to switch between different services (see 
Duft et al. 2005). To this extent, it is the 
compatibility of the portable player that mat-

ters and that should be guaranteed. To realise 
this goal, one could think of rules obliging 
controllers of DRM technology to license 
their technology to the producers of portable 
players at reasonable and non-discriminatory 
terms, similar to the rules that now already 
apply for conditional access controllers in 
digital broadcasting. One could also think of 
an obligation to conclude some form of in-
teroperability agreement, e.g. following the 
model of simulcrypt agreements or common 
interface solutions that have been propagated 
for digital broadcasting. Speaking for myself, 
I would rather purchase a portable device 
that supports several different DRM stan-
dards than download music only from 
download services that support FairPlay. Am 
I being irrational here?  

Bottom line 
The arguments that the French competition 
authority used do not seem unique to the 
French music sector. In other European 
countries, portable music players are also by 
far not the only way to access music files 
from online download services, several 
download services are in competition and 
different portable music players are available 
to process their range of music. Another 
question could be whether the adaptation of 
the iPod to play additional DRM standards is 
compatible with national law. Fact is that 
strict scrutiny must be applied before grant-
ing access requests of competitors to a par-
ticular DRM standard. The decision confirms 
standing jurisdiction of the European Court 
of Justice and national courts that forcing 
undertakings to grant rivals access to their 
own resources must remain the absolute ex-
ception, and is eventually not even a means 
to achieve market competition and consumer 
welfare. Instead, solutions that support the 
compatibility of consumer devices are 
probably a more viable route to consider. 
Useful inspirations could be derived from the 
regulation of conditional access in digital 
broadcasting.  
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The OECD takes on digital content 
By: Philipp Bohn, Berlecon Research, Berlin, Germany 

Abstract: The OECD’s Working Party on the Information Economy (WPIE) has recently pub-
lished four extensive reports on digital content. Their relevance for the DRM discussion is ana-
lyzed in the course of this article. Where applicable, they are also contrasted with differing find-
ings and positions. 
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WPIE on digital content 
This summer, the OECD’s Working Party on 
the Information Economy (WPIE) released 
separate reports on digital content in four 
areas: scientific publishing, music, online 
computer games and mobile content. They 
focus on new business models for digital 
content, changing value chains, growth driv-
ers and barriers, changing market structures 
and their impact on economic growth and 
employment (cf. OECD website).  

Focus on DRM 
The analyses also cover copyright infringe-
ment and DRM issues. As could be expected, 
the reports have been received with mixed 
emotions. Free market advocates agree that 
they “do not underestimate the harms of 
copyright infringement; indeed, they urge the 
use of so-called ‘digital rights management’ 
technology to try to limit piracy. Yet the 
report cautions that these systems must not 
crush interoperability among different tech-
nologies. Moreover, the OECD worries that 
technologies may undermine ‘fair use’ provi-
sions for lawfully excerpting portions of a 
work” (The Economist 2005). 

Content providers follow a deviant agenda. 
Consequently, Adrian Strain, spokesperson 
for the International Federation of the Pho-
nographic Industry (IFPI), objects: “The 
report does not recognize the vast proportion 
of the use of P2P services that is infringing 
copyright. It fails to acknowledge the extent 
of the damage that this does to the legitimate 
industry and oversimplifies the issues sur-
rounding DRM in the development of the 
online music sector” (Gain 2005). 

With one side claiming the reports to be 
fairly balanced and the other accusing it of 

oversimplification, I want to take a closer 
look and discuss what the OECD has to say 
about DRM. 

Scientific publishing 
The report describes the industry structure 
and value chains as well as existing and new 
business models based on online access. It 
concludes with challenges and policy consid-
erations. Digital rights management is men-
tioned only once throughout its 106 pages. 
Several surveys cited vaguely touch the 
fields of copyright and access (Accenture 
2001, Kraemer et. al. 2002a, E-Business 
Watch 2002) asking about security concerns, 
lack of a transparent regulatory framework, 
inadequate legal protection for purchasers, 
etc. 

However, more than 70 percent of enter-
prises responding to one survey stated that 
“goods and services do not lend themselves 
to selling online” (E-Business Watch 2002). 
“Given the potential for digital delivery, it is 
perhaps surprising that unsuitability of goods 
for online sales should be such a widely cited 
barrier for media and publishing firms. (…) 
It may also reflect security and copyright 
concerns” (p. 50). 

The report then introduces the concept of 
open access publishing. Authors following 
this concept “grant to all users the free, ir-
revocable, worldwide, perpetual right of ac-
cess to copy, use, distribute, transmit and 
display the work publicly and to make and 
distribute derivative works, in any digital 
medium for any responsible purpose” (Be-
thesda Statement of Open Access Publishing 
2003). Articles and papers are usually based 
on publicly funded research. Accordingly, 
funding agencies and institutions are more 
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and more adopting the open access policy. 
Thereby, they are stressing the importance of 
knowledge creation and distribution and the 
integration of all the actors and activities 
within innovative systems. According to the 
report, DRM does not lend itself to the idea 
of open access publishing, as it is primarily 
meant to limit users’ rights in terms of open-
ness and interoperability.  

These findings are very much in sync with, 
for example, the interview INDICARE con-
ducted with Arnoud de Kemp, who used to be 
responsible for Springer’s digital publishing 
activities (Springer is a major scientific pub-
lisher). According to de Kemp, scientific 
publishers rely on watermarking at the most. 
Other, more restrictive approaches would 
contradict the nature of scientific discourse 
(de Kemp 2005). 

Music 
The report starts with a description of the 
music industry. It also traces changing value 
chains and business models. A special focus 
is distribution via P2P networks, including 
commercial P2P. Also, the impact of online 
music on artists and consumers is evaluated. 
The report closes with challenges and policy 
considerations.  

The OECD’s position on DRM in the music 
industry is quite balanced: “Despite their 
shortcomings, they [DRMs] may be an es-
sential tool to protect intellectual property 
rights” (p. 94). They supposedly help to tai-
lor content to the consumers’ needs and pref-
erences, leading to increased consumer 
choice and satisfaction. But two of DRM’s 
shortcomings are also addressed: (i) the tech-
nology seems to have failed to prevent unau-
thorised uses, and (ii) increasing use of DRM 
has raised concern of potentially limiting 
usage rights.  

However, the authors grant that “as opposed 
to some CD-Rom copy-protection technolo-
gies, so far DRMs have rarely been known to 
prevent legitimate uses of content and ser-
vices. Still, developers of DRM, players in 
the market employing DRM, and users of 
DRM-protected material should be equally 
concerned to ensure appropriate usage rights, 
transparency, privacy, as well as ease and 

reliability of access” (p. 94). The analysis 
concludes that “one of the first aims should 
be openness and interoperability” (p. 95). 

I agree that openness and interoperability are 
main issues to be resolved soon. However, I 
disagree that the restrictions DRM imposes 
on legitimately downloaded songs are less 
severe than in the CD-environment. Take for 
example music downloaded from iTunes – 
you cannot use them with portable devices 
supported by Microsoft’s DRM and vice 
versa. The customer should be free to con-
sume music on the device of his choice. 

Online computer games 
The report to a large degree follows the 
structure already described for scientific pub-
lishing and music. Beyond that, it identifies 
drivers of the online game industry (technol-
ogy, demographic factors, venture capital, 
spillovers from computer games), as well as 
barriers to its development (broadband cov-
erage and latency, market factors, industry 
and financial conditions). 

Given that musical content mostly is the fo-
cus of attention when it comes to digital en-
tertainment, I appreciate the OECD’s effort 
to devote a separate report to computer 
games. However, DRM is only mentioned 
once in the 68-page report. The authors name 
copyright and piracy as one barrier to the 
development of the computer game industry, 
“as is the case for all software-related and 
digital content-based industries” (p. 43). 

According to the report, there are some 
things that make the gaming industry distinct 
from other digital products such as movies or 
music: (i) games are not static, with evolving 
game conditions and players’ positions, with 
two-thirds of programming remaining on the 
suppliers’ servers, leading to (ii) server-based 
piracy (unauthorised access or copying of 
content located on servers) as an emerging 
challenge. 

Finally, the question arises of how to handle 
items that gamers can develop themselves, 
leading to the issue of user production rights. 
This certainly deserves debate, given the 
outcome of several cases where digital items 
have been sold without the original owner’s 
authorisation (BBC 2005; see also Vogeley 



 

INDICARE Monitor Vol. 2, No 8, 28 October 2005 267

2005a and 2005b for a more detailed discus-
sion on DRM and online gaming). 

Mobile content 
The report on mobile content has a more 
technological angle and stresses the need for 
a political framework. It also describes value 
chains, business models and the general state 
of mobile content (music, games, video, in-
formation, other). 

WPIE is right in singling out mobile distribu-
tion, because “the mobile environment does 
pose some additional challenges” (p. 55). On 
the technical side, the authors identify the 
Open Mobile Alliance’s DRM, Microsoft’s 
Janus DRM and Apple’s FairPlay as the 
relevant regimes.  

Asserting that it’s the industry’s obligation to 
provide marketable solutions, WPIE also 
calls for policy makers to take action, follow-
ing the OECD Council Recommendation on 
Broadband Development: “Regulatory 
frameworks that balance the interests of sup-
pliers and users, in areas such as the protec-
tion of intellectual property rights, and digital 
right management without disadvantaging 
innovative e-business models” (OECD 
2004). (The European Commission is also 
represented in the OECD’s Council, its deci-
sion-making body.) 

In particular, this means that national IP laws 
must be harmonised and anti-piracy en-
forcements be coordinated, which has al-
ready been recognised by the European 
Commission. On the business side, key is-
sues include interoperability of DRM tech-
nologies and consumer acceptance.  

The authors conclude that “IP, DRM and 
technical standards are essential to continued 
growth of mobile content. Industry and gov-

ernment-facilitated policies to encourage 
consensus and development in these areas 
must also take into account the mobile envi-
ronment” (p. 61). 

Again, I believe that the authors might be a 
bit too optimistic in assessing the industry’s 
basic willingness to strive for interoperabil-
ity. Even given pan-European legislative 
initiatives, DRM-interoperability might still 
stand in the way of the individual stake-
holder’s profit maximisation goals. The in-
dustry as a whole could so far not agree on a 
common mobile DRM standard. This is un-
derlined by their inability to come to terms 
with MPEG LA, the company bundling pat-
ents relevant for the implementation of OMA 
DRM (MPEG LA 2005, see also the GSM 
Association’s response to MPEG LA’s revi-
sion and Faultline 2005 for further com-
ment). 

Bottom line 
While the reports taken as a whole are very 
fair and balanced, taking into consideration 
the interests of all stakeholders, I disagree on 
some details concerning DRM, namely in the 
fields of music downloads and mobile con-
tent. 

I largely agree with WPIE’s assessment of 
the situation in online gaming and scientific 
publishing, especially when it comes to open 
access publishing. Also, I can to some extent 
relate to both commentators cited in the be-
ginning of the article: the reports rightly 
stress the overriding importance of DRM 
interoperability. At the same time and as the 
authors indirectly admit, DRM-related issues 
are presented in a slightly oversimplified 
way: “In sum, the social and economic di-
mension of DRMs may necessitate further 
study” (Music, p. 13). 
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Editorial of INDICARE Monitor Vol. 2, No 9, 25 November 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: This time the INDICARE Monitor addresses first two hot topics: the Sony BMG XCP 
copy protection scandal is taken as a starting point to analyse patterns of disproportionate DRM 
systems and to show that it was not a unique case. Next, an analysis and an INDICARE inter-
view with a Google representative deal with Google Book Search. The analysis reveals the im-
minent challenge of Google Book Search for the publishing industries, and makes clear why 
B2B DRM is required to manage the change. The interview focuses on access and usage re-
strictions of the service and the reasons why. The fourth contribution follows up the progress of 
European policy towards cross-border licensing for online music. Finally we report about DRM 
2005, the fifth ACM Workshop on Digital Rights Management, and close with a review of a so-
ciological research paper on changing boundaries and interrelations of information markets and 
the public domain in the fields of music and publishing. 
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About this issue 
XCP copy protection & Co 
Philipp Bohn investigates three cases of in-
vasive and intrusive DRM systems: Sony 
BMG’s XCP copy protection, StarForce 
technology, and Microsoft DRM. In all these 
cases the impact of the technological protec-
tion measures is by far disproportionate to 
the legitimate purpose of DRM systems to 
enable new business models for digital con-
tent. The three cases are rather different with 
XCP installing a rootkit, with StarForce de-
activating burning tools, which can not al-
ways be reactivated, and with Microsoft 
DRM, which may not work correctly after 
changes to hardware components and may 
lead to a loss of legitimately purchased prop-
erty. Despite the differences, there are some 
common features as the article shows: Intru-
sive DRM systems tend to be intransparent 
and prone to create unnoticed security risks. 
As these systems often have an impact at the 
operating systems level, they are hard to 
detect; as they are intentionally hidden, they 
do not appear clearly addressed in end-user 
license agreements, and if detected, compa-
nies hesitate to admit what they have done. 
This makes it difficult for consumers to 
uninstall them. All these hassle-prone DRM 
systems have a strong taste of consumer ne-
glect and distrust, and can hardly be envis-
aged as foundations of consumer-friendly e-
content services. Furthermore, invasive DRM 
is hardly compatible with acknowledged 

principles of ownership, data protection and 
privacy. 

Google Print – Google Book Search 
Google Print, renamed Google Book Search, 
is another hot topic we address in two contri-
butions. Bill Rosenblatt shows in an excellent 
analysis, how Google challenges existing 
value chains in the publishing business. To-
day Google Book Search and similar devel-
opments are about “discoverability” of publi-
cations: “A search engine has the power to 
expose content as the result of a user’s Inter-
net search, direct her to any other resource on 
the Internet to find the full content… and 
potentially make money on the referral” 
(Rosenblatt). While this facility already 
changes marketing and accessibility of publi-
cations, the true disruptive potential is visible 
just as writing on the wall: rendering of 
copyrighted works directly on the Internet. 
This potential has not yet been exploited. To 
leverage this potential content providers and 
service providers have to come to terms: “If 
publishers want to maintain control over their 
own rights and supply chains in the Internet 
age, then they will need to take control of 
their ‘rights’ and how they make them avail-
able to distributors and retailers like Google, 
Amazon, Yahoo, and MSN” (Rosenblatt). 
And that’s where DRM – B2B DRM to be 
exact – comes in. Publishers need to define 
and manage the rights for themselves, decide 
what rights they are willing to offer to 
Google and others, and define the standards 
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for communicating these rights. While this is 
the main message of Bill’s article, the rea-
soning is much more down to earth with 
numerous facts about companies, projects, 
standards, and markets. 

The INDICARE interview with Jens Redmer, 
at present responsible for Strategic Partner 
Development for Google Book Search in 
Europe, reveals that Google is not willing at 
present to go into a strategic debate about its 
impact on the publishing industry and how it 
will develop its line of services. The profile 
of Google Book Search as a book discovery 
mechanism is underlined, while the potential 
of services rendering content directly on the 
Internet is anathema: “Google Book Search 
is a means for helping users discover books, 
not to read them online and/ or download 
them. We will neither put Libraries nor 
Publishers out of business” (Jens Redmer). 
What becomes very clear in the interview, 
however, is that Google Book Search has 
established sophisticated technical and 
organisational protection measures to cope 
with the different demands of its partner 
libraries and publishers. It does not call them 
DRM, because “Google Book Search is a 
book discovery program, not a book reading 
program. For this, we rather need access 
limitation mechanisms than DRM 
mechanisms” (Redmer). That’s right. But if 
we look at the relations between any 
publisher and Google we see B2B DRM at 
work: publishers define, i.e. restrict, what 
Google may do with their content, and these 
restrictions are implemented by Google 
defining the usage possibilities/restrictions 
for consumers.  Monitoring progress of European policy on 
cross-border licensing for online music 
In this issue Margreet Groenenboom follows 
up what she already started in the September 
issue of the INDICARE Monitor, namely to 
monitor and analyse EC policy aimed to 
improve the cross-border licensing for online 
music services. The basic idea is to come up 
with EU-wide copyright licenses. 
Appropriate policy making has already gone 
through (at least) six steps so far: 

► April 2004: The Commission adopts a 
Communication on the management of 
copyright and related rights in the Inter-

nal Market, i.e. COM (2004) 261 final. 
Chapter III of this Communication 
touches upon collective rights manage-
ment. The Commission indicates that a 
legislative initiative in this field is re-
quired. 

► April 2004 – June 2004: A stakeholder 
consultation takes place with respect to 
this Communication and collective rights 
management in particular with 107 
stakeholder statements as response. 

► July 2005: Publication of a Commission 
staff working paper: “Study on a 
community initiative on the cross-border 
collective management of copyright”, 
which is analysed in the September issue 
of the INDICARE Monitor. 

► July 2005: A stakeholder consultation 
takes place with respect to the “Study” 
with 85 stakeholder statements in 
response. 

► October 2005 (11.10.2005): Impact 
assessment on reforming cross-border 
collective management of copyright and 
related rights for legitimate online music 
services 

► October 2005 (21.10.2005): Commission 
Recommendation of 18 May 2005 on 
collective cross-border management of 
copyright and related rights for legitimate 
online music services 

The last two documents are discussed in this 
issue.  

With respect to DRM, the EC expects that 
rightholders will take into account DRM 
solutions offered by Collective Rights 
Managers to protect and monitor their rights 
in the most efficient way. But as Margreet 
points out this presumes that “all rightholders 
favour the use of DRM”, which can not be 
taken for granted as e.g. public statements of 
artists rejecting DRM systems show. To offer 
DRMS is not an asset per se. 

On the other hand the article demonstrates 
nicely a demand for B2B DRM systems as a 
prerequisite to manage rights European wide. 
For example the idea put forward by the 
Commission that rightholders should be al-
lowed to withdraw licensed rights from a 
Collective Rights Manager at any time is 



 

INDICARE Monitor Vol. 2, No 9, 25 November 2005 271

hardly realistic without an up-to-date mecha-
nism making transparent and instantly avail-
able the information on who is represented 
by which Collective Rights Managers for 
which rights.  

Conference report  
Kristóf Kerényi reports about the ACM’s 
fifth workshop on DRM. He reported last 
year on the previous workshop, so he is able 
to compare and analyse trends. One surpris-
ing trend he found is that aspects of con-
sumer acceptability are now also acknowl-
edged by technical DRM experts and played 
a role during the conference. Interesting in 
this respect was the contribution of Alapan 
Arnab (University of Cape Town), who does 
not believe in the implementation of “fair 
use” in DRM systems, and therefore looks 
for improvements targeting “fairer use”. Rei 
Safavi-Naini (University of Wollongong, 
Australia), also dealt with fair use. Based on 
her own empirical research she stressed the 
importance of the social context of music and 
new media consumption and existing social 
practices. Acknowledging social practice, 
DRM systems should strive to enable sharing 
and exploring new music, a strategy which at 
the end of the day would also lead to busi-
ness opportunities. Andrew Moss, presented 
Microsoft’s view highlighting consumer 

acceptability of DRM systems. The challenge 
today would not be technology but privacy, 
accessibility, ease of use, interoperability and 
device-to-device availability. Of course there 
were more technical presentations, which are 
all addressed in Kristóf’s conference report. 

Review of a research paper 
In the last article of this issue I review a 
journal article which investigates the chang-
ing boundaries and interrelations of informa-
tion markets and the public domain. More 
precisely, Ursula Holtgrewe explores the 
different intellectual property regimes in the 
music sector and scientific publishing, and 
provides a picture of the patchwork of for-
profit and non-profit activities in these fields. 
Her ambition is to challenge the “essential-
ists” who opt for either the market or the 
public domain, and to overcome what she 
calls “digital neo-Marxism”. Her approach is 
taken from sociology of knowledge and aims 
to focus on different levels of knowledge use 
and interchange. The article is just a prelimi-
nary piece of a broader study. What makes 
this research interesting for INDICARE is 
the intention to find a third pragmatic route 
between “essentialist” positions, and to base 
judgements and recommendations on obser-
vations of real world interactions and inter-
changes.  
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Intrusive DRM 
The cases of Sony BMG, StarForce and Microsoft 

By: Philipp Bohn, Berlecon Research, Berlin, Germany 

Abstract: Recently, DRM has attracted broader public attention. The debate was triggered by 
the news that Sony BMG released selected CDs with copy protection that installed a rootkit 
affecting the owner’s operating system. However, this was not the first time content providers 
had decided to employ invasive copy protection systems. These cases show that companies 
employing DRM systems with deep impact do so at the cost of their consumers’ interests. 

Keywords: news analysis – consumer expectations, privacy, DRMS, technical protection 
measures, trusted computing, DRM users 

  

Introduction 
Mark Russinovich, an independent Windows 
security researcher, stirred up the blo-
gosphere’s attention with an entry in his blog 
on October 31 (Russinovich 2005), which 
then diffused into mainstream media. Testing 
a rootkit revealer he had developed, the pro-
gram identified some cloaked files of unclear 
origin. Digging a little deeper, he found that 
they were installed along with a driver bun-
dled into an audio CD he had purchased ear-
lier. These drivers are employed by record 
companies in order to play a music CD on a 
CD-Rom drive and enable “sterile burning” 
(consumers can make a limited number of 
copies, which in turn cannot be duplicated 
again). A rootkit is a set of software that 
helps an intruder gain access to a computer 
system.  

However, this was not the first time that 
invasive DRM has been employed, but this 
time it did not go undetected by the broader 
public. The amount of attention contradicts 
the content industry’s argument that most 
users are not aware of and accept DRM. In 
fact, some 230 consumers posted negative 
product reviews on Amazon for the CD that 
sparked the turmoil (cf. Sources). 

DRM technology like this directly affects a 
computers’ operating system, disables access 
to other applications and allegedly exposes 
the user to security risks. This is the case 
with Sony BMG’s rootkit and StarForce, a 
copy protection system for video game CDs. 
Another scenario where the consumer’s in-
terests might be considerably affected is the 
case of Microsoft’s DRM licence system. 

This might also be an issue with alternative 
DRM systems, such as Apple’s FairPlay.  

This article discusses these three cases and 
evaluates the impact they might have on user 
experience and their attitude towards deep 
impact DRM and the companies employing 
it. 

The Sony BMG rootkit case 
This case has already been outlined in the 
introduction. In this chapter we go into some 
detail concerning risks and corporate 
behaviour in order to highlight some 
recurring patterns when deep impact DRMS 
are employed.  

Intrusive DRMS create unnoticed security 
risks 
An IT security expert detected the files when 
testing a rootkit revealer. For the average 
user, they would remain invisible. Some 
observers argue that this might pose a 
security risk to the user, as hackers might try 
to sneak in malicious code that would hide 
using the syntax of Sony BMG’s rootkit. 

On an Internet forum where hackers of the 
online game World of Warcraft exchange 
news and ideas, one member rhapsodizes: 
“For only $14.99 [the price of the CD] you 
get a well done rootkit” (cf. WOWSharp 
2005). Reportedly, a trojan is also exploiting 
this security leak (cf. SecurityFocus 2005) 
and a security researcher estimated that about 
half a million networks have been infected 
with the files (Norton 2005). 
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Implementation on operating system level 
While “sterile burning” players like those 
employed by Sony BMG and others are well 
known, the new thing is that files were in-
stalled on the operating system level. While 
DRM usually tries to control what the con-
sumer does with the content carrier (i.e. 
number of burns, etc.), these DRM systems 
directly manipulate the kernel, the operating 
system’s core. The kernel controls access to a 
PC’s hardware and various processes. They 
supposedly scan for activity indicating 
attempts of piracy. This consumes resources 
and power in the process.  

Intrusive DRMS overstretch the boundaries 
of any EULA 
Similar to the StarForce representative (see 
below), a Sony BMG spokesperson implies 
that by accepting the EULA (EULA is short 
for “End User License Agreement”), the user 
agrees to have the rootkit installed on the PC 
as part of the copy protection system 
(McMillan 2005).  

However, given that some consumers buy a 
larger number of CDs and install plenty of 
programs, they can hardly be expected to 
read through and understand each EULA. 
And there probably has to be a point where 
content providers cannot cover everything 
that is in their interest by a EULA.  

In many cases the customer is not informed 
about detailed specifications of the copy 
protection system before the purchase. And 
after reading the EULA, and even if the 
documents were transparent enough, it would 
very probably be too late to return the CD 
and ask for a refund. 

Intrusive DRMS are hard to uninstall 
After uninstalling the player software, said 
rootkit files remain on the computer. Manual 
removal by the expert resulted in temporary 
loss of the CD-Rom drive. Even the patch 
offered by Sony BMG originally did not 
remove the files, but only made them visible.  

When accepting the EULA consumers alleg-
edly agree to have the copy protection in-
stalled, the companies should assume that 
they want it removed when agreeing to re-
ceive and run a patch. But that is not the 
case.  

Companies hesitatingly admit misconduct  
According to the developer of the DRM sys-
tem, British company First4Internet, “this is 
old news” (Whipp 2005), as the system had 
already been employed for a while. So the 
question remains why action is taken only 
now, if this is old news. “Consumers, for 
eight months, have been using these discs 
with positive feedback. When the issue arose, 
we addressed it quickly”, says Mathew 
Gilliat-Smith, First4Internet’s CEO (Pogue 
2005). That might probably be a bit too late. 

As a result of the debate, Sony BMG finally 
offered a patch that people had to apply for 
by filling out a form on the company’s web-
site, being asked to submit information such 
as the point of purchase, the album title and a 
valid email address. Only from November 
10, the company offered a link for direct 
download of a patch revealing and removing 
the files. The company eventually decided to 
pull the discs from the market (Borland 
2005a). It would have been an acknowl-
edgement of the inconvenience actually or 
potentially caused by these measures to do so 
right away. 

In an interview on American national radio 
Sony BMG’s director for digital business, 
Thomas Hesse, notoriously said: “Most peo-
ple, I think, don’t even know what a rootkit 
is, so why should they care about it?” (Or-
lowski 2005). Although this statement might 
be partially attributed to situational distress, 
it reveals a somewhat frightening lack of 
respect for the customer.  

StarForce  
A similar pattern could already have been 
detected in an earlier case. StarForce is an 
encryption and activation technology for CD, 
CD-R and DVD. It is developed by StarForce 
Technologies and is primarily used to protect 
electronic games. Basically, what this system 
does is to deactivate tools that can potentially 
be used for illegitimate burning of discs, such 
as Nero Burning or CloneCD. These are re-
activated when the user has finished playing 
the game. In this way, StarForce tries to dic-
tate if or when certain applications can be 
used. 
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However, there have been reports on private 
sites indicating permanent loss of burning 
software purchased by the user (cf. Parsons 
2004). One could argue that this puts every 
paying customer under the general suspicion 
of software piracy.  

Although it seems evident that customers 
would not agree to have parts of their prop-
erty disabled (if only temporarily), one com-
pany representative states that “our product is 
licensed to our customers and becomes part 
of their product, so the user by accepting the 
terms [of the EULA] is giving approval” 
(Wojnarowicz 2004). With DRM getting 
more invasive, it is time to think about how 
far-reaching EULAs can be and if the cus-
tomer’s acceptance reveals his actual con-
sent. After all, he has to accept in order to 
access the content. But when he learns about 
the EULA’s details, it is often too late to 
return the product. 

Confronted with problems customers had 
reported, the representative replied: “Now 
that we hear the dissatisfaction about it, we 
have taken steps to fix it” (Wojnarowicz 
2004). It appears to be the tactic to see what 
is possible and if someone notices, to with-
draw due to public pressure. 

Microsoft DRM 
One of Microsoft’s support pages describes 
the symptoms of the problem I want to dis-
cuss in the following: “The Windows Media 
Digital Rights Management system may not 
work if you make changes to your computer 
hardware. You may not be able to play pro-
tected content. Protected content includes 
content such as songs that you have bought 
and downloaded from an online store” (cf. 
Microsoft 2004). The reason for this is that 
users have to authenticate the computers they 
want to use to play the music they have pur-
chased. So while this prevents the user from 
illegally swapping files, it may also prevent 
the user from swapping hardware compo-
nents, as legitimately purchased property 

might become inaccessible. This specifically 
includes crucial components such as the cen-
tral processing unit or motherboard. 

If the consumer is confronted with these 
problems, Microsoft suggests restoring the 
PC to its original settings. In case this does 
not help, a lengthy step-by-step guide is of-
fered to resolve the problem. While this is 
unnerving for the tech-savvy user, it seems 
impossible for the average consumer (keep in 
mind that a lot of people consider program-
ming a VCR too complicated).  

But even if the user manages to go through 
the processes of resetting the computer, 
back-up the licenses and all the other steps, 
there still is a chance that purchased files are 
lost forever. A situation that does not seem to 
be too far-fetched: “If you cannot back up 
your license for a particular file, you cannot 
restore that license after you change your 
hardware component. If you cannot restore a 
license, you cannot play the protected file. 
For more information, visit the Web site of 
the license issuer to determine whether they 
support the Backup and Restore feature of 
Windows Media DRM” (cf. Microsoft 2004). 

This practically means that the user has to 
backup all DRM licenses and if this is not 
possible, legitimately purchased files might 
be lost, unless there is support from the dis-
tributor. In case there is more than one dis-
tributor, things can get even more compli-
cated. Thus, Microsoft’s DRM licensing 
system and authentication policy can make 
the replacement of hardware an annoying 
task, probably resulting in the loss of content. 

Bottom line 
Any invasion by DRM technology that goes 
beyond the purpose of DRM is at least ques-
tionable and should be made more transpar-
ent. Furthermore, the companies’ reactions 
failed to show their unconditional willing-
ness to serve the paying consumers’ interest. 
They should keep in mind that they own the 
music, not their customers’ computer. 
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Abstract: Google Book Search and the handful of developments in its aftermath are ushering in 
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The end of growth in eBooks 
Many types of DRM technologies were of-
fered to the publishing industry over the past 
decade, but few of them caught on. For the 
past six years or so, DRM has largely meant 
only one thing in the book-publishing world: 

eBooks. The eBook market emerged and 
rapidly consolidated during the Internet bub-
ble of 1999-2000, and never really measured 
up to the hype that surrounded it (cf. Bohn 
2005).  
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Two signposts for the end of growth in the 
eBook market appeared recently: first, in 
November 2004, Adobe quietly announced 
plans to withdraw its market-leading eBook 
DRM packaging software (Adobe Content 
Server) from the market and shift its focus to 
corporate document security (cf. Rosenblatt 
2004); second, the trade association Open 
eBook Forum (OeBF) changed its name to 
the International Digital Publishing Forum in 
April 2005. 

The usual reason given for eBooks’ lack of 
success is that most consumers don’t like 
reading books on PCs or dedicated hardware 
devices such as those from Gemstar and 
Franklin. But an equally important reason is 
that publishers only really accepted eBooks 
as digital facsimiles of print books that were 
cheaper to manufacture and distribute. Pub-
lishers did little to explore the potential of 
eBooks to implement new business models 
or new ways of distributing content – not 
even in markets that seemed especially prom-
ising, such as professional and higher educa-
tion publishing.  

The lack of innovation around eBooks can be 
largely attributed to publishers’ reluctance to 
disrupt their existing supply chains, which, 
after all, they have cultivated carefully over a 
period of centuries.  

Google Book Search  
Google’s Google Book Search program, 
which emerged in July 2005 (and which was 
called Google Print until mid-November), 
represents the biggest threat to those supply 
chains in a long time. Google has been scan-
ning, digitizing, and indexing tens of thou-
sands of print books, mostly borrowed from 
prominent university libraries, and making 
their texts searchable online.  

The Association of American Publishers 
(AAP) organized a lawsuit against Google in 
October 2005, on behalf of five major US-
based book publishers, alleging that Google 
infringed copyright when it scanned and 
indexed books without publishers’ permis-
sion (cf. AAP 2005). But that allegation was 
more like a subterfuge: supply chain con-
cerns are the biggest reason for the publish-
ing industry’s concerns about Google.  

The truth is that Internet search engines like 
those of Google, Yahoo, and MSN have the 
potential to radically change the business 
landscape for book content, because they 
capture consumers’ interest at the primary 
point of discoverability for content online. A 
search engine has the power to expose con-
tent as the result of a user’s Internet search, 
direct her to any other resource on the Inter-
net to find the full content… and potentially 
make money on the referral.  

In the publishers’ lawsuit (and a similar one 
brought by the Authors Guild; (cf. Authors 
Guild 2005), Google is arguing that its use of 
the print books is legal according to US 
copyright law (17 U.S.C. 107), which judges 
“fair use” of content based on four principles. 
One of those principles is the effect that the 
use has on the market for the content; Google 
claims that because it is helping more con-
sumers purchase more content, its effect on 
the market is positive for publishers.  

However, another of the four principles is the 
purpose and character of the use, including 
whether such use is of commercial nature. In 
addition to the revenue that Google currently 
garners from ads that it displays alongside 
book content in search results, the potential 
number of content transactions from which 
Google could directly benefit financially is 
staggering.  

To put the potential impact into some per-
spective: the technology that may currently 
be the largest source of online referrals to 
copyrighted text works is Amazon’s affiliate 
marketing program, Amazon Associates. 
Amazon Associates’ websites contain spe-
cially encoded links that lead users to pur-
chase pages on Amazon; if the user makes 
the purchase, the Associate earns a commis-
sion. Although there are over a million Ama-
zon Associates, the impact of Google’s abil-
ity to lead consumers to copyrighted material 
has the potential to dwarf that of the Amazon 
Associates program: bear in mind that any 
Google search can lead a user to book con-
tent, whereas users must click on special 
URLs to find book content through Amazon 
Associates. 
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DRM and the discoverability paradox 
Discoverability of copyrighted works online 
has been a stumbling block to the growth of 
the market for online content. It is a paradox: 
many copyrighted works – those generally 
judged to be the most valuable – are the 
hardest to find on the Internet. Publishers are 
concerned about piracy of their valuable 
works (as opposed, say, to copyrighted works 
judged less valuable, such as ephemeral news 
stories), so they don’t expose them online, 
which means that users of search engines can 
only find them through more limited means, 
such as summaries, abstracts, and metadata.  

DRM provides a way out of this paradox – 
and not just in theory. Perhaps the cleverest 
application of DRM to making copyrighted 
works discoverable was a technology called 
eLuminator, which appeared around 1999. 
ELuminator was the product of MediaDNA, 
a DRM startup that originated in Sweden and 
subsequently moved to the United States.  

ELuminator worked by extracting all of the 
nontrivial words from a document – a typical 
step in search engines’ text indexing tech-
niques – and placing them on a web page as 
invisible meta-tags. Search engines would 
then index that page, so that users searching 
for words included in the text would find the 
page in search results. The visible portion of 
the page would contain an offer to purchase a 
version of the document that was packaged 
(encrypted) with MediaDNA’s proprietary 
DRM.  

In other words, eLuminator was a fancy, 
automated version of what we now call 
search engine optimization (SEO): the art 
and science of tweaking web pages so that 
the major search engines are more likely to 
give them more favourable search result 
rankings. Unfortunately, eLuminator did not 
catch on with publishers beyond a handful of 
pilot projects. MediaDNA ceased operations, 
sold eLuminator to Inceptor (an SEO tech-
nology company), and sold its core DRM 
technology to Macrovision – all in late 2001.  

With Google Book Search, Google is, in a 
way, taking the eLuminator concept to the 
next level. It indexes the text of copyrighted 
works and makes them available for viewing, 
but only a few lines at a time – just enough to 

provide context around search results. This is 
really just a form of access control, i.e., 
DRM. 

Once a user sees book text in Google search 
results, Google could then offer to sell the 
user a DRM-protected document itself; but 
instead – at least for now – it provides links 
to other websites, such as Amazon, Barnes & 
Noble, BookSense, and publishers’ own 
websites, for purchase of physical products. 
(It could just as easily refer users to purchase 
opportunities for other versions of the con-
tent, such as eBooks at eReader.com or 
OverDrive, or audiobooks at Audible.com.)  

More recently, Google has been holding dis-
cussions with book publishers about support-
ing a weekly rental model, somewhat like a 
cross between a public library and an online 
video-rental service like MovieLink. The 
discussions are very preliminary at this point, 
but one thing is for sure: Google will need to 
adopt full-blown DRM technology in order 
to make that model work. Although Adobe’s 
Content Server technology might be avail-
able for acquisition, one suspects that, given 
its history, Google will design its own.  

Amazon and the Open Content Alliance 
Amazon itself announced plans in November 
2005 to take the concept of online rendering 
a step further (cf. Amazon.com 2005). Ama-
zon already offers “Search Inside the Book,” 
a feature that makes a small number of pages 
in books available for online viewing in a 
streaming-style page rendering format that 
inherently deters piracy. It intends to extend 
this in two ways: Amazon Pages, which will 
enable users to purchase content by the page 
rather than by the book, and Amazon Up-
grade, which will enable purchasers of print 
books to view their contents online for an 
additional fee.  

Both of these programs will build on the 
technology from Search Inside the Book. It is 
unclear whether the increased amount of 
digitized text that Amazon will create as a 
result of these new programs will enable it to 
make that text discoverable by search en-
gines. 

It is worth noting that Amazon quietly pur-
chased a French eBook technology company 
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called Mobipocket in March 2005. Mobi-
pocket’s eBook platform for a variety of 
handheld devices is fairly popular in profes-
sional and technical publishing, an analog to 
eReader’s platform for trade eBooks (cf. 
Rosenblatt 2005a). Amazon has done nothing 
(publicly) with Mobipocket’s technology, 
which affirms that the future of online pub-
lishing is direct Internet rendering rather than 
downloads to closed devices. 

An organization called the Open Content 
Alliance (OCA) formed in October 2005, 
shortly before the publishers filed their suit 
against Google. Yahoo and Internet Archive 
were the co-founders; now the membership 
also includes Microsoft’s MSN, O’Reilly 
Media (a publisher of IT-related technical 
works and prominent open source advocate), 
and several archives and libraries. The intent 
of OCA is similar to Google Book Search, 
with one important difference: while Google 
Book Search has had an “opt out” policy 
toward publishers (i.e., publishers must no-
tify Google if they do not wish their books to 
be scanned), OCA is “opt in” (publishers 
must give the OCA permission upfront to 
scan and digitize their books). 

It is possible to view all of these initiatives as 
implementations of DRM or DRM-like 
mechanisms that are built for specific, nar-
row purposes. Google Book Search indexes 
the full text of books, controls access to the 
text by only exposing it a few sentences at a 
time, and facilitates commerce in rights to 
the text by passing users along to others via 
links.  

Amazon’s Search Inside the Book technol-
ogy, meanwhile, controls access to text by 
only exposing it a page at a time. A prece-
dent for this is ebrary, an online library ser-
vice that was founded in 1999 with backing 
from Adobe and three major book publishers, 
and that now serves both schools and public 
libraries; ebrary lets users query large reposi-
tories of book content and view text, through 
a browser interface, a page at a time.  

Amazon Pages, using the Search Inside the 
Book technology, facilitates commerce in 
rights internally by allowing users to pur-
chase access to ranges of pages. Time will 
tell what kinds of mechanisms Yahoo, MSN, 

and other OCA members will use to provide 
controlled access to copyrighted content. 

Publishers are effectively at the mercy of 
these narrow technologies and thus of the 
business models that they enable. Of course, 
it works both ways: these technology compa-
nies cannot offer online content without pub-
lishers’ blessings. In Amazon’s case, Ama-
zon Pages arose out of a decision by Random 
House – a division of Bertelsmann AG and 
the world’s largest trade publisher – to sup-
port page-at-a-time access rights via mi-
cropayments.  

Publishers’ responses 
Internet-based discoverability and content 
display can be powerful forces for publishers 
if they harness them appropriately rather than 
simply letting technology companies take the 
reins. Two initiatives in Germany, an-
nounced during this year’s Frankfurter 
Buchmesse (Frankfurt Book Fair) in October, 
represent attempts to do this. One comes 
from the publisher Verlagsgruppe Georg von 
Holtzbrinck; the other from the Börsenverein 
des Deutschen Buchhandels (German book-
sellers’ trade association).  

Holtzbrinck is developing a system it calls 
BookStore, which it will use for its own pub-
lishers’ content but also offer to other pub-
lishers. BookStore will be an online text re-
pository with its own e-commerce capabili-
ties as well as the ability to make text avail-
able to search engines for indexing. Book-
Store is being developed by MPS Technolo-
gies, a subsidiary of Holtzbrinck’s Macmil-
lan unit based in the UK and India (cf. MPS 
Technologies 2005). 

The Börsenverein is working on something 
similar, which it calls “Volltextsuche Online” 
(Full Text Search Online): a text repository 
that publishers can use for their own material 
and that enables searching across the reposi-
tories of all publishers that use the system. 
Search engines like Google and Yahoo 
would be able to search those repositories 
directly instead of scanning content into their 
own infrastructure, and the Börsenverein is 
in talks with search companies about this 
type of arrangement (cf. Börsenverein 2005). 
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The main difference between Holtzbrinck’s 
BookStore and the Börsenverein’s Volltext-
suche Online is that the latter is oriented 
toward “federating” search for book content, 
so that companies like Google and Yahoo do 
not end up with monolithic collections of 
copyrighted material. BookStore is really 
more like an incremental improvement on 
online eBook retail system providers such as 
OverDrive, the improvement mainly being 
the system’s ability to release full text to 
search engines for discoverability purposes, 
instead of just making abstracts and metadata 
available (as Amazon and its ilk do today).  

It’s about the rights 
Unfortunately, both of these proposals miss 
the point. Once copyrighted content exists 
somewhere on the Internet, it’s no longer 
about the content – it’s about the rights. If 
publishers want to maintain control over their 
own rights and supply chains in the Internet 
age, then they will need to take control of 
their rights and how they make them avail-
able to distributors and retailers like Google, 
Amazon, Yahoo, and MSN. Then the content 
can be served up from wherever it is.  

Right now, publishers grant or deny certain 
rights to online distributors in ad-hoc ways. 
In the case of Amazon and its new initiatives, 
the rights are bounded and well understood. 
But in the cases of Google Book Search and 
the OCA, the rights effectively pass out of 
publishers’ control once they give the service 
provider the right to scan and index the con-
tent; their only recourse is contractual.  

At this point, Google can simply provide 
links to other sites that presumably already 
have rights to sell publishers’ product in pre-
existing forms. The true power and flexibility 
of the Internet emerge once publishers can 
supply companies like Google with rights to 
digital content, which can be realized 
through interfaces to all kinds of devices and 
services.  

In effect, this means that publishers should 
be supplying rights descriptions to online 
distributors in forms that they can handle – 
i.e., in machine-readable form. The publish-
ing industry (at least in the US) started to 
look at this issue in the context of bundling 

rights with eBooks. In 2003, the OeBF 
Rights and Rules Working Group (RRWG) 
defined a rights expression language (REL) 
standard (cf. IDPF 2003) based on the ISO 
standard MPEG REL (cf. sources). The UK-
based publishing industry e-commerce stan-
dards organization EDItEUR has also been 
working on developing rights-related stan-
dards for book content, with library usages 
particularly in mind.  

The MPEG REL is a reasonable starting 
point, but it is not really designed for this 
purpose. It is designed to convey descriptions 
of rights and their attributes (e.g., identities 
of grantors, payment terms, identities of 
grantees) to end-users through their hardware 
devices or software. The language is not 
intended to automate rights aspects of dis-
tributor relationships. 

Another standards initiative called the Con-
tent Reference Forum (cf. sources) is not 
only intended to address this particular prob-
lem but is also intended to be compatible 
with (and complementary to) MPEG REL. 
The CRF, which arose primarily out of the 
music industry, was created to automate 
rights processing aspects of multi-tiered con-
tent distribution networks. Its most important 
work product has been the Contract Expres-
sion Language (CEL), a machine-readable 
language that expresses distribution relation-
ships along with rights, obligations, financial 
terms, and so on. Unfortunately, neither the 
OeBF RRWG nor the CRF have seen much 
activity since the end of 2003.  

The publishing industry could revisit stan-
dards initiatives like the OeBF MPEG REL 
extensions, the CRF, and some of those cited 
in Brian Green‘s recent INDICARE article 
on EDItEUR initiatives (Green 2005). Holtz-
brinck, for example, could then build stan-
dard rights and distribution terms expressions 
into its BookStore system.  

There is an important precedent for this type 
of standards-based supply chain automation 
in the publishing industry: the ONIX stan-
dard for book product metadata (cf. sources), 
which many publishers use to feed product 
information to Amazon and other distributors 
and retailers, and which has substantially 
improved the efficiency of this process. 
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ONIX contains fields for such things as book 
identifiers (e.g., ISBN, UPC, DOI), product 
metadata (e.g., price, minimum order quan-
tity), physical characteristics (e.g., size, 
weight), and descriptions of content. The 
AAP steered the development of ONIX, and 
it is maintained by EDItEUR along with the 
Book Industry Study Group in the US. There 
is also a version of ONIX for serials content, 
such as academic journals. 

At the same time, just defining standards for 
communicating rights information to online 
distributors is not enough. Publishers must be 
able to define and manage those rights for 
themselves first, so that they can express 
them mechanically in a REL or similar tech-
nology. Yet few publishers have viable inter-
nal databases of the rights that they are enti-
tled (e.g., by contract) to offer; solving this 
problem can involve large-scale system de-
velopment, process rationalization, and (in 
many cases) integration with legacy systems. 
Publishers must also think seriously about 
what rights they are willing to offer to online 

distributors, of the ones that they are able to 
offer. Random House’s decision to offer per-
page rights through Amazon is only a small 
step in that direction.  

Bottom line 
Throughout the development of the Internet, 
publishers have had various opportunities to 
take control and make the most of this hugely 
impactful new medium as it moves from 
physical commerce facilitator to content dis-
tribution and rendering medium. Develop-
ments like Google Book Search show that 
technology companies have the potential to 
force dramatic changes to publishers’ busi-
ness models and supply chains. Publishers 
must realize that once content is out there on 
the Internet, control over rights is the key to 
control over their industry’s future. If they do 
not act soon, then Internet technology com-
panies will take over their supply chains, 
they will be marginalized into lesser rele-
vance in the content world, or both. 
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Google Book Search 
Fostering public access in a controlled way 

By: Jens Redmer, Google Book Search Europe, Hamburg, Germany 

INDICARE-Interview by Knud Böhle, ITAS, Karlsruhe, Germany with Jens Redmer, Google 
Book Search Europe. The interview makes the essence of Google Book Search clear: an inno-
vative and powerful Online Public Access Catalogue integrated into Google’s overall index and 
search service for the Internet. Due to the focus of the INDICARE Monitor questions centre on 
content protection, usage limitations, and copyright. 
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About Jens Redmer: Jens Redmer, born 
1967, studied computer science and medi-
cine at Kiel University, Germany. From 1995 
until 1998, he directed various projects in the 
fields of interactive media within the Axel 
Springer Publishing Group’s Strategic Plan-
ning Department. Last position at Springer 
was regional MD for a local internet service 
provider, a Bertelsmann/ Springer/ WAZ joint 
venture. From 1998 until 2001, he directed 
Business Development for ricardo.de, a pan-
European internet auction site as a member 
of the Board. Further stations of his devel-
opment include AOL Germany, where Jens 
directed Premium/ Paid Services from 2001-
2004, and Endemol TV Productions in Am-
sterdam/ The Netherlands and Cologne, 
Germany, 2004-2005. Here Mr Redmer di-
rected Endemol’s multimedia department. At 
present he is responsible for the Strategic 
Partner Development for Google Book 
Search in Europe.  

INDICARE: Mr. Redmer, there are giga-
bytes of articles about Google Print recently 
renamed Google Book Search (Grant 2005) 
and information by Google itself (cf. 
sources). Nevertheless, let’s start with some 
up to date figures about the Google Book 
Search Library Project and the Google Book 

Search Publisher Program to set the scene: 
How many books have you scanned already? 
How many books are available online via 
Google Book Search? How many libraries 
are actively participating in Google Book 
Search for Libraries? As there are news (cf. 
e.g. Charny 2005) that you are giving more 
attention to the European region than before; 
who are the European libraries and publish-
ers currently participating?  

J. Redmer: We have experienced a tremen-
dous interest in our program so far. Up until 
today, thousands of publishers have success-
fully joined Google Book Search. Let me 
point out that virtually every major US and 
UK publisher is an active member of the 
Google Book Search Program. Our commit-
ment to create a truly international product 
has just been underlined by our recent launch 
of Google Book Search in many more lan-
guages in European countries, including 
France, Italy, Germany, Spain, and the Neth-
erlands. In the Library program, we currently 
work with 5 leading libraries, 4 of which are 
based in the US (Universities of Stanford, 
Harvard, Michigan, NY Public Library) plus 
our first European Library partner, the Uni-
versity of Oxford. We continue to explore 
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further partnerships and expect to cooperate 
with additional Libraries soon. Google is 
international, so language diversity is key.  

INDICARE: As INDICARE is especially 
interested in DRM from the consumers’ point 
of view, could you please split the number of 
titles available in those already in the public 
domain, those from libraries still under copy-
right, and those made available by publish-
ers?  

J. Redmer: While I cannot disclose the ac-
tual numbers within our Publisher and Li-
brary Programs, let me explain that right 
now, most of our books come from the 
Google Book Search Publisher Program, a 
program that lets book publishers of all sizes 
have their book content included in Google’s 
main search results. Publishers send us their 
books and we digitally scan them and add 
their content to our search results – all for 
free. Through our partnerships with well-
known libraries, through the Google Book 
Search Library Project, over time your 
Google search results should start to show 
more books from these collections as well.  
INDICARE: Please allow me to insist on 
figures, although I know Google is somehow 
reluctant to communicate them. The order of 
magnitude of books covered by the Google 
Book Search Library Project and the Google 
Book Search Publisher Program respectively 
should be no secret.  

J. Redmer: These numbers are big. Really 
big. But, unfortunately, I cannot share the 
actual number with you. You will get a good 
indication of the magnitude of the books 
covered within the Google Book Search by 
trying it out yourself for a set of search re-
quests by navigating to 
http://books.google.com. 

INDICARE: There are different usage re-
strictions for each of these types of sources, 
as explained roughly in the “Google Book 
Search Help Center” (cf. sources). Could you 
explain in technical terms how content pro-
tection works in Google Book Search, and 
what is even more interesting, the reason 
why exactly you have chosen the different 
sets of usage restrictions.  

J. Redmer: Google carefully respects rights 
of all copyright owners, this is why we re-
strict usage of the books discoverable on 
Google Book Search. Google hosts all mate-
rial on our secure servers. We disable the 
print, cut, copy, and save functionality on all 
pages displaying book content, in order to 
protect the material. Of course, also no 
downloading is possible. In addition, the 
publishers can choose how much of a book a 
user will be able to view over a 30 day pe-
riod, from 20% to 100%. Adding to these 
user-focused restrictions, there are also page-
level restrictions. Portions of the book will be 
available to all identifiable users (using the 
cookie technology), but those users wanting 
to browse additional pages must additionally 
sign in with their Google Account to view 
the full pages. They will still be restricted to 
the percentage of the book a publisher 
chooses to make available. At all times, only 
a part of the book is online since Google 
makes a significant portion of a book invisi-
ble to all users.  
INDICARE: Google’s content protection 
policy may seem to some already exagger-
ated, for example I wonder why you don’t 
offer a download function or at least a print 
function for books 100 % out of copyright.  

J. Redmer: Again: Google Book Search is a 
means for helping users discover books, not 
to read them online and/ or download them. 
We will neither put Libraries nor Publishers 
out of business. Because of this, users who 
want to read the whole book can use the 
“Buy the Book” links to purchase it. Users 
can also click through to the publisher’s 
website where there may be a digital version 
available. If the book that a user discovered 
is no longer in print, we link users to libraries 
where they can find the book to access the 
book in physical form. Google Book Search 
supports all parties: It drives publisher sales 
by leading our users to book retailers includ-
ing the publisher’s website, and it also helps 
libraries fulfil their mission better by leading 
our users into libraries. 

INDICARE: I see; in essence Google Book 
Search is a sophisticated “Online Public Ac-
cess Catalogue” (OPAC). Last year Elec-
tronic Frontier Foundation’s Cory Doctorow 
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indicated that Seth Schoen (EFF’s so called 
staff technologist) had found “some avenues 
toward breaking” Google Book Search’s 
DRM (Doctorow 2004), and more recently 
Greg Duffy (alias Isometrick) claimed to 
have written a “simple code that can instantly 
create PDFs of entire books from Google 
Book Search” (Duffy 2005). Do you believe 
that these hacking tools really do what they 
promise? Has Google Book Search already 
been hacked? Have you done anything 
meanwhile to repair these security breaches?  

J. Redmer: Google is in the focus of users 
trying to get unauthorised access to our ser-
vices frequently, independent of the Google 
Book Search Program. Thus, we are used to 
identifying inappropriate usage patterns for 
all of our products. As explained above, we 
have developed sophisticated and extensive 
technology that strictly limits the access for a 
single user. Please also bear in mind that at 
no time, a full book is online since we make 
a significant percentage invisible to all users 
at all times. Also, book pages visible within 
Google Book Search are shown at a very low 
resolution that is not usable for further proc-
essing – high-resolution images are not even 
connected to the internet. We can identify 
repetitive usage patterns and react appropri-
ately. Since a book is never online in full, no 
one is able to view a full book, even with 
thousands of search requests and multiple 
machines. 

There may be a very small fraction of users 
trying to circumnavigate access limitations 
(by the way: that is not “hacking”). Much 
more importantly, these users are by far out-
numbered by thousands, millions of new 
users that discover – and possibly buy – 
books that they may not even have been 
thinking of.  

Let me counterask the following questions: 
Can an offline bookseller guarantee that no-
one is reading an entire book on their prem-
ises (and not buying it)? Can they guarantee 
that no-one is taking photos of all those 
pages of interest to that user, in high resolu-
tion, without any limitation? Can a library 
guarantee that no-one is reading and copying 
– legally – a full book on their premises? Can 
a publisher guarantee that one of their books 

are available on the internet illegally, in full, 
in high resolution?  

Here’s our answer: We do not create new 
risks here, we minimize them. In addition, 
we constantly add new security features, for 
example the page-level login requirement 
recently launched. Google Book Search is 
not a threat, it is a fantastic opportunity for 
both authors, publishers, and libraries – and, 
of course: new readers. 

INDICARE: In a way we might say Google 
Book Search needs DRM technology to be 
viable? 

J. Redmer: Google Book Search is a book 
discovery program, not a book reading pro-
gram. For this, we rather need access limita-
tion mechanisms than DRM mechanisms. 

INDICARE: Google has been sued by the 
Authors Guild (Authors Guild 2005), and 
more recently by the Association of Ameri-
can Publishers (AAP 2005) for copyright 
infringement (cf. Band 2005a and b for a 
neutral analysis of the copyright issues). I 
don’t expect statements on these pending law 
suits, but I would like to ask you what the 
real foundations of the controversy are. 
While you are expanding the commons or 
better, access to them, you pose a threat to 
commercial publishers’ business models – 
that’s more or less what e.g. Lawrence Lessig 
(2005) assumes. One might add that publish-
ers will fear that Google will be able to de-
rive new value-added services from the data-
base of scanned books without revenue shar-
ing with publishers. How do you cope with 
publisher concerns?  

J. Redmer: Let me point out one very im-
portant thing here: Google Book Search does 
not threaten authors’ and publishers’ busi-
ness models, it helps drive their businesses. 
This is very widely misunderstood. Whatever 
we do is in the interest of both authors and 
publishers.  

We regret that the groups mentioned above 
chose to sue us over a program that will 
make millions of books more discoverable to 
the world – especially since any copyright 
holder can easily exclude their books from 
the program, so: no law suit required. What’s 
more, many of Google Book Search’s chief 



 

INDICARE Monitor Vol. 2, No 9, 25 November 2005 284

beneficiaries will be authors whose backlist, 
out of print and lightly marketed new titles 
will be suggested to countless readers who 
wouldn’t have found them otherwise. 

Let’s be clear: Google doesn’t show even a 
single page to users who find copyrighted 
books through this program (unless the copy-
right holder gives us permission to show 
more, like in the Publisher Program where 
we explicitly sign an agreement with pub-
lishers). At most we show a brief snippet of 
text where their search term appears, along 
with basic bibliographic information and 
several links to online booksellers and librar-
ies.  

The use Google makes is fully consistent 
with both the history of fair use under copy-
right law, and also all the principles underly-
ing copyright law itself. Copyright law has 
always been about ensuring that authors will 
continue to write books and publishers con-
tinue to sell them. By making books easier to 
find, buy, and borrow from libraries, Google 
Book Search helps increase the incentives for 
authors to write and publishers to sell books.  

To achieve that goal, we need to make copies 
of books, but these copies are permitted un-
der copyright law. For those books still under 
copyright Google is only showing: (1) bib-
liographic card-catalog-like information and, 
(2) at most very brief text excerpts. For copy-
righted books, full text will not be available, 
and extensive safeguards to prevent copying 
and excessive access are in place.  

Think of Google Book Search this way: it is 
very similar to web search. In order to elec-
tronically index a webpage, you need to 
make a copy of it. In order to electronically 
index a book, we have to make a digital copy 
of the book. As with web search, the copies 
we make are used to direct people to the 
books. Our experience with web search is 
that many people ask to have their web pages 
included in our search results and very few 
ask to be excluded. 

INDICARE: Google Book Search, as ac-
knowledged by many, could become a mile-
stone towards a true “docuverse” envisaged 
by Ted Nelson more than 30 years ago. In the 
words of the National Consumers League 

(2005) the same vision is present: “If prop-
erly constructed and wisely administered, 
this new venture sets the stage for a quantum 
leap in consumer access to information”. In 
the light of this great perspective one may 
however argue that Google’s approach is not 
yet open enough. As researchers from OCLC 
(cf. Lavoie et al. 2005) estimated, the titles of 
the five major libraries (Google 5) would just 
cover a third of the entire record of publica-
tions. To be really successful building the 
new Commons there should be ways to offer 
a more federated approach, and an approach 
which leaves more autonomy and ownership 
with the libraries. How does Google recon-
cile the public interest in a true docuverse 
(without artificial proprietary boundaries) 
with the private company’s profit maximis-
ing business strategy? 

J. Redmer: Thank you for this important 
question which is easily answered by citing 
our mission: “To organise all the world’s 
information and make it universally accessi-
ble and useful”. With Google Book Search, 
we have just tapped into the vast amount of 
content that today is not yet accessible 
online. We will continue to create and im-
prove products to make accessible and useful 
much more of today’s offline content. Allow 
me to quote our founders: “We are only at 
the beginning”.  

INDICARE: Frankly speaking, I would have 
expected a less easy answer outlining your 
strategic ideas about co-operation, sharing, 
federating etc. I can hardly imagine that the 
Internet population (whatever this may be in 
social terms) will ever accept a monopolistic 
gateway regulating access to its record of 
information…  

J. Redmer: Google is constantly aiming at 
creating even better products to fulfil our 
mission to organise the world’s information 
and make it universally accessible and use-
ful. As with all products, it is the user who 
decides if they are helpful and useful. We are 
very happy with the fact that we are success-
ful with matching user demands with our 
exiting products, existing and coming. 

INDICARE: Thank you very much for this 
interview. 
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Commission Recommendation on cross border licensing: 
Last train boarding now!  
By: Margreet Groenenboom, Institute for Information Law, Amsterdam 

Abstract: The “Study on the cross-border collective management of copyright” released in July 
2005 by the European Commission (EC) was discussed in the INDICARE Monitor of September 
2005 (Groenenboom 2005). The present article is a follow up reviewing the EC’s subsequent 
Impact Assessment and the ensuing Recommendation. The article also elaborates on some 
specific proposals brought forward by stakeholders in their reactions to the Study. 
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Introduction 
The “Study on a community initiative on the 
cross-border collective management of copy-
right” released in July 2005 by the EC aimed 
to improve the cross-border licensing for 
online music services (European Commis-
sion 2005a). In this Study, the EC proposed 

three options for the improvement of the 
current situation: 

1. do nothing;  
2. suggest ways in which cross-border 

cooperation between national collective 
rights managers in the 25 Member States 
can be improved; 
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3. give rightholders the additional choice of 
authorising a collective rights manager 
for the online use of their musical works 
across the entire EU. 

The EC favours option 3, since first, option 3 
enables rightholders to choose the collective 
rights manager (CRM) they want to join. 
Secondly, this option enables competition 
between CRMs, and, as a result, this would 
lead to the improvement of services offered 
by CRMs (European Commission 2005b). 
This competition between CRMs would 
result in a “survival of the fittest”, and, as a 
consequence, there would be fewer CRMs 
for online music services to address which 
would diminish the licensing costs. 

Eighty-five stakeholders submitted reactions 
to the Study to the EC. This article examines 
the Impact Assessment (European 
Commission 2005c) conducted by the EC 
following the reactions submitted, as well as 
the ensuing Recommendation (European 
Commission 2005d).  

Impact Assessment 
The instrument of the Impact Assessment 
was introduced in 2002 by the EC to improve 
the quality and coherence of the policy 
development process for all major initiatives, 
i.e. those initiatives which are presented in 
the Annual Policy Strategy or in the Work 
Programme of the EC (European 
Commission 2005e). In an Impact 
Assessment – which should contain certain 
components – a systematic analysis of the 
likely impacts of intervention by public 
authorities can be found. It should be noted 
that an Impact Assessment is not a substitute 
for a political decision; however, it might 
increase transparency, communication and 
information on the EC’s proposals.  

In October 2005, the EC released the Impact 
Assessment on the cross-border licensing of 
online music services, which contained 7 
Chapters: 

1. Problem definition; 
2. Objectives; 
3. Policy options; 
4. Analysis of impacts; 
5. Assessment and evaluation; 

6. Results of stakeholder consultation; 
7. Commission proposal and justification. 

Chapters 1 to 3 of the Impact Assessment 
roughly correspond to Chapters 1 to 3 of the 
Study. Although their titles differ, Chapter 5 
of the Impact Assessment (called 
assessment) generally corresponds to Chapter 
5 of the Study (called monitoring). 
Therefore, this article will focus only on the 
Chapters of the Impact Assessment relating 
to the Analysis of impacts (Chapter 4), the 
Results of the stakeholder consultation 
(Chapter 6) and the Commission proposal 
and justification (Chapter 7).  

Analysis of impacts (Chapter 4) 
In this Chapter, the EC sets out the 
submissions of the stakeholders per topic, i.e. 
legal certainty, transparency/governance, 
culture/creativity, innovation and growth, 
competition, employment, consumer/prices, 
impacts outside the EU, consequences for 
large and medium CRMs, consequences for 
rightholders and consequences for online 
music providers. For each topic, the EC 
concludes by making its own evaluation. All 
topics gave rise to intense discussion 
amongst stakeholders, discussion which 
often centred on the question: who benefits 
from option 2 or option 3?  With respect to 
this issue, the EC recognises that the basic 
difference between option 2 and option 3 is 
that option 3 would introduce competition in 
the relationship between rightholder and 
CRM (the rightholders option), while option 
2 would introduce competition at the level of 
commercial users (the commercial user 
option). If, according to option 3, 
rightholders would be given the choice which 
CRM to join, CRMs must ensure their 
attractiveness to attract rightholders. This 
means for instance low transaction costs and 
high royalties. Option 2 would lead CRMs to 
ensure their attractiveness for commercial 
users, this means for instance offering a good 
repertoire and low royalties. 

The EC also pays attention to the possible 
use of DRM by CRMs. The EC expects that 
rightholders will take into account the DRM 
solutions applied or imposed by the CRMs to 
protect and monitor their rights in the most 
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efficient way. This could have an impact on 
the development of DRM.  

Results of the stakeholder consultation 
(Chapter 6) 
In this Chapter, the EC summarizes per 
category of stakeholders the favoured 
options. It is important to note here, that the 
stakeholder consultation described in Chapter 
6 of the Study concerns a prior consultation 
round, which had been launched on 16 April 
2004. Overall, the general opinion of 
stakeholders in the July 2005 consultation is 
that indeed something needs to be done, for 
no stakeholder favours option 1 over option 2 
or 3. Option 2 – suggest ways in which cross-
border cooperation between national 
collective rights managers in the 25 Member 
States can be improved – is favoured by: 

► Author’s societies. GESAC favours 
option 2, but stresses that additional 
safeguards are indicated; first, safeguards 
against dumping of valuable repertoire by 
smaller rivals within the network of 
reciprocal representation agreements and, 
second, safeguards that enable CRMs to 
control the price of their own repertoire. 
These safeguards are needed because 
GESAC fears that when collecting 
societies all offer the same (popular) 
repertoire as a result of implementing 
option 2, this would result in a downward 
movement with regard to the amount of 
royalties being paid to authors. To attract 
customers, CRMs should offer customers 
(i.e. online music services) a good price 
for getting a license. Competition 
between CRMs for customers would thus 
lead to lower licensing prices. Lower 
licensing prices automatically lead to a 
lower royalty to be paid to authors. With 
regard to this pricing issue, some very 
large authors’ societies (such as the UK 
and French societies) are willing to 
withdraw from reciprocal arrangements 
with authors’ societies that devalue their 
repertoire by undercutting on the price. 

► Major record companies. Because they 
are licensees of authors’ rights and thus 
are amongst the commercial users, they 
wish to minimise the payment of royal-
ties to be paid to authors’ societies. 

Unlike the author’s societies, they favour 
the downwards pricing movement result-
ing from competition amongst CRMs to 
attract customers. 

► Record producer societies. Because they 
would like to improve governance and 
accountability in reciprocal agreements, 
they favour option 2.  

► Radio broadcasters. Since they are 
amongst the commercial users and they 
aim to serve the market at the lowest 
possible price, they favour option 2 with 
an EU wide one stop shop license. 

► Niche European cross-border television 
channels (e.g. MTV). MTV favours this 
model because it would favour 
competition between societies and price 
levels. ► Online music providers. Like the radio 
broadcasters, they favour option 2 
because they would like to have an EU 
wide license for the aggregate EU 
repertoire. In addition to this, they favour 
the introduction of a mandatory dispute 
resolution mechanism. 

► The European Consumers’ Organisation 
(BEUC). BEUC aims to establish 
consumer choice at attractive prices. A 
good price for online music services, 
means a good price for consumers. 
BEUC mentions that option 2 of the 
Study might have been a viable basis to 
address the current problems of collective 
management. With regard to option 3, 
BEUC points out the risk that 
commercially active CRMs might not be 
able or willing to support national artists 
on the margins of commercial viability 
when this option is followed. When 
minor, national artists are not considered, 
cultural diversity might diminish. 

Option 3 – give rightholders the additional 
choice of authorising a collective rights 
manager for the online use of their musical 
works across the entire EU – is favoured by: 

► Music publisher’s community. Some 
music publishers already announced that, 
whatever the outcome of the stakeholder 
consultation, they will withdraw their 
repertoire from the existing reciprocal 
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agreements and tender the repertoire for a 
single EU wide license.  

► Independent record labels. These record 
labels favour option 3 because this would 
enable them to establish their own CRM.  

Two groups need to be mentioned separately 
here: first, the performers’ societies, because 
they are uncommitted to any of the 
proposals; and secondly, the mobile network 
operators, because they favour a combination 
of option 2 and option 3 with a dispute 
resolution mechanism. The mobile network 
operators state that commercial users should 
have the possibility to choose between 
obtaining license rights directly for the entire 
EU, and via reciprocity agreements for the 
remainder of the repertoire. 

Commission proposal and justification 
(Chapter 7) 
The different views expressed regarding the 
Study resulted in a proposal by the EC in 
which the parallel deployment of the 
business models in option 2 and option 3 is 
embedded. In addition, the EC introduces a 
series of fundamental freedoms that should 
form the basis of the relationship between 
rightholders, CRMs and commercial users. 

According to the EC, commercial users 
should be able to obtain multi-territorial 
licenses for the entire EU irrespective of the 
Member State of residence or nationality of 
either the CRM or the rightholder; the 
categories of rights and the territorial scope 
should be defined in the license; and CRMs 
should enhance transparency, for instance by 
publishing repertoire and applicable prices. 

Rightholders should be able to determine the 
categories of rights and the territorial scope 
entrusted for collective management; they 
should be able to withdraw rights from 
existing agreements with CRMs in order to 
join the CRM of their own choice, 
irrespective of the Member State of residence 
or nationality of either the CRM or the 
rightholder. In addition to the principles mentioned 
above, the EC also introduces rules on 
governance, transparency and accountability 
that CRMs should adhere to. These rules 
include the following principles: 

► CRMs should grant commercial users 
licences on the basis of objective criteria 
and without any discrimination against 
users; 

► CRMs should be obliged to distribute 
royalties to all rightholders or categories 
of rightholders they represent in an 
equitable manner; 

►  CRMs should establish clarity among 
themselves and vis-à-vis commercial 
users as to which rightholders they 
represent and update this information on 
a regular basis; 

► CRMs should specify vis-à-vis all the 
rightholders they represent, the 
deductions for purposes other than for the 
management services provided; 

► Management contracts between CRMs 
and rightholders for the EU-wide 
management of musical works for online 
use should also specify whether and if so, 
to what extent, there will be deductions 
for purposes other than for the 
management services provided; 

► The relationship between CRMs and 
rightholders, whether based on contract 
or statutory membership rules should 
comprise the principle that a CRM treats 
domestic and non-domestic rightholders 
or categories of rightholders equally in 
relation to all elements of the 
management services provided; 

► The relationship between CRMs and 
rightholders, whether based on contract 
or statutory membership rules should 
contain the principle that rightholders’ 
representation in the internal decision 
making process is fair and balanced 
namely commensurate with the economic 
value of their rights; 

► CRMs should report regularly to all 
rightholders they represent whether 
directly or under reciprocal 
representation agreements on licences 
granted, tariffs applicable and royalties 
collected and distributed; 

► Member States are invited to provide for 
effective dispute resolution mechanisms 
in relation to tariffs, licensing conditions, 
entrustment of online rights for manage-
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ment and withdrawal of online rights 
available to commercial users and 
rightholders in their territories. 

Recommendation  
The Impact Assessment formed the basis for 
releasing the Recommendation (European 
Commission 2005d and European 
Commission 2005f). It is important to note 
what the status of such a document is. The 
Recommendation, which is based on Article 
211 EC Treaty and is directed at Member 
States and all economic operators that are 
involved in the management of copyright and 
related rights in the EU, can be interpreted as 
a signal to stakeholders that they will need to 
do something to improve the current situation 
in a way that will enable online music 
services to license music in an easier way. A 
Recommendation is not binding for the 
concerned parties. However, it does have a 
certain persuasive character since it forms the 
last possibility for the parties concerned to 
introduce self- regulation before the EC 
issues binding legislation. 

The different views from stakeholders on the 
issue have resulted in a Recommendation 
which does not impose the implementation of 
either option 2 or 3 upon the concerned par-
ties. Rightholders and commercial users of 
copyright-protected material should be given 
a choice as to their preferred model of licens-
ing. To achieve a better functioning of the 
existing reciprocal agreements and to make 
option 3 a possibility, the EC proposes the 
elimination of territorial restrictions. In addi-
tion, customer allocation provisions in exist-
ing reciprocal representation agreements 
should be eliminated. Furthermore, 
rightholders who do not wish to make use of 
reciprocal agreements to manage their reper-
toire should be offered the additional option 
to tender their repertoire for EU-wide direct 
licensing. Lastly, the Recommendation con-
tains a number of principles to which CRMs 
should adhere in order to introduce a culture 
of transparency and good governance ena-
bling all relevant stakeholders to make an 
informed decision on the licensing model 
best suited to their needs. These principles 
correspond to the principles mentioned in 
Chapter 7 of the Impact Assessment and are 

applicable to all CRMs, irrespective of 
whether they manage rights according to 
option 2 or option 3.  

A bit of discussion 
Some issues resulting from the Impact 
Assessment and Recommendation are worth 
mentioning here. 

Attractiveness of DRM 
The statement of the EC according to which 
rightholders will take into account the DRM 
solutions applied or imposed by the CRMs to 
protect and monitor their rights in the most 
efficient way, suggests that all rightholders 
favour the use of DRM. One indication in 
support of this statement is the fact that 
legitimate downloading services are 
becoming more and more popular. However, 
more and more artists are publicly rejecting 
the use of DRM (and, more specifically, 
copy protected CDs which hinder the transfer 
of the bought CD to an MP 3 player) by their 
record companies. Use of DRM might thus 
also drive a certain artist away from the 
record company. In the future, more 
discussion between rightholders and the 
party applying a DRM concerning the 
possibilities of applying a certain DRM is 
needed.  Choice as an advantage 
The EC wants to give rightholders a choice 
when joining a CRM. Do rightholders 
actually want to have a choice, do they have 
the knowledge to make a profound choice 
and, moreover, would they use the 
opportunity to join a CRM not based in their 
territory? Big rightholders, like record 
companies, are more likely to have the 
knowledge to make a profound decision to 
choose (or even establish) a CRM than 
individual rightholders. In addition to this, 
the right of the rightholder to withdraw 
licensed rights from a CRM at any given 
time does not enhance certainty amongst 
online music services. Only a register which 
is updated regularly (probably at least daily) 
might give a good overview of who is 
represented by which CRM for which rights. 
If there is no such on-going registration, an 
online music service might address a certain 
CRM who does not represent a certain 
rightholder anymore.  
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Reduction of costs 
It remains also to be seen whether implemen-
tation of option 3 indeed does diminish the 
costs for online music services when offering 
digital music. The online music service still 
would have to conclude several licenses if a 
rightholder grants different CRMs the right 
to license certain rights in a designated area 
and when no reciprocal agreements are in 
place.  

Bottom line 
Whether one supports option 2 or option 3, it 
is now up to the stakeholders to implement 
either of those options and to improve the 
current situation. Whatever stakeholders 
decide to do, the implementation of the prin-
ciples to which CRMs should adhere, will 
definitely improve the greater good of trans-
parency! 

Sources 
► European Commission (2005a): Commission staff working document (2005): Study on a community 

initiative on the cross-border collective management of copyright; 
http://europa.eu.int/comm/internal_market/copyright/management/management_en.htm 

► European Commission (2005b): Press Release IP/05/872 of 7 July 2005: Music copyright: 
Commission proposes reform on Internet licensing; 
http://europa.eu.int/rapid/pressReleasesAction.do?reference=IP/05/872&format=HTML&aged=0&lang
uage=EN&guiLanguage=en  

► European Commission (2005c): Impact Assessment, Commission staff working document, Annex to 
the recommendation from the commission on performing cross-border  management of copyright and 
related rights for legitimate online music stores; 
http://europa.eu.int/comm/internal_market/copyright/management/management_en.htm 

► European Commission (2005d) Commission Recommendation on collective cross-border 
management of copyright and related rights for legitimate online music stores; 
http://europa.eu.int/comm/internal_market/copyright/management/management_en.htm 

► European Commission (2005e): Communication from the Commission on Impact Assessment, COM 
(2002) 276, 5.6.2002 

► European Commission (2005f): Press release IP/05/1261 of 12 October 2005: Music copyright: 
Commission recommendation on management of online rights in musical works; 
http://europa.eu.int/rapid/pressReleasesAction.do?reference=IP/05/1261&format=HTML&aged=0&lan
guage=EN&guiLanguage=en 

► Groenenboom (2005): Improving cross border licensing practices for online music stores, INDICARE 
Monitor, Vol. 2, No 7, September 2005, http://www.indicare.org/tiki-read_article.php?articleId=139  

About the author: About the author: Margreet Groenenboom is project researcher at the 
Institute for Information Law, University of Amsterdam. She specialises in copyright law, patent 
law, trademark law and law & information technology. Contact: groenenboom@ivir.nl 

Status: first posted 24/11/05; licensed under Creative Commons 

URL:  http://www.indicare.org/tiki-read_article.php?articleId=156   

 

 

 

 

 



 

INDICARE Monitor Vol. 2, No 9, 25 November 2005 291

  

DRM researchers do not disregard consumer acceptability 
any more  
A report on the fifth ACM workshop on Digital Rights Management 

By: Kristóf Kerényi, SEARCH laboratory, Budapest, Hungary 

Abstract: INDICARE was present at the 2005 ACM DRM Workshop in Alexandria, VA, to 
monitor what has changed during the past year in the field of DRM technology. Although the 
attendance of the workshop was not too high, we heard quality presentations, and a little bit 
surprisingly the focus has moved from completely technical to multidisciplinary, and much heed 
was given to consumer acceptability of DRM solutions. 

Keywords: conference report – consumer research, DRMS, fair use, rights expression 
language, standards, technical protection measures 

  

Introduction 
Having been at the last year’s DRM 
workshop organized by ACM (Association 
for Computing Machinery) (cf. Kerényi 
2004), I looked forward to visiting the 2005 
event organized in Alexandria, Virginia. This 
time the workshop, being part of a week-long 
event, the 12th ACM Conference on 
Computer and Communications Security, 
was organized in a more prestigious place 
than last year, the Hilton Alexandria Mark 
Center. Therefore I was surprised, that 
compared to the previous workshop, the 
number of the audience was approximately 
halved. The around twenty participants came 
from all over the world, mostly universities, 
but there were some representatives from the 
tech industry (Microsoft, Motorola). 

As the name of the enclosing event suggests, 
I expected the presentations to havie mainly 
technical focus, but the title of the first two 
presentations (cf. event web site, workshop 
program) suggested a stronger consumer-
related view. As the whole event was 
introduced, the workshop this year promised 
a “comprehensive intellectual view”, 
mentioning the legal and market-related 
questions of DRM beside the expected 
technical focus. 
Opening block – Legal issues and fair use 
Alapan Arnab from the University of Cape 
Town talked about the well known contro-
versy, that DRM, which was meant to be an 
active protection of copyright, as opposed to 
the historic passive enforcement, does not 
actually implement the fundamentals of 

copyright law. One of the most salient signs 
is that current systems do not allow fair use. 
As he said fair use was “a feature for law-
yers”, that computers, more specifically 
Rights Expression Languages, could not 
express. Therefore he concluded that “fair 
use was unsuitable for DRM”. Instead he 
proposed that “fairer use” could be achieved, 
than what is available at present. 

Arnab discussed the question whether DRM 
systems are rather similar to buying or 
licensing. He stated that DRM systems will 
never be able to enforce core protection 
(copying, redistributing), they can only 
restrict usage. Thus, if we drop the old view 
of ‘buying music just as one used to buy a 
CD’ and look at today’s ‘buying content 
from the on-line store’ as licensing (basically 
a contractual process), then consumers will 
not necessarily be in a worse position. 
However, for contracts it is necessary, that 
both parties can provide their input, and 
agree on the terms and conditions under 
which the deal will be made. Current DRM 
systems, he said, do not allow the users any 
input on the terms of the usage licenses. For 
this, he proposed two different solutions, 
which could contribute to achieving fairer 
use. First, he talked about negotiation of licenses. 
He described a protocol, based on which the 
end user and the license server could conduct 
the negotiation process, and by which e.g. 
different prices could be paid for different 
sets of rights. He proposed that instead of a 
separate language for negotiation, RELs 
should be extended to be able to support bi-
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directional requests. (see also Rump, 2004) 
He also proposed extensions to the two most 
widespread RELs, ODRL and XrML, to 
make such negotiation of terms possible. 

The second solution Arnab proposed was 
credentials-based. He said that credentials-
based systems were not new, and such 
functions could be achieved in DRM 
systems, too. A simple example of 
credentials-based access could be that for 
average users some form of license is granted 
to a piece of writing, in which any derivative 
work is forbidden, but those who have a 
journalist credential are allowed to excerpt. 
Naturally trusted credentials servers are 
required for strong identity management in 
order to maintain security of the system. 
Arnab again examined both ODRL and 
XrML, and concluded that the latter was 
ready for credentials-based use, and proposed 
an extension for the first one to be 
compatible with this approach. Rei Safavi-Naini from the University of Wol-
longong, Australia, presented research done 
by four fellows, one dealing with computer 
law and three sociologists. She analyzed fair 
use and fair dealing, as similar concepts in 
many countries, including Australia and also 
appearing in some EU documents. She gave 
a detailed background about the history and 
law cases in connection with fair use and 
personal use.  

Safavi-Naini talked also about the social 
context of music and new media. The authors 
examined several surveys, and concluded 
that music was very important in society, 
because “music and talk about music is a 
way of constituting and maintaining 
friendship networks”. They also conducted 
in-depth interviews with 23 consumers, 
somewhat similar to what INDICARE did 
(cf. references). The authors found out that 
both listening alone and sharing one’s vision 
with friends was a basic social need. Thus 
she concluded that DRM systems need to 
encourage sharing and exploring new music, 
because this is what people always wanted. 
Safavi-Naini said that exploration of new 
music based on sharing often leads to 
purchase. Thus, revenues can be collected by 
different means, e.g. with the purchase of 
concert tickets, T-shirts, CDs, etc. 

The key recommendation of the presentation 
was that “DRM systems should concentrate 
on how sharing and exploring new music can 
lead to a purchase, rather than try to stop a 
core music activity”. DRM system designers 
should address user requirements in the area 
of file sharing, and make it possible for users 
to legally exchange music. 

Interoperability 
At the workshop we had also quite some 
presentations regarding interoperability, one 
of the questions that interest consumers most. 
The three speakers who touched the topic the 
closest each had a different view of how to 
achieve this goal. 

Pramod A Jamkhedar, from the University of 
New Mexico, continued research that he had 
presented in the previous year’s conference. 
At that time he had talked about creating a 
layered architecture for DRM and standardiz-
ing the function of the layers (cf. Kerenyi 
2004). This year he analyzed what is neces-
sary for achieving interoperability (inter-
faces, protocols, standards that should be 
developed). Jamkhedar’s view was that stan-
dardization does not have to happen all at 
once; while today’s DRM systems are mono-
lithic, and in the future the aim is to create 
highly interoperable system, there will be a 
gradual change through intermediate levels 
of interoperability. 

Sam Michiels, a researcher from the Katho-
lieke Universiteit Leuven took a very differ-
ent approach: instead of defining layers and 
dividing DRM functionality in a vertical 
manner, he looked at the functionality that 
DRM systems provide. Michiels analyzed 
state-of-the-art DRM technologies and ex-
tracted from them high level usage scenarios 
with respect to consumers of content, pro-
ducers and publishers. He identified seven 
subsystems which are, or should be common 
to all different systems. These are Content 
Service, License Service, Access Service, 
Tracking Service, Payment Service, Import 
Service and Identification Service.  

Micheils concluded that today’s DRM sys-
tems lack a generic software architecture that 
supports interoperability and reuse of spe-
cific DRM technologies. He proposed that 
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the identified functions and key services 
should be located in an overall software ar-
chitecture for DRM, and the different func-
tions and sub-services of DRM should be 
standardized. This could also contribute to 
the gradual change to full interoperability, 
and provide a way for newcomers to the 
market to step in with just one of the func-
tions newly implemented and using existing 
subsystems for the other key services. By not 
having to re-implement the whole DRM ar-
chitecture every time one has a new idea for 
one of the six functions, the market could 
open up to new ideas and grow faster, to the 
benefit of consumers. 

While the previous two speakers presented 
“just research”, and had no intention to pro-
mote actual standardization, David W. 
Kravitz from Motorola talked about a real 
device which could help achieve interopera-
bility. He introduced the Rights Issuer Mod-
ule (RIM), a central device in one’s home 
entertainment system, which achieves func-
tional interoperability by acting as a content 
and rights object translator between the “up-
stream device” (could also be the content 
provider) and the “downstream device” (this 
is the device receiving the content and 
rights). Motorola’s aim when designing the 
RIM was to create a supplementary system 
with the help of which one can easily move 
content among devices with minimal or po-
tentially even no change to existing players, 
and that was secure, while at the same time 
reducing robustness requirements for home 
devices. 

Technical research going on 
Just to touch on other topics mentioned at the 
workshop, we also had presentations about 
broadcast encryption, watermarking, and 
software protection techniques. Markus Rohe 
from the Ruhr-Universität Bochum intro-
duced a secure digital rights distribution in-
frastructure, where customers can verify the 

legality of a license. This is important, when 
digital content is used for important calcula-
tions, and accuracy of data is crucial, and this 
infrastructure can guarantee liability of the 
content provider. Andreas Matheus from the 
University of the Federal Armed Forces Mu-
nich talked about extending DRM systems to 
the geospatial domain – with GeoXACML 
Matheus successfully added location infor-
mation to both content and rights, which can 
be important if heterogeneous and distributed 
geodata are to be used at the same time, or 
usability of licenses can vary based on the 
location of the consumer. 

Microsoft’s DRM vision 
The liveliest discussion emerged, when An-
drew Moss, a Windows strategist from Mi-
crosoft stepped on stage and gave a less 
technical and more visionary speech. After 
his talk, attendees of the workshop asked 
questions about Microsoft’s vision and to me 
it emerged that consumer acceptability is 
indeed a very important question for the 
“bigs”. Moss emphasized the importance of 
simplicity of DRM systems. He said that 
most consumers are not engineers therefore 
simplicity of solutions is one of the most 
important points when designing a DRM 
system. Therefore the best DRM is invisible, 
“if you realize it is there, they do something 
wrong”. Moss said that “the challenge now is 
not too much in technology”, instead he iden-
tified today’s key disputes as privacy, acces-
sibility, ease of use, interoperability and de-
vice-to-device availability. 

Bottom line 
Compared to the results of last year’s similar 
DRM workshop by ACM where researchers 
did not pay much attention to consumer ac-
ceptability, it seems that now the approach of 
both researchers and technology providers 
have changed, and  today the end user, and 
his wishes are in the focus of research. 
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Governing the interrelation of information markets and the 
public domain. A review 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: The journal article reviewed here (Holtgrewe 2005) attempts to explore the changing 
boundaries and interrelations of information markets and the public domain in the light of digital 
technology, digital goods and changing intellectual property regimes. The music sector and 
scientific publishing are the cases studied in more depth. The concepts used are derived from a 
sociology of knowledge understood as an “interactionist” and “constructivist” endeavour. 

Keywords: review – intellectual property, music markets, scientific publishing, sociology of 
knowledge, copyright law, open access, consumer behaviour 

  

Introduction 
By and by changing intellectual property 
regimes – copyright and DRM included – are 
appearing on the radar of social scientists. 
The input of social science to the many-
voiced transdisciplinary dialogue about these 
issues – INDICARE being one place among 
others for this exchange – is welcome. Social 
scientists as observers promise to generate a 
broader perspective beyond the narrower 
view of stakeholders. The article by Ursula 
Holtgrewe which we review in the following 
is an interesting case in point.  

Some basic assumptions 
Holtgrewe starts from two premises: First, 
the commercial sector and the public domain 
do not follow the either-or-rule of a “zero-
sum game”. What has to be understood is the 
interrelation between both. The public do-
main is understood here in a broad sense as 
“the sphere of freely accessible knowledge 
and/or cultural goods that may be circulated, 
used and further developed by anyone” (p. 
41). Second, intellectual property regimes are 

a means to govern the relation between 
commercial and public information provi-
sion: And as such they become “a dynamic 
object of action, discourse, power and influ-
ence themselves” (p. 40). 

Her reasoning is meant first of all to chal-
lenge the “essentialists” who opt for either 
the market or the public domain. Second, she 
argues against current legislation, the Euro-
pean Copyright Directive and its national 
implementation in Germany in particular, 
which she perceives as a threat to the (once) 
beneficial balance between the commercial 
and public sectors.  

What I find most interesting, however, is her 
claim in the field of social theory, namely to 
overcome what she calls “digital neo-
Marxism” (p. 45). Digital neo-Marxism basi-
cally sees at work the “capitalist contradic-
tion between forces and relations of produc-
tion” (p. 44). It exists in two variants, the 
optimistic one highlighting the inherently 
free and cooperative logics of new technol-
ogy, while the pessimistic one sees the inten-
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sification of capitalist exploitation logics. “At 
this point, the perspective of the sociology of 
knowledge brings in a contrasting view. It 
emphasises the contextual, processual, poten-
tial and generative character of knowledge. 
Here the focus is on the practical and embed-
ded utilisation of knowledge” (p. 45). 

In order to demonstrate some benefits of this 
sociological perspective, she takes a closer 
look at two concrete social “contexts”: the 
music sector and scientific publishing. The 
differences she identifies between the two 
sectors are indeed very interesting. 

Comparing the music sector and 
scientific publishing 
While the music sector might appear at first 
glance as governed by markets, and scientific 
publishing as governed ultimately by the 
“communist” (Merton) rules of scientific 
knowledge production and dissemination, in 
reality both fields present patchworks of 
mixed economies. In the music sector for 
instance the creation of music and perform-
ing are often “not purely for-profit” (p. 46), 
and important parts of distribution and con-
sumption take place as non-commercial “so-
cial exchange”. In addition levy schemes and 
collecting societies have their role.  

In scientific publishing knowledge produc-
tion is mostly public, the physical production 
and distribution however mostly commercial, 
although authors often do the pre-press work. 
Archiving is a public activity when done by 
libraries and a commercial one when done by 
databases providers etc.  

Following Holtgrewe, in both fields the insti-
tutional arrangement is in crisis. In the music 
sector consumers have been empowered by 
new technical possibilities (provided by the 
ICT industry) and they have leveraged this 
potential by enhanced forms of “social ex-
change” – think of file sharing networks for 
instance. High prices for CDs to be paid by 
the end-users themselves are regarded as an 
important incentive to go for free content. At 
the same time, as she observes, the music 
industry was reluctant to make use of the 
technical potential and to come up with new 
attractive business models. Instead the indus-
try followed a conservative strategy relying 

on restrictive legal regulations and technical 
protection measures. All in all the music 
industry has manoeuvred itself into a crisis of 
demand.  

In contrast in scientific publishing the “seri-
als crisis” (or “journal crisis”), a supply cri-
sis, is the starting point. This crisis made 
obvious that the basic institutional arrange-
ment with commercial publishers on the one 
hand and libraries on the other hand – as 
bridge between the commercial publishers 
and the public domain – did not work well 
any more. The new technical possibilities are 
used now to redefine the boundary between 
for-profit and non-profit activities in this 
sector. Pre-print archives, open access jour-
nals etc. are indicators of the attempt to get 
larger parts of publishing back into the public 
domain. The attitude of end-users and indus-
try in this field is rather distinct from the 
music sector: Scientists as users did not pro-
test significantly against the established ar-
rangement for a long time, because they of-
ten do not have to pay themselves for the 
information needed. The university or re-
search institution pays. From the point of 
innovativeness, commercial publishers were 
early birds starting many electronic services, 
especially databases, even before the inven-
tion of the Internet, and were thus prepared 
when the new network technology appeared.  

Discussion 
Overall the article shows that context matters 
and that a comparison of different fields is a 
worthwhile exercise. But there are more top-
ics Holtgrewe’s “exploratory study” (p. 40) 
touches upon. I would like to point out four 
worth further debate.  

► Holtgrewe warns not to overestimate the 
Open Access movement. It took a long 
time for authors to become aware of the 
serials crisis and the changes happening, 
and as long as reputation is linked with 
commercial journals the general picture 
will not change too soon. This however 
may differ from discipline to discipline. 
With respect to the OA movement she 
misses “institutional imagination” when 
developing open access platforms, e.g. to 
“experiment with more open forms of 
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evaluation instead of peer-review” (cf. p. 
53). 

► With reference to Michel Callon she 
points to the fact that technical accessi-
bility is not yet “open access” as it does 
not per se avoid exclusion from knowl-
edge. “The very contextuality of knowl-
edge makes it exclusive” (p. 45). Addi-
tional information work is required to 
make scientific knowledge digestible and 
usable for other groups.  

► Drawing attention to “social exchanges” 
– to address non-commercial exchanges 
between colleagues, family, friends etc. – 
is an important step. It adds a level of 
consumption and information use trans-
verse to both commercial exchanges and 
exchanges in the public domain. I doubt 
however that a broad generic term like 

“social exchange” is very helpful to ad-
dress this level.  

► A further interesting aspect she touches is 
the contradictory policy of governments, 
who on the one hand support OA initia-
tives and on the other hand comply with 
the demand of commercial lobbies when 
it comes to legal regulations.  

Bottom line 
The article reviewed is strong in exploring 
the intellectual property regimes in fields as 
different as the music sector and scientific 
publishing, and in providing a picture of the 
patchwork of for-profit and non-profit activi-
ties in these fields. However, the article does 
not live up to its ambitious claim of a sociol-
ogy of knowledge which makes the utiliza-
tion of knowledge the centre of observation.  
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► Holtgrewe, Ursula (2005): Intellectual Property, Communism and Contextuality. A non-essentialist 

exploration of German digital copyright and the public domain. Science, Technology & Innovation 
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Editorial of INDICARE Monitor Vol. 2, No 10, 23 Dec. 2005 
By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: In the editorial we announce the report of the 3rd INDICARE Workshop about “Fair 
DRM Use”, hint to the call for contributions to the 5th INDICARE Workshop about “Human Fac-
tors of DRM” (Budapest 19/01/06), and express our wish for more INDICARE Monitor articles 
from Northern, Southern, and Eastern Europe. The five articles published in the December is-
sue cover BEUC’s reasons for its Campaign on Consumers’ Digital Rights, a review of a study 
commissioned by BEUC testing the interoperability between online music stores and portable 
players, an introduction to DVB-CPCM, the content protection and copy management system 
proposed by DVB for digital broadcasting, and finally a conference report about DRMTICS 2005 
and a second about Axmedis 2005. 
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INDICARE news 
The 3rd INDICARE Workshop about “Fair 
DRM Use” was organized by the Institute for 
Information Law (IViR) and took place in 
Amsterdam, 28 May 2005. Meanwhile Mara 
Rossini and Natali Helberger, both from 
IViR, have produced a concise and well writ-
ten workshop report (Rossini and Helberger 
2005), which is available online. It summa-
rizes and synthesises presentations and de-
bates. While the first part of this 18-pager 
deals with consumer expectations and con-
sumers’ legitimate interests, the second part 
is about political and regulatory options for 
consumer protection.  

The 5th INDICARE Workshop about “Hu-
man Factors of DRM”, scheduled for the 19th 
of January 2006 in Budapest is organized by 
INDICARE partner SEARCH. The aim of 
the workshop is to put the consumer and his 
needs in focus analysing DRM-protected 
offerings and devices from a human factors 
point of view. Special attention will be given 
to the access problems of potential users 
living in less developed countries and groups 
with special needs like disabled persons. 
Don’t hesitate to contact the organisers if you 
would like to present at the workshop or to 
participate. To learn more about the work-
shop, please have a look at the “Call for 
presentation” at our website (cf. sources).  

Towards the end of the year, when wishes 
are more likely to come true, I would like to 
express our INDICARE Monitor wish for the 

next year: users and consumers of DRM sys-
tems from Northern, Eastern and Southern 
Europe contribute to the INDICARE Moni-
tor! It is meant to be a truly European online 
journal covering experiences and opinions 
from all over Europe. Help us to better 
achieve this goal! 

About this issue 
BEUC’s criticism of European policy  
BEUC, the European Consumers’ Organisa-
tion, and other consumer organizations have 
been denouncing for a long time shrinking 
consumer rights in the digital environment - 
the Sony BMG scandal being just the tip of 
an iceberg. What bothers BEUC most as a 
European high-level interest group is appar-
ently the feeling that their arguments remain 
- so far - unheard by European policy mak-
ers. Consequently they started a Campaign 
on Consumers’ Digital Rights. The article by 
Cornelia Kutterer is however much more 
than a description of this campaign. It is but a 
serious attempt to investigate cases of ongo-
ing policy making showing how the interests 
of consumers are ignored or weakened in 
these processes. An essential weakness of 
European policy is seen in the conflation of 
commercial infringement of copyright (pi-
racy) and non-commercial copyright in-
fringement, ending up with a notion of piracy 
as first of all non commercial infringement. 

Intertek’s interoperability study 
Kristof Kerenyi, SEARCH, contributes a 
knowledgeable review of an interoperability 
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study performed by Intertek Research and 
Performance Testing and commissioned by 
BEUC. UK-based music services and widely 
available digital music players were com-
pared and tested with a focus on interopera-
bility of file formats and DRM formats. The 
main results are presented in the review. The 
review highlights the value of the study as 
easy to read “educational material” for the 
public making aware of DRM systems’ limi-
tations today - including hints how to achieve 
interoperability nonetheless. 

DVB’s Content Protection & Copy 
Management specifications 
Chris Hibbert, Vice President Media Tech-
nologies & Standards with Walt Disney 
Television International, gives an excellent 
introduction to the Content Protection & 
Copy Management (DVB-CPCM) system 
developed by the Digital Video Broadcasting 
Project and published in November 2005. 
More precisely the first three elements of this 
specification have been published. DVB, 
established in 1993, is today a consortium of 
c. 300 companies from more than 35 coun-
tries committed to develop pan-European 
open standards for digital broadcasting. 

The article does not go into technical details, 
but gives a high-level overview of the main 
features of the DVB-CPCM specifications 
and the work still ahead. Apart from the clear 
presentation of a rather complicated subject, 
I do appreciate that Hibbert also explains the 
context of this standardisation effort: the 
changing scope of DVB activities, the moti-
vations behind DVB-CPCM, and even lines 
of conflict.  

Conference reports 
Rei Safavi-Naini, Wanqing Li and Nicholas 
Sheppard all involved in the organisation of 
DRMTICS 2005 provide you with a compre-
hensive conference report. DRMTICS, Digi-

tal Rights Management: Technology, Issues, 
Challenges and Systems, took place in Syd-
ney from October 31 to November 2. The 
interdisciplinary character of the conference 
is worth highlighting. As the full proceedings 
of the conference will be available in 
Springer’s Lecture Notes in Computer Sci-
ence later in 2006 this report is a good oppor-
tunity to get first hand impressions and an 
overview of the event.  

Gergely Tóth, SEARCH, reports about Ax-
medis 2005, the 1st International Conference 
on Automated Production of Cross Media 
Content for Multi-channel Distribution tak-
ing place in Florence, November 30 to De-
cember 2. Although Axmedis is mainly a 
large European R&D project (FP6 Integrated 
Project) addressing cross-media production 
and distribution, the conference was interdis-
ciplinary in nature. This was achieved by 
organising additional panels and sessions 
devoted to user and consumer aspects of 
digital media and DRM. For instance a panel 
was organized on collecting societies, the 
EUAIN, the European Accessible Informa-
tion Network, organized a panel, and in par-
ticular the “digital goods workshop” (the 
third in a series), which addressed user and 
consumer aspects in digital goods markets, 
was incorporated in the conference frame-
work. As the conferences proceeded in paral-
lel sessions, the present conference report 
can of course not cover all. The good quality 
of the conference makes me therefore rec-
ommend the two printed volumes of the pro-
ceedings, which are already available. 

As you will have noticed, this INDICARE 
Monitor is not published last Friday of a 
month as usual, but the last but one due to 
Christmas time. We wish you the very best 
for the holidays to come and the next year 

the INDICARE team 
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Some of the reasons for BEUC’s Campaign on Consumers’ 
Digital Rights 
By: Cornelia Kutterer, BEUC, and Brussels, Belgium 

Abstract: This article explains the reasoning behind BEUC’s “Campaign on Consumers Digital 
Rights”. Current international IPR policy, in particular that of the European Union is perceived as 
a danger to established rights of consumers. This opinion is put forward supported by a series 
of arguments and examples. 
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Introduction 
The ease of digital copies has challenged 
traditional business models by lowering the 
cost and effort of reproduction and distribu-
tion. Different business models for content 
delivery compete in a fast developing techno-
logical environment. As a result, values such 
as the protection of Intellectual Property 
Rights (IPRs) on the one hand and the pro-
tection of the private sphere and consumers 
on the other seem to be more and more at 
odds.  

Even voices from industry confirm the threat. 
In the words of Gary Shapiro, president and 
chief executive of the Consumer Electronics 
Association (CEA): “In the rush to crack 
down on pirates, we risk eliminating a criti-
cal consumer right – the right to use copy-
righted material, without the permission of 
the copyright owner” (quoted in Taylor and 
van Duyn 2005).  

But generally industry tends to ignore the 
interests of consumers. A notorious example 
is Sony BMG’s director for digital business, 
Thomas Hesse, who stated – when debate 
about the Sony BMG debacle over its intru-
sive DRM system heated up: “Most people, I 
think, don’t even know what a rootkit is, so 
why should they care about it?” (quoted in 
Orlowski 2005; cf. Bohn 2005 for more de-

bate on the Sony BMG debacle; cf. also Doc-
torow 2005a). It may possibly be true that 
many consumers are not aware of DRM (cf. 
the results of the INDICARE survey, Dufft et 
al. 2005), let alone the effects it may have on 
their private lives. But does that mean that 
they shouldn’t care about it? Can we watch 
the societal shift from young people taping at 
home in a private sphere to a generation sur-
veyed and criminalized?  

Facing these threats, it seems astonishing to 
the naïve reader that Charlie McCreevy, 
Commissioner for Internal Market and Ser-
vices, stated in a recent speech before the 
BSA (European-American Business Coun-
cil/Business Software Alliance) that “the 
pure technology issues such as the robustness 
of the technology, the acceptance by con-
sumers can be left to the market” (McCreevy 
2005). Another example of the weak stand-
ing of consumer interests in public policy is 
the “EU-US Initiative to Enhance Transatlan-
tic Economic Integration and Growth”. 
While the Commission has acknowledged in 
a draft implementation paper of this EU-US 
Initiative that there is – in respect to DRM 
and technical protection measures - a need of 
“taking due account of public policy inter-
ests, such as the promotion of fair competi-
tion and consumer rights, with a view to 
identify best practices”, in the final version 
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this sentence was deleted – due to US pres-
sure (cf. EU-US 2005). 

Consumer organizations have been denounc-
ing for a long time shrinking consumer rights 
in the digital environment (cf. e.g. BEUC 
2004) but remained so far unheard by Euro-
pean policy makers. It is against this back-
ground that on 10 November BEUC, the 
European Consumers’ Organisation, 
launched a Campaign on Consumers Digital 
Rights supported by Zusana Roithova, Mem-
ber of the European Parliament. The Sony 
BMG story merely underlined the necessity 
for this campaign and revealed that many of 
the issues addressed are not only “potential 
but unlikely risks” – instead – these risks 
have materialized. In the following we will 
point out some more European and interna-
tional developments threatening consumers’ 
rights by fostering technical protection 
measures and expanding criminal law. They 
all demonstrate the need for our campaign.  

Blurring the boundaries between  
commercial and non-commercial  
copyright infringement 
The entertainment industry has successfully 
watered down specific terms or extended 
their scope in commonly used language – 
such as piracy. What is piracy? It is an im-
precise term for copyright infringement – in 
the first place – because it disregards the 
necessity to differentiate between non-
commercial and commercial copyright in-
fringement. While some “pirated content” is 
simply infringing (you upload a copy-
protected music file on a P2P net without 
permission), other is commercially infringing 
(somebody sells an illegal copy). The impact 
of each is different. Conflating them under 
the “piracy” banner is nonsensical. By the 
way, conflating non-commercial infringe-
ment of copyright under theft is nonsensical 
as well. 

In the 90s, the Commission was willing to 
distinguish commercial infringement of 
copyright (=piracy) from non-commercial 
copyright infringement: 

“Piracy … embraces the unauthorized 
reproduction of works protected by 
copyright or allied rights for commer-

cial purposes as well as all subsequent 
commercial dealing in such reproduc-
tions. The commercial purpose and 
frequently the scale on which the ac-
tivity is carried out are characteristic 
features which distinguish the practice 
from other forms of unauthorized re-
production or use such as home copy-
ing. Piracy in this sense includes boot-
legging, that is, the unauthorized re-
cording of performances and the sub-
sequent marketing of copies of the re-
cording. It is frequently associated 
with counterfeiting, that is, unauthor-
ized use of a legitimate product com-
mercial presentation, in particular, its 
trade mark or some other protected in-
dication” (EC 1988). 

Today, it appears that the Commission no 
longer distinguishes these two different types 
of infringement. But blurring these bounda-
ries leads to excessive reactions that may 
have deep, irreversible and adverse effects on 
our society, technological development and 
the private sphere.  

In a highly controversial and often hostile 
debate about the scope of IP protection, re-
cent developments in the political debate 
tend to be excessive, disproportional, lop-
sided and do not take into account the exis-
tence of many discussions on how to im-
prove creativity, access to knowledge and the 
legal use of technology. Instead, the law of 
unintended consequences is being provoked. 
Some examples: 

Criminalization of consumers 
In a recent proposal adopted by the Commis-
sion in July 2005, the Commission aims at 
introducing and aligning national criminal 
law provisions against infringements of IPRs. 
Under the proposal, infringements of any 
intellectual property rights are treated as 
criminal offences if undertaken intentionally 
and on a commercial scale. Similarly, at-
tempting, aiding and inciting such infringe-
ments are considered criminal acts.  

The problem is that the definition of “com-
mercial scale” is not set out, and does not 
explicitly require financial benefits, profit or 
a commercial motive for activities to be iden-
tified as taking place on a “commercial 
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scale”. This may straightforwardly lead to 
private non-commercial (but infringing) uses 
being criminalised as of potentially commer-
cial scale (the issue – rejected during the 
2004 Enforcement Directive debate – is thus 
back on the agenda). The inclusion in crimi-
nal behaviour of activities collected together 
under “aiding or abetting and inciting such 
infringements” is imprecise and far too inclu-
sive of activities that are entirely legal. Thus, 
it is possible that an email noting the exis-
tence of a piece of peer-to-peer software 
might be regarded as an incitement to in-
fringe intellectual property rights.  

Data retention 
At the time of writing, the European Parlia-
ment is discussing and adopting a controver-
sial compromise proposal to revise Article 15 
of EC Directive 2002/58 that will introduce 
extensive common rules on data retention 
(On 14 December, the European Parliament 
approved at first reading (by 387 votes to 204 
and 30 abstentions) the proposal for a direc-
tive on telecommunications data retention in 
the fight against terrorism and organised 
crime) despite the fact that the European 
Data Protection Supervisor and the Article 29 
Working Party of European Privacy Com-
missioners have repeatedly stated that the 
case for retention has not been made and that 
the scope of that proposal is not proportion-
ate (ARTICLE 29 Data Protection Working 
Party 2005): The European Data Protection 
Supervisor has also stated in his opinion, the 
mere existence of data might lead to in-
creased demands for access and use by in-
dustry, law enforcement authorities, and in-
telligence services.  

In the first place, data retention was consid-
ered necessary to combat terrorism. The 
adopted compromise foresees access to this 
data to combat all serious crimes (a term to 
be specified by the Member States). The 
CMBA, Creative and Media Business Alli-
ance, however, lobbied strongly to include all 
crimes:  

“The scope of the proposal should in-
clude all criminal offences. The Direc-
tive, as proposed, is limited to the pre-
vention, investigation, detection and 
prosecution of serious criminal of-

fences such as terrorism and organized 
crime (Article 1.1). The position of the 
CMBA is that the scope of the pro-
posal should be extended to all crimi-
nal offences. Limiting the proposal to 
serious offences would hamper the ef-
fectiveness of the Directive and the en-
forcement activities for other forms of 
criminal offences. Once an illegal ac-
tivity is considered as a crime in a 
Member State, the enforcement au-
thorities should have adequate means 
to prosecute it” (CBMA position on 
data retention of 22 November 2005). 

CMBA would like to use a piece of legisla-
tion intended to fight terrorism in order to get 
hold of P2P-users that infringe copyright (cf. 
Cronin 2005). Obviously, non-commercial 
infringement of copyright must be made a 
crime in the first place. 

Internet Services Providers’ control of data 
Other initiatives also aim at getting hold of 
the same data. A group of entertainment in-
dustry and Internet Service Providers is dis-
cussing with the European Commission – in 
a so-called “Sherpa group” – how best to 
cooperate to fight piracy (here it seems, the 
term piracy is used only for non commercials 
infringements). 

The group is seeking to develop a charter on 
best practices in order to fight unauthorized 
file-sharing. The envisioned system would 
entail a graduated response system ultimately 
shutting down Internet connections of cus-
tomers who engage in unauthorized file-
sharing. The CMBA issued a statement on 
the charter on 2 November: “At its core, it 
should consist of a couple of escalating no-
tices to infringers, culminating in termina-
tion, or at least suspension, of subscriptions 
for recidivists” (CMBA position paper on a 
EUropean Charter for on-line content of 2 
November 2005). A similar procedure in 
France involved automatic systems to detect 
copyright infringement on peer to peer net-
works, and to force internet service providers 
to translate a given IP-address into an e-mail 
address and forward a ‘pedagogical’ e-mail 
message from the societies to their customer 
before commencing civil or criminal actions. 
But the French Data Protection authority 
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CNIL strongly rejected this approach as be-
ing disproportional (cf CNIL 2005). 

Using ISP’s and their contracts as enforce-
ment vehicles raises a number of issues not 
least privacy but the CBMA statements on 
privacy wipes away these concerns: “It has 
become fashionable for some to claim data 
privacy constraints to plead against effective 
actions to tackle infringing activities by indi-
viduals. ….. Data protection should not be an 
impediment to the reasonable retention, pres-
ervation and access to evidence for legitimate 
purposes. It is essential to ensure that infring-
ing activities are not protected by anonym-
ity” (ibid.) The group further tackles liability 
provisions in the E-commerce directive:  
“Such a step could serve as one indicator to 
justify benefiting from the safe harbor provi-
sions of the Electronic Commerce Directive 
that limit the liability of certain intermediar-
ies under certain conditions” (ibid). This 
coincides with the Commission initiative to 
set up an expert group (comprising  member 
states) to discuss the development of the e-
commerce directive, in particular regarding 
ISP liability provisions (a Commission study 
on this topic is foreseen, see 
http://europa.eu.int/comm/internal_market/e-
commerce/index_en.htm). But take down 
notices have proven to have little effect, easy 
to abuse and to come with chilling effects 
(cf. Urban and Quilter 2005). 

Traceability – DRM requirement 
NAVSHP 
Other initiatives tackle the traceability of 
data. On September 13, 2005, the “Net-
worked Audiovisual Systems and Home Plat-
forms” group (mainly comprising interested 
companies) released a paper called 
“NAVSHP (FP6) DRM Requirements Report 
(NAVSHP 2005). This is a set of technical 
and commercial requirements for developing 
DRM. The purpose of the document was to 
promote common understanding within the 
NAVSHP, which in their research work has 
to tackle the DRM issue, to allow discussion 
and mutual help on this very complex issue. 
While the Commission has made explicit that 
it will not be bound in any way by the output 
of this activity and that there was no direct 
discussion on policy, possible legal require-

ments, etc. – it has also acknowledged the 
document’s deficiencies in these areas.  

The DRM specifications require for example: 
“There is a need to give the DRM system the 
ability to later prove consumer selections or 
actions that need to be monitored, in front of 
a 3rd party. This information can only be 
disclosed to appropriate authorized systems, 
in specific and clearly announced cases.” 
Other requirements also treat users as in-
fringers. It has never been questioned 
whether DRM should include traceability 
requirements at all. (for criticism cf. Doc-
torow 2005b). 

DVB 
Similar attempts to describe DRM specifica-
tions are made by an industry group called 
the Digital Video Broadcasting Project 
(DVB). This is an industry-led consortium 
(with no consumer participation) of over 260 
broadcasters, manufacturers, network opera-
tors, software developers, regulatory bodies 
and others in over 35 countries committed to 
designing global standards for the global 
delivery of digital television and data ser-
vices. Its sub groups, CM-CP and TM-CPT, 
are working to develop the Content Protec-
tion and Copy Management (DVB-CPCM) 
system for managing distribution, copying 
and redistribution of television content (cf. in 
this INDICARE Monitor the article by Hib-
bert 2005), akin to the US “Broadcast Flag” 
which has been successfully stopped in a 
recent US court of appeal decision. DVB-
compliant solutions will effectively hinder or 
prevent consumers from recording free over-
the-air broadcasting for legitimate time-
shifting usages (for criticism see Doctorow 
2005c). It will be now submitted to ETSI 
standardization.  

Bottom line 
These recent developments and initiatives 
show that the balance between the rights of 
the right holders and the rights of consumers 
is neither achieved nor maintained but in-
stead ever more threatened. Consumers’ or-
ganizations have to be very vigilant in the 
near future. The European Commission has 
announced a review of a set of directives 
related to copyright, in particular the reform 
of copyright levies applied to equipment and 
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media used for private copying and a review 
of copyright term, above all, term for sound 
recordings are included in the review. Con-
sumers’ organizations will also need to look 
at the contractual side and pay high attention 
to abusive terms in services. An initiative 
report on consumer protection in the digital 
environment by the European Parliament 
could certainly help to address this issue. 

A good sign came recently from The German 
Federal Supreme Court. It stated that “the 
necessary balance between the constitution-
ally protected rights of the right holders to 

exercise their rights and the constitutionally 
protected interest in competition, i.e. to be 
able to evolve freely outside that protected 
scope, would not be guaranteed anymore if 
the right holder could claim protection to an 
extent to which he is not entitled…” (BGH 
2005). The court adds that this objective 
distinction between the scope of IP protec-
tion and the freedom of competition must 
also be balanced in regard to the means of 
enforcement. We believe that the statement is 
fundamental and should be reflected in all 
initiatives at hand. 
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Independent consumer research 
The European Consumers’ Organization 
(BEUC) commissioned an independent insti-
tute, Intertek Research and Performance 
Testing, to perform an analysis of some of 
the UK-based music services and widely 
available digital music players and find out 
how interoperable they are, in other words 
the limitations, and “how these limitations 
restrict the consumer’s traditional ability to 
transfer their music between platforms and 
players”. This has been an intriguing ques-
tion for consumers, most of whom have 
heard about the issue, but in the end they 
have had to accept the present situation of 
non-interoperable music download services. 

Intertek chose four portable music players: 

► an Apple iPod Photo was selected for its 
compatibility with Apple iTunes Music 
Store (AAC format files),  

► a Creative Zen Micro was selected for its 
compatibility with MSN Music and Win-
dows Media Player 10 (WMA format 
files),  

► a Rio Carbon was selected for its WMA 
support (second player with WMA for-
mat files chosen because of WMA popu-
larity, and also in order to test a second 
music store, HMV, using Microsoft’s 
format) and  
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► a Sony Network Walkman for its com-
patibility with CONNECT Music Store 
(ATRAC3 format) 

Each player was tested with the correspond-
ing service, and players were also cross-
checked to find out what level of interopera-
bility exists, all of this from the layman’s 
point of view. 

Technical report 
The result of the analysis was a technical 
report, which is now available for the public 
on a new web site titled Consumers Digital 
Rights (cf. sources), created as an informa-
tion source for a wide range of readers, from 
politicians through journalists to consumers 
of DRM-protected content. “On this website 
we invite you to discover everything you 
always wanted to know about your consumer 
rights in the digital environment” – they de-
clare. 

Accordingly, the technical report is concise 
and easy to read, also providing basic infor-
mation to those not really familiar with digi-
tal audio, DRM and related services. The 
report starts by giving a background to com-
pressed audio, which, as opposed to tradi-
tional digital audio like CDs, makes new 
usages possible: “individual tracks or whole 
albums can easily be downloaded from the 
Internet where they can be purchased at 
lower cost and where new music can be dis-
covered. Also, entire music collections can 
be copied and stored on a home com-
puter/laptop or portable hard disc based au-
dio file player” (p. 4) 

In the following, different compressed audio 
formats are explained: 

► mp3, as the most widespread format does 
not support DRM, and therefore it is not 
generally supported by major record 
companies 

► WMA, Microsoft’s file format does sup-
port DRM. Most music web sites have 
music available to download in this for-
mat, and it is also very popular with the 
manufacturers of portable players. The 
reason for the latter is that most modern 
PCs will already have the Windows Me-
dia Player (the player for this format), as 
the report says, though I have to disagree 

with this: I think that the main reason is 
that this is the only widespread technol-
ogy that is free for everyone to license. 

► ATRAC, Sony’s file format, also sup-
ports DRM. This is said to provide the 
best sound quality for a given bitrate, but 
Sony so far has not licensed it to anyone, 
therefore it is a very proprietary format. 

► AAC, the choice of Apple, is employed 
in the iTunes Music Store. While AAC is 
an open standard free to implement and 
use for everyone, Apple coupled it with 
its proprietary FairPlay DRM system, 
which makes it inaccessible for any of 
the few players that manage the compres-
sion format itself. (At this point the 
Technical Report is a bit confusing, say-
ing that “AAC files can only be pur-
chased through the iTunes web site” and 
suggesting that AAC is a file type sup-
porting DRM. AAC in fact is just the 
compression method, unlike Microsoft’s 
and Sony’s compression-protection for-
mats.) 

Actual tests 
The report moves on to the actual testing 
done at the research institute. They created 
accounts at the mentioned music stores, and 
bought a couple of songs, trying to play, 
burn, transfer (copy to a different computer) 
and transcode (convert to a different format) 
them. Importing songs to a different media 
player framework from where they were 
purchased and loading to portable devices 
were also main points of investigation. 
To cut the long story short, each music store 
was quite comparable in terms and offerings. 
Each needed a special media player frame-
work (Apple iTunes, Microsoft Media Player 
10, HMV’s own software and Sony Sonic-
Stage) to handle the music. They could be 
used for discovering new music, buying, 
organizing and playing songs and for trans-
ferring them to portable devices and finally 
exporting (burning to CD). Each compres-
sion method used about the same compres-
sion ratio (around the same file size for the 
same track). Apple and Sony provided only 
“permanent purchase” models with unlimited 
plays for a one-time payment and export 
options, while the two Microsoft DRM-based 
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systems additionally allowed monthly sub-
scriptions where an unlimited number of 
songs can be played, but only as long as  the 
subscription is maintained and after this pe-
riod the songs become unavailable (the ex-
porting option is in this case disabled). 
The report analyses individual terms: number 
of PCs where purchased songs are playable, 
number of portable devices they can be trans-
ferred to and also the number of CD burns. 
There were some differences, but to me it 
seemed that the offerings were all liberal 
enough to not disturb the ordinary user. 
Terms were mostly correctly displayed be-
fore purchase, but in two cases the testers 
reported unexpected anomalies: in the MSN 
Music store “tracks were time restricted to 
31/12/2099”, which is a bad thing, but per-
sonally I do not consider this restriction very 
limiting to myself, the other was in the HMV 
store where the DRM system allowed a lot 
more than was stated before purchase – a 
nice surprise. 

Compatibility 
The authors of the report gave this chapter 
the title “File Compatibility” (page 11), but 
personally I would have preferred “system 
compatibility”. They tried to import music 
bought from one system to another system’s 
music library (the collection of music han-
dled by the media player framework). It 
turned out that the two Microsoft DRM-
based systems were (apart from one glitch) 
compatible with each other, but taking these 
two as one (since the employed technology 
was the same) protected music could not be 
transferred to other systems. This means 
complete lack of interoperability. Unpro-
tected WMA files can be imported to iTunes 
and SonicStage, and thus transferred to an 
iPod, and a Network Walkaman successfully, 
but AAC and ATRAC files can not be trans-
ferred between systems. This is due to DRM-
incompatibility rather than file-incom-
patibility in the case of AAC (since it is an 
open standard), and due to the incompatibil-
ity of both in case of ATRAC (since Sony 
uses a closed proprietary format) (pages 12, 
13 and 14). 

What I missed here was the analysis of 
whether MP3, OGG Vorbis, or other unpro-

tected formats could be imported or exported 
to and from the respective systems. 

Findings 
When it comes to the analysis of DRM sys-
tems, the report becomes rather speculative. 
What is checked carefully is in particular the 
contracting terms. Not surprisingly the report 
discovers that different music stores have 
different conditions in terms of number of 
CD burns, portable players, etc.; usage re-
strictions are not clearly labeled, information 
on the web sites is not transparent and incon-
sistent across different music stores and li-
censing terms are difficult to understand; and 
by using proprietary formats download web 
sites can control what one can do with the 
music and the devices they will play on (cf. 
Summary, p. 2). 

What is more astounding is that “the terms 
and conditions on these music stores allow 
the service provider to unilaterally change 
the terms”, and “this would not even break 
the contract” (cf. Summary, p. 2). On the 
other hand, technically, it is also possible to 
change “limitations to a consumers existing 
collection”, which means that in the future 
there is a possibility for music stores to retro-
spectively further restrict our purchased mu-
sic – however, this would be technically 
challenging and highly unlikely (p. 16). 

Yet what made me really wonder was that at 
the end of the report, in the Appendix, a de-
tailed description is given about how to 
achieve artificial interoperability between the 
incompatible systems. More precisely, I was 
surprised to see this information made pub-
licly available by a high level interest group. 
Burning the songs to CDs, and then re-
ripping them with the target systems’ media 
player frameworks might be a slightly incon-
venient, but certainly effective way of lifting 
the DRM from the protected music (p. 19). 
And while the report says that this method is 
“time consuming”, my opinion is that it is 
possible to create tools (and will therefore be 
such tools) which automatically do this.  

Bottom line 
The report talks about a media consultant, 
who said “My only confidence is that sooner 
or later the consumers will prevail by voting 
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with credit card against the worst systems” – 
the same conclusion which INDICARE has 
drawn in its State-of-the-Art Reports. There-
fore beside the experiments carried out un-
derlying the findings, there is nothing really 
special in the report that DRM experts were 
not aware of. 

So I consider the main value of the research 
is that it is easy to read for the public, and 
comes to the right conclusions, therefore 
educating consumers about today’s DRM 
systems limitations – and also on how to 
exercise their wish for interoperability by 
circumventing content protection. 
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Introduction 
In November 2005 the Digital Video Broad-
casting Project published a Blue Book, A094, 
containing the first three elements of its 
specification for a Content Protection & 
Copy Management (DVB-CPCM) system for 
use in consumer digital products and home 
networks.  

The first three elements of the DVB-CPCM 
specification are: the CPCM Reference 
Model, which provides a technical and archi-
tectural framework for the CPCM System; 
the CPCM Usage State Information, which is 

content metadata that signals the authorised 
usage for a particular Content Item; and 
CPCM Abbreviations, Definitions and 
Terms.  

Although the full system specification for 
CPCM is not complete the Blue Book is pub-
lished for informational purposes and liaison 
with other interested standards forums. When 
completed the DVB-CPCM specification will 
be submitted to ETSI for standardisation. 

This article will not go into a detailed de-
scription of the full functionality offered by 
DVB CPCM as the reader can obtain the 
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Blue Book by download from the DVB web 
site (DVB 2005). Rather the following is 
intended to give background to the DVB, 
why it embarked upon the work, and the 
major concepts embodied within the specifi-
cation. 

About the DVB 
Today, the Digital Video Broadcasting Pro-
ject (DVB) is an industry-led consortium of 
approximately 300 broadcasters, manufactur-
ers, network operators, software developers, 
regulatory bodies and others committed to 
designing open standards for the delivery of 
digital television and data services. Although 
based in Europe DVB has members in over 
35 countries. 

The genesis of DVB was the debacle follow-
ing the market failure in the early 1990’s of 
the D-Mac satellite system which was man-
dated by the EC administration but not sup-
ported industry wide in Europe.  

Persisting in the belief that pan-European 
standards for digital broadcasting will bring 
major benefits to consumers and manufactur-
ers, the European Community administration 
turned to the industry and encouraged the 
setting up of a cross industry group to pro-
duce open specifications for standardisation 
based on industry consensus. This led to the 
formation of the DVB Project in 1993.  

Initially the DVB concentrated on producing 
specifications for digital transmission sys-
tems for satellite, cable and terrestrial deliv-
ery and an interoperable Conditional Access 
system. These specifications have been 
adopted on a world wide basis resulting in 
the DVB becoming accepted as one of the 
leading specifications bodies. In recent times 
DVB has moved into the area of middleware 
and software producing the Multimedia 
Home Platform specification for interactive 
content and the Portable Content Format to 
provide common authoring to non-
interoperable interactive platforms. Recently 
completed specifications also include DVB-
H for broadcast delivery to hand held de-
vices, DVB S-2 an updated and more effi-
cient system for satellite delivery than its 
first specification which is now ten years old. 

Work is ongoing within DVB on advanced 
encoding technologies and IPTV. 

Since its inception the DVB Project has 
proven the value and viability of pre-
competitive cooperation in the development 
of open digital television standards. DVB 
open standards guarantee fair, reasonable and 
non-discriminatory terms and conditions with 
regard to Intellectual Property Rights, allow-
ing them to be freely adopted and utilised 
worldwide. Open standards guarantee that 
compliant systems will be able to work to-
gether, independent of which manufacturer 
provides the equipment enabling consider-
able economies of scale to the benefit of the 
industry and also the consuming public. 

The DVB is market lead. Its technical speci-
fications are written to strict commercial 
requirements established by consensus by its 
members which represent all the industry 
constituencies of interest and the consumer 
through CE and IT vendors and broadcasters 
who have an interest in only producing prod-
ucts which are compelling and affordable.  

Why DVB CPCM? 
In the late 1990’s visionaries in the DVB 
predicted that the future growth of digital 
distribution of video and audio content; the 
advent of affordable consumer digital re-
cording and processing equipment and soft-
ware; and the potential for easy content 
movement by peer-to-peer transfer via 
broadband connectivity, would turn the exist-
ing consumer content usage paradigm on its 
head. Whilst convenient for consumers, the 
ease of unrestricted re-distribution of com-
mercial content and associated loss of reve-
nue to the content creation industry would 
reduce the income needed for investment in 
new content. The inevitable reaction of the 
content industry would be the push for DRM 
and content protection technologies in con-
sumer products. On the other hand, a degree 
of content usage control, where applicable, 
would encourage content providers and dis-
tributors to introduce compelling new con-
sumer propositions enhancing digital home 
networking and storage.  

It was therefore logical that DVB should 
embark upon an attempt to produce a specifi-



 

INDICARE Monitor Vol. 2, No 10, 23 December 2005 309

cation for digital content protection and copy 
management to complement its other work in 
emerging new platforms. Interested DVB 
members determined to attempt to provide an 
open standard CPCM system specification 
for use in consumer products which, if 
adopted, will avoid a plethora of non-
interoperable proprietary systems resulting in 
higher costs and consumer confusion so 
slowing digital take up and hindering moves 
towards analogue switch-over. 

In September 1999 the DVB established a 
new commercial sub-group within its Com-
mercial Module with a mandate to prepare 
Commercial Requirements for a CPCM sys-
tem to provide a common framework for the 
protection and management of commercial 
content in consumer digital equipment and 
home networks whilst taking into account 
consumer interests such as; no requirement 
for system registration or a return path; sim-
ple to use with clearly displayed information 
about usage rights. 

The group spent three years deriving the 
Commercial Requirements for CPCM which 
indicates the degree of difficulty in reaching 
consensus across the industry in the emotive 
area of content protection.  

Inevitably viewpoints were initially some-
what polarised across the industry sectors. 
For example, there was clearly a need to 
balance the concerns of the rights owners to 
protect their revenues with the concerns of 
the consumer electronics industry to protect 
the investment made by their customers in 
purchasing equipment. Public Service broad-
casters were concerned that signalling over 
restrictive use of their broadcast content 
would conflict with their public service char-
ters. Pay TV broadcasters were looking for a 
means to integrate CPCM with existing Con-
ditional Access systems to support new 
commercial offers such as VoD (video on 
demand). However, despite these differences, 
consensus was finally achieved by partici-
pants recognising and accommodating each 
other’s business models.  

In 2001 the Commercial Requirements for 
CPCM were approved by the Steering Board 
of the DVB and a sub group of the Technical 

Module was set to work to produce the speci-
fication. 

The CPCM system  
Although the functionality targeted for DVB-
CPCM is much less ambitious than that of a 
full digital rights management (DRM) sys-
tem, the scope envisaged is for end-to-end 
protection of commercial digital Content in 
all processes from the point of acquisition by 
the consumer through to the point of con-
sumption.  

Possible sources of commercial digital Con-
tent include broadcast (e.g., cable, satellite, 
and terrestrial), Internet-based services, 
packaged media, and mobile services, among 
others.  

It is also intended that DVB-CPCM shall be 
applicable to the widest range of equipment 
encompassing in-home digital networks, 
personal digital recorders; in the home and 
portable, and facilitate remote connectivity to 
other locations such as a second home or a 
vehicle.  

CPCM is intended to be used to manage all 
types of commercial Content – audio, video 
and associated applications and data deliv-
ered to consumer devices from acquisition 
until final consumption, or export from the 
CPCM system. Allowed usage is signalled 
by Usage State Information (USI) in the form 
of metadata which is securely bound to the 
content.  

USI has been designed to accommodate a 
variety of business models and regulatory 
regimes. The existence of any particular field 
of USI in the specification does not imply 
that it will be asserted in a particular in-
stance, or that it will be allowed to be as-
serted. Details regarding how and by whom a 
USI field can be asserted or changed will be 
reflected in the relevant CPCM compliance 
regime, which is outside the scope of the 
specification. For instance, European Public 
service broadcasters are indicating that they 
are considering setting a profile of CPCM 
USI signalling such that content scrambling 
should not be applied and that the only re-
striction required is to inhibit the re-transfer 
of the Content by means of the Internet. 
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CPCM is intended to interface with DVB 
Conditional Access (CA) systems and, where 
required, free-to-view broadcast delivery 
networks. It was recognised that DRM and 
copy protection systems already exist in the 
marketplace and will continue to be used and 
developed. Hence to the extent possible, 
without compromising its integrity and secu-
rity, DVB-CPCM must co-exist with and 
interoperate with other DRM and copy pro-
tection systems. 

The Authorised Domain 
The DVB recognised that to conform with 
the traditional user experience of home re-
cording, the portability of pre-recorded con-
tent, and expectations based on emerging 
digital connectivity, it was necessary to iden-
tify a mechanism to replicate the reasonable 
boundaries of content movement consumers 
have come to expect whilst not limiting the 
advantages of new digital technology. Based 
on the above, the concept of a user “Author-
ised Domain” was developed. 

The Authorised Domain is defined as a dis-
tinguishable set of DVB CPCM compliant 
devices, which are owned, rented or other-
wise controlled by members of a single 
household. A household is considered to be 
the social unit consisting of all individuals 
who live together, as occupants of the same 
domicile. This makes no assumptions about 
the physical locations of the devices owned, 
rented or otherwise controlled by the mem-
bers of the household and no mechanisms to 
identify and/or authenticate the user shall be 
required.  

A CPCM device may only be a member of 
one Authorised Domain at any time. When 
signalled by USI, Content is constrained to 
the Authorised Domain by which it is ac-
quired and will not play on a devices belong-
ing to a different Authorised Domain. How-
ever, to allow flexibility of connection a de-
vice can be re-assigned to another Authorised 
Domain for the purpose of consumption of 
Content assigned to that Domain during 
which time it cannot access Content which 
was bound to its original Authorised Do-
main. There is no limit to the number of 
times a device may move between Domains 

as long as the Content-to-Authorised Domain 
binding is maintained. 

The specification provides mechanisms to 
determine the size and scope of the Author-
ised Domain; such size and scope to be de-
cided by the implementer and possible local 
regulation. 

DVB-CPCM can also be used to constrain 
Content to the local environment into which 
it is delivered by broadcast, if so signalled by 
the USI, to support local rights assigned to 
the broadcaster. The local restriction can be 
lifted after a defined period of time or the 
end of the transmission. 

It should be emphasised again that provision 
of this mechanism does not mandate content 
distribution restriction in all cases. The USI 
will convey the restriction of movement 
within the Authorised Domain when it ap-
plies. If the restriction is not signalled by USI 
then the user will be allowed to send the con-
tent “outside” the Authorised Domain. It is 
envisaged that there will be many cases 
where the content owner or distributor will 
wish this to happen. 

End-to-end protection & interoperability 
A guiding principle in the development of 
CPCM is that implementation should not be 
dependant on a single technology. Rather, 
CPCM should provide a framework for in-
teroperability between competing technolo-
gies. This enables a range of competing tech-
nology providers to collaborate to achieve a 
specification for a system which, whilst pro-
viding interoperable transfer of content be-
tween devices from a choice of providers, 
ensures that consumers can purchase equip-
ment from different manufacturers in a com-
petitive market and be assured that the 
equipment will inter-operate.  

DVB-CPCM is intended for deployment in 
individual devices and in home networks. A 
content scrambling algorithm and secure 
exchange mechanism will be specified to 
preserve the security of the CPCM system. 
CPCM Content will only transfer between 
devices which are fully DVB-CPCM compli-
ant, can establish mutual trust, and obey the 
USI. Intermediate devices, or entities such as 
network architecture items and storage on 
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hard drives or removable recordable media, 
should be transparent because the Content 
and USI is secure. This approach increases 
security and ease of implementation by 
avoiding the necessity of multiple decrypt 
and re-encrypt processing as would be the 
case if each entity, device or linkage, com-
prising a home network was to use incom-
patible security mechanisms. It also reduces 
the need for multiple cross-licensing. 

Next steps 
The DVB Technical Module sub group is 
working to produce the specification for the 
security elements, to fully technically define 
the characteristics of the Authorised Domain, 
and the means to securely bind content 
within its boundaries. It is hoped that these 
final elements of the CPCM system specifi-
cation will be published by mid-2006, along 
with Implementation Guidelines which will 
give examples of the use of CPCM in a num-
ber of markets and business models. Guid-
ance will also be provided on the scope of 
technical testing required to ensure interop-
erability and compliance. 

Cross industry support 
Although CPCM is probably the most con-
tentious work item the DVB has attempted 

the process has received input and support 
from, typically 25 to 30 member companies 
from across the industry constituencies of 
interest with representation from major tech-
nology providers. 

Inevitably there is likely to be criticism, even 
from some DVB members, of the develop-
ment of any form of content protection in 
consumer products and accusations that DVB 
CPCM will limit the availability of content to 
consumers. But the majority of DVB mem-
bers believe there is a growing market need 
for content protection and copy management 
and that the DVB history of an inclusive, 
open consensus building approach provides 
the best option for development of a specifi-
cation which will provide tools with wide 
ranging options.  

Some critics have accused the DVB of con-
ducting this work “behind closed doors”. 
Whilst it is true that the DVB is a member 
organisation, it is open to any organisation or 
company which wishes to participate and is 
willing to contribute its intellect or technol-
ogy to the benefit of the industry at large. 
Membership requires the signing of the DVB 
Memorandum of Understanding which re-
quires this commitment.  

Sources 
► DVB (2005): Digital Video Broadcasting (DVB) Content Protection and Copy Management (CPCM) 

System. CPCM Reference Model. DVB Document A094, November 2005; 
http://www.dvb.org/index.php?id=294 

Acknowledgement: This significant work which started five years ago has been supported by a 
broad representation of DVB members from all the constituencies of interest; content providers, 
broadcasters, distribution platform operators, consumer product manufacturers, and technology 
providers. As can be imagined content protection in consumer products and some free-to-air 
broadcast markets is a potentially contentious issue. It has therefore taken some time to em-
brace the concerns of all the players in the market and for all the parties to reach a level of un-
derstanding of each other’s present and future business models.  

The author therefore acknowledges the work of all colleagues in the DVB commercial and tech-
nical sub-groups. 

About the author: Chris Hibbert is Vice President Media Technologies & Standards with Walt 
Disney Television International. He was formerly Director of Engineering with ITV Digital in the 
UK during which time he became chairman of the DVB CPT group. Previously as Director of 
Engineering for the ITV Network he was responsible for technical strategy for DTT and was a 
member of the DVB group which wrote the requirements for the DVB-T specification. Hibbert is 
a member of the DVB Steering Board, has played an active role in the TV-Anytime Forum and 
is a fellow of the Royal Television Society. Contact: chris.hibbert@disney.com 

Status: first posted 13/12/05; licensed under Creative Commons 
URL:  http://www.indicare.org/tiki-read_article.php?articleId=159 



 

INDICARE Monitor Vol. 2, No 10, 23 December 2005 312

 

DRMTICS 2005. A truly interdisciplinary forum for  
DRM research. A conference report 
By: Wanqing Li, Rei Safavi-Naini and Nicholas Sheppard, University of Wollongong,  

Wollongong, Australia  

Abstract: The First International Conference on Digital Rights Management: Technology, Is-
sues, Challenges and Systems (DRMTICS 2005) took place in Sydney from October 31 to No-
vember 2. It was the inaugural conference in an annual series covering research in all theoreti-
cal and practical aspects of digital rights management systems. The conference series serves 
as a broad multi-disciplinary forum for all DRM-related issues, including expression of rights, 
processes, methods and systems for enforcement of rights, DRM applications, together with the 
social, legal, usability and business aspects of DRM systems. 

Keywords: conference report – copyright law, digital television, DRMS, P2P, rights expression 
language, technical protection measures, trusted computing 

 

Introduction 
DRMTICS 2005 (pronounced: “dramatics”) 
was the inaugural conference in a series con-
sidering all aspects of DRM systems includ-
ing issues faced by holders of digital rights 
who want to protect their intellectual prop-
erty rights and consumers who seek to pro-
tect their privacy and to preserve their tradi-
tional pattern of access to media under exist-
ing copyright law.  

The conference attracted submissions from 
all of Asia, Australia, Europe and North 
America, from which twenty-seven papers 
were selected for presentation at the confer-
ence. The programme also included three 
invited speakers and a panel session. The 
papers covered a variety of topics, including 
cryptography, digital watermarking, legal 
issues, rights expression languages, trusted 
computing and complete digital rights man-
agement frameworks. 

DRMTICS 2005 was held in co-operation 
with IACR (International Association for 
Cryptologic Research; cf. sources) and the 
IEEE Computer Society Task Force on In-
formation Assurance (cf. sources), and spon-
sors included electronics giant Motorola The 
full proceedings of the conference will be 
available in Springer’s Lecture Notes in 
Computer Science series (DRMTICS 2006) 
in 2006. 

Invited talks 
The three invited talks were given by Renato 
Iannella (NICTA, Australia and ODRL Ini-

tiative), Moni Naor (Weizmann Institute of 
Technology, Israel) and Karen Gettens 
(Blake Dawson and Waldron, Australia). 

Renato’s talk focused on the evolution of 
rights expression languages (RELs) from the 
late 90’s with DPRL up to Creative Com-
mons and focusing on the ODRL REL. He 
looked at the standardisation of RELs and the 
impact this has had where successful, such as 
the mobile sector with the Open Mobile Alli-
ance DRM specifications and concluded by 
reviewing the current “DRM Patents Saga” 
that has plagued the standardisation effort. 
He raised the issue of the applicability of 
some of the patents to RELs and the serious 
impact this will have on future research in 
this area, and the direct impact to systems 
being deployed today.  

Moni surveyed some proposals for designing 
cryptographic schemes that take into account 
both human and computer abilities and 
weaknesses in solving various types of prob-
lems. These include schemes for traditional 
cryptographic tasks such as identification, 
authentication and encryption, as well as 
more modern ones, such as spam and abuse 
prevention, denial of service and voting. 

Karen gave an overview of legal action tak-
ing place in the digital rights management 
world. She took us through the subtleties of 
the legal decisions in 

► the Sony vs Stevens mod-chipping 
case in Australia; 
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► the MGM vs Grokster file-sharing 
network case in the United States; and 

► the Universal Music vs Sharman 
Networks (Kazaa) case in Australia. 

Karen concluded that courts have generally 
sought a balance between copyright owners 
and other parties, to the point of creating 
principles that are not included in the law 
itself. She further concluded that the particu-
lar outcomes in the file-sharing cases are 
very fact-specific and do not represent broad 
decisions for or against peer-to-peer technol-
ogy. 

Rights Expression Languages  
A new rights expression language is being 
developed by the Audio Video Coding Stan-
dard Working Group of China. This was to 
be presented by Ying Sha (Chinese Academy 
of Sciences, China), but he was unable to 
travel to Australia and was represented by 
compatriot Bin Zhu (Microsoft Research 
Asia). Kurt Maly (Old Dominion University, 
USA) presented a comparative study of two 
languages not widely considered in the digi-
tal rights management literature, the eXtensi-
ble Access Control Markup Language 
(XACML) and the Policy Core Information 
Model (PCIM). 

Paul Koster (Philips Research, the Nether-
lands) proposed to introduce “user-attributed 
rights” that allow users to control the way 
content which has been purchased is shared 
amongst their family, friends, etc. without 
interfering with the rights of the original 
content owner.  

Legal and social aspects 
Brian Fitzgerald (Queensland University of 
Technology, Australia) presented further 
details of the Sony vs. Stevens case. This case 
addresses the question of whether or not re-
gion-coding devices – such as those used in 
the Sony PlayStation – are to be considered 
“technological protection measures” under 
copyright. Current case law in Australia 
holds that they are not, but Fitzgerald warns 
that amendments guided by the recent Aus-
tralia-US Free Trade Agreement may result 
in unforeseen control over the use of prod-

ucts being handed to multi-national corpora-
tions. 

Yee Fen Lim (Macquarie University, Austra-
lia) also argued that digital rights manage-
ment systems and the laws that support them 
increase the rights of copyright owners be-
yond what they are given in copyright law, to 
the point of creating an intellectual property 
regime even more powerful in some respects 
than that for tangible property. 

Supriya Singh (Royal Melbourne Institute of 
Technology, Australia) and Jenine Beek-
huyzen (Griffith University, Australia) gave 
an entertaining presentation disputing record 
companies’ claims that music fans use free 
downloading as substitute for purchase. Their 
series of interviews with Australian music 
fans demonstrated a continuum in behaviour 
between free downloading and purchase: 
most interviewees combined freely-obtained 
and purchased music depending on a variety 
of factors including the availability of their 
preferred forms of music, their financial 
means and their level of familiarity with a 
particular artist. 

Panel session 
The panel session brought together technical 
and legal minds to discuss the subject Is Re-
liable and Trusted DRM Realistic or Even 
Possible? Discussion could no doubt con-
tinue almost indefinitely on such a provoca-
tive topic but we had to discuss what we 
could in an hour.  

The panel was chaired by Bill Caelli (Queen-
sland University of Technology, Australia). 
Ezzy Dabbish (Motorola, USA) and Bin Zhu 
(Microsoft Research Asia) presented the 
technical side, while the legal view was rep-
resented by David Vaile (Baker & Mackenzie 
Cyberlaw and Policy Centre, Australia), 
Philip Argy (Mallesons Stephen Jaques, Aus-
tralia) and Susanna Leisten (Queensland 
University of Technology, Australia). 

It seems fair to say that the general view of 
the technical community involved is that 
DRM systems will exist and their reliability 
and trustworthiness will be possible within 
certain parameters – no security system will 
ever be perfectly secure in itself, but it can be 
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secure enough to serve its purpose given the 
right legal and other support.  

The views of legal side were less unified. 
While Leisten outlined the negative effects of 
strict regimes for protection of digital rights, 
Argy viewed DRM systems as a natural evo-
lution of property protection systems. Vaile 
questioned the possibility of DRM systems 
that can provide fair use.  

Cryptography 
Broadcast encryption has become an impor-
tant cryptographic primitive for conditional 
access and digital rights management sys-
tems. Miodrag Mihaljević (Serbian Academy 
of Science and Arts) presented one paper 
describing potential weaknesses in certain 
broadcast encryption schemes, and another 
describing a new scheme with improved 
efficiency and greater security than previous 
schemes. Ulrich Greveler (Ruhr University 
Bochum, Germany) presented a new scheme 
offering unconditional cryptographic security 
at the cost of allowing a few free-riders. 

Jacques Fournier (GEMPlus S.A., France) 
showed how cryptographic operations can be 
vectorised for efficient implementation on 
embedded systems such as smartcards. 

Tamper-resistance 
The security of digital rights management 
systems depends on the inability of attackers 
to reverse-engineer and modify sensitive 
hardware and software components. Ma-
hadevan Gomathisankaran (University of 
Iowa, USA) presented an architecture for 
verifying the correctness of systems without 
requiring the verifier itself to be given sensi-
tive information about the system. Brian 
Blietz (University of Iowa, USA) presented a 
software tamper-resistance system based on 
extending the power of small, heavily-
obfuscated process to a larger process that 
performed the real function of the software. 
Valery Pryamikov (Harper Security Consult-
ing AS, Norway) presented a new method of 
preventing reverse-engineering of software 
based on transforming a programme’s func-
tion call tree. 

 

Watermarking 
Watermarking continues to be one of the 
active research topics with extended applica-
tions from multimedia security to software 
security. Hongmei Liu (Sun Yat-Sen Univer-
sity, China) presented two papers. One is 
about a scheme for reversible semi-fragile 
image authentication that is able to locate 
any tampered areas but is tolerant to JPEG 
compression. Another is DC coefficient-
based video watermarking compliant to 
MPEG-2 bit stream without any additional 
payload. Yongwha Chung (Korea University, 
Korea) presented a case using robust and 
fragile watermarking (dual watermarking) for 
the communication of fingerprints. The ro-
bust watermark may be used to identify 
source devices. Clark Thomborson (Univer-
sity of Auckland, New Zealand) introduced 
software watermarking as a means of pre-
venting software from piracy and unauthor-
ised modification and presented an improved 
version of the QP algorithm through register 
allocation.  

Systems 
The last day of the conference was mostly 
given over to proposals for complete digital 
rights management systems. Bin Zhu (Micro-
soft Research Asia, China) presented two 
systems, one for a privacy- and copyright-
respecting peer-to-peer network and another 
for scaling the quality of content according to 
the user’s willingness to pay for it. Another 
copyright-respecting peer-to-peer service 
was presented by Kyung-Hyune Rhee (Pu-
kyong National University, Korea). 

Ulrich Greveler (Ruhr University Bochum, 
Germany) discussed several methods of en-
forcing regional access to pay-TV broadcasts 
and concluded that, even though deployment 
of trusted hardware is considered the stan-
dard requirement for digital rights manage-
ment systems, trusted hardware was not nec-
essarily the best solution in this scenario. 

Bottom line 
DRMTICS provides a forum where all re-
searchers from all disciplines with an interest 
in digital rights management can come to-
gether and share their views and ideas. While 
technical presentations decidedly out-
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numbered the other presentations at this 
year’s conference, both technical and non-
technical disciplines were well-represented 
amongst the conference delegates. As noted 
in another INDICARE conference review 
(Kerényi 2005), a healthy exchange between 

the technical and non-technical communities 
is essential to successful deployment of digi-
tal rights management. Hopefully DRMTICS 
2005 represents a good start to a significant 
event on the annual DRM calendar.  

Sources 
► DRMTICS Conference Page: http://www.titr.uow.edu.au/DRMTICS2005/ 
► DRMTICS (2006): Proceedings will be available in Springer’s Lecture Notes in Computer Science 

series; http://www.springer.com/lncs 
► IACR (International Association for Cryptologic Research): http://www.iacr.org 
► IEEE Computer Society Task Force on Information Assurance: http://www.ieeeia.org 
► Kerényi, Kristóf (2005): DRM researchers do not disregard consumer acceptability any more: 

http://www.indicare.org/tiki-read_article.php?articleId=157  
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Axmedis plus = technology + users + consumers 
A report on the 1st International Conference on Automated 
Production of Cross Media Content for Multi-channel Distribution 
(Axmedis 2005) 

By: Gergely Tóth, SEARCH Laboratory, Budapest, Hungary 

A report on the 1st International Conference on Automated Production of Cross Media Content 
for Multi-channel Distribution (Axmedis 2005) 

Abstract: INDICARE was present at the Axmedis 2005 Conference in Florence from November 
30 to December 2. The conference was organised by the Axmedis project, aiming at bringing 
together representatives of different fields related to cross-media. Besides the traditional scien-
tific and industry-inspired talks, presentations focusing more or less on the consumers’ point of 
view (e.g. interoperability or consumer protection) found their way into the programme.  

Keywords: conference report – business models, collecting societies, DRMS, interoperability, 
privacy, standards, stakeholders, DRM users 

 

Introduction 
The Axmedis project (cf. sources) aims at 
reducing the cost of cross-media production 
and distribution, at searching for and inte-
grating objects and components and at man-
aging and monitoring distribution. Axmedis 
is an integrated project (IP), funded by the 
European Commission under the 6th Frame-

work’s Information Society Technologies 
(IST) programme, with Paolo Nesi from the 
University of Florence as its co-ordinator. 
Since the project specifically aims at devel-
oping and providing methods and tools for 
innovative and flexible Digital Rights Man-
agement, it is particularly relevant concern-
ing INDICARE. 
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To fulfil its objectives the project organized 
the Axmedis 2005 Conference with the title 
1st International Conference on Automated 
Production of Cross Media Content for 
Multi-channel Distribution in Florence from 
November 30 to December 2, 2005. The 
three-day conference provided a rich pro-
gramme. The speakers came from a wide 
range of organisations, thus researchers, 
delegates from industry, regulators and also 
consumer representatives were present. Dur-
ing the course of the conference one uncer-
tain trend seemed to visualize for me: besides 
the regular scientific-, business- and indus-
try-oriented issues, consumer-related talks 
could also be heard. Whether this marks the 
process of research and industry slowly tak-
ing the consumers’ view and requirements 
into account or this was just the specialty of 
this conference and proof of the skills of the 
conference organisers remains to be seen. 

On the first day after the welcome speeches 
an invited talk started the conference. After-
wards the programme continued in three or 
even four parallel sessions. Besides the core 
Axmedis subjects including an Axmedis 
tutorial track throughout the conference and 
the “Axmedis Call for take up action”, there 
was a panel on “The role of collecting socie-
ties in the digital era” (see later), an exten-
sive MPEG Workshop, a special session of 
the EUAIN project (see later) and in addition 
the 3rd Virtual Goods Workshop, which was 
co-located with the conference (see later). By 
this approach it was possible to address the 
subject matter not only from a technological 
point of view but from the point of users and 
consumers too. The whole programme is 
available at the homepage of the conference 
and all papers are available in the conference 
proceedings (Nesi et al. 2005). 

Due to this huge programme, I was not able 
to attend all presentations, thus the following 
report will just be a subjective glimpse of the 
whole event. Nevertheless it has to be stated 
that the organisers did their best with the 
conference and the event progressed 
smoothly.  

Invited talk 
After the welcome talks the conference 
started with the invited talk by Leonardo 

Chiariglione from the DMP project (cf. Jeges 
and Kerényi 2005). In his talk Chiariglione 
argued that the protection of intellectual 
property should be in balance with its use. 
Nowadays, when analogue is shifting to digi-
tal and thus the challenge of managing scar-
city is changing to managing abundance he 
proposed a rational DRM architecture, which 
is both scalable and interoperable and com-
posed of standard technology and equipment.  

Security of DRM 
That Axmedis successfully brought together 
parties with different goals and backgrounds 
and that such presentations can form a sym-
biotic whole (even following up Chiarig-
lione’s vision of a rational DRM) were 
clearly illustrated by the next two talks given 
during the Content Security and Digital 
Rights Management session. 

Josep Domingo-Ferrer presented a solution 
on multicast fingerprinting and collusion 
security. The main challenge solved was to 
equip multicast content with unique finger-
prints, thus copy detection could be used 
complementary to copy prevention. This 
solution, which could find support in the 
technology domain, naturally is objection-
able from the privacy (and thus the con-
sumer’s) point of view (cf. presentation by 
Grimm later). 

On the other hand Jose Prados explored the 
possibilities of interoperability of rights ex-
pression languages (RELs) and protection 
mechanisms. In particular he analyzed how 
the REL of OMA DRM 2 (cf. sources), i.e. 
ODRL (cf. sources), and that of MPEG-21 
(cf. sources) could be converted into each 
other. While the presentation focused mainly 
on technical issues, interoperability, i.e. to 
rightfully consume protected content on any 
device was highlighted as one of the main 
consumer requirements for DRM.  

Collecting societies 
The panel session “The role of collecting 
societies in the digital era” provided an in-
teresting insight into the challenges these 
organisations face with the switch to the digi-
tal content gaining momentum in the 21st 
century.  
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Maila Sansaini from IMAIE analysed DRM 
from the point of view of a collecting soci-
ety. While DRM can protect against privacy 
by applying technical measures, helping in 
identifying works and allowing payment for 
the content it still has deficiencies: current 
solutions are not interoperable; they do not 
ensure equal remuneration of copyright and 
neighbouring rights holders and can also be 
cracked. 

Dominic McGonigal from PPL, UK, did not 
analyze DRM, he rather chose the approach 
of introducing the operation and problems of 
a collecting society to the audience. By de-
scribing the internal processes of his organi-
sation, how the huge volume of music con-
tent is managed, how licences are stored and 
usage information is processed in order to 
distribute income between producers and 
performers, DRM architecture designers 
could gain insight into the life of a poten-
tially important DRM system user. 

Accessibility 
Another session focusing mainly on the con-
sumer was related to the interconnection of 
DRM and accessibility. This track was as-
signed to EUAIN, the European Accessible 
Information Network (cf. sources). 

In the first talk David Crombie introduced 
the core idea behind EUAIN. He emphasized 
that current practice is to apply quick fixes to 
fill the gaps in order to achieve accessibility, 
while in the long term accessibility can only 
be achieved if it is managed as a process 
throughout the life-cycle of a product. This 
change of mind is promoted by EUAIN, and 
IST-funded project to promote eInclusion as 
a horizontal building block in the establish-
ment of the information society. 

Roger Lenoir continued by exploring the 
possibilities and achievements of open soft-
ware and open standards as tools for accessi-
bility. In his presentation he compared the 
associations representing visually impaired 
people with the open source communities, 
where in both cases voluntary work domi-
nates. Finally, Lenoir introduced some cur-
rent projects (DAISY, NIMAS, WCAG) 
focusing on accessibility.  

Virtual Goods Workshop 
This year the Virtual Goods Workshop was 
co-located with the Axmedis 2005 Confer-
ence. This series of workshops focuses on the 
multi-disciplinary assessment of existing 
DRM technologies and business models. 
Unfortunately I could not attend the whole 
workshop, only the first part, thus the follow-
ing is a partial overview of this year’s event. 

In his presentation Stephen Saunders evalu-
ated the current shift in the music industry 
from distributing music through retail stores 
towards the thousand-faceted digital distribu-
tion. His argument was that it was high time 
to start to change the way music is regarded: 
industry should move from thinking of music 
as a good to using it as a service with differ-
ent service levels for different users. 

Prof. Rüdiger Grimm, University of Koblenz 
(formerly at TU Ilmenau) introduced the 
results of an analysis aiming at evaluating 
privacy issues during DRM usage (Grimm et 
al. 2005). Although DRM systems’ main 
goal is to enforce copyright, they are some-
times also used for recognition of bad behav-
iour, to deliver personalized watermarks and 
other technological methods interfering with 
privacy. Grimm presented results of data 
flow evaluations with concrete DRM archi-
tectures before completing a deal, at check-
out, while checking the right during con-
sumption, through special services and even 
through hidden interfaces.  

Another presentation, given by Matthias 
Spielkamp from iRights.info strengthened the 
consumer representation at Axmedis. He 
introduced this German organisation which 
aims at delivering information about legal 
aspects of DRM to the consumers. The main 
goal is to inform the users about the legal 
background of typical use cases (e.g. 
downloading content from a peer-to-peer 
network or ripping a CD) in an independent 
way.  

Bottom line 
The Axmedis 2005 conference presented a 
good mix of research- or industry-driven and 
consumer-oriented talks. Although the pro-
ject itself was mainly technology focused, 
the organisers did a great job in inviting a 
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broad spectrum of presenters. As an advocate 
of the INDICARE project who is always 
looking at the end-users’ point of view when 
it comes to DRM and generally to multime-
dia-relates issues, I am looking forward to 

the next Axmedis conference in December 
2006 to see whether the shift towards a more 
consumer-centric view will further evolve. 
Could it be that this conference marked the 
start of a larger trend? I do hope so. 

Sources 
► Axmedis project: http://www.axmedis.org 
► Axmedis 2005 conference: http://www.axmedis.org/axmedis2005/ 
► Digital Media Project (2005): http://www.dmpf.org 
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Abstract: The special focus of this issue is on DRM and accessibility, an important topic not 
only for blind, partially sighted and other print disabled people. Three articles complementing 
one another explore the technical, legal, and policy dimensions of accessibility and present the 
state of the art. Further articles deal with a layered architecture for DRM, DRM in Japan’s digital 
broadcasting services, and Sony BMG’s DRM in the light of the class actions filed against the 
company. 
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About this issue 
DRM and accessibility 
The issue’s special focus is on DRM and 
accessibility – an important topic not only for 
disabled persons. This topic has already been 
dealt with before in the INDICARE State of 
the art report by Bettina Krings (cf. Helber-
ger et al. 2004, pp. 30-33) and in the first 
supplement to this report by Ulrich Riehm 
(cf. Helberger et al. 2005, pp. 6-8).  

Disabled persons, especially blind, partially 
sighted and other print disabled people have 
to rely on exemptions within copyright law 
allowing them to effectively use assistive 
technologies even in cases where the content 
is protected by TPMs. The three articles deal-
ing with this subject make us aware of the 
troubles still existing, but also of the solu-
tions at hand. When talking about this subject 
it is important to have in mind that blind and 
visually impaired people are consumers like 
you and me, and that improving accessibility 
is not only to the benefit of this group, but 
for all of us.  

David Mann, who works for the Royal Na-
tional Institute of the Blind in the UK and 
chairs the European Blind Union’s Working 
Group on Copyright and Publishing, provides 
an excellent overview of the issues at stake. 
Among others he points to the risk that DRM 
might disable assistive technologies and hints 
at the irony that the great potential of the e-
book technology, enabling the accessibility 
of publications as never before for print dis-
abled people, might not be leveraged due to 
DRM restrictions in place. He discusses in 
more depth Adobe’s policy in this matter 
presenting it as a model where access to con-

tent is granted based on trust relationships 
and a trusted environment. Mann also points 
out that the EU in its copyright directive at 
least – in contrast to WIPO – recognises ex-
emptions and limitations for people with 
reading related disabilities. However he criti-
cises that it falls short of providing for the 
harmonization of the exceptions required.  

The next article stems from David Crombie 
and colleagues who are co-ordinating the 
European Accessible Information Network 
(EUAIN), a project funded by the European 
Commission under the 6th Framework IST 
programme’s eInclusion thread. Their article 
puts forward two important messages:  

► First, by and large technological solu-
tions and standards required to allow 
print disabled people to enjoy e-content 
are already there (not excluding however 
a series of problems still around). The 
crucial point is that solutions developed 
anyway for multi-channel publishing and 
reuse of electronic material can also be 
applied for accessibility publishing. Even 
more, accessibility publishing may be re-
garded as the basis for e-content publish-
ing in general. This turns around the 
logic in an important way: what is re-
quired to serve communities with special 
needs may change from an additional ex 
post activity to a prerequisite of main-
stream e-content publishing. 

► Second, following the authors, in order 
to serve disabled people, trusted interme-
diaries and secure environments are nec-
essary. In more general terms this ap-
proach might suggest that all groups or 
communities benefiting from copyright 
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exceptions would have to turn into au-
thorized consumers in trusted environ-
ments. Hence copyright legislation – al-
lowing the application of TPMs to pro-
tect content on the one hand, while stipu-
lating exemptions on the other hand – 
might imply a push for trusted computing 
infrastructures.  

The third article of the focus theme comes 
from Zoltán Nagy, Speech Technology Ltd, 
Budapest. It gives an overview of the state of 
art of assistive technologies for the visually 
impaired, in particular OCR, text to speech 
engines (TTS), and screen readers. In terms 
of applications the development of e-books 
from simple voice books to standardized 
“DAISY books” is sketched. These are digi-
tal talking books combining and synchronis-
ing text and high quality voice. Many books 
have been published using the DAISY stan-
dard which confirms that solutions developed 
for print disabled have the potential to be-
come mainstream. Another interesting ser-
vice, called Világhalló, has been developed 
in Hungary. It is an integrated on-line service 
which combines text and voice flow to con-
sumers, a kind of text radio. Infringing copy-
right is made difficult as the text alone is not 
accessible. This is in line with the publishers’ 
requirements as Nagy says.  

This article makes us also aware that acces-
sibility means more for blind and visually 
impaired people than mere e-book text to 
speech transformation. There is an urgent 
need for websites designed respecting acces-
sibility criteria, a need for assistive technol-
ogy supporting the use of software, and a 
demand to make high-devices and services 
like mobile phones more accessible. Address-
ing these challenges, the author also hints at 
possible solutions.  

Technical analyses 
Sam Michiels, Koen Buyens, Kristof 
Verslype, Wouter Joosen and Bart De 
Decker, computer scientists from the Katho-
lieke Universiteit Leuven, Belgium, deal 
with a highly relevant topic: the lack of a 
generic software architecture guiding the 
design and implementation of DRM systems 
or applications, and supporting interoperabil-
ity of DRM technologies and their reuse. In 

their view software architecture design for 
DRM should be at the top of the research 
agenda. The authors propose a layered DRM 
architecture that supports DRM developers in 
producing complete and interoperable sys-
tems. The architecture is approached from 
both a functional and a security perspective. 
What makes this article particularly readable 
for non-techies is the fact that the authors 
have taken the Internet architecture as a guid-
ing model – not disregarding however the 
differences when it comes to DRM. What is 
also very laudable is that the developers did 
not exclusively discuss their own solution, 
but relate it to the efforts of others, in this 
case with those of the Digital Media Project, 
which has been addressed in the INDICARE 
Monitor several times already (cf. e.g. Jeges 
2005). 

The second technical analysis is about Japa-
nese digital broadcasting. We invited Kiyo-
hiko Ishikawa, researcher at Japan Broadcast-
ing Corporation (NHK), to contribute to the 
INDICARE Monitor, and to help us compare 
different approaches of content protection in 
different regions of the world. The author, 
who is currently working on a security sys-
tem for digital broadcasting based on home 
servers, introduces us to the current state of 
digital broadcasting in Japan and the protec-
tion measures in place. How it works in Ja-
pan is explained in some detail. Apart from 
the technical details, it is interesting to see 
the difference between the Japanese and the 
US approach. In Japan, where broadcasting is 
scrambled but free to air, the technical pro-
tection measures applied rely on a Condi-
tional Access System (chipcard and set-top-
box), which does not need a broadcast flag. 
 

Legal analysis of the Sony BMG  
rootkit scandal 
Natali Helberger analyses the Sony BMG 
rootkit scandal from a lawyer’s point of 
view, i.e. she goes into detail with respect to 
the class actions filed against Sony BMG. A 
class action allows e.g. consumers to com-
plain as a group avoiding individual law 
suits. One of these class actions was on be-
half of Sony BMG CD buyers in the US and 
brought by a Californian lawyer, Alan 
Himmelfarb, while the second class action 
was brought by the Electronic Frontier Foun-
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dation (EFF) with a broader scope: against 
Sony BMG’s XCP technology and the Me-
diaMax technology used by Sony BMG, and 
provisions in the consumer contract. An im-

portant observation is that in these cases it 
was consumer law (and not copyright law) 
brought against DRM. 
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1. Introduction  
The European Blind Union (EBU) and its 
member organisations throughout the Euro-
pean Union are very concerned at the impact 
which digital rights management schemes 
can have on both blind and partially sighted 
people, and indeed others with a reading 
related disability such as dyslexia. We can be 
denied equal access to knowledge and culture 
if digital rights management schemes are 
inadequately designed or unfairly deployed. 

Full and equitable access to information is 
essential if people with sight loss are to com-
pete on equal terms in education and em-
ployment. It is also essential to full enjoy-

ment of all aspects of daily life and of the 
potential advantages which modern technol-
ogy brings. Voluntary agencies serving peo-
ple with sight loss in member states devote 
significant voluntary resources to trying to 
ensure that blind and partially sighted people 
are not left behind by advances in communi-
cation, be it in the fields of broadcasting, 
telecommunications or publishing. This is an 
extremely challenging task, given the speed 
of development in these fields. 

2. The issues for blind and partially 
sighted people 
Blind, partially sighted and other print dis-
abled people read electronic material by 
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modifying the way in which it is presented, 
without modifying the content. They may do 
this through magnification, transformation 
into synthetic audio, or the use of a tempo-
rary, or “refreshable” braille display. In some 
instances the software with which to make 
these changes is incorporated in mainstream 
packages, but the most flexible and adaptable 
solutions are achieved via dedicated “screen 
reader” software. The term “assistive tech-
nology” is used in this document to refer to 
this form of access. 

Digital rights management schemes, or the 
technological protection measures within 
them, can react to assistive technology as if it 
was an illicit operation. Thus, the DRM sys-
tems applied to e-Books and e-documents 
can prevent access by people who use assis-
tive technology to read the screen or to con-
trol the computer. 

In those circumstances, the blind user is pre-
vented from achieving the same degree of 
access as his sighted counterpart, or indeed 
any access at all. 

A second problem can be the “disabling” of 
speech functions in a particular publication. 
While e-book readers may have the facility 
to reproduce synthetic speech, the rights 
holder can apply a level of security which 
prevents this from working. A person with 
sight loss can thus buy a book but find her-
self unable to read it. 

We have been contacted by several people 
who have purchased e-Books from both ma-
jor retailers and small publishers, only to find 
that they are unable to read them because of 
the way that the DRM has been applied.  

For example, Lynn from London bought a 
Bible from Amazon, and found that the con-
tent was locked in such a way that she could 
not read it with her screen reader. She con-
tacted Amazon who advised her to contact 
the publisher. Having taken this extraordi-
nary step, she was told “there is nothing we 
can do about it”. 

EBU views this as discriminatory practice, as 
publishers are erecting barriers to access, 
however unwittingly. We do not believe 
there are commercial or technical reasons for 
this to continue. 

This situation is in fact deeply ironic, since 
an e-Book can be a great way to make publi-
cations accessible to people who cannot read 
print. It is unsatisfactory and unnecessary 
because technology companies such as 
Adobe have actually taken steps to ensure 
that content can be protected and yet access 
still provided to disabled customers. 

3. Technical analysis 
Both Adobe Security and Adobe DRM can 
be configured to restrict the use of access 
tools such as screen readers. Typically, a 
commercial document or e-book in PDF 
format will have all accessibility features 
disabled. This is not the default position but 
is easily and most often selected by commer-
cial publishers.  

Microsoft e-book reader sells most of its 
titles with an “owner exclusive” level of se-
curity. In addition to having this “anti-
piracy” function, the Owner Exclusive book 
also has use restrictions that apply to the 
legitimate owner of the e-book. In particular 
the text-to-speech capability that is built into 
Microsoft Reader for accessibility purposes 
is disabled. Similarly, “Owner Exclusive” 
limits use of the product to one device, which 
prevents a visually impaired user from 
downloading from a desk top PC to a more 
congenial device such as a lap top braille 
notetaker. 

The objective of applying DRM to a piece of 
content is to define and implement the rules 
for the access to and use of that content. To 
achieve this, the DRM system has to operate 
in a controlled and trusted environment in 
which it is able to control all the options 
available to a user of the content. 

This control requirement extends to accessi-
bility tools – and explains the problems 
which have arisen in a conflict between 
DRM and accessibility. The Microsoft text to 
speech (TTS) synthesis tool has a broad 
functionality which is also incorporated in 
the Adobe Acrobat Reader. As a tool it is 
considered to pose a threat to DRM con-
trolled content because of its broad function-
ality and because it does not connect in a 
trusted manner with the DRM system.  
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This is why the DRM system in the Micro-
soft e-Book Reader application blocks the 
use of the TTS tool when the DRM is con-
figured to manage the rights in premium 
(commercial) content. This was originally the 
default position with the Adobe Reader. 

There are essentially two ways in which this 
problem can be addressed. The first is to set 
up a system where the DRM mechanism is 
able to recognise a trusted accessibility tool 
and then unblock access to content for that 
tool. The second way is by devising instruc-
tions, expressed through the rights expression 
language, which are available to authorised 
users of trusted access tools. 

Adobe has already initiated a program incor-
porating the first approach. The DRM system 
used in the Adobe reader is now able to rec-
ognise and establish a trusted relationship 
with at least two accessibility tools (Win-
dow-Eyes and Jaws screen readers). Allow-
ing access to DRM protected content is now 
reportedly the default position of the reader.  

The effect of this trusted relationship be-
tween the Reader and the accessibility tools 
is that access (including text to speech) can 
be facilitated without in any way derogating 
from the security level applied to the content 
generally (e.g. no printing, no altering, no 
saving to alternate formats). 

To achieve this relationship, third party ap-
plications are submitted to Adobe for testing 
the security and compatibility issues. To 
quote from Adobe’s Loretta Guarino Reid, in 
a response to an enquiry from the RNIB “Te-
chies” e-mail list dated 15th December, 
2005: “Our solution depends on a special 
mechanism that vendors can use to identify 
themselves as trusted clients. To implement 
this properly really requires suitable operat-
ing system support to provide a secure chan-
nel to trusted client programs, and a good 
mechanism for validating the identity of the 
client program.”  

Thus the feasibility of access to Adobe DRM 
through assistive technology has been estab-
lished, but effective realisation remains pro-
tracted and by no means universally rolled 
out. 

The information of this chapter is drawn 
largely from “Accessing and Protecting Con-
tent”, by Garnett, White and Mann (Garnett 
et al. 2005), a report prepared during 2005 by 
RNIB within the European Accessible In-
formation Network Project (cf. sources) 
funded by the European Commission. We 
would also like to recommend an article enti-
tled “The soundproof book”, by George Ker-
scher, International Project Manager, DAISY 
Consortium, and Jim Fruchterman, CEO, the 
Benetech Initiative (Kerscher and Fruchter-
man 2002). Although written some time ago, 
this article has not lost its validity, and still 
poignantly illustrates the threats posed by 
DRM.  

4. The legal background 
International treaties have long permitted 
national legislatures to introduce exceptions 
and limitations to copyright in various cir-
cumstances, including exceptions and limita-
tions for the benefit of people with a reading 
related disability. By no means all EU mem-
ber states yet have such exceptions, and there 
is no consistency amongst the exception re-
gimes that do exist.  

Unfortunately, technological protection 
measures can negate these exceptions if they 
make it difficult or impossible to access ma-
terial which one is entitled to read. 

At international level, the WIPO Copyright 
Treaty (WCT) and the WIPO Performances 
and Phonograms Treaty (WPPT) require, in 
Articles 11 and 18 respectively, legal protec-
tion for rights holders using technological 
protection measures. However, they make no 
specific provisions to protect the beneficiar-
ies of exceptions to copyright whose access 
is blocked by such measures. 

Individual member states and the European 
Union collectively will shortly be ratifying 
these treaties.  

Fortunately, the European Copyright Direc-
tive (EUCD 2001) is more helpful. While it, 
too, seeks adequate safeguards for rights 
holders against the circumvention of techno-
logical protection measures, it does state in 
Article 6.4.1:  
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“…in the absence of voluntary 
measures taken by right holders, 
including agreements between right 
holders and other parties con-
cerned, Member States shall take 
appropriate measures to ensure that 
right holders make available to the 
beneficiary of an exception or limi-
tation provided for in national law 
in accordance with Article 5(2)(a), 
(2)(c), (2)(d), (2)(e), (3)(a), (3)(b) 
or (3)(e) the means of benefiting 
from that exception or limitation, to 
the extent necessary to benefit from 
that exception or limitation and 
where that beneficiary has legal ac-
cess to the protected work or sub-
ject-matter concerned” (EUCD 
2001). 

Article 5.3.b is the one relating to exceptions 
and limitations for the benefit of people with 
a reading related disability. Hence the Direc-
tive envisages protection against technologi-
cal exclusion for such users. 

Again, there is no evident consistency in the 
way in which these provisions are being 
transposed into national law. It is ironic that 
a directive which has the word “harmonisa-
tion” in its title does nothing to harmonise 
exceptions to copyright or protection of the 
beneficiaries of those exceptions that do ex-
ist. The EUAIN project (referred to above) 
will be analysing the implementation across 
the EU of Article 6.4.1 and, if appropriate, 
making recommendations to the Commission 
on required changes. 

It is essential that governments set up robust, 
effective and efficient procedures to allow 
print disabled people who find their access 
blocked by a technological protection meas-
ure to gain the access to which they are enti-
tled. For legislation to permit circumvention 
in certain well-defined circumstances would 
be helpful. That alone, however, would not 
be the total answer, as the potential user 
might not have the necessary skills to cir-
cumvent. Arrangements for prompt legal or 
administrative recourse are also required.  

As already noted, the European Union has 
recognised that copyright exceptions for dis-
abled people may be compromised by the 

technological protection measures within 
DRM Systems. Subsequent to the passage of 
the Directive, both DG Information Society 
and DG Enterprise conducted work on DRM, 
the latter through CEN (Centre Européen de 
Normalisation). This work indicated that the 
whole issue remains fluid and largely un-
tested, and that interoperability and protec-
tion of consumer rights are key issues which 
still need to be safeguarded. 

5. Conclusions and recommendations 
The access rights of people with sight loss 
have not yet been sufficiently recognised by 
politicians, standards bodies, content provid-
ers or the IT industry.   

Governments and Parliaments have a duty  

► a) to ensure that they have comprehen-
sive and up to date provisions to ensure 
that accessible copies of all published 
material can be created without the re-
quirement for rights holder permission; 
and 

► b) to establish effective measures to give 
the beneficiaries of such exceptions im-
mediate and equitable access to material 
from which they find themselves ex-
cluded by protection or rights manage-
ment measures. 

If such procedures can be achieved through 
voluntary agreement with rights holder 
groups they will probably work more 
smoothly, but legal backing for the right of 
access is essential in the interests of social 
inclusion and equitable treatment of people 
with disabilities.  

The publishing and IT industries also have an 
important role to play. The developers of 
DRM schemes should apply principles of 
universal design. They must address the im-
pact of DRM on readers using assistive tech-
nology, ensuring that such technology is 
recognised as legitimate and authorising ap-
propriate manipulation of the way in which 
content is presented. 

It is also in publishers’ interests to ensure 
that the way in which their assets are pack-
aged do not limit the number of potential 
customers. 
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Introduction 
The European Accessible Information Net-
work is a community of organisations and 
individuals who are examining new ap-
proaches to accessible content processing. 
The EUAIN network is funded by the eInclu-
sion thread of the European Commission 6th 
Framework IST programme and is co-
ordinated by FNB Netherlands (for recent 
publications cf. sources).  

EUAIN brings together the different actors in 
the content creation and publishing industries 
around a common set of objectives relating 
to the provision of accessible information. 

Accessibility for print impaired people can 
be an increasingly integrated component of 
the document management and publishing 
process and should not be a specialised, addi-
tional service. Print impaired here refers to 
people who are blind, visually impaired or 
dyslexic. EUAIN takes the broadest defini-
tion of content creators and provides the sup-
port, tools and expertise to enable them to 
provide accessible information.  

This article outlines the role of trusted inter-
mediaries in accessible content processing 
workflows, giving examples of successful 
collaboration between content providers and 
specialist organisations. The regulatory chal-
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lenges are also mentioned as are a number of 
technical and organisational considerations.  

Technology and standards to serve 
groups with special needs are at hand 
From a technical perspective, earlier prob-
lems relating to the digitisation of materials 
have been largely overcome and recent for-
mats (such as XML, RDF, METS, MARC21 
etc) provide a realistic basis for implement-
ing the different aspects of this work. It is 
now possible to address the key concerns of 
content creators and providers and coherently 
to address issues such as: automation of 
document structuring, adherence to emerging 
standards, workflow support, digital rights 
management and secure distribution plat-
forms.  

For example, the recent Forrester Research 
report which foresaw publishers changing 
current business practices to match the inter-
net’s speed and convenience with the mul-
tichannel publishing model is now finding 
some practical application, which can offer 
greater consumer choice, variable presenta-
tions and delivery which is of crucial impor-
tance for those who require alternative for-
mats. In Austria, it has been found that when 
publishers consider accessibility, their data 
can be re-used several times for multichannel 
publishing. As the lifetime of a book gets 
shorter and shorter, publishers frequently 
have to offer access to digital versions of that 
book and taking this into account when con-
structing the layout brings us much closer to 
real accessibility in the wider sense. Indeed, 
it has been the accessibility community that 
has in many ways pioneered new structures 
for digital content, as these developments are 
often borne of need. The recent EUAIN 
Workshop on Generating Structures exam-
ined these developments across Europe and 
the report is now available. 

Similarly, emerging international and Euro-
pean standards provide an excellent basis for 
the creation of accessible information at a 
more fundamental level than has previously 
been possible. Whereas many earlier solu-
tions have been at a ‘workaround’ level, with 
an accessibility component added at the end 
of the content creation process (if at all), it is 
now possible to see DAISY 3.0/NISO z39.86 

as the de facto XML standard which can 
allow content creators significantly to 
enlarge their markets through the adoption of 
this inclusive format (cf. sources). Indeed, 
the navigational possibilities afforded by 
DAISY 3.0 are thus available to everyone, 
and not solely to those people who are print 
impaired.  

At a European and national level, there now 
exists a clear desire on the part of publishers 
and associations of publishers to collaborate 
closely with experts in this area in order to 
provide truly accessible materials. Indeed, in 
several countries recent legislation has added 
an extra push to these concerns. This conver-
gence at a technical, regulatory and political 
level means that the pieces of the jigsaw are 
now in place to make a significant break-
through in the provision of accessible infor-
mation within secure environments. 

Trusted intermediaries and secure  
environments 
Trusted intermediaries establish a personal-
ised relationship between content holders and 
specialist organisations whereby publishers 
and agencies serving blind and partially 
sighted people work together in a secure and 
trusting environment to increase the quantity 
and timeliness of titles available in an acces-
sible format. Within trusted intermediary 
frameworks, DRM is an enabler of controlled 
access. A number of different security meth-
ods are being developed or are already in use 
for making content available in this way.  

As far as security is concerned, the higher the 
level the more likely publishers are to allow 
content to be made available in accessible 
digital formats. At present, the security sys-
tems used are simple, they use basic encryp-
tion technologies with key exchange mecha-
nisms. The potential for the release of con-
tent is considerable – although there are few 
recorded instances of such occurring. Once 
decrypted, content is available to anyone, 
authorised or not. The ability to attach con-
tent to particular devices, or better to provide 
access only to authorised users, requires a 
level of DRM sophistication that is not yet 
generally in place in services catering to the 
needs of visually impaired people.  
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By way of illustration, in Belgium the na-
tional newspapers De Standaard and Het 
Nieuwsblad are offered in an electronic ver-
sion (DiGiKrant) and a Braille paper version 
(BrailleKrant). This is achieved through 
means of a trusted intermediary. By placing a 
small specialist team within the newspaper 
publisher’s offices, the alternative versions of 
the newspapers can be produced at the same 
time as the standard newsprint. Other solu-
tions involve the news content being edited 
by external specialist organisations using 
online delivery mechanisms or delivery on 
CD-ROM. 

In the Netherlands, an agreement was 
reached with the Dutch Publishers Associa-
tion (Nederlands Uitgeversverbond) and the 
specialist organisation FNB whereby a small 
fee is paid for each title that is transformed 
into an accessible format. In addition, pub-
lishers have agreed to allow access to digital 
source files where feasible. This approach is 
an excellent example of an organisation 
(FNB) operating as a trusted intermediary 
and ensuring that the output materials are 
only given to registered end-users across 
secure distribution platforms.  

In France, BrailleNet (cf. sources) has estab-
lished contracts with more than 80 publishers 
and with an organisation managing the rights 
on behalf of publishers and this is the con-
tractual basis of the Helene Server. Organisa-
tions that have been certified get an authori-
sation for a secured access to source files. 
The server Hélène contains both literary and 
school books in French and publishers who 
have contracted with BrailleNet provide the 
files. In the UK, RNIB has good working 
relations with several publishers and has 
been developing the trusted intermediary 
concept, and one collaborator is one of the 
world’s largest publishers. 

Challenges ahead 
DRM solutions prevent content from being 
accessed by any person that has not been 
authorised to do so. This protection can hap-
pen at different levels, ranging from opening 
and reading the document to copying and 
transforming it. Agencies producing materi-
als in alternative formats to serve persons 
with disabilities need to access content in 

order to transform it into formats that are 
suitable for those who cannot read it in the 
way it has been originally produced.  Natu-
rally these considerations also apply within 
mainstream publishing workflows where 
accessibility can also be incorporated. 

The European Directive on Copyright 
(2001/29/EC) expresses the right to access 
content without any technological protection 
measures when the exemption for persons 
with disabilities has been adopted by the 
national legislation but at the time of writing 
this EC Directive has been implemented in a 
variety of different ways. WIPO has also 
recently included similar exemptions as a 
recommendation to those countries in the 
process of setting up copyright legislation. A 
further problem related with copyright and 
intellectual property rights has to do with 
trans-national interchange of materials. Some 
copyright legislations allow only for the use 
and transformation of documents within the 
boundaries of the country where it has been 
originally produced, which automatically 
eliminates the possibility of making it avail-
able to persons with the same needs, sharing 
sometimes the same language, in a different 
part of the world. The World Blind Union 
(WBU), IFLA Libraries for the Blind Section 
and WIPO have recently initiated a survey to 
examine the barriers to international transfer 
of accessible materials in order to draw con-
clusions and to make recommendations on 
any need for changes to national laws or 
international treaties received the support of 
many countries.  

Alongside these regulatory challenges, a 
number of technical and organisational chal-
lenges are also relevant. In this sense we 
must see accessibility itself as a process and 
not a product, a characteristic shared by 
DRM systems. When considering notions of 
access, four further issues are noteworthy:  

► access to structured digital formats 
Currently there are many digital formats that 
are inaccessible to persons with disabilities 
even through adaptive technology. Those 
formats that are based mainly on images that 
are not described properly are very difficult 
to access. Very little attention is paid to 
structuring information through tagging. 
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Documents that use tags for describing the 
different elements in their structure (like 
XHTML or XML) are of great use for those 
agencies producing accessible materials. 
Emerging multimedia formats offer opportu-
nities to embrace accessibility issues, espe-
cially when they’re based in highly struc-
tured formats and MPEG is particularly im-
portant in this respect. Within MPEG model-
ling environments, interfacing between Ac-
cessibility and DRM objects is highly feasi-
ble. 

► access when and where it is needed 
When information has to undergo compli-
cated and costly adaptation post-processes 
before becoming truly accessible, the delay 
in getting access to that information can be 
excessive. Access to information in digital 
formats allows for easy and fast distribution 
to anybody at any time. The distribution of 
source files in a format that can be easily 
translated into other accessible formats al-
lows also for customization of the informa-
tion before being finally delivered to the user 
in the required format. Just-in-time distribu-
tion (as opposed to Just-in-case storage 
where everything is digitised) would actually 
help in making information accessible in a 
more efficient way. 

► access to source materials 
Accessing materials at source prevents agen-
cies from spending resources on re-digitising 
final products. This saves time and resources 
in giving services to those who cannot read 
printed materials. If that source material is 
provided in a format that is already prepared 
for further transformation and in an agreed 
standard form, the time and resources saved 
will be even bigger. However, content pro-
viders are usually reluctant to provide pub-
lishers of materials in alternative formats 
with their digital masters. Fear of piracy and 
the evident ease in which this happens in the 
digital world are usually the main reasons 

given by publishers. As noted above, agree-
ments with publishers in which these agen-
cies are seen as trusted intermediaries seem 
to be the most viable solution to this situa-
tion.  

► access to consistent content 
Publishers of accessible materials are aware 
of the importance of creating consistent con-
tent. Their function is to make content acces-
sible, the same content that is available for 
persons without disabilities, without altering 
it, without adding to or taking any informa-
tion away from the original, except where 
extra information is needed to describe what 
cannot be made accessible otherwise (pic-
tures, charts, graphics, etc.). It is important 
for content providers (e.g. medicine label-
ling) that correct and approved information is 
used and nothing is lost during the transfor-
mation process. Using the information pro-
vided directly by the original publisher helps 
in guaranteeing this. It is also important for 
the impaired user that no information is lost, 
so that the content they can access is exactly 
the same as that originally published. Greater 
co-operation is required between EU coun-
tries to avoid duplication of effort and ex-
pense as separate national practices prevent 
from interchanging materials that are already 
available in other countries. 

Bottom line 
It can be seen that the choice of appropriate 
technical protection measures for making 
content accessible is not straightforward and 
involves different considerations. The trusted 
intermediary approach has provided concrete 
examples of successful collaboration. Where 
appropriate, light DRM solutions have been 
applied. Further research is required to exam-
ine accessibility in the wider sense and to 
examine the requirements for modelling ac-
cessibility and DRM within emerging multi-
media environments. 
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Introduction 
An everyday story 
On an average summer day Mr. Smith, an 
average visually impaired man, goes into an 
average library to try to read an average 
monthly. He goes to a computer and realizes 
there is no screen reader installed – a screen 
reader is a software application that attempts 
to identify and interpret what is being dis-
played on the screen. No problem he thinks, 
he goes home and takes his notebook with a 
screen reader to the library. However the 
employees of the library refuse this solution 
suspecting Mr. Smith might be going to 
launch a publishing company. So he asks the 
librarians to scan the article he is interested 
in so that he can read it out with his own 
computer at home. This does not work either, 
because the librarians are not allowed to let 

anything leave the institution in electronic 
form. Eventually Mr. Smith goes back home 
with a single copy of the article in print. This 
situation is neither satisfying nor transparent 
for both actors: the visually disabled and the 
librarians.  

Visually impaired persons are consumers like 
you and me 
In the European Union there are more than 
10 million people who have significant sight 
loss and are not likely to be able to read 
printed news. Since average life expectancy 
is continuously rising, more and more people 
have impaired sight. These people do not 
identify themselves as blind or partially 
sighted, but they are only able to read pub-
lished materials by using alternative meth-
ods. 
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We have no exact statistical figure about the 
number of people suffering from dyslexia or 
about the state of their disability, but accord-
ing to experts about 4% of the population is 
severely dyslexic. A further 6% have mild to 
moderate problems. 

Naturally some aspects of the lives of blind 
people are significantly different from aver-
age people, but considering the consumption 
of (digital) contents they are not different at 
all. They listen to radio and television, they 
usually have CD and/or DVD players and 
they buy films. They are up-to-date with 
regard to movies, celebrities and series like 
anybody else. These offerings are essential 
for them to be full members of society. 

In this article we try to give an overview of 
the technologies which assist the visually 
impaired in being consumers and users of 
content, and the accessibility problems they 
face. It also outlines a solution to some of the 
problems. 

Technology: TTS and screen readers 
To use a computer a blind person needs a 
text to speech engine (TTS) that can read 
texts out. TTS is responsible for speaking but 
not what to speak. Under Windows operating 
systems TTS engines usually support Ms 
Speech API – which is the standard way to 
create speaking enabled applications.  

A screen reader is a special application 
which can narrate applications, or screen, or 
system and keyboard events. It echoes key-
presses, appearance of windows and message 
boxes (even system bubbles of XP). Screen 
readers do not use OCR techniques. Optical 
character recognition involves computer 
software designed to translate images of 
typewritten text (usually captured by a scan-
ner) into machine-editable text. Screen reader 
applications are based on special program-
ming techniques, so called hooking, and a lot 
of heuristics and scripts. Usually it contains a 
special display driver, which tries to 
catch/capture the text printing function calls. 
This application interprets the screen for the 
blind and speaks out every message by a TTS 
engine.  

There is a small group of applications which 
are developed for the blind: usually special 

blind games or learning environments or web 
browsers. Such software can be used by the 
blind without any screen reader application. 
The user interface of these applications is 
designed for the special requirements of 
blind users. 

Limits and problems of screen readers 
The first screen readers applied hooking 
mechanism (under Windows), but as time 
went on they became more and more compli-
cated and it got more and more difficult to 
get textual information off the screen. Some 
applications even deliberately prevented 
other applications from getting text from that 
application. A wide known example is the 
Adobe Acrobat Reader in its earlier versions.  

Furthermore, screen reader software is un-
able to read textual documents appearing in 
the windows of that application. This phe-
nomenon is typical for applications which 
have their own text drawing function. To 
solve this problem companies like Adobe 
offer accessibility packs on their websites. 
After installing such a pack it is possible to 
read the document aloud from the menu. 
Later versions (6.0 and later) of Adobe Ac-
robat Reader have incorporated that function 
directly. The functionality however is quite 
poor, because only individual pages or full 
documents can be read aloud. An up-to-date 
screen reader software should be able to read 
out text parts of different sizes (page, para-
graph, sentence, word and letters too)! 

Microsoft specified the IAccessibility inter-
face as a standard way to give information to 
screen readers. Unfortunately, this interface 
is supported by only few applications, be-
cause its implementation would mean a lot of 
“unnecessary” additional effort.  

As a matter of piquancy, different by-passes 
– like the one used by Adobe Acrobat 
Reader – do not guarantee to prevent getting 
content. A professional software developer 
can develop a fake TTS with just 15 minutes’ 
work, which instead of reading the text aloud 
collects it in a file. This manoeuvre can be 
performed with the IAccessibility interface 
too. However, as the user interface does not 
allow reading complete documents aloud 
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contiguously but just in small pieces, this 
type of attack is made difficult here. 

From simple voice books to DAISY books 
A printed book is available to a blind person 
by scanning, then transforming the text with 
the help of OCR software into digital text 
and reading it out by a screen reader. This 
long and complicated task can be performed 
by a blind person after practicing it for a 
while provided he or she has the needed 
equipment. We can imagine what an over-
head of work this means for each blind per-
son to scan the same book. In practice, blind 
people share books scanned and transformed 
into speech, and blind peoples’ organisations 
collect these materials, tolerated by copyright 
owners. Some countries allow copying books 
in that way for people with disabilities pro-
vided it is not for profit. Copyright owners 
tolerate this. However, publishers are more 
and more afraid, and not without ground, that 
books digitised in that way can easily be 
shared via file sharing applications. To digi-
tise a book is hard work. Average users will 
not start to scan and recognise (by OCR) a 
hundred-page long book, but if he or she has 
ready access, that’s quite a different story.  

In the beginning voice books were recordings 
available on different media. Then, with the 
spread of computers they appeared in more 
and more sophisticated forms. The length of 
audio files on a single CD was increased by 
compression. Hybrid talking books also ap-
peared which contained the book in text and 
in voice form as well making the content 
capable for key word searching. Talking 
books are not only for people with disabili-
ties. The value of a literary work can be in-
creased if it is performed by a well know 
actor.  

In this context the DAISY standard is very 
important. The DAISY Consortium was 
formed in May 1996 by talking book librar-
ies to lead the worldwide transition from 
analogue to digital talking books. DAISY 
denotes the Digital Accessible Information 
SYstem which is the standard, when we talk 
about books made for visually impaired. This 
is a very widespread format used all over the 
world from the USA to Japan. The secret of 
the success of DAISY is that it uses a simple 

open format. Not only player software and 
devices but various types of DAISY editors 
are available. Many of them can be used by 
the blind, so organisations of the visually 
impaired can make their own talking books. 
DAISY digital talking books contain the text 
in XML format plus the high quality voice 
record synchronised with the text. DAISY 
books are distributed on CD-ROMs and there 
are many portable players. DAISY does not 
make possible either the encryption of infor-
mation or the identification of users, which is 
a limitation in terms of DRM, because it 
relies on these two components. For more 
details see the DAISY standard; cf. sources). 
However, many books are published in that 
form worldwide not only for people with 
disabilities. 

An innovative solution from Hungary 
There are solutions which aim to take every-
bodys’ interests into consideration. 
“Világhalló” is a Hungarian service sup-
ported by Hungarian publishers which started 
in 1999. Világhalló is an integrated on-line 
service which forwards available texts as a 
combined text and voice flow to the user (as 
a text radio) using special voice-text syn-
chronised protocol (wow) developed spe-
cially for this purpose. By the way, 
“Világhalló” is a play on words which con-
verts the Hungarian name of the Internet to 
“World Listener”. Copyrighted content is 
stored on a secure server and a client pro-
gram downloads the voice. This solution has 
an advantage regarding copyright, because 
the text alone is not accessible by the user. 
This is in line with the publishers’ require-
ments.  

“Világhalló” deals with stored text, irrespec-
tive of its genuine format (HTML, 
ZIPHTML, TXT, ZIPTXT, MSWORD, 
RTF, XML, SGML) and transforms it into a 
format for best reading aloud. The software 
adds to the text informative, structural anno-
tations concerning the reading aloud (like 
sentence, paragraph, strophe, chapter, etc. or 
foreign word pronunciation even in inflected 
form). 

This system is mostly used by the blind, 
since it is not really suitable for everyday 
people. Publishers make some of their copy-
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righted products available to gain experience. 
In the early phases of Világhalló it had no 
users at all, because accessing the content 
needed continuous broadband Internet ac-
cess, which meant high cost, especially for 
the blind. During the last six years, the ser-
vice has overcome the first difficulties, and 
now it has 16.000 users. What is more, it has 
managed to get the full trust of publishers 
and within a few weeks works published by 
Magvető, one of the leading Hungarian pub-
lishing companies, will become available on 
Világhalló.  

Accessibility issues beyond books 
Problems using websites 
Questions connected to persons with disabili-
ties are not always technological. Many pub-
licly available free contents are not accessi-
ble for visually impaired people, because the 
content is visually organised in such a way 
that without seeing it, the text turns into an 
unembraceable continuum. An excellent 
example for this is an average news portal. 
The structure of pages targets the majority of 
visitors. To make such a portal readable for 
visually impaired people we have to make 
many simplifications. Fortunately, contents 
are stored in databases by up-to-date portal 
engines so a blind friendly version can easily 
be produced simultaneously with the normal 
appearance. Governments could motivate 
companies to work on these developments by 
subsidised tenders. In the ideal case, this 
would even provide work for people with 
disabilities to be involved not only in testing 
but in development too. 

Problems using software 
Access to content is difficult for the visually 
impaired, but so is the use of software. I do 
not mean here sophisticated programs like a 
video editor, but the most essential programs. 
Many software user interfaces use exotic or 
mouse optimised controls which can not be 
handled by screen readers. That would not 

mean a problem itself if the impaired could 
choose an alternative solution, another soft-
ware. The trouble however is, that this phe-
nomena often occurs even in developments 
targeting visually impaired people! Although 
there is an ergonomic standard for such ap-
plications, many developments don’t take it 
into account. This situation could be avoided 
if someone really concerned were to work in 
a developer team, and if the opinions of peo-
ple concerned were collected in the design 
phase.  

Problems using high-tech gadgets 
Most music players use LCD displays to 
display textual information. This is totally 
unusable for a visually impaired person. 
However, many blind people use such 
equipment, simply memorising the menus 
and the order of the buttons. Many of the 
blind, using the same method, are able to 
even send SMS. The use of mobile phones is 
one of the challenges facing the vision-
impaired. Mobile phones are designed pri-
marily on visual concepts, without consider-
ing the needs of the blind or partially sighted. 
There are some screen reader solutions for 
mobile phones that allow access to most of 
the functionality of the device. These are 
designed to work with the Symbian-based 
operating system (mostly business class 
Nokia and some Ericsson, Samsung, Pana-
sonic and Siemens phones). These products 
allow access to all of the phone’s applica-
tions, including third-party applications.  

Bottom line 
The biggest accessibility problem today is 
that publishers and copyright owners are not, 
or not really, interested in serving the blind 
or people suffering from dyslexia. If there 
were a standard system which ensured copy 
protection and made content available in 
digital form, the visually impaired would 
become a valuable market for publishers.  
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Challenges to DRM development 
Systems that provide digital rights manage-
ment (DRM) are highly complex and exten-
sive: DRM technologies must support a di-
versity of devices, users, platforms, and me-
dia, and a wide variety of system require-
ments concerning security, flexibility, and 
manageability. This complexity and exten-
siveness poses three major challenges to 
DRM development, which provide the con-
text of this article: fragmentation of individ-
ual solutions, limited reuse of and interop-
erability between DRM systems, and lack of 
a DRM software architecture that supports 
and guides the design and implementation of 
DRM systems and their applications.  

► The first challenge relates to the fact that 
state-of-the-art DRM technologies are of-
ten ad-hoc, which leads to fragmented 
DRM solutions (e.g. for music, for pic-
tures, or for digital TV) and makes it very 
difficult to complete the complex and ex-
tensive DRM picture.  

► The second challenge, limited reuse and 
interoperability, is partly caused by in-
house developed solutions that are in-
compatible with similar systems pro-
duced by other parties. Currently, for in-
stance, an access service implemented by 
Apple cannot easily be reused in a Mi-
crosoft DRM system, even if both parties 
would like to do so. Although various 
DRM developers have produced “verti-
cally integrated” designs in which their 
particular set of components are specifi-
cally conceived to collaborate, their solu-
tions are unable to interoperate with 
components from other groups. Given the 
complexity and extensiveness of DRM, 
interoperability between specific DRM 
services is crucial to allow (small scale) 
projects to contribute to the development 
of particular DRM services (Jamkhedkar 
and Heileman, 2004). 

► The third challenge, lack of a DRM soft-
ware architecture, is typical for complex 
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software systems in evolution, and pro-
viding a software architecture is often a 
sign of growing maturity of the applica-
tion domain. A software architecture can 
be seen as a generic structure that identi-
fies the main service components and 
shows how they can interact. Having 
available such generic structure helps to 
evolve towards a complete set of interop-
erable DRM service components. 

The challenges of integrating independent 
service components are well-recognized and 
are being addressed in other application do-
mains than DRM, such as network commu-
nication, web services, or graphical user in-
terfaces. The Internet architecture, for in-
stance, convincingly demonstrates how a 
properly chosen software architecture can 
shape the evolution of a complex system 
across vast changes in technology, scale, and 
usage. The power of the Internet lies not so 
much in the elegance or efficiency of its in-
dividual components, but in the overall abil-
ity to encompass tremendous growth in scale 
and diversity as usage and technology con-
tinue to evolve. 

A layered DRM architecture as solution 
This article describes an academic study that 
argues for a layered DRM architecture that 
supports DRM developers in producing 
complete and interoperable systems (Mi-
chiels et al., 2005). The architecture is ap-
proached from both a functional and a secu-
rity perspective. The functional perspective 
zooms in on the top layers, closest to the 
applications using the architecture. The secu-
rity perspective focuses on the bottom layers, 
which offer cryptographic primitives to en-
force digital rights. In other words, the cryp-
tographic primitives at the bottom layers lay 
the foundation for the upper layers to build 
upon. Finally, the proposed architecture is 
validated by matching it to state-of-the-art 
DRM technologies. 

Our study presents a layered architecture and 
identifies the key DRM services of each 
layer. The main contribution of this study is 
that it presents a next step towards a software 

architecture that supports reuse and coopera-
tion of multiple domain-specific DRM tech-
nologies and standards. It is our belief that 
this architecture lays the foundation for ad-
dressing the above-mentioned challenges of 
fragmentation, reusability and interoperabil-
ity, and guides developers of DRM software 
systems and applications in the right direc-
tion. 

The proposed architecture in a nutshell 
The study presents the main system require-
ments from three application viewpoints: the 
content consumer’s, the content producer’s, 
and the content publisher’s. In addition, it 
identifies for each viewpoint the core func-
tional services that are needed in a complete 
DRM system to provide this application-
level functionality. In this way, seven key 
DRM services have been identified (see Fig-
ure 1): the Content Service (e.g. search for 
content), the License Service (e.g. issue li-
censes), the Access Service (e.g. authenticate 
consumers), the Tracking Service (e.g. pro-
duce usage statistics), the Payment Service 
(e.g. billing), the Import Service (e.g. submit 
content to the DRM system), and the Identi-
fication Service (e.g. reveal abusers).  Next 
to functional services, the study identifies the 
hot spots in this architecture that require spe-
cific security services (such as authentica-
tion, confidentiality, and anonymity), and the 
cryptographic primitives needed to imple-
ment them (e.g. watermarks, digital signa-
tures, certificates, and encryption). Remark 
that a single security service can be imple-
mented by multiple cryptographic primitives 
depending on the requirements. For example, 
user authentication can be implemented by 
using digital signatures; yet, if user anonym-
ity is required as well, other techniques such 
as zero-knowledge proofs must be used in-
stead. The functional and security services 
are combined and presented in an architec-
tural overview as shown in Figure 1. The 
model consists of a distributed view and per-
spectives from the side of the consumer, the 
producer, and the publisher, a layered archi-
tecture for each party, and identification of 
components in each layer.  
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Figure 1: A distributed view on an architecture for DRM with a content consumer, producer, and  pub-
lisher. The figure zooms in on the layered architecture of the publisher 

 

Validation of the approach 
By way of validation of the proposed ap-
proach, the study maps state-of-the-art DRM 
technologies onto the architecture and dis-
cusses how it supports the three main chal-
lenges formulated earlier. The validation is 

based on six DRM technologies on which 
technical information was publicly available: 
Windows Media DRM, Lightweight DRM, 
EMMS, Helix DRM, Aegis DRM, and the 
OMA specification. 

 

Table 1: Overview of provided services of state-of-the-art DRM technologies. 

DRM tech/ Service Content License Access Tracking Payment Import Identification 

WMDRM X X - X - X - 

LWDRM X - X - X - - 

EMMS X X X X X X - 

Helix X X X X - - - 

Aegis - X X X - - - 

OMA X X X - X - - 

As the overview in Table 1 shows, some 
services are provided almost uniformly by all 
technologies, while others are only offered 
sporadically. The Content and License Ser-
vices are almost always implemented, which 
seems nothing but normal for such key ser-
vices. Services for accessing, tracking, pay-
ing and importing are provided in approxi-
mately 50% of the cases, while the Identifi-
cation Service is not implemented by any of 
the studied DRM techniques, at least not to 
our knowledge. 

When relating these results with the three 
main DRM challenges presented in the intro-
duction (completeness, interoperability, and 

software architecture support) we can draw 
the following conclusions.  

► First of all, the fact that so many different 
DRM technologies implement the same 
or similar services confirms our claim 
that we need an architecture that pro-
motes reuse of and interoperation be-
tween individual service components. 

► Secondly, the study shows that the ser-
vices with the highest benefit from reuse 
and interoperation are the Content and 
License Service. All DRM technologies 
that need these services would benefit 
from a reusable implementation. 
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► Thirdly, since judging from the study 
different DRM technologies implement 
different sets of services, trying to stan-
dardize ‘the’ DRM technology seems less 
efficient than focusing on particular ser-
vices these technologies are composed 
of.  

DRM architecture and Internet  
architecture compared 
This brings us back to the analogy with the 
Internet architecture, which clearly identifies 
service responsibilities and a common plat-
form that can support a wide variety of net-
working services. This architecture proves 
that a complete solution can be offered by a 
single platform if it allows reusable services 
to be plugged in, without trying to provide a 
single overall standard implementation. In 
other words, although service implementa-
tions may vary (for example, the access ser-
vice implementation on a mobile phone will 
clearly be totally different from a version for 
a desktop computer), the architecture in 
which a service component is embedded and 
the interfaces it provides to other service is 
always the same. Until today, many different 
companies and organizations extend the 
TCP/IP architecture with protocols for qual-
ity-of-service, wireless communication, me-
dia streaming, or security. If we are to pro-
vide complete DRM solutions, following the 
Internet approach seems to be a good idea.  

However, we should be aware that the Inter-
net approach cannot be adopted as such in 
the domain of DRM. Although the idea of 
using a layered architecture for DRM solu-
tions looks very promising, we have to be 
aware that the match between TCP/IP and 
DRM is not complete for two reasons. First 
of all, the DRM architecture does not com-
pletely adhere to a layered structure. This is 
especially true when looking at the architec-
ture from the perspective of adaptability and 
manageability, two crucial quality attributes 
for DRM systems, which often have to be 
tuned to various business policies or local 
legislations. Such concerns can turn the main 
advantage of layering, i.e. virtualization of 
lower layer details, into a major disadvan-
tage. This situation occurs, for instance, 
when lower layers do not behave exactly as 

required by upper layers or applications. In 
this case, applications should be able to fine-
tune the underlying system by injecting spe-
cific policies. This is a generic problem that 
has already been explored in other applica-
tion domains than DRM. 

The second reason to be careful when com-
paring TCP/IP and DRM is that the architec-
ture of the latter will not always be symmet-
ric: while a TCP/IP client runs exactly the 
same protocols as the server, this is not nec-
essarily the case for DRM systems. The right 
expression layer, for instance, will probably 
be fully implemented on the publisher’s side 
to allow for content producers to associate 
with their content a wide variety of business 
policies. Yet, from a content consumer’s 
perspective, this layer will typically be 
minimally implemented to prevent clients 
from tampering with business policies. The 
same is true for rights enforcement technolo-
gies such as watermarking, digital signatures, 
or certificates. 

DRM Architecture and DMP compared 
The Digital Media Project (DMP web site, 
2005) proposes a similar approach to in-
crease interoperability of DRM services. It 
defines users (e.g. consumers, producers, or 
publishers) as entities that perform so-called 
primitive functions, which represent the un-
derlying DRM services that handle digital 
content. The primitive functions can be re-
lated to the functionality of the service com-
ponents (e.g. revoke user), the rights expres-
sion and interpretation layer (e.g. represent 
rights expression), or the security compo-
nents (e.g. represent key). The DRM archi-
tecture we have presented structures the do-
main by locating the set of primitive func-
tions (components) in three layers: the ser-
vice components layer, the rights expression 
and interpretation layer, and the security 
layer. Both approaches focus on interopera-
bility by providing functions (components) 
with well-defined responsibilities. 

Bottom Line 
The presented model has confirmed the po-
tential benefits of applying software architec-
tures to inventory, analyze, and discuss re-
search in this field, and has proven to be 
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useful to set the agenda for the future. If 
DRM is not to end as the umpteenth flash in 
the data protection pan, it may be high time 
to put software architecture design at the top 
of its research agenda. In our opinion, the 
next steps to be taken in this research field 
are (1) to refine the interaction interfaces of 

the identified service components, and (2) to 
apply and validate the proposed architecture 
in a case study to reveal additional issues 
driven by non-functional requirements (e.g. 
efficiency of content distribution, content 
personalization, or context awareness).  
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DRM for digital broadcasting in Japan 
By: Kiyohiko Ishikawa, NHK (Japan Broadcasting Corporation), Tokyo, Japan 

Abstract: Digital broadcasting has already been operational in Japan for years. All Japanese 
digital broadcasting is scrambled, but free to air, except for a few Pay TV channels. All contents 
and copyrights are protected by CAS (Conditional Access Systems). This article describes the 
current state of these digital broadcasting systems using CAS. It also shows that the realization 
of content protection and management in broadcasting requires a mechanism to execute some 
form of enforcement in the STB (Set Top Box). 

Keywords: technical analysis – conditional access, digital broadcasting, digital television, 
DRMS – Japan 

  

Introduction 
In Japan digital broadcasting has already 
been launched. BS (Broadcasting Satellite) 
started in 2000 and terrestrial digital broad-
casting in 2003. All Japanese digital broad-
casting is scrambled, but free to air, except 
for a few Pay TV channels. Content and 
copyright are protected by CAS. The func-
tion of CAS is implemented on a B-CAS 
card which is an IC card. The function of 
CAS is described later. Each STB has a par-
ticular B-CAS card. The B-CAS card is man-
aged by BS Conditional Access Systems Co., 
Ltd. (cf. sources). Two types of B-CAS card 
exist: the red and the blue card. A red card is 
commonly used for BS, 110 degree CS, and 
terrestrial broadcasting. 110 degree CS is an 
independent pay TV service. A blue card is 
only for terrestrial broadcasting. If no B-CAS 
card is inserted in a STB, that STB cannot 
descramble scrambled content. The specifi-
cation of these digital broadcasting depend 
on ARIB (Association of Radio Industries 
and Businesses standards; cf. sources). 

The objectives of ARIB are to conduct inves-
tigation, research & development and consul-
tation of utilization of radio waves from the 
view of developing radio industries, and to 
promote realization and popularization of 
new radio systems in the field of telecommu-
nications and broadcasting. An important 
task of ARIB is the establishment of techni-
cal standards for radio systems in the field of 
telecommunications and broadcasting. Over-
all, ARIB aims at the promotion of public 
welfare. 

 

The current state of digital broadcasting 
10 million STBs were in use for BS digital in 
September 2005. When terrestrial digital 
broadcasting started in the Tokyo, Osaka and 
Nagoya areas on December 1, 2003, the 
number of terrestrial digital STBs was about 
300.000. In the meanwhile more than 5 mil-
lion terrestrial digital STBs are being used. 

There are eight TV broadcasters including 
data broadcasting, four data broadcasters and 
five radio broadcasters in BS digital broad-
casting. HDTV (high definition) and SDTV 
(standard definition) services are respectively 
seven and two channels. 

The digital terrestrial TV broadcasts have 
also the high picture and sound quality of 
digital high definition (Hi-Vision) and attrac-
tive interactive features. Data broadcasting in 
Japanese characters provides information 
tailored to each locality. The digital terres-
trial broadcasts are received by UHF an-
tenna. The reception of sound and images is 
clear even on the STBs installed in moving 
trains, buses etc. A service for simple mov-
ing images, data and radio reception on mo-
bile terminals etc. is also anticipated.  

There are NHK and five commercial broad-
casters which are major network TV compa-
nies and two local broadcasters in Tokyo 
area. Thus Japanese digital broadcasting 
which uses CAS is successfully spreading. 

DRM in digital broadcasting systems 
Japanese broadcasters encrypt content for 
copy protection, regional control of viewing, 
pay TV charging, etc. The encrypted content 
is transmitted to the subscriber’s STB, which 
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decrypts the encrypted content. Since each 
STB has a decryption key in its B-CAS card, 
it can decrypt content. It is possible to dis-
tribute different decryption keys to STBs in 
different areas, and thereby enable regional 
control of viewing. For pay TV, only the 
subscribers who sign a contract with a broad-
caster can get a decryption key, and in this 
way broadcasters control access to the con-
tent. 

The DRM standardized in Japan employs a 
three-step encryption system. The subscriber 
reveals his/her identity to a broadcaster and 
gets a B-CAS card. The B-CAS card is used 
as a tamper resistant module. Each B-CAS 
card has a unique master key, Km, that is 
stored in the tamper-resistant part of the card. 
Km is shared with broadcasters and is used to 
encrypt personal contract information when 
the broadcasters transmit information to a 
subscriber’s STB. Figure 1 shows a block 
diagram of the conventional DRM system for 
the Japanese digital broadcasting system.  

In the broadcasting station, contents are 
scrambled with a scramble key, Ks. The 
scramble key is encrypted with a work key, 
Kw, and the work key is encrypted with a 
master key, Km. After that, the encrypted 
contents and keys are multiplexed and trans-
mitted to the subscribers’ STBs. This proce-
dure is called a 
three-step encryp-
tion. 

The STB receives 
the encrypted 
contents and keys 
and de-multi-
plexes the en-
crypted content, 
scramble and 
work keys. It 
sends the en-
crypted session 
and work keys to 

the B-CAS card, which has been put in the 
STB. The B-CAS card decrypts the work key 
with the master key it holds, after which it 
decrypts the session key with the decrypted 
work key. The STB then gets the session key 
from the B-CAS card and decrypts the en-
crypted contents. In this way, subscribers can 
watch/listen to the content.  

Of these three keys, Ks is changed every few 
seconds when the contents are encrypted to 
ensure security. Kw is the key that authorized 
subscribers get when they make a contract 
with a broadcaster. This key is updated with 
every contract. Km is a private key, and it is 
used to encrypt each contract when the con-
tract information is sent to the B-CAS card. 
If broadcasters were to transmit Kw to all 
subscribers, they would need to encrypt and 
broadcast all the Kws. Such a broadcast 
would require a capacity in proportion to the 
number of subscribers, and thus it would 
impose a large load on the transmission 
channel. To decrease the load, Kw is broad-
cast only when it is to be updated. With these 
three keys and three-steps encryption, broad-
casters can protect the copyrights of their 
contents. Moreover, to control the viewing 
region, as Kw is encrypted with Km and 
transmitted, broadcasters have to know each 
subscriber’s (B-CAS card’s) location. 

 

 

 

 
Figure 1: Conventional DRM system 
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Broadcasters then transmit the encrypted Kw 
to the subscribers that are in the region where 
the program is allowed to be viewed. This 
system can control viewing region. For pay 
TV, Kw is transmitted to subscribers who pay 
for programs or for channels. This system 
can realize pay TV. 

Broadcasting System based on home 
servers  
Broadcasting System based on home servers 
is a next-generation broadcasting system that 
utilizes a PDR (personal digital recorder) 
which is an STB with a large capacity stor-
age, and it is now in the process of being 
standardized. It employs a four-step encryp-
tion. Figure 2 shows the block diagram of 
the proposed DRM for Broadcasting Systems 
based on Home Servers. It is assumed that 
the transmitted contents will be stored in the 
receiver, and it is required that conventional 
broadcasting services can be also received. 
Hence, the proposed DRM can be con-
structed by adding a new encryption key to 
the conventional DRM. The new key is 
called “content key” (Kc), and it is used to 
encrypt the session key when the content is 
stored in the PDR. Kc may be unique for 
each content. 
But actually Kc 
does not have to 
be unique for 
each content. It 
depends on the 
broadcaster. 

Moreover, another new key is introduced. It 
is called “group key” (Km’). But Km’ will be 
called domain key with use home network. 
STBs with the same Km’ belong to the same 
domain. STBs in the same domain are able to 
use each other’s stored contents because they 
have the same encryption key Km’. 

Km’ is set in the CAS card. As shown in 
Figure 2, Kc is encrypted with Km’ and 
stored in the STB. Ks is also encrypted by 
Kc. Since each STB’s Km’ is different from 
any other Km’s belonging to other CAS 
cards, once Kc is encrypted with a Km’ of a 
specific CAS card, it is impossible to decrypt 
the correct Ks by using a Km’ of another 
CAS card. Hence, it is impossible to decrypt 
correctly content from the stored encrypted 
content that is moved or copied from another 
subscriber’s STB. 

Furthermore, Broadcasting System based on 
Home Servers uses Rights Management and 
Protection Information (RMPI). RMPI in-
cludes copy control information, playback 
control information, region information, out-
put device control information, etc. When the 
content is used, the PDR checks the RMPI 
and controls its processes accordingly. 

 

 

 

 

 

 

 

 

 

Figure 2: DRM for Broadcasting System based on Home Servers 
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trol data transmitted along with regularly 
broadcast programmes. Digital broadcasting 
in Japan transmits encrypted content to 
achieve such enforcement, based on confi-
dential data provided, including a decryption 
key. Such confidential information is pro-
vided in the form of an IC card (B-CAS 
card). 

With regard to content protection and man-
agement, additional consideration should 
also be given to PDR that can record and 
reproduce digitally formatted programs with-
out conversion (D-VHS, HDD, etc.). These 
recording and reproduction systems are de-
signed on the premise of a high-speed digital 
interface (IEEE1394) connection, protecting 
digital content under a de facto standard (e.g. 
DTCP). For this reason, interfaces are also 
provided for transmitting content protection 
control data to recording devices and other 
systems over broadcast. 

Regarding re-transmission to the Internet, a 
flag, or encryption mode, is prepared for a 
Content Availability Descriptor to enable 
receiver control. 

The relationship between content protection 
and management requirements and a part of 
RMPI transmitted via broadcasting is de-
scribed in the inserted Table 1. It prohibits a 
receiver from having the capability to send 
the designated contents, which either include 
a copy restriction by Digital Copy Control 
Descriptor’s “digital recording control data” 
or has copy protection specified by the Con-
tent Availability Descriptor’s encryption 
mode, to any output that could potentially 
allow the content to be re-transmitted over 
the Internet. Re-transmission to the Internet 
is prohibited in those cases where the encryp-
tion mode is “0” or copying is restricted by 
“digital recording control data. 

 
Table 1: Copy control specification 

 

Bottom line 
Digital broadcasting receivers will be dis-
tributed with a key for broadcast viewing, on 
the condition that they operate according to 
the signals transmitted via the broadcast. 
Thus Japanese digital broadcasting is scram-
bled but free to air. This situation differs 

from the US and the EU as it is accomplished 
by CAS technique. CAS is mandated for 
ARIB (STD-B25) standard receivers. Scram-
bling contents does not necessarily require 
mandating a broadcast flag like in the US 
because the contents are protected by CAS. 
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► Asia-Pacific Broadcasting Union (ABU) : http://www.abu.org.my/public/index.cfm  
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o ARIB STD-B10  Service Information For Digital Broadcasting System 
o ARIB STD-B21  Receiver For Digital Broadcasting (Desirable Specifications) 
o ARIB STD-B25  Conditional Access System Specifications for Digital Broadcasting 
o ARIB TR-B14   Operational Guidelines for Digital Terrestrial Television Broadcasting 
o ARIB TR-B15   Operational Guidelines For Digital Satellite Broadcasting 

► BS Conditional Access Systems Co., Ltd.: http://www.b-cas.co.jp 
► The Association for Promotion of Digital Broadcasting: http://d-pa.org 
► The Association for Promotion of Satellite Broadcasting: http://www.bpa.or.jp 
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The Sony BMG rootkit scandal 
Consumers in the US finally wake up. And march to courts… 

By: Natali Helberger, IvIR, Amsterdam, The Netherlands   

Abstract: The article will have a closer look at the charges of the EFF and a Californian lawyer 
against Sony BMG’s latest DRM strategy. The Sony BMG case adds a number of new dimen-
sions to the DRM and Consumer debate. The article will highlight some aspects, also against 
the background of similar recent case law in Europe. 

Keywords: legal analysis – consumer protection, data protection, DRMS, music industry,  
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Introduction 
Dark clouds are gathering above the US 
headquarter of Sony BMG in New York. 
Complaints are showering down on the en-
terprise. Class actions zig-zag the once so 
blue sky of the world’s second largest enter-
tainment company. Sony BMG is in deep 
trouble, and the forecasts are on “storm”. 

All this because of a small piece of software, 
Sony BMG’s newest Extended Copy Protec-
tion technology – XCP, developed by 
First4Internet (cf. also the INDICARE Moni-
tor article on intrusive DRM by Bohn 2005). 
Apparently, Sony BMG could not resist the 
temptation to pack more functionality into its 
DRM than is really needed to protect con-
tents against unauthorised copying. After all, 
who would care? Or, to speak in the words of 

Sony BMG’s global digital business division 
president Thomas Hesse: “Most people, I 
think, don’t even know what a rootkit is, so 
why should they care about it?” (cited in EFF 
2005). For those, who still do not know what 
a rootkit is: a rootkit is a piece of software 
that cloaks processes, files and logs from a 
computer’s operating system or from its anti-
virus programs with the effect that the owner 
of the computer will not notice that certain 
routines are performed on his or her com-
puter, or that the software disturbs the trans-
mission of data from terminals, CD drives or 
keyboards. Sony BMG’s XCP installs, unno-
ticed by the user, a piece of software that 
prevents consumers not only from copying 
the content of a CD more often than the al-
lowed three times. XCP recognises and regis-
ters the CD that is played on a computer, 
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identifies the IP number of the computer, is 
able to monitor and report user behaviour 
back to the firm, manipulates parts of the 
computer memory, crashes applications or 
the entire Windows operating system, inter-
feres with file copying software and other 
media players and, accidentally, offers shel-
ter for viruses, worms and other nasty things. 
Attempts to remove the software can lead to 
system crashes, malfunctions, un-usability of 
the CD drive and other damage at con-
sumer’s computers (Russinovich 2005a).  

Luckily, somebody knew what a rootkit is, 
and could recognise one when he saw one. 
Mark Russinovich, chief software architect at 
Winternals Software Inc, discovered to his 
dismay that the Sony BMG CD “Get Right 
with the Man” by the Van Zant brothers in-
stalled not only an “underhanded and slop-
pily written” (Russinovich 2005a, but see 
also Hamm 2005) piece of software, but also 
a potentially harmful one. Russinovich 
documented his discovery on his blog, and 
the story soon made its way into the media. 
Comment from Russinovich: “This is the 
case of the blogosphere having an impact, at 
least for the moment” (Russinovich 2005b). 
The impact will be not just for the moment.  

Class actions against Sony BMG based 
on consumer law 
The first class action against Sony BMG on 
behalf of Sony BMG CD buyers was brought 
by a Californian lawyer, Alan Himmelfarb. 
One of the many things that is special about 
this case, is that, at least to the knowledge of 
the author, this was one of the first occasions 
that in the US an action on the basis of con-
sumer law was brought against DRM. Until 
now, in the US the DRM discussion was 
generally kept in the copyright domain (see 
e.g. Liu 2003, Cohen 2005). Himmelfarb 
accused Sony BMG of the violation of Sec-
tions 1770 (a) 5 and 9 of the Californian 
Civil Code (this title in the Californian Civil 
Code is also known as the Consumer Legal 
Remedies Act; cf. sources). Section 1770 (a) 
5 and 9 ban representing that goods or ser-
vices have characteristics which they do not 
have, comparable to the European provision 
on misleading practices. According to 
Himmelfarb, by concealing the existence of 

the rootkit program, and what it does once 
installed on a  user’s computer, Sony BMG 
has violated both sections of the Californian 
Civil Code and has committed unfair, decep-
tive and misleading business practices.  

Not content with that, the Electronic Frontier 
Foundation (EFF) brought a second class 
action complaint against Sony BMG’s XCP 
technology. The EFF charge also includes 
the MediaMax technology used by Sony 
BMG. The EFF found that the MediaMax 
DRM has characteristics very similar to those 
of XCP. Again, the EFF claim is based on 
the Consumer Legal Remedies Act. 

Scrutiny of the Sony BMG’s EULA 
In addition to the charge about misleading 
practices, the EEF complained about Sony 
BMG’s provisions in the consumer contract, 
in form of Sony BMG’s End User Licence 
Agreements (“EULA”) for the XCP and Me-
diaMax CDs. The EEF had a closer look at 
the EULAs and found, indeed, rather bizarre 
conditions:  

► restrictions on the user’s ability to use 
the digital content on the CD in the event 
that that consumer chose to leave the 
United States, speak: once you leave the 
country you are no longer allowed to lis-
ten to any of the CDs you purchased.  

► restrictions on resale and transfer of the 
digital content on the CDs, speak: no way 
that you can get rid of your infected CD 
by selling it to your uncle or at the flee 
market. 

► restrictions on the user’s ability to use 
the digital content on the CDs at work, 
speak: you go to work, the music stays 
home; 

► restrictions on the user’s ability to use 
and retain lawfully made copies of the 
digital content on the CDs in the event 
that the original CD is stolen or lost, 
speak: should anybody nick your CDs, 
you are obliged to also delete all remain-
ing copies that you might have made, as 
if you didn’t have enough trouble al-
ready; 

► restrictions on the user’s ability to use 
the digital content on the CDs following 
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a bankruptcy, speak: if you’ve lost your 
money you’re are not worthy to listen to 
Sony BMG music; 

► conditioning the user’s continued use of 
the digital content on the CDs on accep-
tance of all Sony BMG software updates, 
speak: you have to accept all updates that 
Sony BMG wants to smuggle onto your 
computer, or: forget about listening to 
your CD; 

► restrictions on the user’s ability to exam-
ine and test his or her computer to under-
stand and attempt to prevent the damage 
caused by the rootkit, speak: maybe you 
have a bad feeling with that CD, maybe 
you are a second Russinovich, still, Russ-
inovitch-like self-help actions are not part 
of your contract, sorry; 

► a reservation of rights by Sony BMG to 
use “technological ‘self-help’ measures” 
against the computers of users who desire 
to make use of the digital content on the 
CDs “at any time, without notice to [the 
user]”; speak: Sony BMG reserves the 
right to happily install more anti-copying 
protection ever after, and you are not 
even entitled to know about it; 

► and… and… and. (EFF 2005).  

Without accepting the EULAs, consumers 
will have no access to the CD. This is hard, 
considering that they have already purchased 
the CD. It remains to be seen how the judge 
will decide. In the US, contractual freedom is 
a highstanding value, which makes it at least 
doubtful if the judge will find these restric-
tions unconscionable.   

The two cases (and more are on the way; e.g. 
the Attorney General of Texas brings a suit 
against Sony BMG in Texas; cf. The State of 
Texas 2005) confirm once more that DRM is 
not only a matter of copyright law, but that it 
touches, much more broadly, on valid inter-
ests of consumers, those who purchase digi-
tal content for own, private use. EEF’s alle-
gations concerning MediaMax, moreover, 
show that the rootkit scandal was not simply 
an accident, but part of an established busi-
ness strategy of one of the largest music pub-
lishers in the world. The cases are in line 
with earlier cases in Europe where consum-
ers claimed that the CDs they bought were 

defective products, due to the restrictions 
imposed by the DRM (Helberger 2004, 2005 
a, b). The Sony BMG case, however, adds a 
number of new dimensions to the existing 
experiences with claims against DRM. This 
is why it is interesting to look at some details 
of the claim more closely. 

Unfair competition law 
Interestingly, Californian law knows another 
provision. In Division 8 of the Business and 
Professions Code (cf. sources), i.e. Califor-
nia’s unfair competition law, which was also 
evoked by both, Himmelfarb and the EFF 
against Sony BMG, Section 22947 contains 
what is called the Consumer Protection 
Against Computer Spyware Act (cf. 
sources).. Unfair competition law plays an 
important role in terms of consumer protec-
tion in California, as it includes a number of 
consumer friendly provisions. The Consumer 
Protection Against Computer Spyware Act 
prohibits a person or entity other than the 
owner of a computer to insert without au-
thorisation spyware on that person’s com-
puter, that is software that:  

► takes control of the computer;  
► modifies internet settings; 
► collects personal information; 
► prevents efforts to block the installation 

of that software; 
► pretends that the consumer can de-install 

the software, if in reality she cannot do 
so; 

► removes, disables or renders inoperative 
security, anti-spyware or antivirus soft-
ware installed on this computer.  

In other words, the law, which passed Senate 
in August 2004, seems to have been written 
with an eerie foresight of the Sony BMG 
case. European consumer law does not know 
any comparable rules. The closest to this are 
probably national provisions on computer 
tampering in national penal codes.  

It remains to be seen how the Superior Court 
of the State of California will decide – if it 
will decide at all. Presently, there are strong 
indications that Sony BMG will do its best to 
avoid a decision and settle the cases brought 
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against it. EFF requests that Sony BMG will 
be obliged to: 

► widely and detailed publicise the poten-
tial security and other risks for consum-
ers associated with XCP and MediaMax 
technology; 

► cooperate fully with manufacturers of 
anti-virus or similar security tools to fa-
cilitate the complete removal of XCP and 
MediaMax from infected computers 
(something which is, so far, not possi-
ble); 

► refund the purchase price of the CDs 
containing MediaMax or XCP and  

► to refrain from further abuses.  

The last claim is interesting insofar as it is 
not restricted to appropriate labelling, as was 
claimed in the EU cases. Instead, the plaintiff 
demands that Sony BMG will avoid further 
abuses, making evident that Sony BMG’s 
invasive technology should not be accepted 
under any terms, even if consumers receive a 
prior warning.  

Another interesting characteristic of the US 
cases is their nature as class action – an ac-
cepted procedural instrument under US con-
sumer protection law. EFF pointed out, very 
correctly, that it would be impracticable and 
prohibitively expensive if all members of the 
class sued individually. The damages suf-
fered by each consumer were relatively 
small, too small to justify the high expenses 
for individual prosecution in a matter that is 
as complex as the present case. As a result, 
consumers would probably not sue on an 
individual basis. Moreover, as EFF also 
pointed out, a multitude of individual claims 
poses a serious strain on the functioning of 
the court system. These are problems that are 
equally critical in Europe and render the in-
strument of consumer protection law in DRM 
cases less effective; the situation in Europe is 
complicated by the fact that most European 
member states do not acknowledge the in-
strument of class action. 

Finally, to mention a third interesting detail 
and difference to the European cases: neither 
Himmelfarb nor the EFF sought to use con-
sumer protection law as a means to protest 
against the restriction of usage possibilities 

through DRM (e.g. private copying) or to 
make an argument in favour of fair use. In 
contrast, DRM and the private copying ex-
ception were at the heart of most of the exist-
ing claims in Europe. To the knowledge of 
the author, no (successful) attempts have 
been made in the US so far to use such a 
thing as warranties law as a means to enforce 
the private copying exception (as was done 
in Europe). The author was rather puzzled 
about this finding and tried, subsequently, to 
identify if this difference is the result of US 
consumer protection law and policy, or if it is 
by accident that yet no action in this respect 
has been taken in the US.  

The answer must remain somewhat specula-
tive. Partly, the reason might have to do with 
the structure of US copyright, notably the fair 
use defence. Unlike in Europe, in the US 
there is little discussion about if copyright 
law conveys a right to private copying. It is 
widely acknowledged that fair use is an af-
firmative defence, not a right. However, be-
cause the fair use principle is far broader than 
the European private copying exception, and 
because fair use cases are able to accommo-
date different interests beyond the making of 
private copies, the fair use doctrine invites 
far more readily attempts to adapt copyright 
law in a way to accommodate user interests 
(Cohen 2005, Liu 2003), without seeking 
recourse to consumer protection law. This 
may explain, why in the US, the DRM dis-
cussion has concentrated so far mostly on the 
copyright domain.  

On the other hand, its vagueness and the lack 
of a clearly encircled (that is: worded) pro-
tection worthy consumer interest (e.g. private 
copying) in US copyright law may be a rea-
son, why consumer protection law is of little 
use to enforce an existing standard in copy-
right law. Such a standard simply does not 
exist, at least not in form of clearly carved 
out copyright exceptions. This observation 
leads to the other part of a possible answer, 
why US consumer protection law was not 
used so far to enforce user interests in e.g. 
private copying. The respect for contractual 
freedom and the contractual autonomy of 
private parties is particularly strongly devel-
oped in the US. In general, the idea is that the 
state should refrain from interfering with the 
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actions of private parties as much as possible. 
In contrast, in Europe the concept of the 
positive protection duty of the state, i.e. the 
state’s duty to actively create an environment 
that is favourable to consumers’ interests, is 
far more commonly acknowledged. Finally, 
in both, the US and Europe, a general idea 
prevails that consumer protection law pro-
tects in the first place individual consumer 
interests, and is less suitable to protect public 
policy interests, such as broad availability of 
services, stimulating creativity and innova-
tion, etc.  

Bottom line 
The cases brought by Himmelfarb and the 
EFF are in many respects a primer. They also 
introduce us to the US consumer protection 
law as a possible remedy against DRM mis-
use, next to copyright law. We can await 

with suspense the decision by the Superior 
Court of the State of California, and whether 
it will trigger a wider reaching discussion 
about consumer protection in the IP sector in 
the US. One can hope so, because US law 
knows a number of interesting tools to im-
prove the legal standing of consumers, be it 
the institute of class action, be it special rules 
about spyware. One the other hand, chances 
are high that this case of consumers suing an 
undertaking because of unfair practices will 
be, as so many others before it, settled before 
the judge will have a chance to make a final 
statement. Even so – some hairy questions 
are on the table! And, hopefully, they cannot 
be removed from there by simply giving each 
affected consumer a new CD or a voucher for 
some free downloads. This is about more 
than just a new CD.   
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By: Knud Böhle, ITAS, Karlsruhe, Germany 

Abstract: The current issue contains 15 articles: the first and the second are appetizers for new 
INDICARE documents (second survey and fifth workshop). Four excellent articles deal with 
contracts, copyright confusion, court decisions, and the copyright reform in France. We also 
report about the DRM session of a recent OECD conference on the digital economy, and review 
an empirical study which tested the privacy conformance and user-friendliness of DRM systems. 
The focus theme “Trust, DRM, and TC” is approached in six different ways – among them the 
ambitious approach of OpenTC, a large project funded by the European Commission.  
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Two new INDICARE documents published 
INDICARE proudly presents the findings of 
its second European consumer survey. While 
the first focussed on music consumption, this 
one is about European Internet users consum-
ing digital video content. The article by 
Nicole Dufft of INDICARE Partner Berlecon 
Research – responsible for the survey – 
summarizes the main findings. It shows that 
digital video content is becoming popular in 
Europe. We learn about consumers’ usage 
habits and expectations, about their willing-
ness to pay for usage rights and their aware-
ness of DRM. The complete survey results 
are available for free (Dufft et al. 2006). 

Kristòf Kerényi, SEARCH Laboratory, or-
ganizer of the fifth INDICARE workshop on 
“Human Factors of DRM” summarizes what 
he personally found the most interesting facts 
and conclusions. He especially highlights the 
session about accessibility for the blind, and 
the presentations from consumer initiatives. 
The official report of the workshop, which 
took place in Budapest on 19 January 2006, 
will be available from the INDICARE Web-
site in March 2006. 

More about the present issue 
Contracts, copyright, and courts  
Lars Grøndal, a legal advisor for the Con-
sumer Council of Norway, currently working 
for BEUC (The European Consumers’ Or-
ganisation), digs into the contractual terms 
consumers often accept without being aware 
of the content. The focus is on contract terms 
with respect to DRM in the field of online 
music. The “Terms of Service” (ToS) of 
iTunes are taken as an example. The article 

reveals that these ToS contain unfair terms 
not conforming with the law. In Norway, the 
Consumer Council has therefore complained 
to the Consumer Ombudsman in order to get 
iTunes terms amended. However, as Grøndal 
makes clear from the beginning, his article is 
not primarily about iTunes. The type of un-
fair terms identified is not unique to iTunes, 
indicating a more general problem in online 
markets for digital goods and thus constitut-
ing a public policy issue.  

Matthias Spielkamp, iRights.info, starts from 
the assumption that the implementation of 
the EUCD confuses consumers and has made 
copyright an enigma for laypersons. This 
point is demonstrated impressively by a case 
study looking at file-sharing in the light of 
corresponding legislation in Germany. His 
conclusion is that publicly funded, impartial 
consumer information is needed as rights 
holders can not be expected to provide it. 
iRights.info, funded by the Ministry for Con-
sumer Protection in Germany, is of course an 
initiative he has in mind. Beyond the national 
level he sees a need for multi-national, multi-
language efforts at the EU level. 

Natali Helberger, IViR, INDICARE’s most 
eloquent legal expert has already been watch-
ing developments in France for a while. This 
time she contributes two closely related 
pieces of legal analysis.  

The first article discusses the latest court 
decision in France with respect to private 
copying of protected content: Christophe R. 
vs Warner Music. The court concluded that 
TPM has to respect the private copying ex-
ception. This case underlines that until now, 
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courts had to deal with consumers’ com-
plaints about copy-protected CDs or DVDs, 
while the legislator hesitated to implement 
the EUCD  

And that’s exactly the subject of Helberger’s 
second article Vive la Balance! Pleading for 
a French revolution of copyright. The French 
Parliament launched “Le Project de Loi N° 
1206” in order to bring about the long-
pending implementation of the EUCD, in-
cluding, of course, the provisions about 
TPM. 

The analysis of the draft shows Natali’s dis-
appointment. Given the vivid public debate 
about DRM and consumers, and the recent 
court decisions, the drafted law falls short of 
expectations. To hold DRM users liable for 
compliance with the law is regarded as a step 
in the right direction. She criticises, however, 
that such obligation is of little value without 
accompanying measures that guarantee its 
enforcement  

By the way, despite the title, Natali is not 
really pleading for a new revolution. “Creat-
ing the conditions for a more consumer-
friendly DRM environment is not revolution-
ary…” she says. But sometimes a necessary 
reform in a difficult environment against the 
mainstream might be worth being called a 
revolution anyway. 

Alternative models for content distribution 
Daniel A. Nagy, developer of the ePointSys-
tem, working with INDICARE partner 
SEARCH, comes up with an interesting con-
tent distribution framework. The proposed 
framework relies on peer-to-peer digital 
payment. It aims at unprotected content, 
however DRM techniques can aid the busi-
ness models to become more efficient by 
reducing transaction costs, e.g. reducing the 
load on the operators or helping to exclude 
free-riders. In these scenarios, users of DRM-
enabled devices, i.e. consumers, have no 
incentive to attack DRM systems. 

OECD conference report 
Philipp Bohn, Berlecon Research, reports 
about the Future Digital Economy confer-
ence, Rome, 30 and 31 January 2006, which 
was organized by the OECD and the Italian 
Minister of Innovation and Technology. 

More precisely he summarizes what was said 
about DRM at the conference, and in particu-
lar during a panel session addressing “Con-
tent diffusion: IPR, DRM, licensing, content 
security, standards”.  

Review of privacy4DRM 
Knud Böhle, ITAS, reviews a study spon-
sored by the German Ministry for Education 
and Research (BMBF). Privay4DRM appears 
to be a noteworthy contribution to confor-
mance testing of DRM systems with respect 
to privacy and data protection provisions. 
The scrutiny of data flows and data traces 
when using DRM systems reveals significant 
shortcomings. The authors propose to im-
prove the situation by more transparency, 
end-user involvement, pseudonymity op-
tions, and “privacy labels”.  

Focus theme: Trust, DRM and TC 
Mark Bide, Senior Consultant, Rightscom 
Limited, holds that “informed consumers 
should welcome the implementation of effec-
tive DRM – if it meets their needs”. This 
article can be read as a kind of introduction 
to the focus theme as it opens up the broader 
perspective. The general message is that we 
must think in terms of “network citizenship”, 
which includes as a major task managing 
trust on the network. The core concept he 
introduces is “Digital Policy Management”, a 
concept which allows for combinations of 
trust, good will, law and technical protection 
measures. “Consumers”, he says, “will wel-
come the introduction of digital policy man-
agement technology … only if it also offers a 
solution to their underlying security and 
identity problems and contributes to the 
maintenance of civil society on the network, 
with all the complex checks and balances 
that this implies.”  

Robert A. Gehring, member of the research 
group for Computers & Society at the Tech-
nical University of Berlin, explains − as pre-
cisely as possible within a short article − the 
relationship between trusted computing (TC) 
systems and digital rights management 
(DRM). In his view TC components are tools 
– in themselves neither good nor bad – which 
can be used to build DRM systems or to pro-
tect “darknets”. He warns that strong DRM 
systems based on TC do not per se guarantee 
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successful business models if consumer ex-
pectations are not met.  

The next article by Dirk Kuhlmann, Hewlett 
Packard Laboratories, Bristol, describes a 
new Integrated Project (IP) funded by the 
European Commission, called OpenTC. 
Kuhlmann has the overall technical lead for 
the OpenTC project. OpenTC aims to com-
bine TC technology and FOSS and to dem-
onstrate advantages of this approach. The 
author is convinced that enhanced protection 
and security based on TCG technology will 
become standard, and that professional users 
of non-proprietary operating systems (like 
Linux) and software will ask for comparable 
protection mechanisms – independent of 
whether FOSS communities like it or not. 
OpenTC aims to fill this gap. Furthermore it 
claims that the combination of TC and FOSS 
will have advantages in terms of privacy, 
efficiency, openness, and consequently user 
acceptance. The author is fully aware that a 
lively public discussion is going on about 
TC, and about the possible combination of 
TC and FOSS.  

Florian Schreiner, Michael Pramateftakis 
and Oliver Welter, computer scientists from 
Munich University of Technology, are part-
ners in the OpenTC project aiming to create a 
DRM system which governs the use of all 
kinds of sensitive data from the medical sec-
tor to entertainment. The system proposed 
differs from others, because it will be open-
source and will use the TPM-Chip to enforce 
security. Advantages expected are: interop-
erability with other DRM Systems, transpar-

ency, convenience for users, and support of 
legacy software 

Gergely Tóth, SEARCH Laboratory, writes 
about the next version of the Symbian oper-
ating system for mobile phones, which in-
corporates Trusted Computing based security 
features. Mobile phones using the Symbian 
v9.1 operating system will probably be used 
for DRM-based applications. Multi-media 
phones like Nokia N91 and the Sony Erics-
son W950i said to implement the Symbian 
operating system and provided with a 4 GB 
internal hard disk obviously point in that 
direction of mobile phones able play and to 
handle protected digital music.  

Last not least Arnd Weber, ITAS, Karlsruhe, 
and his brother Dirk A. Weber, an IT-
Consultant, have reviewed recent works by 
legal scholar Stefan Bechtold dealing with 
the risks of trusted computing from a regula-
tory point of view. The reviewers present 
Bechtold’s arguments and his general view 
that there are possibly many risks involved, 
but that they could be handled by skilful 
design of TC-architectures and proper insti-
tutional arrangements. The main threats iden-
tified are: dominance of players, lack of ca-
pabilities to deal with copyright exceptions, 
and loss of privacy. 

The reviewers however not only summarize 
the risks and remedies mentioned by Bech-
told, but also critically remark that Bechtold 
might be overoptimistic as he seems to as-
sume that all the hard- and software built on 
TCG-principles will work properly. This, 
however, may not be the case. 
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Digital video usage and DRM 
Results from the second INDICARE survey 

By: Nicole Dufft, Berlecon Research, Berlin, Germany 

Abstract: Commercial services for online digital video content are not yet very common in 
Europe. But new offerings continue to be introduced to the market, and many of them apply 
DRM systems. In addition, a large share of unlicensed digital video content is available. It will be 
crucial for successful commercial services that consumers’ demands and expectations about 
what they can do with the content they obtain are met. The latest INDICARE survey provides 
information about the usage habits of consumers of digital video, their expectations and their 
willingness to pay for usage rights as well as their awareness of DRM and related issues.    
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Objective of the survey 
The goal of the two INDICARE consumer 
surveys was to gather reliable data on the 
preferences and behaviour of European con-
sumers with respect to digital goods and on 
their awareness and acceptance of DRM. The 
first INDICARE survey was published in 
May 2005 (Dufft, et. al. 2005) and covered 
digital music usage and DRM. The current 
survey’s focus is on digital video content: the 
extent to which European Internet users al-
ready use video content from the Internet, the 
channels through which they obtain it, their 
willingness to pay for certain usage rights, as 
well as their knowledge and attitude towards 
DRM. Included in the survey is the usage of 
digital video files from various sources. Ex-
plicitly excluded are watching videos from 
physical media such as DVDs or Video CDs 
on the computer and video games. 

The survey was conducted among 2,731 
Internet users in five European countries: 
Spain, Germany, France, the United King-
dom (UK) and Sweden. These countries ac-
count for about 64% of GDP and 55% of the 
total population in the 25 member states of 
the European Union (Eurostat 2006). Results 
are representative for all Internet users from 
age 15 in the respective countries with regard 
to age, gender, as well as Internet usage fre-
quency. 

 
 

Digital video usage is not yet very 
widespread in Europe 
Results from the second INDICARE survey 
show that usage of digital video content is 
still at a relatively early stage in Europe: 
even though many Internet users (61%) have 
made first experiences with watching digital 
video content from the Internet on their com-
puter, only less than a quarter (22%) do so 
frequently. This compares to 34% of Euro-
pean Internet users that frequently listened to 
digital music on their computers in 2005.  

Downloading video content from the Internet 
is even less common: 38% have tried to 
download content, but only 14% do so fre-
quently. However, a quarter of all Internet 
users show interest in downloading video 
content from the Internet in the future. This 
indicates that there is potential for future 
video download services. 

Portable video content does not play an im-
portant role to date. However, two results 
might point towards commercial potential for 
mobile offerings: first, a comparatively high 
share of mobile video users frequently con-
sumes video content on the go (once tried, 
they stick with it). Second, almost a quarter 
of all Internet users – younger users as well 
as older ones – are interested in using mobile 
video content in the future. 

A lack of knowledge and awareness is the 
most important reason for not consuming 
digital video content. A shortage of sufficient 
bandwidth and high costs are currently not 



 

INDICARE Monitor Vol. 2, No 12, 24 February 2006 351

perceived as important barriers, except in 
Germany.  

Significant differences between 
countries exist 
Analysing digital video usage at the country 
level shows significant differences between 
the five European countries covered in this 
survey (Spain, Germany, France, the UK, 
and Sweden). Spain has the highest propor-
tion of frequent digital video users (46% of 
all Internet users), followed by France, Swe-
den, and the UK. Germany has by far the 
lowest proportion of Internet users frequently 
consuming digital videos (12%).  

These differences can partly be attributed to 
differences in the Internet population in each 
country: while Spain has, for example, a 
relatively low overall share of Internet users 
in percent of total population, the majority of 
these users are heavy (i.e. daily) users. Ger-
many, in contrast, has a large Internet popu-
lation overall, but among these more than 
half use the Internet only on a weekly basis 
or less frequently. 

Types of video content and channels to 
obtain it are very diverse 
Survey results reveal that the consumption of 
digital video content is characterized by a 
high degree of diversity. This diversity re-
lates to the types of video content consumed 
as well as to the channels accessed to obtain 
it.  

First, we can see that users are trying out 
many different types of video content and 
that there is not the single “killer content”. 
Music videos are presently the most popular 
content category, but they are very closely 
followed by private content (e.g. family and 
holiday videos), as well as movie previews 
and advertisements. TV shows and amateur 
content are currently the least popular con-
tent categories. The relatively low impor-
tance of amateur content such as video blogs 
or podcasts contrasts the high attention that 
this type of content is attracting in the media 
at present. 

Second, there is no single most important 
channel where users obtain digital video 
files. Instead, the sources are rather diverse 

with company websites being the most im-
portant source, followed by ripping DVDs 
and using P2P networks. Service offerings by 
download portals, mobile operators or TV 
stations do not yet have a large market pene-
tration. 

Diversity needs to be reflected in 
differentiated usage rights and DRM 
systems 
This diversity in digital video consumption is 
further aggravated when we look at the dif-
ferent usage rights that consumers are willing 
to pay for when offered commercial services. 
A considerable share of users is, for example, 
willing to pay extra for the right to burn or 
time-shift full-length movies, while the same 
is true for a much lower share of users in the 
case of music videos or TV shows. 

The diversity of different content types, dis-
tribution channels and expectation of usage 
rights results in a complexity for content 
providers and (DRM) technology providers 
alike, because the diversity needs to be re-
flected in differentiated service offerings for 
different content types and channels – par-
ticularly with respect to the usage rights 
granted and the technological measures ap-
plied to enforce usage restrictions. As a re-
sult, the complexity will affect the way DRM 
protection is designed, applied and accepted, 
as the number of technological challenges 
(e.g. interoperability) is likely to increase. 

There is indeed potential for commercial 
digital video services  
Our findings also indicate that there is future 
potential for commercial digital video con-
tent offerings, given that consumers’ expec-
tations of what they can do with the content 
are met. First, a considerable share of con-
sumers indicate that they are interested in 
watching digital movies and TV shows in the 
future. Second, many digital video users are 
interested in services from TV stations, 
download portals or mobile operators. And 
third, a significant share of consumers is 
actually willing to pay for extended usage 
rights such as burning, time-shifting or shar-
ing.  

Digital channels do not necessarily cannibal-
ize existing channels. A considerable share 
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of users are actually watching or download-
ing digital versions of a specific video via the 
Internet that they had already consumed 
through other channels, for example TV. 
This indicates that digital video offerings 
could be well suited as a complement and as 
a means to exploit the commercial value of 
movies and TV shows in different stages of 
their life cycle.  

Consumers apparently prefer active 
over passive content consumption 
There are two major advantages that con-
sumers associate with digital video usage: 
first, being able to watch content wherever 
and whenever they want (time-shift), and 
second, being able to avoid commercials. 
Users are obviously annoyed by the way 
commercials are placed in traditional media 
channels today.  

At the same time, the high popularity of 
movie previews and advertisements offered 
on company websites shows that consumers 
actively choose to watch smart and entertain-
ing advertisements. This emphasizes, on the 
one hand, that the Internet can be a very effi-
cient channel for marketers (particularly for 
the movie industry) to place commercials. 
On the other hand, consumers increasingly 
seem to prefer pull (as opposed to push) ad-
vertisement.  

Consumers’ attitude towards content con-
sumption is apparently about to change from 
passive to more active consumption behav-
iour, where viewers are in control of their 
own schedules and content preferences. 

P2P networks play a less prominent role 
for digital video than for digital music 
P2P networks play a less prominent role as a 
source for digital video than is the case for 
digital music. 27% of the digital music users, 
but “only” 14% of the digital video users 
frequently use P2P networks. However, P2P 
usage has reached a very significant share in 
certain countries (e.g. 67% of digital video 
users in Spain compared to only 11% in 
Germany). 

But we also find that P2P still needs time to 
be accepted by active P2P users as a legal 
distribution channel. Even though half of all 

digital video users appreciate the importance 
of copyright (i.e. they care if a file is copy-
righted or not), only a minority of P2P users 
would continue to use their network after it 
was transformed into a licensed offering. 
Given a significant proportion of users that 
would be willing to pay extra for extended 
usage rights, we conclude that the absence of 
usage restrictions is one of the most impor-
tant factors besides costs that make P2P net-
works so popular today. 

Consumers are not aware of DRM and 
usage restrictions 
Despite the wide application of DRM tech-
nologies that restrict usage rights of digital 
content today, a large majority of consumers 
has never heard of DRM and does not know 
that these technologies are applied. This find-
ing confirms results from the first INDI-
CARE survey among digital music users. In 
addition, the majority of users that have 
downloaded digital video content were not 
informed whether usage rights of the respec-
tive videos were restricted or not.  

Of those users that know about DRM, almost 
half were not aware of privacy issues related 
to DRM, e.g. the fact that DRM technology 
has the potential to monitor uses of digital 
content and profile consumption behaviour. 
One third knows about potential privacy 
issues but does not mind or simply accepts it. 

Bottom line 
The results show that digital video content is 
gaining popularity in Europe. However, 
many users do not use digital videos on a 
frequent basis. This has a number of reasons, 
the most important being a lack of informa-
tion about offerings and prices. We found 
that there is no single “killer content” in 
sight, as was the case, for example, with 
ringtones for mobile phones. The diversity of 
the digital video ecosystem (i.e. players, 
types of content, usage rights, distribution 
channels) is very likely to add complexity to 
the respective DRM systems, especially con-
cerning interoperability. Although DRM was 
more broadly discussed in the recent past, we 
did not find a rise of awareness for DRM on 
the side of the consumers. 
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Human factors of DRM – A tour d’horizon 
Report about the fifth INDICARE workshop 
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Abstract: The fifth INDICARE workshop on the “Human Factors of DRM” took place in Buda-
pest on 19 January 2006. The workshop informed about technological, legal and consumer 
protection aspects of DRM including results from several consumer surveys. Two highlights of 
the event were the session about content accessibility for the blind, and the presentations from 
consumer initiatives.  
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Introduction 
The workshop attended by about 40 persons 
took place in the Informatics building of our 
university in Budapest on 19 January 2006. It 
was organised around five thematic blocks: 
“consumer surveys”, “accessibility”, “con-
tent providers’ experience”, “consumer 
rights” and “consumer initiatives”. This re-
port does not aim to sum up everything that 
was said at the event, it is just meant as an 
appetizer for the full workshop report which 
will be available for download on the INDI-
CARE web site in March 2006. Below I try 
to give a very brief coverage of the interest-
ing facts and conclusions for myself. 

Consumer surveys  
It is very important to explore usage patterns, 
and other behavioural aspects of users with 
regard to digital content, since many experts 
agree that only such business models can win 
against traditional non-digital distribution 

channels and illegal offerings which provide 
more to the consumer, a value added over the 
common “buy in the store and own a copy” 
scenario. The common topic of the first block 
of presentations was what consumers want, 
how they use content today, in the early age 
of digital media, and what they know about 
DRM. 

Alapan Arnab, a PhD student from the Uni-
versity of Cape Town started with a strong 
statement: DRM used to be a jargon for evil 
technology, also lately when flops like the 
recent Sony BMG rootkit case did not do any 
good for the reputation of digital rights man-
agement. He analysed some offerings by 
international companies, and came to the 
conclusion that terms of purchase were not 
well advertised, and this increased consumer 
distrust. He talked about an on-line survey 
made by his team, which collected 292 full 
responses to an impressive 91 questions, 
investigating consumer habits and attitudes 
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towards DRM. Respondents were from coun-
tries all over the world. Unfortunately he had 
to rush through his findings to have time for 
the introduction of “good DRM”. This, 
Arnab said, exploits the opportunities in 
technology for the benefit of the consumer 
rather than for mega companies, which use 
DRM only as an enforcement of copyright. 
DRM could also be used to protect personal 
data and ensure privacy, which, for example 
in the case of protecting medical information, 
would increase consumer trust in technology. 

Dr. Péter Benjamin Tóth from ARTISJUS, 
the Hungarian Bureau for the Protection of 
Authors’ Rights, introduced the results of 
two surveys to support his statement that 
Digital Rights Management may not be the 
best solution to address today’s problems, 
instead Collective Rights Management – 
which term he preferred instead of calling 
ARTISJUS a collecting society – could be a 
better choice. He argued by drawing up the 
formulas based on which levies are collected, 
and supported his point with the figures de-
rived from the two surveys. Examining con-
tent copied to blank CDs and DVDs, both in 
a representative survey done by GfK (Gesell-
schaft für Konsumforschung), and in another 
done by Free Association at the Sziget festi-
val (the biggest music festival in Central-
Europe, therefore the respondents here were 
“power users” of music) he concluded that at 
least 90 percent of data burned to blank me-
dia was content protected by copyright, but 
subject to free copying. From this he derived 
the calculated amount of levy per carrier that 
should be a fair compensation for authors, 
and then showed the actual amount from  
use. Interestingly, even though the amount 
from use was at least 5 times smaller than the 
smallest calculated amount, most consumers 
think even this small amount unfair for them-
selves. Levies have to be held so low, Tóth 
said, because there is a strong black market 
presence also on the market of blank CDs 
and DVDs, with which they have to compete, 
and consumers, here too, vote with their wal-
lets.  

Philipp Bohn, analyst and INDICARE team 
member from Berlecon Research, talked 
about the results of the first consumer survey 
on digital music (Dufft et. al. 2005) and in-

troduced the second consumer survey on 
digital video use, which was at that time be-
ing prepared, although it is now online on the 
INDICARE web site (Dufft et al. 2006).  

Accessibility 
Norbert Márkus from the KFKI Laboratory 
of Speech Technology for Rehabilitation, and 
also a jazz pianist and composer gave a very 
extensive introduction to the history of ac-
cessibility on the computer. He said that in 
the 80s and early 90s blind people were in a 
not much worse situation than their sighted 
colleagues. Then with the coming of win-
dow-based systems (also Microsoft Win-
dows) their situation got much worse, but by 
today the technology has improved to work 
again with the latest computers. However, 
nowadays the problems are due to carelessly 
designed layout. DRM means another diffi-
culty for accessibility, since, though allowed 
by copyright law, making content accessible 
for the blind would mean in many cases mak-
ing it available for content pirates, too. At 
least the content publishers have this opinion, 
which, again, means great difficulty for blind 
or partially sighted people. Márkus talked 
also about musical scores in Braille form, 
which are represented in computers as BMX 
(Braille Music XML). The situation with this 
is the same as with other content: publishers 
fear of pirates. 

Hugh Huddy from the Royal National Insti-
tute of the Blind, head of Campaign for good 
E-Document Design, gave a talk about new 
opportunities and hurdles that e-documents 
pose for the blind. After demonstrating some 
special programs that make laptops, mobile 
phones and other electronic staff blind-
friendly, Huddy talked about a new world 
where paper is gone. This opens up the op-
portunity for blind and partially sighted peo-
ple to have an equal chance in life for access-
ing information, but he said, just as we create 
artificial barriers for handicapped people in 
the physical world, we are re-creating such 
barriers for the blind in the electronic world. 
He emphasised the responsibility of technol-
ogy companies, policy makers and also users 
to create a world where the “Right to Read” 
is reality. 
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Content providers’ experience 
The rather short session where two large 
telecommunication providers, T-Online and 
T-Mobile, introduced their view of DRM 
inspired a lively debate. 

Miklós Gyertyánfy from T-Online talked 
about the T-Group member’s music offerings 
and use of DRM (also covered in Kerenyi 
2005), and also introduced their video-on-
demand service. They chose Microsoft’s 
solution because it is compatible with most 
players. He also underlined that while they 
have the intention, it is not yet possible to 
introduce electronic video sell-through 
(download and burn), since MS technology 
does not support it. Gyertyánfy talked about 
T-Online’s new pilot project with IPTV, into 
which they will incorporate all previous 
DRM-related experience. The most impor-
tant, he said, was: users don’t want to under-
stand technology, just use the content any-
time, anywhere. 

Péter Verhás from T-Mobile talked about the 
technical solutions which are used to protect 
content. He talked about OMA DRM 1, 
which is used by the vast majority of phones 
today, using the phone as authentication to-
ken, not the SIM card, which means that 
interoperability was not even an issue when 
the system was designed. However, as in the 
case of T-Online, they provide a “reload” 
service for the new device: the content pro-
vider has a record of what the consumer has 
purchased, and enables her to re-download 
the content for the new device. Registering 
what a consumer has purchased also gives 
the advantage for the content providers of 
knowing the customer, and his habits. This 
and the contractual relationship between the 
telecommunications provider and the con-
sumer puts mobile operators at an advantage. 
Verhás had another very important point in 
his presentation: he emphasised that while 
mobile phones are becoming the DRM en-
abler devices today, their usage pattern dif-
fers between countries, thus cell phones do 
not enable content usage and DRM in the 
same way across cultures.  

Both speakers attracted a huge wave of com-
plaints and questions regarding their services 
and attitudes towards consumers: it seemed 

like as they were the only representatives of 
the content providers, some workshop par-
ticipants blamed them for the current, in 
many cases unfriendly situation with real 
world content offerings. 

Consumer rights 
One of the questions most interesting to con-
sumers is their rights, and legal state when 
dealing with digital content. Consumers are 
often criminalized, advertisements on the 
streets and television spots emphasise that 
downloading music is illegal. On the other 
hand, content providers often impose condi-
tions that are unfair and in many cases unac-
ceptable for consumers. 

Lars Grøndal from BEUC on secondment 
from the Consumer Council of Norway, 
talked about standard terms of contracts 
regulating how consumers can use digital 
products legally, and DRM controlling how 
consumers can use digital content de facto, 
and the two not meeting in many cases. With 
a case study on iTunes’ standard terms he 
illustrated how unfair terms and conditions of 
purchase can be. Grøndal mentioned that 
consumers are not in a very bad situation, 
since for example in Norway, one can legally 
circumvent DRM measures either to achieve 
accessibility or to be able to play purchased 
content on another player. He concluded his 
speech with the statement that “business 
interests are not the only that deserve protec-
tion” (cf. also Grøndal 2006).  

Dr. Anikó Gyenge from the Hungarian Minis-
try of Justice talked about the well-known 
controversy between copyright law and TPM 
(technical protection measures). She empha-
sised that not all of the technical functions 
can be legally interpreted, therefore not all 
measures are protected by copyright law. She 
talked about free use and to what extent 
DRM restricted legal copyright exemptions. 
In the end she concluded, that while consum-
ers might be in a not too favourable situation, 
there is a difference between written law and 
enforced law: since the regulatory system is 
hard to interpret in practice, judges in many 
cases do not apply the code – to the benefit 
of consumers. 
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Matthias Spielkamp, editor of iRights.info 
introduced their project to the workshop par-
ticipants. He said that they examined the 
contract terms of three music services avail-
able in Germany: iTunes, Musicload and 
Sony Connect had 33, 18 and 55 pages of 
usage terms respectively after he copied and 
pasted them into Word, and corrected their 
font size and layout. iRights.info, a project 
funded by the German Ministry of Consumer 
Protection, provides additional information, 
since, as Spielkamp pointed out, from these 
terms and conditions “no one is able to un-
derstand what is going on”. Fairness, open-
ness, reliability, independence and finding 
the correct balance between alternatives are 
their main approach. On their web page con-
sumers can find more than 40 texts on basic 
aspects of law and usage, and there are news 
every week. iRights.info follows an interdis-
ciplinary approach and uses current media 
tools to educate German consumers about 
their rights regarding digital content and 
DRM. 

Consumer initiatives 
Martin Springer, a private contributor to the 
Digital Media Project, started his presenta-
tion with a case study: Every couple of years 
the soccer leagues make their exclusive li-
cense deals with three or four content pro-
viders, and thus they force their fans to either 
accept their new proprietary DRM standard, 
or stop watching the games. Thus if a foot-
ball fan in Germany wants to follow his 
team’s matches in national and international 
games, he needs to subscribe to several ser-
vice providers and network providers, and 
spend a lot of money for buying incompati-
ble receivers and to subscribe to unnecessary 
programme packages. He concluded that the 
industry uses DRM as a weapon against 
competitors, trying to lock consumers into a 
particular DRM scheme and particular busi-
ness models. Innovative media usages like 
sharing content among soccer fans from dif-
ferent European countries are impossible. 
Springer suggested that consumers should 
get involved in DRM standardization with 
the goal of creating a standard DRM that is 
open and acceptable for both consumers and 
rights holders. He introduced the DMP pro-
ject (Jeges 2005; Jeges and Kerenyi 2005 ), 

in which he works because he intends to 
defend concepts like privacy and End-user 
Rights in a DRM standard. 

Bodó Balázs, assistant lecturer and researcher 
from the BUTE Centre for Media Research 
and Education, introduced the Silent Library 
Project, a commons-based peer production. 
First he illustrated with figures, that both on 
the Hungarian, and US markets, considering 
both books and feature films, around 20 per 
cent of the titles that have been published 
within the last 15 years are still available for 
purchase. The simple reason is lack of shelf 
space, he said. However, there is still a con-
siderable market demand for those titles not 
on the shelves. Each is under copyright, but 
they are not available from legal sources. The 
Silent Library Project is an illegal movement, 
a group of people who started scanning and 
digitizing such titles, and sharing them with 
each other, making them available again. 
DRM has a completely different approach, 
he said: by centralization and access hierar-
chy they tend to re-create scarcity in the digi-
tal world, similarly to the physical world. 
Bodó illustrated the world in 2050 with an 
imagined scenario, where all works from 
2010 will probably be available secured by 
unbreakable DRM. In this world, when no 
marketing is behind a product (it is not in the 
20 percent), and commons-based networks 
(like SLP) are shut down, our knowledge, 
our common experience will shrink. Culture 
is a common good – he finished his talk. 

Bottom line 
Zoltán Hornák, INDICARE project member 
from SEARCH concluded the day. Since the 
workshop moved along different stream, 
each related to consumer aspects, the conclu-
sions he drew from the whole day’s presenta-
tions and programme were rather diverse. 

From the surveys we can learn that there is a 
clear demand from consumers to obtain con-
tent, even paid content, however, if consum-
ers consider the offerings unfair, they will 
not go with them, and choose alternative 
channels. Furthermore, consumer expecta-
tions of traditional usages must be supported 
to create viable DRM systems. 
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In the accessibility session we could learn 
about the difficulties that blind or other dis-
abled people may face when accessing even 
unprotected content, and also the controver-
sies of DRM and accessibility. And although 
nowadays accessibility of content and DRM 
can work together, we must take care that in 
the digital world, a world that we can design 
from the basics, we do not recreate the barri-
ers that are present for some people in the 
physical world. 

The content providers emphasised that DRM 
helps them to know their consumer and cre-
ate new business models, while consumer 
rights experts doubted this statement. From 
the rights session we learned that consumers 
are not in a very bad position after all, be-
cause in some countries doing “things in the 
grey”, like downloading or freeing DRM-

protected content is not illegal according to 
law, and even if it is forbidden, if judges do 
not enforce it, code does not have much ef-
fect. In any case, informing consumers about 
rights in a clear and understandable manner 
is a very important issue. 

At the end of the workshop we could hear 
about two consumer initiatives, one of which 
tried to work out a better, interoperable and 
thus for the consumers more acceptable, 
DRM system, and the other completely re-
jected DRM and tried to create an (un-
der)world without DRM.  

My personal conclusion from the workshop 
was: consumers, and their wishes must not be 
neglected any more! 
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DRM and contract terms  
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Abstract: In every day life consumers are frequently accepting standardised contractual and 
technological terms that they have little or no understanding of. Some of these terms are gener-
ally unfair and do not stand up to legal scrutiny. In this article iTunes Music Store’s Terms of 
Service is used as an example of a standard contract containing unfair terms.  
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Introduction 

Standard contracts are written terms that 
regulate how consumers legally can use pur-
chased products. DRMs on the other hand are 
technical measures that control how consum-
ers de facto can make use of digital goods 
and services. Amongst other things, DRMs 
frequently enforce standard contract terms.  

Both DRMs and standard terms are seldom 
open to individual negotiation – either the 
consumer accepts them or the consumer will 
have to take its business elsewhere. If con-
sumers had a wide variety of easily compa-
rable terms this would not be a problem. But 
as the situation is today, with opaque and 
often standardised conditions, consumers are 
facing insurmountable difficulties in obtain-
ing fair terms. Even the legally trained con-
sumer will have trouble getting a proper un-
derstanding of all the terms you meet in 
every day life.  

Just like other business practises, standard 
terms and DRMs do not always stand up to 
legal scrutiny. In this article I will focus on 
DRM and contract terms consumers meet 
when purchasing music online. More specifi-
cally, I will look at some of the terms in 
iTunes Music Store (iTMS, iTunes) Terms of 
Service (ToS).  

At the outset I would like to emphasise that 
these terms are not unique to iTunes. There 
are many other digital products where similar 
conditions apply: software, videogames, 
CDs, DVDs, etc. 

A number of provisions in the iTMS Terms 
of Service are questionable both in relation to 
community and national law. I will focus on 

three terms which are of particular interest in 
relation to DRM: 

► iTMS ability to unilaterally change terms 
and conditions, 

► The limitations on liability, and 
► The limitations on interoperability. 

Unilaterally change terms and conditions 
According to iTunes Music Store Terms of 
Service, Apple reserves the right, at its sole 
discretion, to change the way customers can 
use downloaded material (iTMS 2006).  

It says in article 20 that: 

“iTunes reserves the right, at any time 
and from time to time, to update, re-
vise, supplement, and otherwise mod-
ify this Agreement and to impose new 
or additional rules, policies, terms, or 
conditions on your use of the Service.” 

Furthermore, in article 9d it says that: 

“[Y]ou acknowledge that you may no 
longer be able to use Products to the 
same extent as prior to such change or 
discontinuation [...].” 

This entails that Apple reserves the right to 
unilaterally change the way a file can be used 
after the purchase. For instance, Apple could 
limit the number of times an iTMS file can 
be burned onto a CD. If you buy a music file 
on iTMS today you can burn a playlist 7 
times. According to the ToS, Apple is enti-
tled to limit the number of playlist you can 
burn from the same file tomorrow. 

Amendments in the terms and conditions can 
be enforced by changing the DRM.  
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A study by Intertek (2005) found that al-
though it would be technically challenging, it 
is possible to change the DRM on already 
downloaded material. Boing Boing, a tech 
news site, reported last year that iTunes Mu-
sic Store has changed customers’ usage 
rights to material customers already had on 
their computer (Boing Boing 2005). By in-
stalling updates to the iTMS software, cus-
tomers lost the ability to: 

► stream unlimited over the local network 
(down to 5 times per 24 hours), 

► stream over the internet, 
► burn a playlist 10 times (down to 7). 

Changes might not be enforced by changing 
the DRM, but simply by amending the Terms 
of Use. According to the legal terms:  

“It is your responsibility to check these 
Terms of Use periodically for 
changes.”  

If a costumer uses the file in a way which 
was allowed at the time of purchase, but is no 
longer permitted, the consumer is in breach 
of contract. The Terms of Service sets out a 
range of sanctions which iTMS can apply as 
they see fit.  

Article 14a of the terms state that: 

“If you fail, or iTunes suspects that 
you have failed, to comply with any of 
the provisions of this Agreement, […] 
iTunes, at its sole discretion, without 
notice to you may [my italics]: (i) ter-
minate this Agreement and/or your 
Account […]; and/or (ii) terminate the 
license to the software; and/or (iii) 
preclude access to the Service (or any 
part thereof).” 

This entails that the customer could be 
banned from iTMS at Apples sole discretion 
and without notice just because she failed to 
keep herself regularly updated on the Terms 
of Use. 

The right to unilaterally change terms of 
contract is considered an unfair term accord-
ing to Directive 93/13/EC (EU 1993) on un-
fair terms in consumer contracts. Consumers 
do not expect new terms and conditions be-
ing applied retroactively; if you buy a prod-

uct today and you can use it in certain ways, 
you expect that you will be able to use the 
product in the same way tomorrow.  

In the annex to the Unfair Terms Directive 
there is a non-exhaustive list of terms which 
may be regarded as unfair. Letter j is of par-
ticular interest here:  

“enabling the seller or supplier to alter 
the terms of the contract unilaterally 
without a valid reason which is 
specified in the contract;” 

Limitations on liability  
Recent examples have shown that DRM sys-
tems can cause severe security risks. The 
copy-protection technology that has been 
used on some Sony BMG CDs, XCP, left 
consumers’ computers open to attacks (for 
more information on XCP see EFF 2006).  

According to another tech news site, The 
Register, serious security flaws have recently 
been discovered in iTMS (Leyden 2006). 
iTunes Music Store, through its conditions, 
disclaims all liability for attacks on consum-
ers’ computers, even if it is caused by secu-
rity flaws in Apples DRM, Fairplay.  

Article 18a (ii) of the Terms of Service says 
that: 

“iTUNES DOES NOT REPRESENT 
OR GUARANTEE THAT THE SER-
VICE WILL BE FREE FROM LOSS, 
CORRUPTION, ATTACK, VI-
RUSES, INTERFERENCE, HACK-
ING, OR OTHER SECURITY IN-
TRUSION, AND iTUNES DIS-
CLAIMS ANY LIABILITY RELAT-
ING THERETO.” [The paragraph is 
for some reason all in capital letters in 
the iTMS Terms of Service].  

This type of term is not specifically men-
tioned in the annex to the Unfair Terms Di-
rective, but the list is not exhaustive. Con-
sumer protection legislation in many Mem-
ber States (the Nordic countries for instance) 
prohibit limitations on consumers’ statutory 
right to damages.  

Pursuant to the Norwegian Consumer Con-
tract Act (2001) section 33, vendors are li-
able for damages caused by the purchased 
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product. Contractual limitations on consum-
ers’ right to damages are void. This law is 
not directly applicable when downloading 
music, but it is indicative of the fairness of 
the term. Consequently, this term should be 
considered unfair under the Unfair terms 
Directive.  

Interoperability 
Fairplay, the DRM used by iTMS, prevents 
the consumer from using other players than 
Apple’s iPod to play music purchased from 
iTunes.  

The contract also limits which players can be 
used. Article 9 b states that:  

“You shall be authorized to use the 
Products on up to five iTunes-
authorised devices [my italics] at any 
time. […] You shall be able to store 
Products from up to five different Ac-
counts on certain devices, such as an 
iPod [my italics], at a time.” 

The only portable player authorised by Fair-
play is iPod. Thus, the contract only allows 
consumers to use iPod to play files 
downloaded from iTunes. 

Consumers can easily get around this limita-
tion. As the test (Intertek 2005) commis-
sioned by BEUC shows, Fairplay can be 
erased and the file converted to MP3 format 
by burning a CD with iTunes files and then 
subsequently ripping them back to the com-
puter.  

If a consumer uses this method to make use 
of a different player, e.g. a Creative player, 
this would not be in accordance with the 
contract.  

Tying the consumer to use a certain player, 
however, can be contrary to community and 
national legislation. Consumer law, competi-
tion law and even copyright law can be used 
to combat this type of business practise.  

It has been discussed whether iTune’s refusal 
to licence Fairplay to competitors could con-
stitute an abuse of dominance contrary to 
article 82 of the EC Treaty. This is doubtful 
however; both because of the difficulty in 
establishing dominance and because of the 
European Court of Justice’ reluctance to 

impose mandatory licensing (see Reckon 
2006).  

Consumer protection rules could be an easier 
option. One could argue that contractual ob-
ligations tying iTunes customers to one spe-
cific portable player is unfair pursuant to the 
Unfair Terms Directive.  

A French consumer group, UFC Que Choisir, 
has initiated legal proceedings against Apple, 
claiming that tying iTunes customers to use 
iPod and vice versa, is not in accordance 
with the French consumer code article 122 
which says that: 

“It is prohibited to refuse to sell a 
product, or supply a service, to a con-
sumer without a legitimate reason, and 
to make the sale of a product subject to 
the purchase of a minimum quantity, 
or to the accompanying purchase of 
another product, or another service, as 
well as making the provision of a ser-
vice subject to provision of another 
service, or to the purchase of a prod-
uct.” 

Depending on national legislation, copyright 
law itself can be used to combat the lack of 
interoperability. Take for instance the Nor-
wegian Copyright Act that implements Di-
rective 2001/29/EC (the Copyright Direc-
tive). Circumventing effective technological 
measures is prohibited under section 53a of 
the Copyright Act. In the third paragraph 
there is an exception to the anti circumven-
tion provision: effective technological meas-
ures can be circumvented to play legally 
acquired works on relevant players. Accord-
ing to some commentators this provision 
gives consumers the right to circumvent 
Fairplay in order to use other portable play-
ers than iPods (Vigmostad 2005). The Nor-
wegian Consumer Ombudsman has consis-
tently held that standard contractual terms 
limiting consumers’ statutory rights are un-
fair and void under the Norwegian Marketing 
Control Act (1972) section 9a . 

A different question is whether Fairplay is 
protected under the Norwegian Copyright 
Act or the Copyright Directive at all. Both 
section 53a and article 6 of the Copyright 
Directive only protects effective technologi-
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cal measures. In the preparatory works to the 
Copyright Act, copy-protection on CDs that 
could be erased by simply writing with a pen 
on it was characterised as an ineffective pro-
tection measures. The copy-protection tech-
nology on files downloaded from iTunes is 
erased simply by burning a playlist. This is 
very easy to do and is permitted under the 
contract.  

Having said that, making it easy to get 
around DRMs, and especially those that cur-
tail competition, is a definitively a good thing 
for consumers and I would not like to see a 
more effective DRM being implemented in 
the future.  

How do we deal with these kinds of 
terms? 
The Unfair Terms Directive article 7 obliges 
Member States and other parties to the EEA 
(European Economic Area) agreement to 
have “adequate and effective means […] to 
prevent the continued use of unfair terms”.  

In the next paragraph of the article it says:  
“The means referred to in paragraph 1 
shall include provisions whereby per-
sons or organizations […] may take 
action according to the national law 
concerned before the courts or before 
competent administrative bodies […] 
to prevent the continued use of such 
terms”. 

In Norway the Consumer Ombudsman deals 
with unfair contract terms. According to the 
Marketing Control Act Section 9a: 

“Terms and conditions which are ap-
plied or are intended to be applied in 
the conduct of business with consum-
ers can be prohibited if the terms and 
conditions are considered unfair”. 

Terms and conditions can mean both tradi-
tional written terms, but also technical ones 
like DRMs. 

The Consumer Council of Norway has com-
plained to the Consumer Ombudsman in 
order to get iTunes terms amended. The Con-
sumer Council has also argued that certain 
aspects of the DRM Fairplay are unfair and 

should be amended (Consumer Council of 
Norway 2006; see also Singstad 2006) 

Bottom line 
To conclude, there are ways of combating the 
unfair use of DRMs with today’s legislation. 
However, the current legal regime does not 
fully take into account the unique character-
istics of digital products. European and na-
tional consumer legislation focuses mainly 
on traditional tangible products bought in 
traditional ways.  

Also, the Community legislation being pro-
posed and adopted in this area predominately 
caters to business interests and does not take 
into consideration the dire consequences for 
consumers. Take for instance the Commis-
sion’s proposal on harmonisation of criminal 
measures on IPR infringements (EU 2005). 
According to article 3 of the proposal, inten-
tional infringements of IPRs on a “commer-
cial scale” must be treated as criminal of-
fences. One of the justifications of the pro-
posal was that the “[i]ncreasing use of the 
Internet enables pirated products to be dis-
tributed instantly around the globe”. The 
Directive does not require a profit motive to 
apply. Thus, it seems that illegal file-sharing 
through P2P networks are covered by the 
Directive. Consequently, the proposal can 
potentially criminalise the technologically 
proficient youth of Europe. The Commission 
withdrew the original proposal for compe-
tency reasons. To our knowledge the Direc-
tive will be reissued in March without sub-
stantial amendments. For other examples of 
EU IPR initiatives where consumer consid-
erations are absent, see Kutterer 2005.  

As a response to the lack of public interest 
considerations in EU policy on IPR, BEUC 
launched a campaign for consumers’ digital 
rights in November 2005 (BEUC 2005). We 
believe that business interests are not the 
only ones which deserve protection in the 
digital environment. Our aim with the cam-
paign is to raise awareness in this field both 
among policymakers and consumers and to 
promote a better legal framework for con-
sumers. 
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Copyright law as an enigma for laypersons and  
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Abstract: Implementation of the European Union Copyright Directive’s provisions into member 
states’ laws has led to increased confusion about copyright issues for consumers. This is par-
ticularly relevant at a time when more and more uses of digital media are regulated by copy-
right. Rights holders, especially large, multi-national companies, are not willing to inform con-
sumers unbiased. Hence the continued need for publicly funded, impartial consumer informa-
tion, preferably on a multi-national, multi-language EU level. 
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Why confusion about copyright law is a 
consumer issue 
Five years ago, the European Union’s Copy-
right Directive (EUCD) finally, after four 
years of negotiations, passed the EU’s legis-
lative process. Since then, almost all EU 
member states have devised and adopted 
laws to – more or less – implement the direc-
tive’s provisions into their respective authors 
rights or copyright codes (with the exception 
of France, Spain and the Czech Republic). 
Following its approval by the Council of 
Ministers, the chairman of the European 
Commission’s Legal Advisory Board Task-
force on Intellectual Property – among many 
others – criticised the EUCD for its ambigu-
ity: “It does not increase ‘legal certainty’, a 
goal repeatedly stated in the Directive’s Re-
citals (…), but instead creates new uncertain-
ties by using vague and in places almost un-
intelligible language”(Hugenholtz 2000). In 
the case of Germany, these new uncertainties 
have carried over into the country’s revised 
authors rights code, which came into effect in 
September 2003. To give an illustration of 
what this entails for regular users of digital 
media and the Internet, I will first provide a 
case study of the legal implications of file 
sharing in Germany. I will then briefly ex-
plain the role of the iRights.info (cf. sources) 
as a consumer information portal on copy-
right issues. 

Case study: File-sharing and the law in 
Germany 
Many uses of file-sharing networks are com-
pletely legal. Some people know this, some 
may take it for granted, but to some people 

this will sound rather surprising. Reading 
newspaper articles on the topic or watching 
TV reports, one can certainly get the impres-
sion that everything that has to do with file-
sharing is so called “illegal piracy”. But this 
is not the case. 

Sharing someone’s own works – texts, mu-
sic, pictures, videos, software, games, anima-
tions and so on – is completely legal. Or, to 
be more specific: It is legal to share works if 
the person sharing them holds the rights to 
these works. For example, more and more 
companies put files on the web to share as 
well: music for promotional purposes, movie 
trailers and the like. 

In addition to works someone owns, sharing 
is allowed for works the copyright holder 
allows to be shared – this sounds obvious, 
but one has to be aware that the rights holder 
must specifically assign those rights. This is 
done quite often, though, i.e. with works 
under Creative Commons licences (cf. 
sources), the GPL (GNU General Public 
Licence) (cf. sources) and many others. 

Then there are works in the public domain. 
An example for this is the Project Gutenberg 
(cf. sources), where scholars, students, and 
activists digitize classical texts from Aristotle 
to Zola and make them available in a search-
able database. 

In a majority of cases, file sharing networks 
are used to break the law 
Most uses that are actually practiced on to-
day’s file sharing networks are illegal, 
though. The vast majority of music, films, 
software, and texts are copyrighted and the 
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rights holders prohibit sharing. Since the so 
called “first basket” (first round) of the Ger-
man copyright revision came into force in 
September 2003 (Bundesministerium 2003), 
it is illegal for individuals to make available 
works in a file-sharing network without hold-
ing the rights to them – which is the majority 
of works on file-sharing networks today. So 
most of the actual uploading being done is 
clearly illegal under German law. 

Downloading still considered legal in Germany 
by many 
Downloading is a different matter, though. If 
a user in Germany downloads a song from a 
file-sharing network, it is seen as a duplica-
tion – a copy of the song. If this copy is for 
private use, it is perfectly legal – like copy-
ing a CD or a videotape. This permission is 
granted by an exception to copyright 
(“Schrankenregelung”), resembling – not 
equalling – the fair use provision in US copy-
right law. Of course it is not allowed to sell 
or lend this copy, because then it would be a 
commercial use, which is prohibited. 

But copying for private use is only allowed if 
the original is lawful; if the work from which 
the copy is made is itself “evidently an 
unlawful copy”, it is prohibited. But how can 
someone tell whether it is evident that this 
work found on the file-sharing network was 
produced unlawfully? 

This question is very hard to answer. Imagine 
you find a copy of the movie “Independence 
Day” on the file sharing network Kazaa and 
decide to download it. Is this lawful? 

It might well be. It has been shown on TV in 
Germany. So someone might have recorded 
the TV broadcast on his PC and converted 
the recording into a digital file. With this he 
is making a copy for private use, which is 
perfectly lawful. If he put the file on a file-
sharing network, though, he would clearly be 
breaking the law because he doesn’t have the 
right to distribute the movie, or to make it 
available. But someone downloading the file 
would not be breaking the law, because it 
was not evident that the copy that was made 
available was produced illegally. It was ille-
gal to make it available, but the subsequent 
copying of the file is legal. 

The difference between “Independence Day” 
and “Walk the Line”: obvious or not? 
Confusing? Certainly, but it gets even worse. 
Imagine someone finds a copy of “Walk the 
Line” on a file-sharing network. Is it legal to 
download it? As we have seen, it would be, if 
it were not obvious that the copy found on 
the network was produced illegally. But is it 
obvious that it is a copy produced illegally? 
To answer this question, one has to be able to 
answer the following questions: Has the 
movie in question been broadcast on TV? 
Answer: Probably not, it just came out in 
Germany, it is a big production and in cine-
mas at that moment. Has it been released for 
home viewing? 

Answer: This is difficult to determine. It is a 
rather new movie. But then, US movies are 
often releeased in the US long before they 
come to theatres in Europe (i.e., the drama 
“House of Sand and Fog”, which was re-
leased in the US on December 26, 2003, 
came to theatres in Germany on February 17, 
2005 – more than a year later. At the time the 
movie was still showing in German theatres 
the DVD was already available in the US, 
where it was released March 30, 2005 (cf. 
House of Sand and Fog). And if the person 
planning to download the movie lives in a 
small city with only one cinema, then she is 
familiar with the situation that movies come 
out a lot later there than in Berlin, Madrid, or 
London. So if it came out in the US a year 
ago already, it might have been released for 
home viewing in the US a while ago. There-
fore someone could have bought the DVD of 
the movie, made a private copy of it and put 
it on the file-sharing network – this way it 
would be legal to download it. 

But what if the DVD is copy-protected? Be-
cause of anti-circumvention legislation, it 
may be illegal to make a copy, even for pri-
vate use. For one, all these laws are very 
complicated to understand and interpret, even 
for legal professionals. Additionally, how 
would a downloader know whether “Walk 
the Line” is copy-protected or not? In our 
sample case, he does not even know whether 
it has been released on DVD yet. 

So after exhaustive and careful deliberation 
the user decides to download the movie. By 
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doing this, he brakes the law – at least that is 
what the rights holders say. Because “Walk 
the Line” has not been released for home 
viewing to date, the file on the file-sharing 
network has to be a copy someone made with 
his video camera in a cinema, and therefore 
illegal. So the user has not only waited for 
hours for an abysmally bad and grainy copy 
of “Walk the Line” to download onto his PC, 
he also has the studios demanding damages. 

iRights.info: A continuing effort needed to 
inform citizens about copyright issues 
The example analysed above shows the com-
plexity of the law and, as a result, the diffi-
culty in understanding and interpreting it. 
This case can only illustrate the situation in 
Germany, because EU member states’ juris-
dictions differ widely in the concept of copy-
right and authors rights codes in general and 
the implementation of the EUCD in particu-
lar. Judging on the basis of media reports 
from different countries, it can be safely as-
sumed that in many cases their situation is 
comparable to that in Germany. 

To expect rights holders to provide balanced 
information on copyright issues is futile. 
Various analyses of their campaigns targeted 
towards consumers (e.g. Spielkamp 2005; 
Djordjevic et al. 2005) have shown that their 
only identifiable interest lies in causing fear, 
uncertainty and doubt in regard to what 
rights consumers have using digital media, in 
order to convey the impression that all uses 
are subject to permission by rights holders. 

Impartial information on copyright issues 
sought by consumers 
In Germany, one approach to mitigate con-
sumers’ information deficit is iRights.info , a 
web site mainly funded by the Ministry for 
Consumer Protection. INDICARE Monitor 
readers might already know about iRights by 
the interview with its legal expert Till 

Kreutzer (Kreutzer 2005). Four part time 
editors, all specialised on copyright issues in 
their respective professions (law, art, infor-
mation science, journalism) compile a wide 
range of articles illuminating the implications 
of every day uses of copyrighted works: un-
der what circumstances it is legal to copy 
CDs, post pictures in your weblog, use sam-
ples in your own music, and so on. 

The web site currently receives more than 
1.500 unique visits per day, showing a high 
demand for this kind of information. This 
impression is substantiated by the fact that 
frequently, people send e-mails to the editors, 
asking specific questions they do not find 
answered for in the articles. In these cases, 
because of legal regulations in Germany, the 
editors cannot provide legal advice regarding 
specific cases, but attempt to point to articles 
and information that should help answer the 
case in question. 

The nature of users’ inquiries so far clearly 
back the stated assumption about the nature 
of copyright regulation. Most of them show a 
helplessness regarding the interpretation of 
the law when it comes to uses of digital me-
dia both in situations where people would 
like to use digital content and when they 
would like to create new works.  

iRights.info as a pan-European project 
Funding for iRights.info will run out at the 
end of March, 2006. As argued above, the 
notable deficit of this kind of relevant and 
impartial information about copyright and 
authors rights issues for consumers remains. 
iRights.info will therefore attempt to widen 
the scope of iRight.info to make it a pan-
European project and secure funding from 
the European Union. In case of an interest in 
cooperating towards this aim, please contact 
the author at ms@iRights.info. 
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Christophe R. vs Warner Music 
French court bans private-copying hostile DRM 

By: Natali Helberger, IViR, University of Amsterdam, The Netherlands  

Abstract: France is one of the European countries where a particularly vivid public discussion 
about DRM and the private copying exception took place. This is thanks to the efforts of French 
consumer organisations that initiated a number of court cases dealing with complaints of con-
sumers about CDs and DVDs that could, among others, not be copied and ripped because of 
technical protection measures in place. This article discusses the latest DRM decision in 
France, a decision that went one step further than its predecessors when dealing with the diffi-
cult question of the relationship between DRM and private copying. 
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France developed important body 
of case law 
That there is a conflict between DRM use 
and consumer interests has been demon-
strated over the past three years by the num-
ber of cases about CDs and DVDs that could 
not be played on car radios, PCs and laptops 
or could not be copied and ripped because of 
installed technical protection measures. Over 
the course of three years, French courts have 
developed the argument that the ability to 
play a CD or a DVD on different devices, 
including the radios from different brands of 
cars or different kinds of computers, consti-

tutes an essential characteristic of a CD or 
DVD.  

Consequently, where phonogram or DVD 
producers failed to warn consumer about 
possible incompatibilities between content 
and consumer hardware, the former could be 
held liable because of misleading behaviour 
towards the consumer (Tribunal de Nanterre 
2003a, Tribunal de Nanterre 2003b). More 
complicated, and less promising for consum-
ers, was the situation regarding DRM and 
private copying. Unforgotten is the finding of 
The Tribunal Paris in one of the earlier DRM 
cases in France, that there was no “right to 
private copying” (Tribunal Paris 2004 – the 
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“Mulholland Drive” case). This was a black 
day for the private copying exception. 
Worse, it delivered the content industry a 
standard argument which is still regularly 
evoked by CD and DVD producers when 
defending their policy of letting the private 
copying exception die a forceful, electronic 
death. However, the last word in this matter 
was not yet spoken, and a year later the Court 
of Appeals concluded that there may be no 
right to private copying, still the private 
copying exception formed a restriction to the 
exclusive exploitation rights conferred to 
right holders, and as such was not at the dis-
position of DRM users (Court of Appeals, 
Paris 2005).  

There was a new decision on 10. January 
2006 about DRM and private copying, on 
which we will report here. The timing of the 
case, one might want to add, could not have 
been better: presently pending before the 
Assemble Nationale, the French Parliament, 
is the long-overdue proposal for a revised 
copyright law that implements the provisions 
of the European Copyright Directive from 
2001, including the section on the swelling 
conflict between technological protection 
measures and copyright law. The present 
article will have a closer look at how the 
Tribunal de Grande Instance de Paris ap-
proached the matter. In a subsequent article 
(Helberger 2006), we will have a closer look 
at the pending reform of French law and the 
implementation of the provisions in the 
European Copyright Directive (EUCD) that 
is meant to solve the conflict between copy-
right exceptions and DRM, Article 6 (4) of 
the European Copyright Directive.  

Christophe R., UFC Que Choisir / Warner 
Music 
This latest case involved Christophe R. and 
UFC Que Choisir against Warner Music 
France and the music store Fnac. Christophe 
R. bought a CD by Phil Collins, “Testify”, to 
discover later that he could not play it on his 
laptop, nor could he make copies from the 
CD. All this, according to Christophe R. and 
UFC Que Choisir, was because of some form 
of incorporated electronic copy protection. 
The plaintiffs’ arguments – conflict with the 
“right to private copying” (since the decision 

of the Paris Court in 2004, it seems to have 
become standard among defendants of the 
consumer side, to refer to a “right to private 
copying”, but then in quotation marks) and 
misleading behaviour – are familiar from 
earlier cases (see Tribunal Paris 2004, also 
Tribunal Bruxelles 2004). And again, the 
defendants insisted that UFC Que Choisir 
had no active legitimation to bring the case to 
court, that a right to private copying was 
non-existent, that the private copying excep-
tion would have to be interpreted in the light 
of the so-called three step test and, this is a 
new one, that informing consumers about the 
fact that burning the CD was impossible was 
futile as copying technology was in a state of 
constant flux – how could a decent producer 
keep track and label his products accord-
ingly?  

Thankfully, the Paris Court dealt rather 
curtly with the argument of a lack of legal 
standing of UFC Que Choisir (not accepted) 
and the argument of lack of playability (ac-
cepted). It then ventured, without further 
delay, bravely onto a terrain that causes 
grown-up politicians and law makers to 
mumble excuses, look in a different direction 
or at their shoes and do their best to change 
the topic. I am speaking of Article 6 (4) of 
the European Copyright Directive. Article 6 
(4) of the European Copyright Directive is 
the provision in the European Copyright 
Directive that addresses the conflict between 
DRM and copyright’s exceptions. I say “ad-
dresses” and not “solves”, because all that 
Article 6 (4) of the EUCD does is to deter-
mine rather vaguely that “Member States 
shall take appropriate measures to ensure that 
right holders make available to the benefici-
ary of an exception or limitation … the 
means of benefiting from that exception or 
limitation.” 

Court says: Users of DRM have to respect 
private copying exception 
The Tribunal de Grande Instance Paris, after 
having defended once again the private copy-
ing exception and explaining patiently why it 
was not in conflict with the three-step-test, 
stressed the need to interpret French law in 
the light of the European Directive (see al-
ready Court of Appeals, Paris, 2004). The 
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court’s interpretation of Article 6 (4) of the 
EUCD led it to the conclusion that techno-
logical protection measures must respect 
certain exceptions, including the private 
copying exception. With the understatement 
that is so characteristic of French judges, the 
court then expressed in a few words the es-
sence of much scholarly writing and ranting 
over the past years by observing matter-of-
factly: “the application of anti-copying pro-
tection devices by phonogram producers 
causes the statutory limitations of the au-
thors’ exclusive rights to authorise or pro-
hibit reproductions to fade” (“La mesure de 
protection adoptee par le producteur du pho-
nogramme fait disparaître la limite fixée par 
le législateur au droit exclusif de auteurs 
d’autoriser ou d’interdire la reproduction de 
leurs oeuvres”). Indeed.  

The court continued with admirable straight-
forwardness to conclude that it is task of the 
DRM user, here: the phonogram producer, to 
make sure that private copying remains pos-
sible, despite the application of technological 
protection measures. In this point, it differed 
from the findings of the Court of Appeals in 
the “Mullholland Drive” case. There, the 
court did not read a principal obligation for 
rights holders to observe the private copying 
exception or any other exception in copyright 
law in Article 6 (4) of the EUCD. Conse-
quently, the Appeals Court refrained from 
requiring compliance of DRM and the pri-
vate copying exception, a matter that the 
court then left for the legislator. It restricted 
itself to postulate that ‘the complete blocking 
of any possibilities of making private copies 
was an impermissible behaviour under 
French copyright law’ (Court of Appeals, 
Paris 2005). In the Christophe R. case, the 
court was less hesitant and condemned Music 

Warner to refrain from using technological 
protection measures on “Testify” that do not 
allow for private copying. For each day of 
failure to comply with the order Warner Mu-
sic will receive a monetary fine. In this con-
crete case, the conflict between TPMs and 
private copying was settled, at least for the 
time being (note: the case can still go on 
appeal).  

Remains only the question what about all 
other CDs that are not by Phil Collins, pro-
duced by Warner Music, bought by Christo-
phe R., called “Testify” and apply private-
copying-hostile DRM? The decision of the 
Tribunal de Grande Instance has binding 
effect only between the parties immediately 
concerned. The answer can be read in Article 
6 (4) of the EUCD: it is, indeed, up to par-
liament to settle the conflict.  

Bottom line 
Until now, France left it to its judges to face 
frustrated consumers and eloquent industry 
representatives and to sort out complaints 
about CDs or DVDs that would not play on a 
car radio, a PC, a laptop, and/or that could 
not be copied or ripped. French case law 
went through different phases: from a “no 
right to private copying” over explicit invita-
tions to the legislator to take the matter into 
his hands, up to a ban on DRM that restrict 
private copying altogether. One thing is for 
certain: in the end the legislator will have to 
step in and face the matter. This is already 
because of the obligation in Article 6 (4) of 
the European Copyright Directive. So far, the 
pending proceedings in France to – finally – 
implement the European Copyright Directive 
into French law are not too promising. But 
this is yet another story…  
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Vive la Balance!  
Pleading for a French revolution of copyright 

By: Natali Helberger, IViR, University of Amsterdam, The Netherlands  

Abstract: This article reports about the French implementation of the famed Article 6 (4) of the 
European Copyright Directive, the article that orders member states to guarantee that consum-
ers can benefit from exceptions despite the application of technological protection measures. 
Considering the fact that France is the origin of a series of groundbreaking decisions in favour 
of a balance between DRM use and consumer interests, figuring prominently among them the 
private copying exception, and all the public discussion those cases triggered, we have all rea-
son to be curious about what the French legislator will come up with. 
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The awkward matter of DRM and 
copyright exceptions  
There are probably few that would not agree 
that the anti-circumvention rules in the Euro-
pean Copyright Directive (EUCD) are a little 
tricky, if not to say awkward, or, let’s be 
honest: simply not very well thought-
through. Protecting right holders against 
greedy pirates may be a good and noble 
cause. Trouble is: the task of the copyright 
legislator is more complex than that. His task 
is, on the one hand, to protect and stimulate 
rights holders and, on the other hand, to pro-
mote the broad dissemination and use of 
works and to protect the public interest in 
works. Copyright law is a compromise be-
tween the economic and moral interests of 

right holders and public information policy 
interests in letting all of us benefit from crea-
tion and knowledge (Bard and Kurlantzick 
1999). Though technological protection 
measures may, as some argue, benefit right 
holders in their battle against piracy, the real-
ity is that the way technological measures are 
applied is often in conflict with cherished 
and broadly acknowledged principles of 
copyright law. The private copying exemp-
tion is one of these, to name but one, proba-
bly the most popular example. 

Over the past three years important case law 
has evolved in France concerning the rela-
tionship between DRM users and consumers 
(cf. Helberger 2004, 2005a, 2005b, 2006). 
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The French cases also informed lawyers, 
policy makers and academics outside of 
France. Having said that, the French deci-
sions are binding only among the parties to 
the process, and cannot replace a more sys-
tematic approach to the conflict between 
DRM and copyright. To develop the latter is 
task of the French parliament, as the Euro-
pean Copyright Directive itself already states 
(in Article 6 (4) of the European Copyright 
Directive).  

Copyright reform in France 
As a matter of fact, that is exactly what the 
French Parliament is trying to do these 
months, in project Dadvsi (Le Project de Loi 
(N° 1206) relatif au droit d’auteur et aux 
droits voisins dans la société de 
l’information).  Project Dadvsi serves the 
long-pending implementation of the EUCD, 
including, of course, the provisions about 
technological measures. Project Dadvsi took 
an interesting turn. Originally, the project 
was clearly destined to boost the legal posi-
tion of the content industry, with proposals 
for the extensive protection of technological 
measures, draconic fines for file-sharers (jail 
up to three years), restrictions on the use of 
free software, mandatory obligations to im-
plement DRM à la broadcasting flag, etc. 
Much to the horror of Minister of Culture 
Renaud Donnedieu de Vabres, the project 
then changed under the influence of massive 
external protests and some obstinate parlia-
mentarians (socialists, who else) into a pas-
sionate discussion about guarantees for the 
private copy, legalising p2p networks and 
making interoperability of DRM mandatory. 
About 200 suggested amendments and 
lengthy heated discussions thwarted his ini-
tial plan to pass the law quietly and peace-
fully around Christmas 2005. Amendments 
suggested included interesting proposals like 
that technological protection measures 
should only be implemented with the knowl-
edge/authorisation of the original author of 
that work (Amendment No. 84) or the sug-
gestion to guarantee the private copying ex-
ception (Amendments No. 153 and 154). It 
remains to be seen which of these amend-
ments will make it into the final bill. It would 
lead too far to discuss in this article all 
amendments, instead, we will concentrate on 

the transposition of the infamous Article 6 
(4) EUCD in Article 8 of the draft law.  

A French DRM-sarabande:  One step to 
the front, five steps back 
Article 8 of the draft law basically states that 
right holders will take initiatives to allow 
users to benefit from a private copying ex-
ception or an exception in favour of disabled 
persons. The rest of the draft article then 
concentrates on listing limitations to this 
obligation:  

1. This only applies to consumers that have 
rightful access to the work (a provision 
that stems from the EUCD). 

2. The obligation only applies in case the 
exception does not conflict with normal 
exploitation interests or legitimate inter-
ests of the author. 

3. The right holder, furthermore, has the 
possibility to restrict the number of cop-
ies allowed. 

4. The obligation does not apply to works 
that are made available on demand and at 
individual request, thereby excluding all 
download online services such as iTunes, 
movielink, etc… 

5. And, finally, it is difficult to see how the 
obligation could be effective. 

Why the present approach is a farce 
The French legislator made the lion warden 
of the sheep. Admittedly, it seems a logical 
and fair step to burden users of DRM with 
the responsibility to make sure that the tech-
nology is applied in a way that respects the 
existing legal order. This was also the finding 
of the Tribunal the Grand Instance Paris. 
Having said this, any such obligation is of 
little value without accompanying measures 
that guarantee its enforcement (interesting, 
for the field of environmental law, see 
Börkey, P.; Glachant, M; Lévêque, F. 1998). 
Where the court imposed at least a daily fine 
in case of non-conformity, the draft law 
leaves a blank void. There is no deadline for 
the transition towards exception-friendly 
DRM, except a hazy rule that such initiatives 
would have to be taken “with a reasonable 
delay”. Neither does the draft law foresee an 
independent body that would supervise the 
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value and success of such initiatives to make 
DRM more exception-friendly. A vague ref-
erence is given that initiatives are made in 
agreement with interested parties. It is un-
clear who these interested parties are, if they 
must include representatives of consumer or 
public interests, what influence interested 
parties actually do have to bring in their in-
terests effectively, etc.  

Neither does Article 8 stipulate what shall 
happen if DRM users do not obey. According 
to the present draft: nothing. In the worst 
case, frustrated beneficiaries could take their 
case before the new arbitration body (that is 
to be created according to Article 9 of the 
draft law). The arbitration body can order 
DRM users to undertake initiatives necessary 
to benefit from an exception. Insofar, Article 
9 of the French draft law resembles e.g. the 
Danish solution of a Copyright Tribunal (in § 
75 d (1) of the Danish Copyright Act) (as to 
possible problems with this solution, see 
Foged 2004). Unclear is whether consumers 
(and consumer organizations) will still be 
able to bring DRM cases before courts, or 
whether they will in future have to file their 
complaints with the arbitration board first. In 
the latter case, the draft proposal might effec-
tively set an end to a slowly but surely 
emerging body of case law in favor of con-
sumer interests and DRM in France.  
Equally problematic is the tendency that is 
expressed in the French draft as well as in the 
EUCD to protect the existence of exceptions 
in the offline environment, while accepting 
that they are overridden by technological 
measures and contracts in the online envi-
ronment. It is difficult to see why the excep-
tions and limitations of copyright law should 
not apply in the online world. This is a tech-
nology-dependent approach that is likely to 
fail completely in the age of convergence. 
The fact that the danger of abuse is, as the 
argument goes, higher in an online environ-
ment does not alter the basic considerations 
about cultural exchange, freedom of expres-
sion, personal autonomy, information equal-
ity, etc. that have motivated the exceptions in 
the first place.  
And even for the offline environment, the 
French draft law basically issues a charter to 

DRM users to override existing exceptions 
and limitations except the two mentioned in 
the draft Article 8: private copying and ex-
ceptions in favour of disabled persons. Why 
these two? In the public discussion around 
DRM and copyright exceptions, those are the 
ones discussed most loudly and that have, 
hence, the most political explosive potential. 
This, however, also demonstrates the danger 
of a too narrow discussion about DRM: im-
portant interests of the press, of artists, of 
libraries, universities and social institutions 
are too easily overlooked. For the protocol: 
the DRM-and-consumer-debate is not only 
about CDs and DVDs and private copying. It 
is about all kinds of digital content – text, 
news articles, books, games, film on or off-
line – and the various and diverse interests 
attached to its creation and dissemination.  

It would seem that the Ministry of Culture is 
persistently trying to turn a deaf ear to the 
noise on French streets and in French courts. 
But France is in the national and interna-
tional spot-lights: now is the time to act and 
to solve the conflict between DRM and copy-
right exceptions! Vive la balance! 

Bottom line 
Do we expect too much from France – every 
217 years a new revolution (cf. Imhof 2005)? 
No, not at all. Over the past few years and 
thanks to the efforts of French consumer 
representatives, a public discussion has de-
veloped in France about DRM and consum-
ers. This is a discussion that has influenced 
the way to look at DRM far beyond the bor-
ders of France. Creating the conditions for a 
more consumer-friendly DRM environment 
is not revolutionary – it is an increasingly 
widely acknowledged necessity for the func-
tioning of the information society.   

The basic approach being discussed presently 
in France in courts and parliaments – to hold 
DRM users liable for compliance with the 
law – is a hesitant step in the right direction. 
Liability alone however is not enough. Such 
an approach must be accompanied by meas-
ures that guarantee that DRM users take 
timely initiatives, and that such initiatives are 
effective and reflect the interests of all par-
ties, including those of consumers.   
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DRM beyond copyright enforcement  
Alternative models for content distribution 
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Abstract: In this article, we propose an alternative content distribution framework, which pro-
vides the necessary incentives for creating digital content without resorting to copyright en-
forcement. The proposed business model relies on peer-to-peer digital payment for which tech-
nical solutions already exist. Existing DRM technologies may actually be recycled for the pur-
poses of the proposed business model, while removing the incentive misalignments currently 
plaguing the industry.     
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Introduction 
DRM (Digital Rights Management) has tra-
ditionally been thought of as a tool to enforce 
copyright. As such, it has failed spectacularly 
on several occasions (see e.g. Rubens 2002 
about the DVD region code debacle or Or-

lowsky 2004 about the defeating of iTunes 
DRM). Practically every DRM solution with 
wide enough deployment for people to care 
was defeated within a short period of time. 

In this article, we propose alternative busi-
ness models which would provide the par-
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ticipating parties with the right incentives to 
do what other participants expect them to do, 
irrespectively whether or not copyright is 
enforced. 

The proposed business models are based on 
several already successful business practices, 
which encourage creativity without relying 
on copyright protection. We strive to elimi-
nate or minimize externalities by making 
sure that every participant is paid exactly for 
what they provide and pay exactly for what 
they get, while remaining in full control of 
whether or not to sell or buy services at a 
given price and are aware of the available 
alternative choices. Thus, the proposed busi-
ness models can be expected to fare well in 
an unregulated free market. 

Why does DRM fail as a tool of copyright 
enforcement? 
The reason for this is that DRM is marred 
with severely misaligned interests of the 
concerned players: 

1. Content authors, whose interests include 
compensation for their work, a loyal au-
dience and wide publicity; 

2. Publishers/distributors, whose primary 
interest is high revenue from content dis-
tribution; 

3. Consumer electronics manufacturers, 
whose primary interest is high revenue 
from sales of devices; 

4. Consumers, whose interests include low 
prices and a wide assortment of available 
content; 

5. Governments, whose interests include 
high tax revenues, low enforcement 
costs, a reputation for enforcing laws and 
popular support. 

DRM, in its traditional role as a tool of copy-
right enforcement, requires cooperation be-
tween authors, manufacturers, governments 
and publishers. In the light of the fact that 
devices with easily defeatable DRM sell 
better in an unregulated market, while im-
plementing secure DRM is expensive, manu-
facturers need additional incentives to coop-
erate, such as government intervention and/or 
exclusive contracts (or even merger) with 
publishers/distributors. Also, manufacturers 

may choose to relocate to countries where 
such government intervention is smaller, thus 
providing governments with an incentive to 
defect from this cooperation. In addition, 
cooperation in copyright enforcement may 
erode the popularity of content creators, 
manufacturers and governments alike. The 
recent Sony-BMG case is an illustrative ex-
ample of such backlash.  

In such an environment, enforcing copyright 
in the face of extremely cheap, high quality 
alternative distribution channels (such as 
digital networks and recordable media) is a 
very difficult undertaking. On the other hand, 
content consumers have every reason to co-
operate against copyright enforcement and 
can do so quite successfully, as has been 
observed with the widespread practice of 
burning CDs and DVDs for one another and 
the popularity of and considerable engineer-
ing effort put into peer-to-peer file-sharing 
and defeating DRM solutions. 

For what are consumers prepared to pay? 
As witnessed by the popularity of the other-
wise quite expensive call-in and SMS votes 
on interactive television (such as those on 
Music Box, MTV and other commercial 
television channels), content consumers are 
prepared to pay for seeing their favourite 
content rank high in popularity ratings. 

Such voting systems typically allow for mul-
tiple votes, precisely because voting requires 
financial sacrifice on the part of the voter, 
thus multiple voting is indeed indicative of 
higher commitment. 

There is also evidence (see e.g. Madden 2004 
about how artists perceive the issue) that 
consumers are quite willing to pay the author 
directly, even if the content is available for 
free from other sources. The more intermedi-
aries are between the audience and the au-
thor, the more reluctant the former become to 
pay, if there are other means to get hold of 
the content. 

Without going into moral or legal arguments, 
several surveys and other research suggest 
(see e.g. Madden 2004 and Dufft 2005) that 
the overwhelming majority of music con-
sumers and authors (in sharp contrast with 
publishers) do not consider file-sharing as a 
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major threat to the creative community. 
Most, however, do think that authors should 
be compensated. 

Thus, it is reasonable to assume that people 
would be even more willing to pay for ex-
pressing their support for their favourite art-
ists, knowing that most or all of the money 
they pay will go directly to the artist. 

As recently as December, 2005, Matt Philips 
from the British Phonographic Industry (BPI) 
stated the following in an interview to BBC: 
“Download services would be far more popu-
lar if we gave all the music away for free. 
But of course we wouldn’t have a business 
then – it’s important that you charge for the 
product and that money can be re-invested in 
discovering new talent.” 

In the next section, we hope to address Mr. 
Philips’ concerns in an innovative way. 

Solutions for collecting and allocating 
such payments 
Imagine a digital marketplace (e.g. a web- or 
mobile-portal) for content, where authors can 
offer their content, possibly with a short de-
scription and free samples for download in 
exchange for payment. All the payment is 
collected on accounts tied to corresponding 
pieces of content. There are no restrictions as 
to how much consumers can pay, except, 
perhaps a minimum price set by the author. 

Content for sale is ranked according to the 
amount of money on these collector ac-
counts. Thus, paying is essentially voting, 
informing other consumers about the popu-
larity of the content. Authors can withdraw 
money from their accounts up to the accumu-
lated balance. Thus, if they wish so, they can 
receive all the money their supporters paid. 
Alternatively, they can leave enough on the 
account to maintain or achieve high ranking. 

In this model, the operators of such market-
places are paid for exactly what they provide: 
discovering and evaluating talent. By being 
able to use the money left by authors on the 
collecting accounts, they essentially get ac-
cess to interest-free credit. From their point 
of view, they get to sell their service at an 
auction price, which is the most they can 
hope for in a free market. 

It is important to emphasize that ranking high 
does not directly increase or decrease the 
amount of money paid by supporters. We 
believe that the argument made in Fortunato 
(2005) applies to our system as well, which 
thus actually helps lesser known content 
providers (e.g. young artists) to attract atten-
tion and funding. 

While, from a theoretical point of view, the 
proposed system works with unprotected 
content, DRM techniques can aid this busi-
ness model by reducing the load on the op-
erator; the operator in this case can sell only 
the rights, while the encrypted content itself 
is available for download from elsewhere, 
including peer-to-peer networks. In this case, 
DRM is not critical. If the minimal amount 
for getting the rights is lower than the effort 
required for defeating DRM, there is little 
motivation to attack it.  

Another business model, which can even 
coexist with the previous one, is when cus-
tomers are allowed to re-sell the content they 
have purchased at any price and in any quan-
tity. In this case, the price customers will be 
willing to pay is considerably more than that 
of enjoying the content and voting for the 
artist; as it also includes the anticipated in-
come from re-selling the content. Buyers 
who are also prospective sellers are inter-
ested in excluding free-riders, but protecting 
potentially very large files on storage and 
during transmission can be expensive. This is 
another point where DRM solutions can aid 
this business model: the content itself is 
available in encrypted form on web servers 
and peer-to-peer networks, but rights, includ-
ing the decryption keys, are traded for 
money. Of course, the price will keep falling, 
but until it reaches a low level when protect-
ing the content from non-paying consumers 
is not worth it any more, access to content 
will be kept restricted by those already ac-
cessing it. An extensive analysis of such a 
market is provided by Boldrin and Levine in 
their 2005 paper. 

In both cases, it is instrumental to keep trans-
action costs as low as possible, as the trans-
action values on many occasions are very 
low. Both cash-like digital currencies with 
easy peer-to-peer payment and DRM solu-
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tions with small rights files enabling the use 
of large content files help reducing transac-
tion costs to the point where the above out-
lined business models become viable. 

Discussion 
The proposed models are by no means re-
stricted to music. The primary criteria for the 
applicability of the two proposed solutions 
are the following. 

In the case, where payment also constitutes a 
vote for the content, the applicability de-
pends on how the reputation of the author 
influences the demand for current and future 
work by the same author. It is an interesting 
question, whether or not such a system fa-
vours already popular content. While intui-
tively one would think that the proposed 
ranking scheme is biased against lesser-
known authors and their works, such intui-
tion is not necessarily justified (see Fortunato 
2005 for a similar example). For instance, in 
an ordered list the difference between the 
attractiveness of the first and the second 
placed items does not directly depend on the 
actual difference between the amount of col-
lected (and unused) funds. Another possible 
objection is that the proposed funding 
scheme does little to help the emerging artist 
to recoup the significant upfront costs of 
production. We believe that this is primarily 
a question of credit and the proposed system 
can be relied upon as a source of re-paying 
such credit. Furthermore, it allows the cus-
tomers to credit the author directly, assessing 
the creditworthiness on the basis of past 
work. 

In the second case, when content can be 
traded freely, the essential element for mak-
ing the market efficient from both authors’ 
and consumers’ perspective is the extremely 
low distribution cost, which includes the 
transaction costs of payment. DRM solutions 
that reduce the cost of providing (and re-

stricting) access from the need to transfer and 
store the whole content in a secure fashion to 
transferring and storing rights objects se-
curely, which is orders of magnitude cheaper. 
Without DRM, these costs would be clearly 
prohibitive for high-quality video content, 
while introducing DRM would make it appli-
cable to practically any kind of digital con-
tent ranging from poetry and simple still 
images to multiple hours of high-fidelity 
video (e.g. films). It is equally important for 
instantaneous payments to be possible and 
cheap. In the case of payments, even intangi-
ble costs like the effort and time required to 
make the payment become significant. This 
is one of the greatest challenges in making 
such a system feasible. 

Bottom line 
We have outlined two content distribution 
models, which do not depend on copyright 
and use DRM solutions to lower transaction 
costs while keeping transactions secure. 
Unlike the case of copyright enforcement, 
the proposed business models do not provide 
manufacturers and users of DRM-enabled 
devices (that is, those in the very best posi-
tion to defeat DRM solutions) with incen-
tives to actually sabotage and attack DRM. 

They do, however, provide sufficient incen-
tives to author and share creative content, 
which has historically been the role of copy-
right. While copyright was perfectly ade-
quate in a world where transaction costs and 
copying costs were reasonably high, it is 
becoming increasingly controversial and 
difficult to enforce in a networked, digital 
world. In particular, DRM techniques regu-
larly fail as copyright enforcement tools, 
primarily because of misaligned incentives. 
In the proposed business model, for which 
copyright is not relevant, DRM is a tool of 
lowering transaction costs together with a 
peer-to-peer digital currency. 
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The Future Digital Economy: A session report on DRM 
By: Philipp Bohn, Berlecon Research, Berlin, Germany 
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opment (OECD) and the Italian Minister of Innovation and Technology, Lucio Stanca, invited 
delegates from all OECD countries to Rome. Several speakers were scheduled to discuss digi-
tal content creation, distribution and access. One panel specifically addressed “Content diffu-
sion: IPR, DRM, licensing, content security, standards”. This article summarizes some key ideas 
and statements, primarily concerning DRM. 
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Introduction 
During the conference a wide range of suc-
cess factors for the digital economy was dis-
cussed: availability of broadband access was 
stressed as a crucial prerequisite for most 
business models, the importance of amateuri-
zation – enabled by cheap ways to produce 
and alter digital content and make it available 
through the Internet – was introduced by 
William Fisher (Director, Berkman Center of 
Intellectual Property Law) in his dinner 
speech and was picked up by several speak-
ers later on. Convergence of media and ser-
vices was another trend identified, threaten-
ing established players and giving opportuni-
ties to new market entrants that profit from 
low barriers to entry – think e.g. of Voice 
over IP. Public sector information was an-

other important topic opening new business 
perspective. The BBC for example is starting 
to make older documentaries and movies 
available to the public via the Internet.  

There is apparently no easy answer to the 
role of governments and their agencies con-
fronted with these rapid developments. One 
fundamental policy issue however coming up 
again and again across panels and plenary 
sessions was the need for a fair balance in 
intellectual property rights including DRM. 
For instance Toyoda Masakazu (Director-
General, Japanese Ministry of Economy, 
Trade and Industry) called for an unbundling 
of the operating and DRM systems to prevent 
the emergence of monopolies (Apple and 
Microsoft are trying to strengthen their mar-
ket position using their respective DRM sys-
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tems). Rita Hayes (Deputy Director General, 
Copyright and Related Rights and Industrial 
Relations, WIPO) suggested a common ap-
proach to DRM standards, especially regard-
ing device- and content-interoperability. Mi-
chael Geist (Professor, Canada Research 
Chair in Internet and E-commerce Law, Uni-
versity of Ottawa), suggested that content 
companies from the movie and music indus-
tries should reduce their reliance on DRM – a 
practice that “locks down” content (cf. Geist 
2006).  

In the following this report will concentrate 
on the panel dedicated to DRM and related 
issues. The mere fact that a special session 
on these issues took place is another indica-
tor of the importance of IPR and DRM for 
the future of the digital economy.  

Panel discussion on DRM 
The following persons were asked to join the 
panel (in order of appearance): Marco Ricolfi 
(Professor, University of Turin, Law School) 
as the panel’s chair, Stan Liebowitz (Profes-
sor, Center for Analysis of Property Rights 
and Innovation, University of Texas), Leo-
nardo Chiariglione (CEO and Digital Media 
Strategist, CEDEO.net), Fred von Lohmann 
(Senior Intellectual Property Attorney, Elec-
tronic Frontier Foundation), Giorgio Assuma 
(President, Italian Collecting Society SIAE), 
Barney Wragg (Senior Vice President eLabs, 
Universal Music Group International) and 
Sarah Deutsch (Vice President and Associate 
General Counsel, Verizon Communications). 

Marco Ricolfi introduced the topic by point-
ing out the long and the short route of con-
tent distribution. Traditionally, there has 
been a large number of intermediaries be-
tween producers and consumers. While intel-
lectual property rights as well as technologi-
cal infrastructure is tailored to the long route, 
with digital distribution there might also be 
shorter decentralized routes between pro-
ducer and consumer. As chairman of this 
session Ricolfi put in further interesting ar-
guments in the course of this afternoon. He 
picked up e.g. the phenomenon of amateuri-
zation and called for the new IPR rules to be 
compatible with this type of content. Touch-
ing on the debate on the copyright term, he 
considers it to be too extensive, often hinder-

ing innovation (e.g. in case of software de-
velopment). A further question worth consid-
ering was in his view, whether DRM-based 
solutions will alter the role of collecting so-
cieties that traditionally represent artists’ 
rights. 

Stan Liebowitz‘s introductory presentation 
focused on “Promises and Threats of the 
Digital Economy”. Digital distribution is a 
very efficient way of distribution, which 
continues to have a significant impact on the 
music industry. However, consumers are 
adapting only hesitatingly to commercial 
channels: While in 2003 2% of the record 
industry’s revenue was derived from online 
sales, this figure was still only 5% in 2005. 
Liebowitz specifically blamed rampant P2P 
use for the slow uptake of commercial offer-
ings and called for further support from the 
side of governments.  

Leonardo Chiariglione lamented about the 
“miserable state of debate” concerning digi-
tal media and rights management. He made 
an important distinction between “enforce-
ment” and “management” of digital rights. 
While DRM by nomenclature should be 
rights management, it is in most cases the 
enforcement of rights. As such, it reduces 
economies of scale, and is often difficult to 
manage due to its proprietary nature. Al-
though a “DRM conversion box” for incom-
patible DRM systems might offer some re-
lief, no such technology has been embraced 
in a significant way. Also, proprietary DRM 
systems’ lack of interoperability lowers the 
profitability of the whole digital value chain. 
In his view, only an open DRM standard as 
put forward by the Digital Media Project 
(DMP) offers a viable alternative. Part of 
“Plan B”, what Chiariglione called a “liberat-
ing message”, is the idea that each stake-
holder in the market can decide individually 
on the level of protection. 

Fred von Lohmann warned that using the 
terms “consumers” and “customers” or even 
“stakeholders” is framing the discussion 
about usage rights and protective measures in 
a way that is not desirable. The discussion 
should rather be about what “fans” or “the 
public” want. It is accepted for various other 
online services that success comes with the 
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ability to deliver a “cool user experience”. 
However, this appears to be a minority opin-
ion when it comes to digital content distribu-
tion. In particular, incompatible DRM sys-
tems limit content usability and accessibility. 

But there is also great opportunity in digital 
content distribution, such as sharing content 
and experiencing community. This was pos-
sible only to a very limited degree with 
physical media such as CDs, which von 
Lohmann referred to as “frozen cultural arti-
facts”. 

Being a copyright lawyer by training, he 
stressed that innovative technologies like 
cable TV or VCR could only be developed 
and introduced to the market due to gaps in 
intellectual copyright law, not thanks to tight 
legislation. He proposed that intellectual 
property law should be interpreted gener-
ously during the early developmental stages 
of the digital economy. New legal regula-
tions should be formulated ex-post, reflecting 
the actual evolution and the proven need of 
regulation. That’s what he proposed as his 
“Plan B”.  

To get an idea of what consumers expect to 
do with content, decision and policy makers 
are well advised to go to places where people 
“don’t know any better” and “innovate any-
way”, such as the blogosphere and other 
amateur sites. This could give guidelines as 
to how laws should be drafted or technology 
and business models be developed. 

Giorgio Assuma maintained that also in the 
age of digital distribution, artists need to rely 
on collecting societies. Without them, it 
would be impossible to efficiently manage 
and protect digital rights. He pointed out that 
this could be done in a more transparent way, 
due to technological developments. 

As a representative of a major record label, 
Barney Wragg expressed some annoyance 
about constant accusations from certain 
stakeholders in the digital economy. Rather 
than hindering market developments, record 
labels are actively promoting them with new 
business models – for example made-for-
mobile content, portable subscriptions, li-
censed P2P networks as well as on-demand 
services based on advertising revenue. Virtu-

ally every major label has built up its own 
digital label, releasing songs via the Internet 
rather than on CDs. 

According to Wragg, his label has two main 
objectives: One was to offer many profitable 
services, the other was the protection of art-
ists’ intellectual rights. Limiting factors for 
the success of digital distribution are lack of 
DRM interoperability as well as inflated 
financial expectations from participants 
along the value chain, especially on the side 
of mobile operators. 

Sarah Deutsch praised the importance of the 
Digital Millennium Copyright Act (DMCA) 
and the WIPO (World Intellectual Property 
Organization) treaties for digital content pro-
duction and distribution.  

With communication providers trying to 
move up the value chain, content is of utmost 
importance for Verizon. The company’s on-
demand video offering, FiOS, delivers con-
tent encrypted end-to-end, in order to curb 
infringement. 

When infringement is detected within Veri-
zon’s network, the company sends a warning 
note to the offending user. Content providers 
(e.g. Disney) are not notified about this act, 
as a measure to safeguard customers’ pri-
vacy. Only in case of continued violation of 
copyright law the user faces contract termi-
nation. 

However, it is only a matter of time until 
consumers “wake up” to the limits of DRM. 
This means that all companies on the digital 
economy’s supply side have a considerable 
responsibility to balance user interests and 
the protection of intellectual property. 

For example, customers might experience 
frustrations caused by DRM when they mi-
grate to a new mobile phone. Verizon made 
the effort to educate its customers that no 
songs would be lost if they backup their li-
censes. Deutsch called for standardization of 
DRM systems and expressed the hope that 
non-interoperable DRM systems might one 
day be referred to “that recent unpleasant-
ness”. 
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Bottom line 
The Conference helped to address frictions, 
discuss possible solutions and also prepare 
for future developments of a dynamic digital 
economy. Attitudes towards DRM as an effi-
cient means to protect digital content vary 
significantly. While major content providers 
tend to stress the importance of deploying 
such technical protection measures, smaller 

stakeholders and activist groups point out 
risks and obvious challenges. It would have 
been interesting to also hear a representative 
from one of the major consumer electronics 
manufacturers or technology providers, such 
as Apple, Sony and Microsoft, who are often 
blamed for not engaging in the deployment 
of interoperable DRM standards. 
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Abstract: The study privacy4DRM reviewed here offers on the one hand a noteworthy contribu-
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Introduction 
The German Ministry for Education and 
Research (BMBF) established a line of re-
search funding called “Innovation and tech-
nology analysis” (ITA). The publication re-
viewed here is the outcome of such a spon-
sored project on DRM (cf. ITA-BMBF). 
Project partners were the Fraunhofer Institute 
for Digital Media Technology (IDMT), a 
data protection agency (Unabhängiges Lan-
deszentrum für Datenschutz Schleswig-
Holstein), and a university (Technical Uni-
versity Ilmenau). The title privacy4DRM tells 
about the main focus of the project: to inves-
tigate privacy with respect to existing e-

commerce platforms relying on DRM sys-
tems. The cases analysed are: 

► Apple’s iTunes (Fairplay),  
► T-Online’s Musicload (Windows Media 

Rights Manager - WMRM), 
► Sony’s Connect-Europe (OpenMG), 
► Bevision-Shops (based on the PotatoSys-

tem), and  
► Adobe’s Digital Media Store (PDF).  
In addition to the techno-legal privacy analy-
sis performed, the study also attempts to 
provide a broader explanation why the domi-
nant business model in online music markets 
based on strong DRM does not work.  
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In the following the review will present first 
the structure of the study, second the main 
findings of the privacy analysis, and third the 
main arguments of the more general reason-
ing. Finally we will discuss the findings. As 
the study (Bizer et al. 2005) is in German, I 
will also draw on two related articles in Eng-
lish (published in the Axmedis proceedings: 
Grimm 2005, and Will 2005). A short article 
by Bizer et al. (2006), which resumes the 
study in 6 pages, has also been considered 
for this review. 

Overview of the study 
Chapter 1, the introduction, explains the ob-
jective of the study: to come up with a cata-
logue of criteria for user-friendly and pri-
vacy-conforming DRMS, to be applicable 
not only to the music market, but also to 
other markets like the educational market. In 
the introduction you also find an outline of 
the legal framework of privacy and copy-
right.  

Chapter 2 on “methodology” sets out the 
legal, economic and technical criteria to be 
applied, and sketches how the interdiscipli-
nary analysis was performed. On the one 
hand data flows and traces were tracked 
down and checked if they conform with the 
criteria of privacy. On the other hand the 
economic analysis of the download platforms 
addressed the value propositions for consum-
ers, the revenue and business models of the 
content providers, and transaction costs from 
both points of view, the consumers’ and the 
businesses’.  

Chapter three to seven describe the 5 services 
chosen (see above) and present the findings 
of the different analyses one by one. Chapter 
8 gives an overview of these findings. 

Chapter 9 called “mission” contains what 
might be better termed “conclusions”, as the 
findings are discussed here at a general level 
addressing policy issues, and proposing more 
consumer orientation and more user-oriented 
DRM systems design.  

The last chapter is titled “recommendations 
for action”. The first part of this chapter dis-
cusses if and how the results derived from 
the music market can be applied to the areas 
of education, learning, and research. While 

the same rules may apply for e-learning ma-
terials such as books, music, and video, in-
teractive learning tools clearly need different 
types of access and usage control comparable 
to those for computer games and interactive 
software (Bizer et al. 2005, p. 204f).  

The second part of chapter 10 comes up with 
six topics deserving further research: (1) new 
distribution models and new services are still 
lacking appropriate protocols and infrastruc-
ture concepts; (2) new distribution models 
for digital libraries, educational publishing, 
and research publications are particularly 
challenging in this respect; (3) economic 
research on incentive models for new distri-
bution models is needed; (4) comprehensive 
risk management of DRM-systems is still 
lacking; (5) it is still an open question how to 
implement pseudonymity concepts in DRM 
systems and how to legally frame them, and 
finally (6) the idea of “privacy labels” (Dat-
enschutzgütesiegel) is put forward.  

DRM and privacy 
The most innovative aspect of the study is in 
my view its scrutiny of data flows taking 
place and data traces being produced when 
using DRM systems. In order to analyze 
DRM systems, the authors use a privacy 
model which is in line with the European 
data protection directive (EU 1995; Grimm 
2005, p.108) and also conforms with corre-
sponding national regulations. The result of 
this analysis is that state-of-the-art DRM 
systems “collect more personal data from 
their customers than necessary to fulfil the 
purchase service. There are many hidden 
interfaces, both by encoding personal data 
within the products, and by linking click-
stream data with contractual data” (Grimm 
2005, p. 112).  

Even if knowledge about customers may be 
used exclusively to improve the service, the 
fact that e-content providers hide their ac-
tions to consumers, shows a lack of trust, 
which in turn leads to a lack of trust on the 
consumers’ side when they become aware of 
this. A particularly disturbing finding is the 
encoding of personal data within digital 
products. This action is again intransparent to 
the customers. In other words, forensic 
DRM, meant to trace illegal behaviour, is 
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added to the DRM system. As the authors put 
it: “… most shop systems which use DRM, 
do not trust the built-in mechanisms of DRM 
to enforce the usage rules in the end-user 
devices. Therefore they use the trace method 
as a second line of defense. They collect data 
to identify users, not only for business pur-
poses, but also to link products to their buy-
ers in order to identify the origin of products 
in illegal environments.” (Grimm 2005, p. 
108; Bizer et al. 2005, p. 198). The good 
news if you like: there was no proof that the 
investigated systems collect data about indi-
vidual usage patterns. If this were the case it 
would clearly violate existing privacy legis-
lation (Bizer et al. 2005, pp. 183, 192).  

A pro-active, transparent policy by the con-
tent providers involving the consumers could 
alleviate the situation to a certain extent. The 
situation could be further improved by im-
plementing pseudonymity options, as many 
marketing purposes don’t require information 
about the persons using a service (Bizer et al. 
2005, p. 200). A third measure proposed to 
increase trust are “privacy labels” guarantee-
ing that the DRMS is respecting privacy. 
This approach might be highly interesting for 
those in favour of conformance testing like 
the Transatlantic Consumer Dialog (cf. their 
DRM declaration with respect to privacy; 
TACD 2005). 

Assessing “state-of-the-art” DRM 
systems  
As stated above the study also aims to assess 
what they call “state-of-the-art” DRM sys-
tems in the context of music markets. I will 
try to boil down their reasoning to 10 points. 

1. No doubt, a balance is needed between the 
right of creators to obtain remuneration for 
their creative work, and the interests of end-
users and the public.  

2. In the currently dominating business 
model content is to be sold analogue to 
physical goods, i.e. as a digital object. DRM 
is meant to enable the old business model by 
protecting the digital object.  

3. In order to achieve this, “classical” DRM 
couples content, client, and device (Bizer et 
al. 2005, p. 181). To get access to purchased 
content, the end-user now has to legitimize 

himself or herself to the digital object. Fur-
thermore DRM systems add data collection 
to copy protection. On top, as a second line 
of defense, forensic DRM using personal 
data is added to strong copy protection (p. 
188, 191). As an important aside the authors 
argue, that assuming personalisation of con-
tent (forensic DRM) is already a matter of 
fact, the request of content providers to get a 
right to get personal information from the 
ISP appears excessive and unnecessary (p. 
182). 

4. The way DRM systems are designed and 
implemented is contrary to a basic principle 
of IT-security, namely that the party inter-
ested in the protection must have the means 
to enforce the protection. This is difficult in 
the case of DRM systems, because the 
mechanisms to enforce the protection are 
located on the end-user’s side. Ultimately he 
or she is sovereign of the computing device 
(p. 17). Cooperation can not be expected and 
circumvention is a reality – in particular if 
the value proposition for end-users is poor.  

5. The lack of acceptability of protected con-
tent is due to at least three shortcomings of 
current DRM systems:  

► (1) immature technology excluding even 
uses foreseen by the providers (e.g. play-
ing a CD at home and in the car; p 197f),  

► (2) DRM systems not respecting either 
fair use or allowing for the copyright ex-
ceptions granted by law (p.197), and  

► (3) non-interoperable technology putting 
the burden on the consumers having to 
implement and purchase multiple tools 
and devices to get what they want (p. 
197).  

6. The lack of acceptability of protected con-
tent is due also to a defective trust relation-
ship between business and consumers. Fo-
rensic DRM, when performed in an intrans-
parent way, and anti-piracy campaigns 
criminalizing customers undermine trust.  

7. The authors assert that existing music 
download platforms using DRM-systems are 
in reality not a success (p. 193-195) – not 
even iTunes.  
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8. Consumers are supposed to decide 
whether to purchase legal content on the 
basis of an transaction cost calculus. “The 
customer is willing to pay for the avoidance 
of expected transaction costs when 
downloading illegally. He is not willing to 
pay for the usage of the data” (Will 2005, p. 
99).  

9. Within the current paradigm the situation 
can be improved, if DRM systems are de-
signed conforming to privacy principles, with 
increased end-user involvement, more user-
friendly design, and with greater interopera-
bility.  

10. However this cure might not be enough 
and alternative business models and revenue 
models need to be developed, focussing on 
services. People would be willing to pay for 
added value (recommendations, preview 
etc.). Users might also accept collection of 
personal data if they get in turn more indi-
vidualised services. Content providers should 
actively involve end-users providing them 
with more options and choice what usage 
rights to obtain. Under these conditions, new 
services based on “user-oriented DRM” (p. 
199) are more likely to be accepted.  

Discussion 
While old DRM seems to be the illness it 
purports to cure (adapted from Karl Krauss, 
the Austrian writer’s famous sentence about 
psychoanalysis), new user-oriented DRM 
seems the healthy way out. By and large I 
share the reasoning presented, and indeed 
INDICARE has always pointed to the short-
comings of the old business model and the 
potential of new business models (cf. e.g. 
INDICARE 2004). However I would like to 
add six remarks to enrich the picture drawn 
by the authors.  

1. With respect to transparency and user in-
volvement requested, when it comes to data 
collection and privacy, I would go even fur-
ther and stress the potential of combining 
DRM and PET (privacy enhancing technol-
ogy) as Korba and Kenny (2002) have done 
in their seminal paper “Towards meeting the 
privacy challenge: Adapting DRM” (cf. also 
Tóth’s introduction to Privacy Rights Man-

agement (PRM) in the INDICARE Monitor 
2004). 

2. I would not underline that legal download 
platforms can’t be a commercial success. 
Although the IFPI:06 Digital Media Report’s 
message “legal online buying is catching up 
with illegal file-sharing” contains a consider-
able portion of wishful thinking, the strategy 
of the music industry combining law suits 
against P2P file sharing services, legal ac-
tions against individual uploaders (ca. 20.000 
in 2005, cf. IFPI 2006, p. 18), threatening 
campaigns, deteriorating quality of content 
on filesharing servers, and improving their 
own offerings in terms of scope and interop-
erability should not be underestimated. There 
is no a priori that the big players of the mu-
sic industry must fail.  

3. I can imagine new service oriented offer-
ings ruled by somehow transparent DRM. I 
can also see that these might be perceived as 
a “fair deal”, thus increasing the acceptance 
of those services. But would this change the 
basic flaw of DRM as pointed out by the 
authors themselves, namely that DRM sys-
tems are not in line IT-security principles 
(see point 4 above)?  

4. While I see the potential of new business 
strategies where you pay for added-value and 
not for content, I doubt if this model does 
justice to creators, and I am afraid that this 
approach might also help to erode the foun-
dations of copyright and creative works.  

5. An important reason why consumers be-
have illegally and why people feel so uncom-
fortable with DRM is not mentioned. Restric-
tions imposed by DRM violate the consum-
ers’ sense of ownership. The intuitive under-
standing of “property” is linked to ideas such 
as long term possession, unlimited use and 
the right to resell. Remember Thomas “If 
men define situations as real, they are real in 
their consequences” (the so called Thomas 
theorem). The fact that property rights with 
respect to digital goods imply a change from 
ownership to rights of disposal (licensing) is 
obscured even by the content industries 
themselves - still suggesting that you buy 
music when you pay for it. This argument 
has been elaborated in an INDICARE Moni-
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tor article about the mind-set of pirates 
(Böhle 2005).  

6. The authors introduce type of homo 
oeconomicus who calculates transaction costs 
when looking for content (see point 8 above). 
This argument has to be differentiated based 
on the previous remark, and furthermore 
because empirical research tells us that con-
sumers are willing to pay for content itself if 
the payment (or a considerable share of it) 
goes to the creators themselves (cf. Madden 
2004; see also Regner and Barria 2005). 
Consumer behaviour is obviously more 
value-oriented than expected. You may play 
the David-Goliath-game, while at the same 
time respecting creators. Research into piracy 
(see point above) also indicates that the so-

cial reputation to be gained from savvy 
filesharing within groups is rather important.  

Bottom line 
The most innovative aspect of the study is in 
my view its scrutiny of data flows taking 
place and data traces being produced when 
using DRM systems, combined with concrete 
ideas on how to improve the situation: by 
transparency, pseudonymity options, and 
“privacy labels”. The general reasoning on 
DRM has very strong points like the contra-
diction between DRM systems and IT-
security. Consumer behaviour, however, 
seems to be modelled in a too abstract fash-
ion disregarding social factors.   
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designed to meet their requirements and expectations, not simply to defend the existing busi-
ness models of today’s media and technology businesses. 
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Introduction 
We must seek out a new approach to manag-
ing trust on the network.  

To date, our halting attempts at cobbling 
together a “digital rights management” solu-
tion have been at best unconvincing, at worst 
completely inept – because they have been 
exclusively focused on protection of intellec-
tual property rights, and have approached the 
issue in a very limited way. What we now 
call “DRM” needs to evolve into something 
which perhaps we will come to call “Digital 
Policy Management” – a new technical ap-
proach to managing trust on the network.  

Some of the policies we want to manage in 
this way may indeed be rooted in intellectual 
property rights protection. But others will 
stem from personal or corporate policies (like 
privacy and confidentiality); yet others may 
come from interpretation of the legal code. 
Effective protection of intellectual property – 
in a manner that is acceptable to consumers – 
should be a side effect of this new “Digital 

Policy Management” approach to managing 
trust, not the main event. 

Building a framework for network 
citizenship 
The challenge of maintaining a framework 
for protection of intellectual property on the 
network is closely related to many other 
challenges which are facing us on the net-
work. Despite the best efforts of both law-
makers and of those who would enforce the 
law, users bent on using the internet with 
felonious intent persistently stay one step 
ahead. Fraud is rife, and fraudulent emails 
become ever more sophisticated. Attempted 
extortion based on denial of service attacks 
has recently been exemplified by the attack 
on “Million Dollar Homepage” (cf. Gon-
salves 2006). Although the recent attack of 
the Kama Sutra virus may not have been as 
disastrous as predicted (BBC 2006), viruses 
and spyware continue to proliferate through-
out the network. And spam, while perhaps 
exemplary of a rather different level of mal-
feasance, creates a problem for every user of 
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the network that is – in its totality – im-
mensely costly.  

At first sight, these “network citizenship” 
issues may appear to have little link with 
intellectual property and digital rights man-
agement, but the problem in all these cases is 
one of trust and trusted identity. 

Our response to the attack on trust on the 
network has been somewhat feeble. Trust 
circles, like those based on “friend of a 
friend” (cf. sources) linking of personal web 
pages – or more business oriented ap-
proaches like LinkedIn (cf. sources) – un-
doubtedly have a role to play; but they don’t 
deal with the problem of the outside world, 
with the fact the Internet is (as I have re-
cently seen it described; Becker 2006) a 
“world of strangers” – nor with the reality 
that those strangers are not universally be-
nign. To move beyond this world of strang-
ers, we need to move from concepts like trust 
circles to more robust mechanisms that allow 
us to truly trust one another’s assertion of 
identity and to grant appropriate permissions 
to those that we do trust. 

Renewing trust on the Internet 
In a recent article (Talbot 2005), David Clark 
of MIT, an Internet pioneer, is quoted as 
saying: “We might just be at the point where 
the utility of the Internet stalls – and perhaps 
turns downward” – because of the growing 
loss of trust. The economic and social impli-
cations of a widespread loss of trust in the 
network are incalculable; it is now integrated 
into our lives at a very deep level.  

In a similar vein, Vint Cerf, one of the 
“founding fathers” of the Internet, and now 
Google’s “chief internet evangelist” was 
recently quoted (Talbot 2006) as saying: “I 
believe the potential growth of the Internet 
will be limited if we allow invasive badware 
and spyware to continue to fester without 
strong action. All consumers must be in con-
trol of their experiences when they browse 
the Internet and the mass proliferation of 
badware threatens this control. We cannot 
allow that to continue…. The providers of 
Internet services and software simply must 
get this problem under control.”  

You do not necessarily need to share the 
view that we urgently need a complete re-
engineering of the fundamental architecture 
of the Internet to recognise that there is real 
enough problem to address. Nor is it neces-
sary to accept uncritically the architecture 
proposed by the Trusted Computing Group 
(TCG; cf. sources), which appears to run the 
risk of putting an excessive amount of power 
into the hands of a small number of technol-
ogy companies. In the circumstance, the 
words “trust”, “trusted” and “trustworthy” 
can all become a little slippery.  

No one will easily be brought to trust tech-
nology solutions which threaten “lock in” to 
particular providers of technology, and to 
hand power to a technocracy. 

Avoidance of lock in is dependent on inter-
operability and low switching costs, some-
thing that the TCG proposals could impose 
considerable limitations on. Interoperability 
is therefore the key challenge – and interop-
erability will depend on the availability “pol-
icy metadata”: clear, unambiguous and stan-
dardised ways of expressing policies – in 
many ways, building this layer of policy data 
is a much more significant task than enforc-
ing the policies. 

Indeed, the ability to express the policies in a 
standard, interoperable way provides us indi-
vidually with options – options as to whether 
policies are to be enforced through technol-
ogy (in the context of intellectual property, 
think “DRM”) or through a combination of 
trust, good will and the law (think “Creative 
Commons”). 

Of course, there is potential downside to the 
interpretation of essentially uncertain legal 
concepts into the certainty of machine-
interpretable code. It becomes necessary to 
hard code concepts of “reasonableness” and 
“proportionality”, things that are by their 
nature contextual. This inevitably creates a 
challenge in areas like exceptions to copy-
right; but we should face up to those chal-
lenges rather than simply spike them as “too 
difficult”.  

Maintaining the balance 
We do well to remember that copyright was 
established for the good of society: “To pro-
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mote the progress of science and useful arts, 
by securing for limited times to authors and 
inventors the exclusive right to their respec-
tive writings and discoveries” (US Constitu-
tion). Technology should no more be used to 
extend the intended scope of copyright pro-
tection than it should be used to destroy its 
central purpose. 

There can be few who still doubt that the 
internet will prove to be a hugely disruptive 
technology for the copyright industries, just 
as it proving hugely disruptive for other sec-
tors. However, before deciding that we want 
to dispose of the entire structure of intellec-
tual property, we should be sure that we have 
fully considered the consequences.  

Ultimately, effective management and pro-
tection of intellectual property on the net-
work will only be possible within a frame-

work of trusted (and trustworthy) network 
computing. However, the primary motivation 
for the implementation of such a framework 
will not be the protection of the current busi-
ness models of the media and technology 
industries (who have not always acted in 
ways guaranteed to make themselves popular 
with consumers). 

Consumers will welcome the introduction of 
digital policy management technology – in-
cluding management of “digital rights” – 
only if it also offers a solution to their under-
lying security and identity problems and 
contributes to the maintenance of civil soci-
ety on the network, with all the complex 
checks and balances that this implies. This 
will not easily be achieved, but that does not 
mean that it is not worth the effort. 
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Introduction 
First things first. No, trusted computing (TC) 
is not the same as digital rights management 
(DRM). DRM technology has been built, and 
will be built in the future, entirely without 
relying on TC support. And yes, DRM can be 
based on TC technology, as Chinese PC 
maker Lenovo has just demonstrated (cf. 
Dornan 2006). 

According to Information Week, Lenovo’s 
latest ThinkPad model uses a fingerprint 
sensor in combination with a trusted platform 
module chip (TPM) and software support 
from Microsoft and Adobe for controlling 
access to, and distribution of, PDF docu-
ments (Dornan 2006). Lenovo’s DRM ap-
proach ties biometrics, content (i.e., docu-
ments), and TPM support, in order to enforce 
usage rights and monitor actual use of the 
content. Accessing a “controlled” PDF 
document first requires authentication 
through fingerprint identification; without 
authentication, access is denied. The creator 
of the document is the one who determines 
who subsequently may access the PDF. The 
Lenovo system is also prepared to track acts 
of accessing and reading the document, and 
reporting this information. Whether the TPM 
plays a key role in the scenario is unclear as 
of now. 

Depending on your standpoint, Lenovo’s 
innovation may be “particularly frightening” 
(Dornan 2006) or a good thing. And that 
exemplifies the crux of trusted computing in 
general: What is good use or evil use de-
pends on purpose and positioning. In itself, 

trusted computing is merely a tool, as re-
cently pointed out by Linux kernel developer 
Alan Cox: “There’s a lot of political debate, 
that it’s really evil or good. But it’s only a 
tool” (Marson 2006). Those who use this tool 
with intention will decide on its meaning.  

Although TC technology has primarily been 
propagated for security improvement of net-
worked end systems, multiple observers were 
quick to point out that some of its basic fea-
tures were similar to mechanisms that allow 
supporting DRM. In some extreme cases, TC 
has literally been equated with DRM; this is, 
as a thinly veiled attempt to introduce ubiqui-
tous control mechanisms on formerly open 
PC architectures. 

As a tool for making the behaviour of com-
puter systems more predictable, by enforcing 
rules on users and processes (i.e., mandatory 
access control), trusted computing creates 
ample opportunity for ruling out undesirable 
effects of software – and software users. At 
the same time it empowers parties controlling 
access to the rule-making process to forcing 
users to comply with their private interests, 
and to cut out competitors, when attempting 
to access, and use, system resources. 
Whether any such attempt will be successful 
in the long run is contingent on economical 
and political factors as well.  

As the latest Sony-BMG debacle with the 
XCP and MediaMax copy protection soft-
ware has shown, misjudgements of consumer 
expectations can easily lead to costly back-
lashes, and even to legal and legislative ac-
tion (Helberger 2006; Leyden 2006; and see 
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the documentation at Groklaw 2006). Hence, 
the price of using digital rights management - 
be it based on trusted computing technology 
or not - may be higher than the price of fore-
going access control in the first place. And as 
David Pakman, CEO of eMusic.com, empha-
sised, the logic of DRM is not necessarily 
good business logic, too: “If it were possible 
to demonstrate that non-DRM’ed music en-
courages more sales, wouldn’t it make sense 
for the industry to offer portions of its cata-
log as unrestricted MP3 files? It seems like 
bad business to bind every category of cus-
tomer and every category of product with the 
same sales offering” (Pakman 2005). 

While TC technology may be helpful in 
“hardening” DRM systems, it is in no way 
helpful for selling music beyond demand. 
And if systems are almost impossible to 
crack, and that it is what TC promises to do, 
governments are highly concerned (Stone-
Lee 2006). And from a content-owners point 
of view, trusted systems built on TC technol-
ogy, in fact may well turn out as a nightmare. 
A network of trusted systems could be used 
to establish a technically impenetrable file 
sharing community, a TC-protected darknet 
(for darknets see Biddle et al. 2003). 

So when discussing the relationship between 
DRM and trusted computing, one has to keep 
in mind that not everything that is techno-
logically feasible is economically viable or 
politically acceptable at the same time.  

This article discusses in short the relationship 
between DRM and trusted computing, and 
what makes TC technology useful for im-
plementing DRM. For practical reasons, it is 
not possible here to delve into details of TC 
technology. Instead, the interested reader is 
referred to (Pearson et al. 2003; Smith 2005). 

“Trusted computing is DRM”:  
Dispelling a myth 
Learning some facts about the history of 
trusted computing and DRM might be help-
ful in distinguishing the relative merits of 
either concept. 

Historically, trusted computing has its roots 
in the concept of trusted systems (Kuhlmann 
and Gehring 2003). Trusted systems are nei-
ther new nor invented by the Trusted Com-

puting Group (TCG), the body behind the 
most important TC architecture. Actually, 
research on trusted systems dates back to the 
1960s. Efforts were driven by government 
and military needs for effective protection of 
information in the cold war era. Two re-
search approaches proved particularly influ-
ential: 

► The reference monitor (RM) concept 
introduced in 1973 by James Anderson 
(Anderson 2001, p.140); and 

► The Bell–LaPadula (BLP) model as in-
troduced in the same year by D. Elliott 
Bell and Leonard J. LaPadula (Ander-
son, Stajano and Lee 2001, p.189). 

While Anderson’s reference monitor has 
been conceived as a proposal for governmen-
tal establishments, BLP was developed for a 
military environment with well-defined secu-
rity requirements. 

BLP was primarily designed to deal with 
restricting the information flow between 
formally distinguished security levels and 
compartments. The RM concept, on the other 
hand, models a system architecture suitable 
to enforce arbitrary access control policies. It 
can be regarded as a container to be filled 
with a rule set of choice. As such it is pretty 
generic and flexible - “an abstract machine 
that mediates all accesses to objects by sub-
jects” (Bishop 2003, p.502).  

Once filled with an access control policy, i.e. 
specific rules for access control, a reference 
monitor will enforce that policy. A validated, 
tamper-resistant implementation of a RM 
forms the policy-core of a trusted system, its 
so called trusted computing base (TCB), and 
“consists of all protection mechanisms within 
a computer system - including hardware, 
firmware, and software - that are responsible 
for enforcing a security policy” (Bishop 
2003, p.502).  

Note the interplay of “hardware, firmware, 
and software” making the trusted system 
work. One important but often overlooked 
property of the trusted system concept is its 
policy-neutrality; it was not designed as a 
DRM concept (see below). In practice, how-
ever, concrete trusted systems will enforce 
specific policies. It depends on all three fac-
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tors –“hardware, firmware, and software” – 
which access control rules will be enforced. 
In other words, hardware vendor, firmware 
vendor, and those who provide and configure 
the system’s software stock, will set the 
rules. Conceptually, trusted systems are as 
able to enforce DRM policies as they are to 
enforce “mandatory open-access” (think of a 
system that refuses to create files with access 
control attributes). 

TCG (former TCPA) and trusted systems 
Founded in 1999 by Compaq, HP, IBM, In-
tel, and Microsoft, the Trusted Platform 
Computing Alliance (TCPA) was relaunched 
in 2003 as the Trusted Computing Group 
(TCG). As of January 2006, the TCG had 
more than 120 members.  

The TCG’s mission is to “develop and pro-
mote open, vendor-neutral, industry standard 
specifications for trusted computing building 
blocks and software interfaces across multi-
ple platforms” (Trusted Computing Group 
2006). It does not provide hardware or oper-
ating system software. 

TCG specifications exist so far for: 

► Infrastructure Specifications 
► PC Client Specifications 
► Trusted Platform Module (TPM) Specifi-

cations 
► Trusted Network Connect (TNC) Speci-

fications 
► TPM Software Stack (TSS) Specifica-

tions 
► Server Specific Specifications 

The one outstanding advantage the industry-
wide approach of the Trusted Computing 
Group has to offer for building trusted sys-
tems is that it standardises components. TC 
enables mass-production of hardware com-
ponents and reuse of software components, 
thus making it comparatively cheap to build 
trusted systems. 

From trusted systems to DRM 
Digital rights management (DRM) is a rela-
tively new development going back to the 
1990s. Mark Stefik, researcher at Xerox’s 
Palo Alto Research Center, promoted the 
idea of “usage rights management” (Stefik 

1996a, p.221) – a term much more appropri-
ate to describe what DRM does – for digi-
tally distributing intellectual property. He 
located the root of the problem of selling 
content in the architecture of modern per-
sonal computer systems: “Fortunately, com-
puters need not be blind instruments of copy-
right infringement. Properly designed digital 
systems can be more powerful and flexible 
instruments of trade in publications than any 
other medium. The seeming conflict between 
digital publishing and commerce is merely a 
consequence of the way computer systems 
have been designed to date.” To overcome 
this “design flaw,” he suggested using “tech-
niques for commerce in what we call digital 
property rights or usage rights…several 
kinds of rights besides copying” (Stefik 
1996a, p.221). That comes close to what 
DRM systems do today. 

What is a DRM system? 
Although, there is no single one definition 
for what constitutes a DRM system, the 
modern conception regards three elements as 
crucial (Rump 2003): 

► Technology; 
► Law; and 
► Business Model. 

The business model is this: keeping supply of 
certain binary data short and charging for 
metered access to this artificially “scarce 
resource”. Technology is applied to protect 
this business model for marketing binary data 
by controlling access to, and usage of, while 
legal protection for technological measures 
discourages circumventing technological 
barriers to otherwise free access to data. Due 
to very liberal laws, there is no need for the 
data to represent “works of authorship” under 
copyright protection, and it is not hard to find 
an old movie, the copyright of which has 
expired, to be nevertheless distributed on 
DVD with CSS copy-protection. 

The only perfect DRM system is one that can 
neither be broken nor avoided. And while 
this article focuses on the technology side, 
that statement refers to all three elements of 
DRM: If one of the three elements can be 
broken or avoided, the DRM system is 
doomed to fail. 
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Different approaches for implementing DRM 
have been broken and the content they 
guarded leaked onto the Internet. Thus, peo-
ple had alternative ways of access to content 
and could avoid using DRM systems. Legal 
threats were no real show-stopper (IFPI 
2006). 

What makes TC technology especially attrac-
tive for implementing DRM is their ability to 
enforce usage policies. Once their security 
conditions are broken, TC systems stop 
working. Since their security conditions are 
built as a “chain of trust” containing hard-
ware-locked keys and certificates from 
trusted third parties, they are hard to tamper 
with, at least much harder than software-only 
systems. Being able to rely on a trusted sys-
tem, it is a fairly simple thing to implement a 
hard-to-break “usage rights management” as 
the platform of choice for content owners. 

Coming DRM-enabled operating systems, 
such as Microsoft’s Windows Vista flavours, 
are aimed at providing “casual, honest users 
with guidelines for using and consuming 
content based on the usage rights that were 
acquired” (Dan Glickman, President of the 
Motion Picture Association of America, in 
BBC 2006). That is necessary, because 
“[w]ithout the use of DRMs, honest consum-
ers would have no guidelines and might 
eventually come to totally disregard copy-
right and therefore become a pirate” (ibid.). 
To reinforce the guidelines, trusted comput-
ing features are deployed (see the Lenovo 
example in the introduction), all the more 
appealing if components are cheap (see 
above). 

Selling copyright boxes 
Rather than modifying their age-old control-
based model of making money from copy-
righted works, the content industries pursued 
DRM as their one and only salvation from 
having to suffer “the fate of the buffalo” 
(Bronfman 2000, quoted in Fridman 2000). 

The idea of using concepts developed for 
trusted systems as blueprints for “usage 

rights management” systems was widely 
promoted by Stefik. He argued that “the first 
key to commerce in digital works is to use 
trusted systems” (Stefik 1996a, p.228) – and 
apparently he was quite persuasive. Turning 
general-purpose computers, or special-
purpose devices, into “vending machines” 
thus enabling potential customers “to order 
digital works any time of the day and get 
immediate delivery” (Stefik 1996a, p.228), 
sounded like a huge business opportunity. 
Transforming computers hitherto under the 
control of their users (often being their own-
ers, too) into “copyright boxes” (Stefik 1999, 
p.55) more like radios, TV-sets, and CD-
players – this idea really took off with con-
tent industries seeking to commercialise the 
internet after the ban on commercial activi-
ties was lifted in the middle of the 1990s. 

But a DRM system is almost useless, that is 
from a content owner’s perspective, until it is 
deployed broadly. Putting together cheap TC 
components with a market-dominating oper-
ating system “enriched” with DRM function-
ality is the most economic way to provide the 
majority of users with “copyright boxes.” 
Microsoft is doing just that (Microsoft 2006). 

Bottom line 
TC technology is neither necessary nor suffi-
cient to implement DRM but it can make 
implementing DRM easier and cheaper. TC 
components are tools – neither good nor bad. 
It’s the way the tools are used, the interplay 
of “hardware, firmware, and software,” that 
gives them meaning. And predictably, soft-
ware will have the biggest part in the play, 
defining most of the functionality. People are 
using trusted systems to do things. One way 
to use trusted systems is to build DRM sys-
tems. But there is no way to guarantee suc-
cess for DRM systems. DRM may well turn 
out to be “[m]edia companies’ next flop” 
(CNET 2006) if consumer expectations are 
not met. And consumers want to get what, 
when, where, and how, they like it, without 
the hassle of incompatible devices. Just like 
in the file sharing networks. 
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OpenTC – an open approach to trusted virtualization 
By: Dirk Kuhlmann, Hewlett Packard Laboratories, Bristol, UK 

Abstract: Due to the increasing complexity of IT systems, the mutual attestation of platform 
characteristics will become a necessity for proprietary as well as Open Source based systems. 
Trusted Computing platforms offer building blocks to achieve this goal. Their combination with 
non-proprietary virtualization technology can help to avoid much feared negative side-effects of 
Trusted Computing. It will permit to run locked-down execution environments in parallel with 
unconstrained ones, making it possible to support tight security requirements while maintaining 
user choice. An open approach to Trusted Computing is a prerequisite for future community 
based effort to describe and attest expected properties of software components in a trustworthy 
manner.  
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Introduction 
The advent of “Trusted Computing” (TC) 
technology as specified by the Trusted Com-
puting Group (cf. sources) has not met much 
enthusiasm by the Free/Open Source Soft-
ware (FOSS) and LINUX communities so 
far. Despite this fact, FOSS based systems 
have become the preferred vehicle for much 
of the academic and industrial research on 
Trusted Computing. In parallel, a lively pub-
lic discussion between proponents and critics 
of TC has dealt with the question whether the 
technology and concepts put forward by the 
TCG are compatible, complementary or po-
tentially detrimental to the prospects of open 
software development models and products.  

Common misconceptions of TC technology 
are that it implies or favours closed and pro-
prietary systems, reduces options of using 
arbitrary software, or remotely controls us-
ers’ computers. It has long been argued, 
though, that these and similar undesirable 
effects are by no means unavoidable, not 
least because the underlying technology is 
passive and neutral with regard to specific 
policies. The actual features displayed by TC 
equipped platforms will almost exclusively 
be determined by the design of operating 
systems and software running on top of it. 
With appropriate design, implementation and 
validation of trusted software components, 

and by using contractual models of negotiat-
ing policies, negative effects can be circum-
vented while improving the system’s trust 
and security properties. This is the intellec-
tual starting point of the EU-supported, col-
laborative OpenTC research and develop-
ment project (project Nr. 027635; cf. 
sources) that started in November 2006. 

Combining FOSS and TC technology 
OpenTC aims to demonstrate that a combina-
tion of TC technology and FOSS has several 
inherent advantages that are hard to meet by 
any proprietary approach. Enhanced security 
at the technical level tends to come at the 
expense of constraining user options, and the 
discursive nature of FOSS-development 
could help to find the right balance here. 
Trusted software components have to be 
protected from analysis during runtime, so it 
is highly desirable that their design is docu-
mented and that the source code is available 
to allow for inspection and validation. Fi-
nally, any attempts to introduce TC technol-
ogy are likely to fail without the buy-in of its 
intended users, and openness could prove to 
be the most important factor for user accep-
tance. 

OpenTC sets out to support cooperative secu-
rity models that can be based on platform 
properties without having to assume the iden-
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tifiability, personal accountability and repu-
tation of platform owners or users. For rea-
sons of privacy and efficiency, these models 
could be preferable to those assuming adver-
sarial behaviour from the outset. A policy 
model based on platform properties, how-
ever, requires reliable audit facilities and 
trustworthy reporting of platform states to 
both local users and remote peers. The secu-
rity architecture put forward by the TCG 
supplies these functions, including a stepwise 
verification of platform components with an 
integral, hardware-assisted auditing facility 
at its root. In OpenTC, this will be used as a 
basic building block. 

Trusted virtualization and protected 
execution environments 
The goal of the OpenTC architecture is to 
provide execution environments for whole 
instances of guest operating systems that 
communicate to the outside world through 
reference monitors guarding their informa-
tion flow properties. The monitors kick into 
action as soon as an OS instance is started. 
Typically, the policy enforced by it should be 
immutable during the lifetime of the in-
stance: it can neither be relaxed through ac-
tions initiated by the hosted OS nor overrid-
den by system management facilities. In the 
simplest case, this architecture will allow to 
run two independent OS instances with dif-
ferent grades of security lock-down on an 
end user system. Such a model with an un-
constrained “green” environment for web 
browsing, software download / installation 
and a tightly guarded “red” side for tax re-
cord, banking communications etc. has re-
cently been discussed by Carl Landwehr 
(2005). More complex configurations are 
possible and frequently needed in server 
scenarios. 

OpenTC is borrowing from research on 
trusted operating systems that goes back as 
far as 30 years. The underlying principles – 
isolation and information flow control – have 
been implemented by several security hard-
ened versions of Linux, and it has been dem-
onstrated that such systems can be integrated 
with Trusted Computing technology (see e.g. 
Maruyama et al. 2003). However, the size 
and complexity of these implementations is a 

serious challenge for any attempt to seriously 
evaluate their actual security properties. The 
limited size of developer communities, diffi-
culties of understanding and complexity of 
managing configurations and policies con-
tinue to be road blocks for deployment of 
trusted platforms and systems on a wider 
scale. 

Compared to full-blown operating systems, 
the tasks of virtualization layers tend to be 
simpler. This should allow OpenTC to reduce 
the size of the Trusted Computing Base. The 
architecture separates management and 
driver environments from the core system 
and hosted OS instances. They can either be 
hosted under stripped-down Linux instances, 
or they can run as generic tasks of the virtu-
alization engines. The policy enforced by the 
monitors is separated from decision and en-
forcement mechanisms. It is human readable 
and can therefore be subjected to prior nego-
tiations and explicit agreement.  

OpenTC chose (para-)virtualization as the 
underlying architecture for a trusted system 
architecture, which allows to run standard 
OS distributions and applications side by side 
with others that are locked down for specific 
purposes. This preempts a major concern 
raised with regard to Trusted Computing, 
namely, that TC excludes components not 
vetted for by third parties. The OpenTC ar-
chitecture allows to limit constraints to com-
ponents marked as security critical, while 
unconstrained components can run in paral-
lel. 

OpenTC builds on two virtualization engines: 
XEN and L4. Both are available under FOSS 
licenses and boosted by active developer and 
user communities. Currently, it is necessary 
to compile special versions of Linux that co-
operate with the underlying virtualization 
layer. However, the development teams will 
improve their architectures to support un-
modified, out-of-the-box distributions as 
well. This will be simplified by hardware 
support for virtualization as offered by 
AMD’s and INTEL’s new CPU generations. 
Prototypic results have shown that this hard-
ware support could also allow to host un-
modified operating systems other than Linux 
(see e.g. Shankland 2005). 
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From trusted to trustworthy computing 
TCG hardware provides basic mechanisms to 
record and report the startup and runtime 
state of a platform in an extremely com-
pressed, non-forgeable manner. It allows to 
create a digitally signed list of values that 
correspond to elements of the platform’s 
Trusted Computing Base. In theory, end us-
ers could personally validate each of these 
components, but this is not a practical option. 
End users may have to rely on other parties 
to evaluate and attest that a particular set of 
values corresponds to a system configuration 
with a desired behaviour. In this case, their 
reason to trust will ultimately stem from so-
cial trust he puts in statements from specific 
brands, certified public bodies, or peers 
groups. 

A much discussed dilemma arises if trusted 
components become mandatory prerequisites 
for consuming certain services. Even in case 
such components are suspicious to the end 
user, they might still be required by a pro-
vider. This problem is particularly pro-
nounced if named components come as bina-
ries only and do not allow for analysis. The 
recent history of DRM technology has shown 
that trojans can easily be inserted under the 
guise of legitimate policy enforcement mod-
ules. Clearly, a mechanism that enforces 
DRM on a specific piece of content acquired 
by a customer must not assume an implicit a 
permission to sift through the customer’s 
hard disk and report back on other content.  

This highlights an important requirement for 
components that deserve the label “trusted”: 
at least in principle, it should be possible to 
investigate their actual trustworthiness. A 
clearly stated description of function and 
expected behaviour should be an integral part 
of their distribution, and it should be possible 
to establish that they do not display behav-
iour other than that stated in their description 
– at compile time, runtime, or both. A so-
cially acceptable approach to Trusted Com-
puting will require transparency and open 
processes. In this respect, a FOSS based ap-
proach looks promising, as it might turn 
openness into a crucial competitive advan-
tage. 

The TCG specification is silent on proce-
dures or credentials required before a soft-
ware component can be called “trusted”. 
OpenTC works on the assumption that de-
fined methodologies, tools, and processes to 
describe goals and expected behaviour of 
software components are needed. This way, 
it will become possible to check whether 
their implementation reflects (and is con-
strained to) their description. Independent 
replication of tests may be required to arrive 
at a commonly accepted view of a compo-
nent’s trustworthiness which in turn requires 
accessibility of code, design, test plans and 
environments for the components under scru-
tiny.  

Trust, risk, and freedom 
Most of us have little choice but to trust IT 
systems where more and more things can go 
wrong, while our actual insight in what is 
actually happening on our machines gets 
smaller by the day. Users are facing a situa-
tion of having to bear full legal responsibility 
for actions initiated on or by their machines 
while lacking the knowledge, tools and sup-
port to keep these systems in a state fit for 
purpose. Due to the growing complexity of 
our technology, we will increasingly have to 
rely on technical mechanisms that help us to 
estimate the risk prior to entering IT based 
transactions. Enhanced protection, security 
and isolation features based on TCG technol-
ogy will become standard elements of pro-
prietary operating systems and software in 
due time.  

This evolution is largely independent of 
whether FOSS communities endorse or reject 
this technology. OpenTC assumes that mu-
tual attestation of the platforms’ “fitness for 
purpose” will become necessary for proprie-
tary systems as well as FOSS based ones. 
The absence of comparable protection 
mechanisms for non-proprietary operating or 
software systems will immediately create 
problems for important segments of profes-
sional Linux users. In fact, many commer-
cial, public or governmental entities have 
chosen non-proprietary software for reasons 
of transparency and security. These organiza-
tions tend to be subjected to stringent com-
pliance regulations requiring state-of-the-art 
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protection mechanisms. If FOSS based solu-
tions don’t support these mechanisms, the 
organizations could eventually be forced to 
replace their non-proprietary components 
with proprietary ones: a highly undesirable 
state of affairs that OpenTC might help to 
avoid. 

From this perspective, the current discussion 
about the next version of the GNU public 
license raises serious concerns. Some of the 
suggested changes could impact the possibil-
ity to combine Trusted Computing technol-
ogy and Free Software licensed under GPLv3 
- this refers to the GPLv3 Draft, status 2006-
02-07 16:50 (cf. sources). Section 3 of this 
draft concerns Digital Restrictions Manage-
ment, a term that has been used by Richard 
Stallman in discussions about Trusted Com-
puting. For example, the current draft ex-
cludes “modes of distribution that deny users 
that run covered works the full exercise of 
the legal rights granted by this License”. It is 
an open question whether this might apply to 
elements of a security architecture such as 
OpenTC. A Trusted Computing architecture 
does not constrain the freedom of copying, 
modifying and sharing works distributed 
under the GPL. However, it can constrain the 
option running modified code as a trusted 

component, since previously evaluated secu-
rity properties might have been affected by 
the modifications. Unless a re-evaluation is 
performed, the properties of modified ver-
sions can not be derived from the attestation 
of the original code; security assurances 
about the original code become invalid.  

This is by no means specific to the Trusted 
Computing approach; it also applies to com-
mercial Linux server distributions with pro-
tection profiles evaluated according to the 
Common Criteria. The source code for the 
distribution is available, but changing any of 
the evaluated components results in losing 
the certificate. Whether or not software is 
safe, secure, or trustworthy is independent of 
the question of how it is licensed and distrib-
uted. The option to choose between proprie-
tary and FOSS solutions is an important one 
and should be kept open. This is one of the 
reasons why several important industrial 
FOSS providers and contributors participate 
in OpenTC. The project aims at a practical 
demonstration that Trusted Computing tech-
nology and FOSS can complement each 
other. This is possible in the context of the 
current GPLv2. Whether it will be so under a 
new GPLv3 remains to be seen. 
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The role of Trusted Computing in Digital Rights  
Management within the OpenTC project  
By: Florian Schreiner, Michael Pramateftakis and Oliver Welter, Institute for Data Processing, 
Munich University of Technology, Munich, Germany  

Abstract: Much of the negative impression of DRM comes from the fact that current systems 
offer very little transparency and convenience to the user. Within the OpenTC project, we pur-
sue an approach for DRM towards the introduction of a standardised license-processing core 
that is open to the public and common to a variety of DRM-related applications. We hope that 
the trusted environment, in which the DRM core and applications are executed, together with 
the open architecture, will help to introduce clarity and convenience in the DRM process and 
thus give a positive spin to the topic. 

Keywords: technical analysis – DRMS, MPEG-21, OMA, trusted computing  

  

Introduction 
Digital Rights Management (DRM) systems 
govern the use of content by describing per-
user rights in machine-readable licences and 
enforcing them by using cryptographic 
methods. The public’s conception of the term 
“DRM” today does not extend beyond a 
copy-protection system of the content indus-
try. DRM systems are seen as means to just 
restrict copying and sharing of multimedia 
content and are thus viewed negatively.  

The OpenTC project will provide an open-
source framework for establishing trusted 
application environments on free operating 
systems like Linux. This approach plans to 
enforce integral trust and security of the sys-
tem, because the applications are caged in 
trusted environments, in which only certified, 
trustworthy applications are allowed to run. 
The system can detect malicious software 
like viruses and exploits and prevents their 
execution. Furthermore, OpenTC protects 
imperilled programs against external access, 
so that no program outside the environment 
may access security relevant data. The trust 
is rooted on a Trusted Platform Module 
(TPM), a hardware component that can se-
curely store cryptographic keys and ensure 
integrity of the system. 

We aim to use this concept for creating a 
DRM system which governs the use of all 
kinds of sensitive data, not just multimedia 
content. An example for alternative uses of 
DRM is the medical sector, where patient 
records and related information have to be 

protected against unauthorised access. With-
out a trusted environment, attackers may 
enter a computer system e.g. by using a virus 
or exploiting a security vulnerability to ob-
tain unauthorised access to stored informa-
tion, including sensitive data. In a trusted 
system, sensitive information is protected by 
encryption. The corresponding keys are 
stored within the TPM and are bound to a 
specific platform state (This procedure is 
called “sealing” in the Trusted Computing 
Group nomenclature). Rogue software is 
never allowed to be executed in a trusted 
system and even if it were, it would alter the 
platform’s state, thus disabling access to the 
“sealed” keys.  

A trusted infrastructure on an open-source 
system may open the door for devising DRM 
systems providing two primary advantages: 
Transparency and interoperability. By intro-
ducing an open DRM core that is common to 
all applications, the DRM procedure be-
comes more transparent. This is in strong 
contrast to the current situation, where secu-
rity is mainly based on obscurity, i.e. on 
keeping the function of the DRM system 
itself secret. This leads to proprietary appli-
cations to handle protected content and as a 
direct consequence thereof those applications 
preclude interoperability. Accordingly, many 
different systems and applications exist for 
performing the same task, each one having 
its own ways for managing content and li-
censes. In contrary to that, an open architec-
ture facilitates interoperability, because the 
DRM core uses standardised technology for 
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license management. Various elements of the 
MPEG-21 standard will be used to accom-
plish this mission. Internally, the DRM core 
works with MPEG-21, so whenever licenses 
from external licensing domains are intro-
duced to the system, e.g. licenses issued by 
OMA DRM or Windows Media DRM, the 
DRM core translates them into an equivalent 
MPEG format so it can manage them. Such 
translations, although technically feasible, 
are facing trust problems. Since licenses are 
signed by the content owners or rights hold-
ers, a translated license must also be signed 
by a trustworthy entity. Such a signature is 
only possible when a trusted environment is 
present, like the one provided by OpenTC. 
The trusted environment is also beneficial in 
cases where content reencryption is needed. 
MPEG-21 Rights Expression Language 
(MPEG REL) is a language versatile enough 
to accommodate functionality from various 
other rights expression languages. Thus, 
translations to and from other languages are 
possible, as long as they are based on the 
same principles. Such translations are needed 
when content needs to be transferred to ex-
ternal devices for rendering. The procedure 
can be made transparent to the user, who 
does not have to deal with trust issues, as 
they are automatically taken care of by the 
DRM core. 

A concept for an interoperable  
DRM system  
Our concept is based on several services that 
we can expect from the OpenTC infrastruc-
ture: The TPM-Chip is the root of trust in the 
system and is used by OpenTC for building 
up a trusted environment for applications. 
Only certified applications are allowed to run 
in such a context and they can rely on the 
fact that the underlying operating system 
with its modules and drivers are trusted, too. 
We assume that all data within the secure 
environment is protected against attacks, so 
no special care or encryption in the user layer 
is necessary any more. The distributor of the 
operating system decides which program is 
secure and which not, and provides relevant 
certificates. These certificates may also con-
tain information about the capabilities of the 
application or the level of security it needs to 
perform particular actions. Depending on this 

information, OpenTC can restrict access to 
sensitive information or specific hardware 
components of the system. Thus, uncertified 
applications, including viruses, manipulated 
hardware drivers and other malicious code 
cannot start in a secure environment. This 
protection is transparent to the user, as the 
OpenTC infrastructure takes care of it in the 
background without the need for user inter-
vention. 

The diagram next page shows our currently 
planned architecture with the above envi-
ronment in mind: 

The central component of the system is the 
DRM-Core. Its tasks are to offer several ser-
vices to the application layer regarding inter-
pretation of licenses, as well as to provide the 
central key store for protected content. As it 
is a component used by several applications, 
it is placed within the OpenTC infrastructure. 
That way, it can be certified along with the 
system and be trusted by all applications. The 
Core consists of three basic parts: The li-
cense parser, the translation manager and the 
key store. 

License Parser  
The License Parser offers services regarding 
verification and interpretation of licenses. 
These services are central to any DRM proc-
ess and are accessed from the outside by an 
API, which includes all functions that are 
necessary for an application to access a pro-
tected file. A player application can be any 
program that can be executed in a trusted 
environment and that is able to render con-
tent. It has to be compatible to the DRM-
System to know the API of the core and how 
to handle content. Such a player application 
can directly access the DRM-Core via the 
API to request access to protected content. 
The player has to provide its license, so the 
core can decide if the user has permission to 
access the data. If access is granted, the core 
returns the content key from the key store 
and the player can render the content.  Leg-
acy players, which cannot access the API 
directly, are also supported by our architec-
ture. Players of that kind are not aware of the 
DRM-Core, but are favoured by users for 
whatever reason. These cases are handled by 
an IO-Socket interface, which handles the 
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license authentication and interpretation 
transparently to the application. For the 
player, the whole process is similar to a nor-
mal file access. The player only has to sup-
port the content’s type and be connected to 
the IO-Socket through a plug-in. The player 
receives the unprotected content from the 
socket and can render it. The IO-socket in 
this case converts and forwards requests 

through the API to the DRM-Core. Since all 
applications, including the legacy ones, run 
in the secured environment, handing out the 
content key or the decrypted content itself is 
no problem, since it is guaranteed that the 
applications will not misuse it. This is a great 
advantage of having a trusted computing 
base. 

 

 

License Translation Manager  
Internally, the core uses MPEG-21 as a DRM 
framework. MPEG-21 also provides facilities 
for identifying content. Unique identifiers are 
used by the core to relate content with li-
censes and keys in the key store. Whenever 
foreign content enters the system, i.e. content 
protected with a license in a language other 
than MPEG REL, the license translation sub-
system converts the external license to 
MPEG REL, so that it can be processed by 
the license parser. Since the core is trusted, 
the translation can also be trusted. The li-
cense translator uses an extensible architec-

ture which utilises plug-ins for different li-
cense formats. Our prototype will support at 
least OMA licenses, while other common 
ones, e.g. Windows Media and iTunes, can 
also be supported if respective information is 
available. The translation manager can be 
requested to export an MPEG license into 
any other supported format. The im-
port/export functionality of the DRM-Core 
provides interoperability with other systems. 

Key Store 
A particularly important component of the 
core is the key store. The key store contains 
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Figure 1: Diagram of currently planned architecture
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the keys which were used to protect content 
in the system. The core ensures that a content 
key is given out only when a requested action 
is allowed by the license. The key store is 
organised as a table which contains keys and 
unique content identifiers. The same identifi-
ers are used in the licenses to reference con-
tent. Respective technologies are part of the 
MPEG-21 standard. The key store is imple-
mented as an encrypted file, which is de-
crypted by the core when a secure environ-
ment is established. This is done with the 
help of the TPM, which seals the key store 
master key, so that it can only be accessed in 
a particular system integrity state. The core 
itself is thus only able to retrieve the master 
key when the system is secure. 

Discussion 
Multimedia content is used in a variety of 
industrial branches. As described above, the 
health sector is a good example for the rea-
sonable usage of a DRM system. Another 
application is in the entertainment sector, 
where video and audio files need protection. 
In that case, the system provides fairness 
towards the user as well as to the owner of 
the content. In the e-learning sector the sys-
tem can be used as a cheap and standardised 
solution to protect important multimedia 
content. The standardisation enables the sys-
tem to work on different platforms, a fact 
that is useful in teaching facilities with large 
heterogeneous networks.  

We believe that by using the advantages a 
trusted computing environment provides, we 
can develop a successful DRM-System. The 
important advantages our system will have 
are:  

► Interoperability with other DRM Systems 
► Transparency 

► Convenience for the user 
► Support of legacy software 

Our approach differs from other DRM-
Systems, because it will be open-source and 
uses the TPM-Chip to enforce security. To-
day, many systems are obscure and it is es-
sential for them to keep the encryption meth-
ods secret. In contrast to that, open source 
means that every user can observe exactly 
what happens with the licenses and the keys. 
In combination with the TPM-Chip a secure 
and trustworthy system can be designed, 
which enforces all applications to work ac-
cording to their specification. Security is then 
based on the manufacturer of the TPM-Chip, 
who ensures and certifies that it is a trustwor-
thy hardware component.  

In our project we also would like to involve 
the Open Source Community. Generally, we 
expect a negative reaction because our sys-
tem works basically as a usual DRM System. 
The Draft version of the GPLv3 gives an 
impression about the emotional attitude to-
wards DRM. In our point of view the princi-
pal problem of DRM is that it is not transpar-
ent enough for the user. But this is not a 
technical problem; it is an effect of the mar-
keting and business models behind the con-
tent. These models are so restricted that user 
interference is often needed.  

We hope that participation of the Community 
in our project will improve such problematic 
aspects. The project will be available under 
the GPL, so that the system can even be ex-
tended by the open-source community if the 
need arises. In that way, we want to enable 
the Linux community to use the advantages 
of Trusted Computing based DRM for pro-
tecting arbitrary data.  
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iPod’s hegemony challenged  
New music-enabled smart phones enter the market 

By: Gergely Tóth, SEARCH Laboratory, Budapest, Hungary  

Abstract: The upcoming version of the Symbian operating system for mobile phones – an-
nounced for the Nokia N91 and the Sony Ericsson W950i multi-media phones – introduces 
Trusted Computing based security features like secure software installation and restricted data 
storage locations – core requirements for a secure DRM platform. On the other hand, the main 
novelty of these phones is their 4 GB internal hard disk directly aiming for mass music storage. 
This step marks the dawn of real music-enabled mobile phones. However isn’t it too late to 
compete with Apple’s iPod?  
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Introduction 
Symbian is the operating system of a wide 
variety of so called smart mobile phones 
providing an open development environment 
for different mobile vendors and mobile op-
erators. As of December 2005, worldwide 
shipments of Symbian OS phones reached 
58.8 million phones (source: Symbian web-
site).  

The newest version of the operating system, 
version 9.1 is just about to appear in com-
mercially available mobile phones. Both 
Nokia and Sony Ericsson have announced 
phones based on this version, most notably 
the Nokia N91 and the Sony Ericsson W950i 
type. While one of the most important novel-

ties of the new OS is a Trusted Computing 
based security model (especially suitable for 
DRM), the main customer-attracting function 
is to act as an easily usable music player – 
undoubtedly an attempt to gain a foothold in 
the Apple iPod-dominated market segment. 

In this article first the Trusted Computing 
based security model of Symbian v9.1 will 
be introduced, then I will evaluate the possi-
bilities of using v9.1 for DRM, and finally I 
will look into the chances of the music-
enabled phones to become real competitors 
of the iPod.  
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Platform security in Symbian OS 
The implementation of the Trusted Comput-
ing concept in the new Symbian operating 
system is called Platform Security and its 
main security functions are the following: 

► In the capability model so called capa-
bilities (similar to permissions) are as-
signed to groups of sensitive operations 
(e.g. network access, PIM access, local 
connectivity or camera access). Only 
processes having the corresponding ca-
pabilities can carry out the given sensi-
tive operation.  
Capabilities are grouped: the most critical 
(e.g. access to all files of the phone) form 
the Trusted Computing Base (TCB), 
which allows full access to all system re-
sources; the Trusted Computing Envi-
ronment (TCE) comprises capabilities for 
selected system services and finally all 
other capabilities are user-visible. Natu-
rally, only a small, highly trusted group 
of applications will have TCB capabili-
ties, most programs will only have user 
visible capabilities at most.  

► Symbian v9.1 incorporates a secure 
software installation mechanism: only 
digitally signed applications can be in-
stalled. The set of capabilities assigned to 
the applications is included in the instal-
lation package (also protected by the sig-
nature) and cannot be altered. The signa-
tures are centrally issued (by Symbian, 
see SymbianSigned, or by the vendor or 
operator) only after the developer has 
been reliably identified and the need for 
the required capabilities is justified.  
A crucial property of v9.1 is that applica-
tions cannot be modified after they have 
been installed – the kernel (i.e. the sys-
tem’s innermost core) ensures that the lo-
cation of executable applications is read-
only, thus only what has been digitally 
signed can run on the phone. This means 
that no third party program can be run on 
the system with crucial capabilities with-
out prior authorization, thereby mitigat-
ing the chance that hackers gain access to 
the system and also the possibility of vi-
rus spreading can also be effectively lim-
ited. 

► Finally, the OS enforces separation of 
the applications and processes. During 
run-time applications cannot access each 
other’s memory area except for carefully 
guarded inter-process communication, 
whereas for persistent storage each appli-
cation may create a private directory to 
which only that application has access. 
This technique is called data caging, so 
storing sensitive data in private directo-
ries applications can protect their assets 
from other applications and therefore 
even against the user himself. 

With these new features Symbian took a 
large step forward providing a secure mobile 
platform – a risky undertaking considering 
that the new architecture broke compatibility 
with the old one, thus previous applications 
of Symbian v6 and v7 will not run on v9.1. It 
remains to be seen whether this change was 
worthwhile, only time will tell the real 
strength of the architecture since there are 
currently no devices on the market with 
Symbian OS v9.1 and thus it has not yet been 
tested by the community.  

DRM based on platform security 
Although the aim of Platform Security was 
not mainly to provide a secure architecture 
for Digital Rights Management, Symbian 
v9.1 surely is a starting base for DRM: 

► Due to the secure software installation 
mechanism and the capability model (as 
DRM is also guarded by a dedicated ca-
pability) only digitally signed and desig-
nated applications can access DRM ser-
vices thus limiting the possibility of un-
authorized access. The fact that only 
tested, signed (and thus back-traceable) 
applications are allowed to run on a 
phone is also in favour of DRM. 

► On the other hand data caging is espe-
cially useful for storing secret DRM in-
formation (e.g. keys or usage count for 
limited access assets), since only the 
dedicated DRM application has access to 
these pieces of information and thus the 
secrets can be effectively hidden from 
unauthorized parties. 

These special functions make Symbian v9.1 
a safe choice to implement a DRM system. 
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Music players based on Symbian v9.1 
In 2005 Nokia announced the N91 music-
enabled mobile phone with 4 GB internal 
storage for multimedia files. Sony Ericsson 
soon followed with the W950i, which has 
similarly 4 GB of space for multimedia. Al-
though neither of them is available on the 
market yet, both are planned to have Sym-
bian v9.1 as the operating system. While it is 
yet unsure what DRM solutions W950i will 
support, Nokia has already announced full 
OMA DRM 2 and Windows Media DRM 10 
support for N91. 

Up till now mobile phones on their own did 
not have enough capacity to store a reason-
able amount of music files internally, and 
only high-end models were outfitted with 
some sort of memory card slots to be able to 
play music files from removable storage. 
This was clearly inferior to Apple’s various 
iPod versions where the smallest version has 
1 GB internal storage capacity (and larger 
ones going up to 60 GB). With this first step 
of 4 GB internal drives the mobile vendors 
demonstrate their decision to enter the mar-
ket of portable music players. What can be 
the advantages of such devices against the 
market-dominant iPods? 

► First of all these devices are not just mu-
sic players, they are fully featured smart 
phones with a wide variety of functions 
ranging from office applications, PIM 
services to naturally all kinds of connec-
tivity (GSM, GRPS, 3G, Bluetooth and 
sometimes even W-LAN etc.). 

► Secondly, Nokia has already demon-
strated the will to support multiple DRM 
formats (namely OMA DRM2 and Win-

dows Media DRM 10). This will not only 
attract content providers but also custom-
ers as music from different platforms can 
be accessed and shared. Many surveys 
clearly showed that interoperability is a 
key advantage in case of DRM solutions.  

► Finally, Symbian-based platforms have a 
reputation of being secure – whereas 
installing a custom OS onto iPod has a 
lively community (see the iPodLinux 
homepage) and the Fairplay DRM system 
has already been circumvented (Or-
lowski, 2004), cracking or re-flashing  a 
Symbian-based phone has not yet been 
demonstrated in public. 

All these advantages and the ease of usage 
will compete with the dominance of iPod and 
iTunes. 

Bottom line 
Apple’s dominance with the iPod music 
player on the market is unquestionable; how-
ever the competition is slowly starting to 
react. The newest potential rivals arrive in 
the form of smart phones with 4 GB of inter-
nal storage for music files. The device from 
both Nokia and Sony Ericsson are based on 
the upcoming operating system of Symbian 
with enhanced security functions based on 
Trusted Computing. The applicability of such 
phones for DRM-based solutions is obvious, 
thus support from content providers can be 
anticipated, and their rich feature set may 
provide them with an advantage over the 
iPods. The question is whether the market 
will also appreciate these devices and how 
the different DRM solutions will be affected 
– could it be that this new competition will 
enforce their interoperability? 
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Legal risk assessment of Trusted Computing. A review 
By: Arnd Weber, ITAS, Karlsruhe, and Dirk A. Weber, IT-Consultant, Bad Homburg, Germany 

Abstract: In this article, potential legal issues of Trusted Computing are presented as dis-
cussed by legal scholar Stefan Bechtold. This review not only summarizes the main risks identi-
fied by Bechtold, but tries to add to the debate.  
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Introduction 
The main article reviewed here is “Trusted 
Computing. Rechtliche Probleme einer ent-
stehenden Technologie” (“Legal problems of 
an emerging technology”; Bechtold 2005b). 
This article is based on a presentation given 
at the U.S. Stanford University in March 
2005, the slides and talk of which are avail-
able in English (2005a). Bechtold published 
a slightly updated version of his article, again 
in German (2005c). There is also a further 
article on TC taken into account for this re-
view (2004b) referring to a somewhat earlier 
stage of TC-developments. 

The reasons for this review is that Bechtold 
provides quite a dense and comprehensive 
assessment of potential legal problems asso-
ciated with Trusted Computing, in particular 
in the area of DRM. Areas in which legal 
problems might emerge are identified, and 
recommendations are given to policy makers 
and those building “Trusted Computing” 
systems.  

Background of Trusted Computing  
“Trusted Computing” is a notion used by the 
“Trusted Computing Group” (TCG), which 
emerged from the former TCPA, the Trusted 
Computing Platform Alliance, which was 
founded in 1999. At that time, there had been 
discussion whether computers should have 
identifiers (cf. the discussion about the Per-
sonal Serial Number in the Intel Pentium-III 
processor; STOA 1999). As the TCPA sug-
gested to have a unique identifier in each 

“Trusted Platform Module”, observers were 
worried that it might be aimed at tracing PC 
users in general, as opposed to using the 
identifier only for purposes such as identify-
ing parties in electronic commerce. When 
Microsoft considered using the Trusted 
Computing approach for basing a DRM-
system, “TC” obtained a somewhat negative 
image in many popular media, blogs, etc. 
Today, the TCG is led by AMD, Hewlett-
Packard, IBM, Infineon, Intel, Microsoft and 
Sun.  

Key security concepts in the TCPA specifica-
tions were based on work by Arbaugh et al. 
(1997). The process the authors designed is 
“constructing a chain of integrity checks, 
beginning at power-on and continuing until 
the final transfer of control from the boot-
strap components to the operating system 
itself. The integrity checks compare a com-
puted cryptographic hash value with a stored 
digital signature associated with each com-
ponent” (Arbaugh et al. 1997). In 
TCPA/TCG implementations, the chain of 
trust starts accordingly with the “Trusted 
Platform Module” (TPM), basically a smart-
card chip. Today, TPMs in PCs are mainly 
used for secure log-in, protection of crypto-
graphic keys, and file encryption support. 
Checking the whole chain of trust, e.g., oper-
ating system, drivers and applications, has 
not yet been implemented. 

The subject of Bechtold’s analysis 
Bechtold reviews the actual specifications 
written by the Trusted Computing Group, as 
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well as operating system developments, such 
as Microsoft’s “Next Generation Secure 
Computing Base” (NGSCB; variants of new 
Microsoft operating systems will increas-
ingly support applications based on TC con-
cepts). In addition, he takes into account 
recent hardware developments, in particular 
the new processor architectures from Intel 
and AMD that offer support for “curtained 
memory “ and “virtualization”. Curtained 
memory allows for strong isolation between 
different execution environments, while vir-
tualization allows several different, even 
unmodified operating systems to run in paral-
lel. Next to a legacy OS, another one could 
run, e.g. a custom-made one for a content 
application. With the help of the TPM, it can 
be determined what is actually running. 

The following potential characteristics of 
Trusted Computing are highlighted:  

1. Remote attestation: Comparison of the 
actual state of a platform with its ex-
pected state (validation).  

2. System compartmentalisation: With the 
new processor architecture, e.g., a Trojan 
horse would not longer be able to read 
data from a banking application, as these 
would run in different compartments. 

3. Sealed storage: Data are encrypted and 
can only be read if the system is in a cer-
tain state (for making sure that, e.g., no 
software is running which is designed to 
“rip” content). 

4. Secure input/output: Keyboard, mouse 
and display are protected against ma-
nipulation. 

From this list, we see that in frequent cases 
envisaged by the proponents of TC, “trusted” 
means that a third party can be enabled to 
check whether a remote computer can be 
trusted. Whether a “trusted computer” is 
trusted by the user, can deserve to be called 
“trustworthy”, etc. is a different matter. As 
Pearson, editor of an early book on TC, put it 
when describing the TPM: “This security 
hardware contains those security functions 
that must be trusted.” (2003, p. 5; emphasis 
in the original). Whether it is trusted in social 
and economic terms, is a different matter, 
however. 

Risk analysis   
Generally speaking Bechtold argues that 
there are possibly many risks arising, but that 
they could be dealt with by skilful design of 
TC-architectures and the institutional ar-
rangements around them. We pick up here 
the most important points in slightly more 
detail: 

► Remote attestation could be used to hin-
der inter-operability. It could be ensured 
that only a certain piece of software, e.g. 
a Microsoft browser, can be used for get-
ting certain services. He discusses tech-
nical remedies such as communicating 
only properties of a program, or attesting 
only the correctness of small part of the 
computer, e.g., a compartment, as well as 
legal remedies to prevent abuse of market 
power. 

► The role of third parties providing basic 
keys and metrics for using TC is an issue. 
For instance, the integrity of software 
might be checked by comparing its hash 
value against the one it is supposed to 
have. Currently, the TCG specifications 
do not define who these entities will be. 
It could be, for instance, a large corpora-
tion doing it in its own interest. However, 
central authorities could emerge with a 
significant market power. Therefore it is 
of potential relevance that there will be 
several competing companies or organi-
sations certifying such data. 

► Given the market power of dominant 
players such as Microsoft, the article ar-
gues, users might be forced to use TC. 
For instance, banks might require the use 
of TC. The author demands to take such 
dominance, or market failures, into ac-
count. 

► “Sealed storage” might be used to ensure 
that certain data formats need to be used. 
Trusted Computing “can be used to ‘seal’ 
data to a particular software state on a 
platform. In a DRM system, this feature 
could be used by content providers to 
make sure that their content may only be 
accessed by consumers if their devices 
are in a secure state. However, it could 
also be used to seal data to a particular 
operating system, platform configuration, 
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or software application. Software compa-
nies could develop proprietary file for-
mats for their applications that can read 
this file format and thereby interoperate. 
As the costs of converting files would be 
significantly increased, this could deter 
customers from switching to competing 
applications, operating systems and even 
hardware platforms in the first place. 
Content providers could make sure that 
their content is only accessible with a 
particular proprietary player. In general, 
sealed storage could hamper competition 
in the hardware, operating system and the 
software applications markets. Trusted 
computing could prove a powerful tool to 
create customer lock-in and artificially 
increase switching costs.” (2004b, p. 
88f). Competition law would be a way to 
deal with the issue. 

► TC could be used to design a highly se-
cure DRM system which would be diffi-
cult to circumvent. TC could be used to 
prevent the computer user from copying  
content from one system to another, as 
more easily possible with other DRM 
systems. He concludes that “DRM sys-
tems which are based on trusted comput-
ing architectures may come into conflict 
with copyright law... If copyright limita-
tions allow a consumer to copy content to 
another device without the rights holder’s 
permission, the trusted platform could 
nevertheless prevent such copying as the 
sealed content could not be decrypted on 
the other device.” (2004b, p. 95) 

► The use of keys could lead to a loss of 
privacy. Not only could a company verify 
whether one of its PCs is accessing its 
network, other companies could also 
identify platforms and concatenate keys 
and user identities. Bechtold reviews the 
merits of “Privacy Certification Authori-
ties” providing pseudonyms and so-
called “Direct Anonymous Attestation” 
which could be used to provide a higher 
level of anonymity (cf. TCG 2003). 

The article also addresses other issues, such 
as using related patents to limit competition. 

 

Discussion 
The reader gets the impression that Bechtold 
intends to warn of potential negative effects. 
In contrast to earlier such warnings, e.g. Ross 
Anderson’s, he separates issues of TC (ac-
cording to the TCG specifications), Micro-
soft’s plans, and DRM very clearly (cf. Saf-
ford 2002). In this sense, his work is a very 
useful early warning.  

Summarising one can say that there are three 
major risks: 
1. Dominance of players. This could result 

in high prices, and in particular the use of 
open source software could be hindered 
if certificates were made available only 
with a delay or at excessive cost.  

2. Loss of capabilities to exploit copyright 
limitations. 

3. Loss of privacy. 

These could be addressed by the following 
remedies: 

1. Remote attestation could be requested 
from only a small part of a computer, e.g. 
a compartment. 

2. Competing operating systems and com-
peting institutions providing keys and 
hash values would be necessary for con-
sumers to have a choice. Thus, a possible 
abuse of market power would be hin-
dered. With enough competition, appli-
cations not using TC would also remain 
available.  

3. Control of abuse of market power 
through the policy maker. 

4. Privacy Certification Authorities and 
Direct Anonymous Attestation could be 
deployed to provide more privacy. 

With respect to the design of DRM systems 
Bechtold believes in “value centered design” 
enabling DRM-implementations preserving 
copyright limitations, such as private copies 
(cf. 2004a). 
The reviewers would like to bring up a few 
issues for discussion:  

First, Bechtold has a fairly short list of posi-
tive effects, essentially stating that digital 
signatures could be implemented more se-
curely. Other potential effects of TC, such as 
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increased security against theft of data, e.g. 
from stolen laptop computers, are underem-
phasised. Also the potential of secure com-
puters to make fighting malicious code less 
important is underemphasised. But elaborat-
ing on such benefits was apparently not 
within the scope of his article. 

Second, Bechtold seems to have the impres-
sion that all the hard- and software which is 
envisaged to be built based on the TCG-
principles will work properly. This may not 
be the case, however. It is by no means guar-
anteed that it will be possible to implement 
all the functions in an error-free way. He 
writes, e.g., that existing PC-architectures 
need only be “marginally modified” (2005b, 
p. 394), or that “Trusted Computing will 
offer a much higher level of security” (p. 
404) or that “it is impossible for insecure 
software, viruses and other dangerous pro-
grams to hide their existence on a Trusted 
Computing-platform” (p. 399). This will only 
be the case if TC   is implemented perfectly. 
In particular, it seems doubtful whether a 
permanent attestation is feasible. If attesta-
tion is not permanent, but e.g. takes place 
only during the system’s boot process, mali-
cious code, cracking software, etc., might run 
even in a verified compartment. Regarding 
DRM, there is also the challenge to build 

PCs which make it difficult to eavesdrop data 
somewhere. Applying the BORA principle, 
cracked content could run undetected in a 
future, separate compartment. Protections 
such as watermarking might perhaps remain, 
though, and the process might be illegal, 
which would reduce such abuse. 

Third, there is the interesting issue whether 
Microsoft will aim at blocking virtualisation 
regarding non-Microsoft operating systems 
and compartments. New Microsoft operating 
systems could ensure, with the help of the 
TPM, that they only run if no other com-
partments with different operating systems 
are running. This would hinder competition. 

Bottom line  
One could regard Bechtold’s worries as an 
example of German thoroughness and of 
scepticism with regard to new technologies. 
It seems, however, his work is right in time, 
as there is a good possibility that during the 
next few years hundreds of millions of TPMs 
will be in PCs. Therefore it is important to 
monitor whether Trusted Computing will 
lead to secure systems, or to lock-in. Regard-
ing DRM, Bechtold warns that TC might 
prevent users from exploiting rights provided 
by the copyright law, so this issue will also 
warrant continued monitoring. 
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